
 

 - 1 -

Homeland 
Security 
Daily Open Source Infrastructure 
Report for 14 May 2009   

 

 
Current Nationwide  

Threat Level 
 
  ELEVATED 

 
  Significant Risk of Terrorist Attacks
    
   For information, click here: 
   http://www.dhs.gov 

Top Stories  

 According to the Associated Press, five contract workers at Total’s refinery in Port Arthur, 
Texas had to be transported to a hospital Tuesday after getting sick for undetermined 
reasons. (See item 1) 

 WLUK 11 Greenbay reports that nearly 1.2 million gallons of raw liquefied sewage flowed 
freely into Baird Creek in Green Bay, Wisconsin when a clog diverted the normal flow to 
the wastewater treatment plant. An assistant city engineer says the problem was identified 
on May 8. (See item 24) 
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Energy Sector 
 
 Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 

Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. May 12, Associated Press – (Texas) At least 5 workers sicken at Port Arthur 
refinery. Five contract workers at a Port Arthur refinery had to be transported to a 
hospital after getting sick for undetermined reasons. Officials are trying to figure out the 
source of the problem May 12 at the Total Port Arthur Refinery. A plant spokeswoman 
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initially said three workers were transported, for treatment of shortness of breath. She 
later confirmed five employees had been transported. All were treated and released. She 
says an investigative team was inspecting the plant. A statement late on May 12 from 
the refinery said no elevated levels were detected and a formal internal review will be 
done. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/6420971.html 

2. May 12, St. Louis Post-Dispatch – (Missouri) Coal train derails near Washington, 
Mo. A train hauling coal to southern Illinois derailed in Franklin County about 6 a.m. on 
May 12 near the town of Washington, Missouri. No one was injured. Thirty-six of the 
train’s 142 cars jumped the tracks along the Missouri River riverbank at Route 185 and 
Highway 100, said a Union Pacific spokesman in Omaha, Nebraska, which owns the 
tracks. He said the cause of the derailment is under investigation. The spokesman said 
the cars toppled onto both tracks. Crews and heavy equipment will be working to 
remove the wreckage. The mangled train cars are sandwiched together, “accordion-
style,” he said. The Union Pacific train was heading east when it derailed 10 miles west 
of Washington. None of the cars fell into the river, he said. The train was heading to 
Cora, Illinois, about 70 miles south of St. Louis, where the coal was to be put on barges. 
The chief of the Washington Fire Department said the first call came in at 6:05 a.m. 
Because the tracks are in a heavily wooded area along the riverbank, fire crews tried to 
get to the scene two ways: one crew went up river in a boat, the other rushed to the 
scene in a pumper truck along a gravel road. The crews in the river made sure there was 
not any chemical leaking, which there was not. 
Source: 
http://www.stltoday.com/stltoday/news/stories.nsf/missouristatenews/story/9C4CD617B
C6F7427862575B4004CE5D7?OpenDocument 

3. May 12, WCTV 6 Tallahassee – (Florida) Natural gas explosion on I-10. Tanker trucks 
are on stand-by ready to pump natural gas in to residences in the city of Madison. A gas 
explosion on the side of I-10 near Highway 53 left thousands of residents without gas 
service because the City’s main pipeline was ruptured. By Monday afternoon officials 
had cut off the pipeline and let the remaining gas filter out. Restaurants and hotels near 
the explosion were evacuated but no one was injured. The Madison City Manager says 
the tanker trucks are providing temporary relief and all residents have gas. It could take 
a few days to fix the pipeline. 
Source: http://www.wctv.tv/news/headlines/44721787.html 

4. May 11, Associated Press – (California) Power line angers some Northern Calif. 
residents. A plan to build two sets of power transmission lines from far Northern 
California is drawing protests from residents whose property would be affected. The 
$1.5 billion project would string 600 miles of lines from Lassen County to Sacramento 
and the San Francisco Bay area by 2014. It would be the largest Northern California 
power project in nearly two decades. The project is supported by 15 Northern California 
municipal power providers. State energy officials say the Lassen area has enough 
potential alternative energy, such as hydropower, to serve between 1.3 million and 1.6 
million homes. But residents near where the high-voltage lines would run are upset. 

http://www.chron.com/disp/story.mpl/ap/tx/6420971.html
http://www.stltoday.com/stltoday/news/stories.nsf/missouristatenews/story/9C4CD617BC6F7427862575B4004CE5D7?OpenDocument
http://www.stltoday.com/stltoday/news/stories.nsf/missouristatenews/story/9C4CD617BC6F7427862575B4004CE5D7?OpenDocument
http://www.wctv.tv/news/headlines/44721787.html
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They say the lines would harm the environment and their views. 
Source: http://www.mercurynews.com/news/ci_12343531 
 

For another story, see item 22 
 
[Return to top] 

Chemical Industry Sector 
 
5. May 13, Associated Press – (Ohio) Chemical spilled in Ohio like glue not hazard. 

Workers have had a cleanup job to do in Cincinnati after a truck carrying a glue-like 
chemical sprung a leak on a busy westside street. The driver of the semi saw that the 
leak had occurred on May 13 and called police. The trucking company sent a private 
firm to clean the substance from the road and transfer the remaining chemical on the 
truck onto another vehicle. Officials at first thought the truck might be leaking a 
hazardous rust-inhibiting chemical but then determined it was a sort of water-based glue. 
Hazardous materials crews and the EPA were on the scene until it was determined the 
substance was not a health hazard. 
Source: http://www.wtte28.com/template/inews_wire/wires.regional.oh/30b84db0-
www.wtte28.com.shtml 

 
6. May 12, U.S. Environmental Protection Agency – (Illinois) Chemical spill reporting 

violation: EPA settles with Stephenson Service Co., Freeport, Illinois. U.S. 
Environmental Protection Agency Region 5 recently settled an administrative case 
involving hazardous chemical release and inventory reporting violations at Stephenson 
Service Co. in Freeport, Illinois. The company will pay a civil penalty of $10,421 and 
purchase four safety suits and gloves, valued at $10,000, for the Stephenson and Jo 
Davies county fire departments. Stephenson Service failed to provide immediate 
notification to the National Response Center and state emergency response commissions 
of a 2,797-pound release of anhydrous ammonia during a truck accident. Anhydrous 
ammonia, commonly used in commercial refrigeration systems and as fertilizer, must be 
reported if releases are greater than 100 pounds.  
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/7cd3d5466ee642fd852575b40056bcc7?Ope
nDocument 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

     Nothing to report 
 
[Return to top] 

Critical Manufacturing Sector 
 

7. May 12, Auto Blog – (National) GM recalls Camaro, Traverse, SUVs/pickups for 

   

http://www.mercurynews.com/news/ci_12343531
http://www.wtte28.com/template/inews_wire/wires.regional.oh/30b84db0-www.wtte28.com.shtml
http://www.wtte28.com/template/inews_wire/wires.regional.oh/30b84db0-www.wtte28.com.shtml
http://yosemite.epa.gov/opa/admpress.nsf/0/7cd3d5466ee642fd852575b40056bcc7?OpenDocument
http://yosemite.epa.gov/opa/admpress.nsf/0/7cd3d5466ee642fd852575b40056bcc7?OpenDocument
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various issues. General Motors and the National Highway Traffic Safety 
Administration have announced a suite of recalls for the Chevrolet Camaro, Traverse 
and various body-on-frame SUVs and pickups (Cadillac’s Escalade, Chevrolet’s 
Avalanche, Colorado, Suburban and Tahoe, along with GMC’s Canyon and Yukon). 
The recall of 1,243 Camaros is due to the possibility of the positive battery cable 
rubbing against the starter motor housing. When the insulation is worn through because 
of that chafing, the system can short out and the car will not start (or continue running if 
the motor is already going). Dealers will reroute the positive cable to fix. 15,393 2009 
model-year Traverse crossovers are being recalled for a parking brake cable link that is 
not to federal specifications. According to the official press release, the parking brake 
pedal may cause the cable link to snap. Dealers will replace the cable link connector for 
free. Oddly, the recall does not make mention of GM’s other Lambda-based three-row 
crossovers, which include the Buick Enclave, GMC Acadia, and Saturn Outlook. 
Finally, 27,189 GM SUVs and pickups are being recalled due to potential faults with 
their fuel system control modules. The modules might have a seal problem that allows 
water in, which could then cause a short- or open- circuit, a development that could 
potentially trigger a host of warning lights or render the vehicle inoperable. Dealers will 
install a new fuel system control module unit at no cost.  
Source: http://www.autoblog.com/2009/05/12/gm-recalls-camaro-traverse-suvs-pickups-
for-various-faults/ 

 
8. May 12, Bloomberg – (New York) GE to build New York battery plant, create 350 

jobs. General Electric Co., the world’s biggest maker of power-plant equipment and 
locomotives, will invest about $100 million to start a new battery business and create at 
least 350 jobs in northern New York. The batteries will first be used in hybrid 
locomotives that will be available commercially in 2010, Fairfield, Connecticut- based 
GE said in a statement on May 12. GE spent $150 million developing the sodium-based 
chemical technology in the batteries and will apply for stimulus funds from the U.S. 
Department of Energy. The project complements lithium batteries for plug-in hybrid 
vehicles made by closely held A123 Systems, of which GE owns more than 10 percent. 
A specific location for the business has not been chosen. GE said it has initial customers 
for the battery technology in the telecommunications, utility and mining industries. Uses 
will include heavy-duty vehicles, backup power storage and devices that keep energy 
steady for utilities. At full capacity, the plant would produce about 10 million cells a 
year, enough energy storage to power 1,000 U.S. homes for a month, GE said. 
Source: 
http://www.bloomberg.com/apps/news?pid=20601087&sid=aEgOj7FsBux8&refer=hom
e 

 
[Return to top] 

Defense Industrial Base Sector 
 

9. May 13, Reliable Plant – (Alabama) Boeing to move missile defense HQ to Alabama. 
The Boeing Company will relocate the headquarters for its Missile Defense Systems 
(MDS) division from Arlington, Virginia, to the company’s facilities in Huntsville, 
Alabama. The move will ensure MDS remains aligned with its government customers, 

   

http://www.autoblog.com/2009/05/12/gm-recalls-camaro-traverse-suvs-pickups-for-various-faults/
http://www.autoblog.com/2009/05/12/gm-recalls-camaro-traverse-suvs-pickups-for-various-faults/
http://www.bloomberg.com/apps/news?pid=20601087&sid=aEgOj7FsBux8&refer=home
http://www.bloomberg.com/apps/news?pid=20601087&sid=aEgOj7FsBux8&refer=home
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while adding to Boeing’s presence in the Huntsville community. Initially, Boeing will 
shift division management and support functions, such as Human Resources and 
Finance, to Huntsville, and will evaluate moving other employees currently working on 
MDS programs in Arlington. Between 40 and 50 positions may be transferred by the 
end of this year. “Huntsville is a leader in the aerospace industry, and Boeing is proud of 
its 47-year partnership with this community, which includes work on defense, space and 
commercial programs,” said the vice president and general manager for Boeing Missile 
Defense Systems. “Our customers have been locating more of their personnel and 
operations in this community, so now is the right time for us to center our missile 
defense business here as well. We want to remain close to our customers and the vital 
national-security programs Boeing employees support.” Boeing is the largest aerospace 
company in Alabama and one of the state’s largest employers. Current company 
operations in Huntsville include the Ground-based Midcourse Defense program and 
other missile defense work, such as the Arrow system and the Patriot Advanced 
Capability-3 seeker, as well as work associated with Ares I, the International Space 
Station, Future Combat Systems, Avenger, SBInet, and engineering for the 787 and the 
P-8A Poseidon. 
Source: 
http://www.reliableplant.com/article.aspx?articleid=17549&pagetitle=Boeing+to+move
+missile+defense+HQ+to+Alabama 

 
[Return to top] 

Banking and Finance Sector 
 

10. May 13, AirTight Networks – (International) Airtight study of financial districts’ 
airspace reveals Wi-Fi security risks. There appears to be a very high incidence of 
wireless vulnerabilities and poor wireless security practices in the financial districts of 
seven cities, according to the results of a survey released on May 13 by AirTight 
Networks. AirTight issued the findings of its Financial Districts Scanning Report for 
wireless security vulnerabilities in the financial districts of New York, Chicago, Boston, 
Wilmington (DE), Philadelphia, San Francisco, and London. The key findings 
demonstrate a pattern of careless use of Wi-Fi access points and lack of knowledge 
about the vulnerabilities wireless can introduce into a business environment and how to 
protect corporate data. The airspace in these financial districts is dominated by open or 
poorly encrypted (WEP) wireless access points (APs). Many of these APs were using 
ineffective security practices such as hiding the SSID, and personally identifiable 
information was leaking out. “In light of some rather spectacular data breaches 
involving financial information in recent years, both wired and wireless, in financial 
districts we expected to find well protected and configured networks, open or guest 
access isolated from corporate networks and strict enforcement of Wi-Fi security 
policies,” said the CTO of AirTight. “What we found instead should give pause to 
security administrators working in industries with highly sensitive information such as 
financial services.” AirTight wireless security researchers doing “war walks” took five 
minute scans at randomly selected locations in the financial districts of the seven cities 
from February through April 2009. Overall, the signal from more than 2000 Wi-Fi 
access points was sampled. The scans were typically collected near the buildings where 

   

http://www.reliableplant.com/article.aspx?articleid=17549&pagetitle=Boeing+to+move+missile+defense+HQ+to+Alabama
http://www.reliableplant.com/article.aspx?articleid=17549&pagetitle=Boeing+to+move+missile+defense+HQ+to+Alabama


 - 6 -

financial institutions were housed, including banks and stock exchanges. 
Source: http://www.airtightnetworks.com/home/news/press-
releases/pr/article/123/airtight-study-of-financial-districts-airspace-reveals-wi-fi-
security-risks.html 

 
11. May 12, American Chronicle – (National) Enzi - Senate increases FDIC limit. 

Following several days of debate, the U.S. senate passed a bill that will help community 
banks by extending a higher Federal Deposit Insurance Corporation (FDIC) limit, 
according to a U.S. Senator. The Senate passed the bill, S. 896, by a vote of 91-5. The 
bill extends the FDIC’s deposit insurance limit of $250,000 for the next four years. 
Previously, the insurance limit was $100,000. The Senator worked to get a mortgage 
modification provision commonly known as ‘cramdown’ out of the final bill. The 
cramdown measure would have granted bankruptcy judges the ability to modify 
mortgage terms during bankruptcy proceedings and decrease the amount of principle 
owed. The bill will now go to a conference committee where differences between the 
Senate and House versions will be worked out. 
Source: http://www.americanchronicle.com/articles/view/102216  

 
12. May 12, Reuters – (National) U.S. FDIC seeking quick, narrow resolution authority. 

The Federal Deposit Insurance Corp. is talking with lawmakers about speedy legislation 
that could give it the power to wind down troubled bank holding companies, but not a 
broader range of financial firms, according to a source familiar with agency plans. The 
Federal Reserve and U.S. Treasury Department have some disagreement with the FDIC 
about exactly what new powers the agency should gain, the source said, speaking 
anonymously because the meetings have been private. The FDIC has been meeting with 
lawmakers’ staff in recent days about so-called ‘resolution authority.’ The FDIC 
currently has the power to resolve failed banks, but not bank holding companies. The 
Treasury in March drafted a legislative proposal that names the FDIC as the resolution 
authority for a broad range of financial firms, but some members of the administration 
and bank industry groups have opposed such a plan, saying the FDIC is not properly 
equipped for such a large task.  
Source: http://www.forbes.com/feeds/afx/2009/05/12/afx6412023.html  

 
 [Return to top]  

Transportation Sector 
 

13. May 13, Patriot Ledger – (Massachusetts) Man who impersonated federal agent at 
Logan gets probation. The Rockland man who impersonated a federal agent at Logan 
Airport was sentenced to two years of probation on May 12. As part of a plea agreement 
reached in February, the man received probation, but was not fined, in U.S. District 
Court. He had already paid a $4,000 civil penalty. The impersonator faced up to three 
years in prison and a $250,000 fine after showing his assistant harbormaster badge at 
Logan Airport and saying he worked for the U.S. Department of Homeland Security. 
His statement and showing of the badge enabled him to bypass airport security before a 
Boston to San Diego flight in January 2007, according to an affidavit. The man, who 
was actually a medical supplies salesman, was charged in U.S. District Court in 
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November with impersonating a federal agent and making false statements. He also 
incorrectly filled out a form, stating that he was armed, the affidavit says. 
Source: http://www.patriotledger.com/news/x1892610196/Man-who-impersonated-
federal-agent-at-Logan-gets-probation 

14. May 13, United Press International – (Texas) Plane tire catches fire during landing. 
No serious injuries were reported after an emergency evacuation from a Southwest 
Airlines plane arriving in Houston the night of May 12, officials said. As Flight 519 
touched down at Hobby Airport just before 8 p.m., a tire on its right side blew out and 
caught fire, a Southwest Airlines spokesman said. The plane was carrying 47 passengers 
and a crew of five. After those on board evacuated, using inflatable emergency chutes, 
firefighters made quick work of the flames and prevented them from spreading to other 
parts of the plane, the Houston Chronicle reported. A Houston Fire Department assistant 
chief told the Chronicle the plane was returned to service once the tire was changed. 
“There was no damage to the landing gear,” he said. “It could have definitely been 
worse.” 
Source: http://www.upi.com/Top_News/2009/05/13/Plane-tire-catches-fire-during-
landing/UPI-46281242189285/ 

15. May 12, Pulaski County Daily – (Missouri) Storm causes major road damage, 
Laquey road cut off by 15-foot ditch. Members of the Pulaski County Commission 
recounted emergency efforts over the weekend to deal with the aftermath of a May 8 
storm that caused damage all over Pulaski County, including a washed-out culvert on 
Sherwood Road near the Laquey school that trapped numerous people in their homes. 
“You could have hid a semi truck down there and nobody would have been able to see 
it,” said the Western District commissioner at the county commission meeting on May 
11. “It was a 15-foot wide hole, and it was 15 feet deep and it cut the whole road out. 
The banks are straight up and down on each side; there was no way to get to the 
residents who were down there,” he said. Pulaski County’s emergency management 
director arranged for a ladder truck from the Waynesville Rural Fire Protection District 
to come to Laquey to bridge the gap and allow firefighters to get across the ditch. Crews 
worked from 7 a.m until 8 p.m. on May 9 to make temporary road repairs. There are still 
serious problems with other roads in both the eastern and western districts, said the 
Western District commissioner. Efforts were made to get help from Fort Leonard Wood, 
the presiding commissioner said, but the only available bridging equipment was a tank-
mounted bridge that post personnel feared would not be able to get into the road due to 
its poor condition and the heavy weight of the tank.  
Source: http://www.pulaskicountydaily.com/news.php?viewStory=913 

16. May 12, Daily Press & Argus – (Michigan) Plane crash at the Brighton Airport. 
Emergency crews are on the scene of a plane crash at the Brighton Airport in Brighton 
Township. The Sheriff said it appears a small, fixed-wing airplane crashed about 11:30 
a.m. “It appears to have overshot the runway and crashed into trees,” the sheriff said, 
noting that preliminary investigation indicates that the brakes may have failed. No 
injuries are reported to the 73-year-old pilot or his 74-year-old passenger. Both are from 
Farmington. 

http://www.patriotledger.com/news/x1892610196/Man-who-impersonated-federal-agent-at-Logan-gets-probation
http://www.patriotledger.com/news/x1892610196/Man-who-impersonated-federal-agent-at-Logan-gets-probation
http://www.upi.com/Top_News/2009/05/13/Plane-tire-catches-fire-during-landing/UPI-46281242189285/
http://www.upi.com/Top_News/2009/05/13/Plane-tire-catches-fire-during-landing/UPI-46281242189285/
http://www.pulaskicountydaily.com/news.php?viewStory=913
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Source: http://www.livingstondaily.com/article/20090512/NEWS01/90512009/-
1/NEWSFRONT2/Plane+crash+at+the+Brighton+Airport 

 
17. May 12, Quad-City Times – (Iowa) Eastbound lane of I-80 bridge closed to traffic. 

Inspectors will return to the Interstate 80 Mississippi River Bridge at LeClaire, Iowa, to 
determine how to repair a faulty floor beam that caused the lone eastbound lane to be 
closed May 12. A project implementation engineer for the Illinois Department of 
Transportation said that during a routine inspection, engineers saw a crack in the top 
flange of the beam. “It’s something that might have been there 15 years, or it might be 
something that happened today,” he said. “We’re taking the cautious approach.” The 
lone westbound lane of the bridge will remain open, he added. The two westbound lanes 
were closed due to road construction south of the bridge. The eastbound lanes were 
divided to make one eastbound lane and one westbound lane. “We’re removing and 
replacing the pavement immediately south of the structure,” he said. “We’ve removed 
pavement right up to the bridge. So that’s where we’re at now. We could have just used 
a westbound lane for eastbound traffic, but there is no concrete there.” The engineers 
will perform a more thorough inspection May 12. “They’ll check all the other beams on 
the bridge and get a better idea of the extent of the issues. Then we’ll decide what needs 
to be done.” This is the second time in less than a year inspectors have discovered 
something wrong with the bridge and shut down lanes. 
Source: http://www.qctimes.com/news/local/article_7f381872-3f49-11de-bc42-
001cc4c002e0.html 
 

For more stories, see items 2 and 3 
 
[Return to top] 

Postal and Shipping Sector 
 

     Nothing to report 
 
 [Return to top] 

Agriculture and Food Sector  

 
18. May 12, KATV 7 Little Rock – (Arkansas) Hot Springs beef recall. Bob’s Food City, a 

Hot Springs, Arkansas, retailer is recalling approximately 375 pounds of ground beef 
products that may be contaminated with E. coli. The U.S. Department of Agriculture 
Food Safety and Inspection Service (FSIS) made the announcement May 12. These 
ground beef products were produced on May 7, 2009, and were sold to customers of the 
Bob’s Food City retail store located in Hot Springs. The problem was discovered 
through FSIS sampling procedures. FSIS has received no reports of illness due to 
consumption of these ground beef products.  
Source: http://www.katv.com/news/stories/0509/622202.html 

 
For more stories, see items 24 and 37 
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 [Return to top] 

Water Sector 
 
19. May 13, Washington Post – (Maryland; Virginia) Obama orders EPA to take the lead 

in Bay cleanup. The U.S. President took a dramatic step to revive faltering efforts to 
clean up the Chesapeake Bay on May 12, issuing an executive order that could empower 
the federal Environmental Protection Agency (EPA) to set a more demanding timetable 
and penalize states that fail to meet it. The order, signed Tuesday, signals a far greater 
federal role in the bay cleanup, instructing the EPA to coordinate efforts by several 
federal departments and work with state governments to reduce pollutants flowing into 
the bay. It gives the agency enforcement authority if states miss established goals. “I can 
assure you that the EPA is ready to enforce these goals,” said an EPA administrator, 
who said a “compliance and enforcement strategy” would be negotiated with state 
leaders in the coming weeks. It is not clear what the executive order’s direct impact 
might be on the 17 million people who live in the bay watershed, but it could lead to 
new requirements for upgrading sewage treatment plants and other utilities and limits on 
developers and on farmers and homeowners who fertilize their fields and lawns with 
nutrients that seep into the bay. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/05/12/AR2009051202469.html?hpid=moreheadlines 

 
20. May 13, Bolivar Herald Free-Press – (Missouri) Hurricane-force winds sweep 

through county. What the National Weather Service (NWS) calls “hurricane-force 
winds” and one confirmed tornado hit Polk County the morning of May 8. In Bolivar, 
well No. 5 on Killingsworth Avenue near the street department building is 
nonfunctional, said a city administrator after the hurricane blew the top off the building 
and knocked down some of the concrete blocks. He said the building and electrical 
connections will have to be rebuilt. Even with that well and the one on Lillian Avenue 
that is out of service for the repair work on the water tower there, he said the city’s water 
system still has enough wells operating to keep water flowing for everyone in town. The 
city’s wastewater treatment plant is operating at full capacity again after the rotors had 
to be shut down due to the large volume of water running into it the morning of May 8. 
The water system continued functioning after the storm due to having enough back up 
electrical sources. For the sewer system, city crews had to manually turn on many of the 
generators. Two sewer substations flooded during the storm. 
Source: 
http://www.bolivarmonews.com/articles/2009/05/13/news/doc4a09e973742a426443739
4.txt 

 
21. May 13, Digital Journal – (Michigan) Bacteria create aquatic superbugs in waste 

treatment plants. A research team at the University of Michigan School of Public 
Health sampled water containing the bacteria Acinetobacter at five sites in and near Ann 
Arbor’s wastewater treatment plant. They found the bacteria resistant to multiple 
antibiotics (aka superbugs) up to 100 yards downstream from the discharge point into 
the Huron River. However, it is important to understand much work is still needed to 
assess what risk, if any, the presence of superbugs in aquatic environments poses to 
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humans. The team found while the total number of bacteria left in the final discharge 
effluent declined dramatically after treatment, the remaining bacteria was significantly 
more likely to resist multiple antibiotics than bacteria in water samples upstream. In fact, 
some strains resisted as many as seven of eight antibiotics tested. The bacteria in 
samples taken 100 yards downstream also were more likely to resist multiple drugs than 
bacteria upstream. 
Source: http://www.digitaljournal.com/article/272554 

22. May 12, Chattanooga Times Free Press – (Tennessee) Tennessee: EPA to oversee ash 
spill cleanup. The U.S. Environmental Protection Agency on May 11 took over the 
cleanup of Tennessee Valley Authority’s (TVA) Kingston coal ash spill under the 
Superfund law. “EPA will oversee the cleanup and TVA will reimburse EPA for its 
oversight costs,” according to an EPA statement from a spokeswomen. “EPA is bringing 
to bear its resources and expertise under federal law to work in partnership with the state 
of Tennessee and local officials to assure a comprehensive cleanup of the TVA coal ash 
spill, one of the largest and most serious environmental releases in our history,” said an 
EPA administrator in the statement. Removal of the coal ash from the Emory River will 
take between two and three years, EPA officials say.  
Source: http://timesfreepress.com/news/2009/may/12/tennessee-epa-oversee-ash-spill-
cleanup/?local 

23. May 12, Science News – (New Jersey) Nonstick chemical pollutes water at notable 
levels. A new study finds evidence that people may be exposed through drinking water 
to a persistent nonstick chemical at levels approaching those that trigger adverse effects 
in laboratory animals. The fluorine-based nonstick chemical, PFOA or perfluorooctanoic 
acid, was developed by DuPont more than 50 years ago and used to launch the 
company’s Teflon line of nonstick products. Ironically, earlier studies have shown that 
the nonstick agent itself sticks around a very, very long time — potentially forever. The 
chemical appeared in roughly two-thirds of some 30 public water systems sampled by 
New Jersey’s Department of Environmental Protection between 2006 and 2008, 
researchers report online and in an upcoming issue of Environmental Science & 
Technology. In five of the New Jersey water systems sampled, PFOA concentrations 
exceeded a safety limit developed by the researchers — sometimes by a factor of two or 
three. In each of those instances, says a toxicologist of Rutgers University in New 
Brunswick, the affected water came from groundwater or from well water. However, he 
adds, where contaminated water entered a water-treatment plant, “[PFOA] 
concentrations in the intake water and the output water were basically the same.”  
Source: 
http://www.sciencenews.org/view/generic/id/43712/title/Nonstick_chemical_pollutes_w
ater_at_notable_levels 

24. May 12, WLUK 11 Greenbay – (Wisconsin) Raw sewage leaks into Baird Creek. Raw 
liquefied sewage, mixed with other waste washed down the drain, flowed freely into 
Baird Creek in Green Bay when a clog diverted the normal flow to the wastewater 
treatment plant. City engineers estimate nearly 1.2 million gallons of sanitary sewer 
liquid ended up in Green Bay. An assistant city engineer admits the problem may only 
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http://www.sciencenews.org/view/generic/id/43712/title/Nonstick_chemical_pollutes_water_at_notable_levels
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have been identified a week ago on May 8, but actually leaking at lower levels for some 
time. The city determined the clog was due to a grease build up in a key 10-inch pipe. 
The city is investigating where all the grease in the system is coming from. They will be 
checking with area restaurants and businesses, including a cheese factory and meat 
packaging plant. 
Source: 
http://www.fox11online.com/dpp/news/local_wluk_greenbay_sewage_leak_200905121
112_rev2 

 
[Return to top] 

Public Health and Healthcare Sector 
 

25. May 13, Reuters – (International) Health authorities ready to limit flu drug use. The 
two drugs used to treat influenza should be used carefully and only when needed for the 
chronically ill, pregnant women and other vulnerable patients, global health officials 
said on Tuesday. The new H1N1 swine flu appears to be a little more contagious and a 
little more severe than seasonal influenza but only patients who need them the most 
should get the drugs, in part to keep the drugs working well in case the swine flu 
becomes more dangerous, said a World Health Organization official. The U.S. has the 
most cases, with 3,009 confirmed cases in 45 states, nearly 600 more probable cases and 
three deaths. Mexico has 58 confirmed deaths and Canada and Costa Rica each have 
confirmed one death from the infection. 
Source: http://uk.reuters.com/article/usTopNews/idUKTRE5480IR20090513?sp=true  

 
26. May 12, University of Washington Daily – (Washington) Hall Health evacuated: 29 

emergency vehicles respond. The University of Washington’s Hall Health Primary 
Care Center was evacuated at approximately 2:10 p.m. Monday, after employees on the 
ground floor of Hall Health reported experiencing a burning sensation in their eyes and 
throat. No hazardous materials were found after emergency crews evacuated and 
inspected the building. The ground floor houses the women’s clinic, sports medicine, 
physical therapy, women studies research and medical records. According to real-time 
911 — an online blotter run by the Seattle Fire Department — 29 vehicles were 
dispatched to respond to the call, including an air unit. The call was initially categorized 
as a “HazMat MCI,” meaning multiple-casualty incident. However, only a small number 
of individuals were inspected on the scene, and none needed treatment. Hazmat teams 
entered the building to test the air at approximately 3 p.m. The building re-opened at 
approximately 4 p.m. 
Source: http://dailyuw.com/2009/5/12/29-emergency-vehicles-respond/  

 
[Return to top] 

Government Facilities Sector 
 
27. May 12, Associated Press – (Connecticut) Conn. Police don’t find humor in dorm fire 

prank. Central Connecticut State University police say they arrested three teenagers 
who purposely burned bags of popcorn in a microwave in a crowded dorm early 
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Monday, setting off a fire alarm in the dorm shortly after 3 a.m., and tying some doors 
shut so residents think they are trapped in a burning building. No one was hurt in the 
incident in Vance Hall at the New Britain campus. A university spokesman said two 
bags of popcorn were in a microwave on the third floor, and about six room doors were 
tied shut with fishing line on the fourth and fifth floors. But students were able to 
squeeze out because the line was not tight, and the smoke apparently was not much of a 
problem, he said. “We take this very seriously. It could easily have been something that 
went terribly wrong,” the university spokesman said.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jlJpbjeaiPg2ir5UTiqKWvODV
GkQD984S5PG0 

 
28. May 11, Montana’s News Station – (Montana) MSU conducts explosion drill. 

Emergency responders converged on Montana State University’s Leon Johnson Hall 
shortly after noon Monday for a drill that simulated an explosion on the building’s sixth 
floor. MSU campus emergency services and Bozeman police and fire personnel, along 
with a Hazmat trailer, participated. A command center was set up outside the building. 
A 911 call was made at about noon Monday, reporting an explosion at Leon Johnson 
Hall, an eight-story building that houses offices and laboratories for plant sciences, land 
resources and environmental sciences, chemistry/biochemistry and entomology. Scanner 
reports indicated flames were shooting from the building’s sixth floor and the building 
had been evacuated. Emergency responder response time was quick, about two minutes, 
according to authorities. Responders evacuated about 20 to 30 staff members, two with 
injuries and a trapped person in a wheelchair. 
Source: http://www.montanasnewsstation.com/Global/story.asp?S=10341069 
 

For another story, see item 37 
 

 [Return to top] 

Emergency Services Sector 
 

29. May 13, Nashville Tennessean – (Tennessee) Audit raises questions on 911 training, 
technology. Some towns in Tennessee may not have the appropriate technology and 
training for the dispatchers who handle emergency calls, according to a state audit 
released last month. Part of the problem, according to the report, is that there is no 
uniform way to run emergency services in Tennessee. Because local law enforcement 
agencies are allowed to run their emergency services the way they choose, public safety 
standards may not be met, the audit said. And though there is a state board that can 
withhold funding from a dispatch center that is not up to par, the board has no leverage 
over some places, including much of Wilson County, because they do not take funding. 
Most jurisdictions answer to a 911 center in the county that provides them with a portion 
of their state funding from cell phone fees. But some cities doing their own dispatching 
are doing so completely on their own: without state money or state oversight to ensure 
they are meeting the same standards. 
Source: 
http://www.tennessean.com/article/20090513/NEWS03/905130397/Audit+raises+questi
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ons+on+911+training++technology  
 

30. May 12, Kansas City Star – (Missouri) Johnson County dedicates new 
communications center. A new $21 million Johnson County emergency 
communications center was dedicated last week in Olathe and becomes operational in 
June. It will house the communications center that is now in Mission, the sheriff’s 
dispatch unit and the Olathe Police Department’s communications operations. The 
center also will be used to coordinate emergency response during a natural disaster or 
terrorist attack. Officials called it a “hardened” facility with 12-inch concrete walls 
designed to withstand an F-4 tornado with winds up to 240 miles an hour.  Design work 
is expected to begin later this year on an addition to the center — a new crime lab 
approved by voters last year. 
Source: http://www.kansascity.com/news/neighborhood/leawood/story/1192613.html  

 
31. May 12, Philadelphia Inquirer – (Pennsylvania) Police cheating on Pa. exam probed. 

Pennsylvania state police say they are investigating whether some municipal officers 
cheated on a routine recertification exam administered in late February. The head of the 
state Municipal Police Officers’ Educational and Training Commission said he could 
not estimate when the investigation might conclude, or provide any details. Police 
sources said that at least a dozen officers, mainly in Delaware County, received letters 
advising them of the probe. The officers’ chiefs also were notified. The allegations 
surfaced after two officers received an e-mail with answers to a recertification test that 
was scheduled to be given at Delaware County Community College location in 
Broomall, sources said. Disturbed by the dishonesty, the officers alerted their chief. He 
then contacted higher authorities, who initiated the probe, sources said. 
Source: 
http://www.philly.com/philly/news/local/20090513_Jeff_McLane__Police_cheating_on
_state_exam_probed.html  

 
[Return to top]  

Information Technology 
 

32. May 13, Afilias – (International) New report shows .INFO domain safest from 
phishing attacks. Afilias, a global provider of Internet infrastructure services, 
announced on May 13 that a new Global Phishing Survey released by the Anti-Phishing 
Work Group (APWG) reveals that the .INFO domain is the generic top-level Internet 
domain (gTLD) safest from phishing attacks. The results of the Survey show that, 
during the second half of 2008, .INFO had the lowest phishing rates and the lowest 
average attack duration among the gTLDs measured. .INFO’s phishing durations were 
half the world average. “The .INFO registry is at the forefront of protecting Internet 
users from online identity theft across the world,” said the Director of Key Account 
Management and Domain Security at Afilias, and a co-author of the study. “In January 
2008, Afilias implemented a vigorous anti-phishing program working closely with 
.INFO registrars. We are pleased that the hard work of the .INFO anti-phishing team and 
dedicated registrars have propelled .INFO to the top spot for safety from phishing.” The 
Global Phishing Survey analyzes the APWG phishing attack repository and other data 
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sources comprising a comprehensive archive of phishing activity. It reports 56,959 
phishing attacks worldwide in the second half of 2008, hosted on 30,454 unique domain 
names. Phishing took place on domain names in 170 top-level domains (TLDs). 
According to the report, a phishing rate is a standard measure of the number of detected 
phishing Web sites for every 10,000 domains registered, and indicates the prevalence of 
phishing in a top-level domain. Attack duration measures the amount of time a phishing 
Web site remains online, the longer one stays online, the more unsuspecting users may 
fall victim to the criminals.  
Source: http://www.afilias.com/news/2009/05/13/new-report-shows-info-domain-safest-
phishing-attacks 

33. May 13, Mac Observer – (International) Apple releases Safari 3.2.3, beta 4 security 
updates. Apple released Safari 3.2.3 and a new public beta of Safari 4 late on May 12. 
The updates provide several security fixes for both versions of Apple’s Web browser 
application. The updates address issues where an attacker could potentially cause Safari 
to crash or execute arbitrary code when a user visits a maliciously crafted Web site. The 
updates also patch security-related issues when loading maliciously crafted URL feeds, 
and correct a memory corruption issue in WebKit that could lead to arbitrary code 
execution when visiting maliciously crafted Web sites. Safari 3.2.3 and the Safari 4 beta 
updates are available via Apple’s Software update application. Mac OS X 10.5.7 must 
be installed before the Safari beta 4 update will be available. 
Source: 
http://www.macobserver.com/tmo/article/apple_releases_safari_3.2.3_beta_4_security_
updates/  

34. May 12, TMCnet – (International) Eyeing home network security, D-Link brings 
CAPTCHA to routers. At about 76 percent of all phishing attacks, software represents 
the largest doorway that cybercriminals such as hackers use to enter computer users’ 
systems and steal confidential information, IT security experts say. One Cupertino, 
California-based security, storage and systems management solutions provider, 
Symantec Corp., recently reported that it is seeing malicious code grow at a record pace. 
In recent weeks, more and more home and small office computers have seen their 
networks compromised by Internet security attacks that gain traction through the devices 
that many use to make users’ home-surfing lives more portable: routers. In an effort to 
try and preempt the attacks, one Fountain Valley, California-based company recently 
launched a new system that prevents malicious software by detecting whether responses 
are generated by humans or computers. Officials at D-Link say their so-called 
“CAPTCHA” system, short for “Completely Automated Public Turing test to tell 
Computers and Humans Apart,” helps identify and root out actions caused by worms, 
viruses and Trojan horses. A common type of CAPTCHA requires the user to type 
letters or numbers from a distorted image that appears on the screen. “These malicious 
software invasions, in which users unknowingly download a Trojan horse when 
performing common tasks, invade the router to detect wireless capabilities, then alter the 
victim’s domain name system records so that all future traffic is diverted through the 
attackers’ network first,” company officials say. “The integration of CAPTCHA into 
home routers is a natural extension of this security technology and should cut down on 
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the infiltration of malicious software, spyware and Trojans into home networks,” the 
TMC president said. 
Source: http://sip-trunking.tmcnet.com/topics/security/articles/55939-eyeing-home-
network-security-d-link-brings-captcha.htm  

 
35. May 12, Computerworld – (International) Microsoft delivers mega PowerPoint patch. 

As expected, Microsoft on May 12 patched a six week-old critical vulnerability in 
PowerPoint, the presentation maker that is part of the popular Office suite, using a single 
security update. But that one update patched 14 separate vulnerabilities, 11 of which 
were rated “critical,” Microsoft highest threat ranking. Also, while Microsoft patched all 
still-supported Windows editions of Office, including Office 2000, Office XP, Office 
2003 and Office 2007, it was not able to complete fixes for the three vulnerabilities that 
also affect Office 2004 and Office 2008 on Macs. Fixes for those editions were not 
ready, the company said. This is the first time that Microsoft has issued patches, but not 
plugged holes in every affected version, a fact the company itself acknowledged. “We 
normally do not update one supported platform before another, but given this situation 
of a package available for an entire product line that protects the vast majority of 
customers at risk within the predictable release cycle, we made a decision to go early 
with the Windows packages,” said an engineer with the Microsoft Security Response 
Center, in a post to a company blog. “None of the [PowerPoint] exploit samples we have 
analyzed will reliably exploit the Mac version, so we did not want to hold the Windows 
security update while we wait for Mac packages,” added the engineer. 
Source: http://www.reuters.com/article/idgSmallBusiness/idUS202218302520090512  

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://
 

www.us-cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it-isac.org/. 

 
[Return to top] 

Communications Sector 
 

36. May 13, Cellular-News – (National) Verizon sells landline assets for $8.6 billion. 
Verizon Communications has announced plans to sell its landline operations in 
predominantly rural areas in 14 states to Frontier Communications in an all-stock deal 
worth $8.6 billion. The operations Frontier will acquire include all of Verizon’s local 
wireline operating territories in Arizona, Idaho, Illinois, Indiana, Michigan, Nevada, 
North Carolina, Ohio, Oregon, South Carolina, Washington, West Virginia, and 
Wisconsin. In addition, the transaction will include a small number of Verizon’s 
exchanges in California, including those bordering Arizona, Nevada, and Oregon. As of 
year-end 2008, these operations served approximately 4.8 million local access lines; 2.2 
million long-distance customers; 1.0 million high-speed data customers, including 
approximately 110,000 FiOS Internet customers; and 69,000 FiOS TV customers.  
Source: http://www.cellular-news.com/story/37449.php?source=rss 
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 [Return to top] 

Commercial Facilities Sector 
 

37. May 12, South Florida Sun-Sentinel – (Florida) 5 found guilty in Miami of trying to 
join in terror plot with al-Qaida. After three mistrials, five men from Miami were 
convicted May 12 of trying to join with al-Qaida in plots to topple Chicago’s Sears 
Tower and bomb government buildings in South Florida. A sixth man was acquitted 
after being imprisoned for two years and tried three times. The group, arrested in 2006, 
became known in the media as the Liberty City Six following the 2007 acquittal of a 
seventh defendant at the first trial. According to prosecutors, the men wanted to bring 
down the U.S. government and sought an alliance with the Islamic extremist group al-
Qaida to carry out attacks. The group’s aims included blowing up the 110-story Sears 
Tower, poisoning salt shakers in restaurants, and launching terrorist attacks “just as 
good or greater than 9-11,” prosecutors said. One man, the leader according to the 
prosecution, was the sole defendant convicted on all four terrorism-related charges and 
faces up to 70 years in prison for conspiring to support al-Qaida, to support terrorism, to 
blow up buildings and to wage war against the U.S. government. A second man, 
convicted on three charges, faces up to 50 years in prison. He was found not guilty of 
plotting to bring down the government. The remaining three defendants, each convicted 
of two counts for conspiring to support terrorists, face up to 30 years in prison. 
Sentencing will be July 27. 
Source: http://www.sun-sentinel.com/news/local/breakingnews/sfl-liberty-six-terror-
trial-bn051209,0,5554565.story 

 
38. May 12, Olympian – (Washington) Suspicious package causes closure of Regal movie 

theaters. Regal Martin Village 16 was evacuated for more than an hour on the night of 
May 11, after an employee grew suspicious of a cardboard box found unattended in the 
lobby area. Lacey police responded to the scene shortly after 7:25 p.m. and called in the 
Washington State Patrol bomb squad, a police lieutenant said. A technician determined 
the box was filled with miscellaneous items and was not a threat, he said. The lieutenant 
said police have seen video of a man leaving behind the box, but it is unclear if he just 
forgot it or intended to cause problems. “With the information we currently have, it 
would not appear to be criminal,” the lieutenant said. The theater was reopened that 
night. 
Source: http://www.theolympian.com/localhighlight/story/848570.html 

 
39. May 12, Central Florida News 13 – (Florida) Man charged with leaving bomb outside 

apartment. A Marion County man is facing charges Tuesday accused of planting a 
bomb outside an apartment complex. Police in Ocala say a 38-year-old man left the 
bomb in a package outside a unit at the Paradise Apartments on South West 31st 
Avenue the night of May 9. A woman took the package inside but then got suspicious 
and threw it outside. The package partially exploded when a Sheriff’s Deputy tried to 
look at it. The man is now facing a number of charges and is being held in the Marion 
County jail without bond. 
Source: 
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http://www.cfnews13.com/News/Local/2009/5/11/man_charged_with_planting_bomb.h
tml 

 
[Return to top] 

National Monuments & Icons Sector 
 

40. May 12, KCSG 4 St. George – (Utah) 300 ATV riders protest federal land laws. 
During the weekend of May 9-10, a crowd of 300 hundred off-road riders joined in 
Kanab to protest federal government restrictions. The new rules prevent anyone from 
driving motorized vehicles on a road near the Paria River in the Grand Staircase 
National Monument. The 10th District U.S. Court of Appeals upheld the restrictions one 
month ago. But the Bureau of Land Management has not really enforced the policy and 
they have only asked for voluntary compliance from the riders. But for the protestors 
this weekend they wanted to make sure things do not change even if the rules have. A 
BLM spokesman added this weekend that it is critical for everyone to respect the law 
and mentioned there are 600 other miles in the monument open to ATV use. 
Source: http://www.kcsg.com/news/regional/44750402.html 

 
41. May 11, KRQE 13 Albuquerque – (New Mexico) Soldier fire grows even as winds 

ease. The Soldier Fire burning in the Santa Fe National Forest grew to 144 acres 
Monday as firefighters worked to secure fire lines and suppress flames in advance of 
stronger winds forecast for Tuesday. The size of the fire grew in part as the burn area 
expanded but also because of better mapping, according to the U.S. Forest Service. Fire 
lines now extend around 50 percent of the fire burning about five miles northeast of 
Pecos. The Forest Service reported firefighters backed by helicopter water drops and fire 
trucks in some areas were putting out burning material near their control lines and 
felling smoldering snags. The fire is most active within the interior of the burn area with 
spot fires reported north and northeast of the burn area. While flames are moving toward 
the area burned by the Vivash Fire in 2000, fire bosses said there still is risk there 
because of new grasses, downed logs and the strong winds in Tuesday’s forecast. The 
Soldier Fire began Sunday afternoon and is burning in ponderosa pine and mixed conifer 
forest at an elevation of nearly 9,000 feet. Its cause is under investigation. 
Source: 
http://www.krqe.com/dpp/news/environment/environment_krqe_pecos_soldier_fire_gro
ws_even_as_winds_ease_200905112156 

 
[Return to top] 

Dams Sector 
 

42. May 11, Associated Press – (Nevada) NV canal that failed called ‘high hazard’ in 
2005. Federal inspectors warned a Nevada irrigation district in 2005 that a stretch of a 
canal that burst and flooded hundreds of Fernley homes in 2008 was at a “high hazard” 
level and needed significant repairs to avoid an “impending embankment failure.” A 
former employee of the Truckee Carson Irrigation District also testified in Reno on 
Monday during a federal court hearing to determine how much water the canal can 
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handle that he told a supervisor about what appeared to be a leak near the breach point in 
the months before the flood on January 5, 2008. And an expert witness testifying on 
behalf of flood victims said the flood happened because of a flawed, century-old canal 
design, settling soil, inadequate maintenance and a rapid rise of water after a storm. 
Homeowners who fear another flood this spring are seeking a court order to slow water 
flows in the canal that runs through Fernley and delivers water to more than 2,500 
ranchers and farmers for their crops and livestock. The Former irrigation district 
employee testified before the U.S. District Court judge that he reported the canal leak 
about October 2007, some three months before the flood.  
Source: http://www.kswt.com/Global/story.asp?S=10343229&nav=menu613_2_6 
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