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Current Nationwide  

Threat Level 
 
  ELEVATED 

 
  Significant Risk of Terrorist Attacks
    
   For information, click here: 
   http://www.dhs.gov 

Top Stories  

 According to SC Magazine, Wikileaks reported that the secure site for the Virginia 
Prescription Monitoring Program which keeps over eight million patient records has been 
replaced with a ransom demand for $10 million. (See item 26) 

 USA Today reports that an early-season wildfire extended into the Santa Ynez Mountains 
and Los Padres National Forest in California. In southeastern Arizona, a human-caused fire 
charred 1,500 acres and spread to Coronado National Forest land. (See item 36) 
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Energy Sector 
 
 Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 

Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. May 6, Associated Press – (New Mexico) PNM settles pollution violations for $6.9 
million. Public Service Company of New Mexico has paid the state of New Mexico 
$6.9 million to settle air quality violations that occurred earlier in the decade at the San 
Juan Generating Station in northwestern New Mexico. The money, which will go into 
the state general fund, represents the largest payment in the history of the state 

   

http://www.esisac.com/
http://www.dhs.gov


 - 2 -

Environment Department, that agency said Tuesday. The same day, PNM announced the 
completion of a three-year, $330 million environmental upgrade at the coal-fired plant at 
Waterflow. The utility said the improvements are the most significant upgrades in the 
plant’s history and will reduce emissions by about 14,000 tons annually. Environmental 
groups sued the Albuquerque-based utility in 2002, contending PNM routinely exceeded 
federal pollution limits at the plant 15 miles northwest of Farmington in the Four 
Corners region. The consent decree settled thousands of violations of PNM’s air quality 
permit limits for nitrous oxides, sulfur dioxide and opacity at the 1,798-megawatt plant 
and required the utility to make improvements.  
Source: http://www.fox11az.com/news/topstories/stories/kmsb20090506jc-pnm-settles-
pollution-violation.26014328.html 
 

For another story, see item 22 
 
[Return to top] 

Chemical Industry Sector 
 
2. May 5, WVNS 59 Charleston – (West Virginia) Bayer receiving more heat following 

deadly explosion. Fallout continues from the August 2008 Bayer CropScience 
explosion in Institute. Now, the U.S. Senate Commerce Chairman, along with his 
counterpart in the House, are calling on the Chemical Safety Board to further investigate 
the plant’s storage of the deadly chemical, methyl iconyanate, or MIC. More than 
200,000 pounds of MIC is stored at the Institute plant. It is the same chemical that killed 
about 4,000 people in Bhopal, India in 1984. The Congressional letter to the Board 
states: “We believe it is past time to consider whether Bayer’s continued use and storage 
of MIC can be justified in light of the health and safety risks it presents to the 
surrounding community.” The Chemical Safety Board is expected to release information 
on the explosion later this year. That report could make recommendations concerning 
the storage of the chemical on-site. 
Source: http://www.cbs59.com/story.cfm?func=viewstory&storyid=58309 

 
3. May 5, WFIE 14 Evansville – (Indiana) Small explosion at Evansville gas plant. 

Officials report an explosion at an acetylene plant in Evansville. It happened around 
12:45 p.m. on May 5 at Airgas Mid America Acetylene Plant on Wedeking Avenue. 
Officials with Knight Township report one of the hoppers containing an ingredient to 
make acetylene exploded. No one was injured. Some windows and paneling were 
busted, but officials say that is because the building is made to handle explosions just 
like this one. 
Source: http://www.14wfie.com/Global/story.asp?S=10306687&nav=3w6o 

 
4. May 5, Dayton Daily News – (Ohio) Explosion causes $50 million in damage, chief 

says. The explosion and subsequent fire that hit a chemical plant May 4 caused $50 
million in damage, according to the West Carrollton Fire Chief. He also said on May 5 
that the U.S. Chemical Safety and Hazard Investigation Board has investigators on the 
scene to determine what happened. On May 4, an explosion and fire at the Veolia 
Environmental Services plant on Infirmary Road alarmed neighbors for miles. “It is the 
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largest industrial explosion I have seen,” said the Ohio fire marshal’s chief explosion 
investigator. He said the workers were transferring solvents, a liquid or gas that 
dissolves, cleans or preserves, from one tank to another when vapor somehow began to 
escape.  
Source: http://www.daytondailynews.com/news/dayton-news/explosion-causes-50-
million-in-damage-chief-says-107453.html 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

5. May 6, Reuters – (Florida) FPL stops restart at Fla. Turkey Pt 3 reactor. FPL Group 
Inc stopped the start-up of the 693-megawatt Unit 3 at the Turkey Point nuclear power 
station in Miami-Dade County on May 5 to fix a main steam isolation valve problem, 
the company told the U.S. Nuclear Regulatory Commission in a report. While preparing 
to perform main turbine testing before returning the unit to service after a refueling 
outage, workers discovered a possible weld defect during a walk down. The defect 
appeared to be on a small bore section of pipe upstream of a steam trap on a socket 
weld, which resulted in a small steam leak on the upstream side of a main steam 
isolation valve. To fix the problem, the company said it needed to reduce temperature to 
less than 200 degrees F to depressurize the steam line. While bringing the unit to Mode 
3, a main steam isolation valve failed to close. The company declared the valve 
inoperable due to its inability to fulfill a safety function. That failure required the 
company to put the unit in Mode 3 in six hours and Mode 4 within the following six 
hours. Within an hour, however, the main steam isolation valve closed. The company 
did not say when it would try to restart the unit again, noting it was investigating the 
cause of the main steam isolation valve failure. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN06543358200
90506 
See also: http://www.nrc.gov/reading-rm/doc-collections/event-
status/event/en.html#en45034 

 
[Return to top] 

Critical Manufacturing Sector 
 

6. May 5, Reliable Plant – (Massachusetts) Metals refiner faces penalties following 
chlorine leak. The U.S. Department of Labor’s Occupational Safety and Health 
Administration (OSHA) has cited Metalor Technologies for 10 alleged serious 
violations of safety standards, with $46,500 in fines, following an inspection prompted 
by a November 7, 2008, chlorine gas leak at the company’s North Attleboro, 
Massachusetts metals refining plant. OSHA’s inspection found deficiencies in the 
plant’s Process Safety Management (PSM) program, a detailed set of requirements and 
procedures employers must follow to proactively assess and address hazards associated 
with processes and equipment that use large amounts of hazardous chemicals. In this 
case, the process involved the use of chlorine gas to purify precious metals. “The 
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consequences of a leak or other incident involving large amounts of chlorine can be 
severe and catastrophic,” said the OSHA’s area director for southeastern Massachusetts. 
“That is why it is vitally important that each element of the process be rigorously, 
completely and continuously scrutinized and adjusted to minimize hazards and enhance 
the workers’ safety and health.” Specifically, the company had not compiled information 
on the chemicals, technology and equipment used in the purifying process; performed an 
initial process hazard analysis; developed and implemented written procedures covering 
the process, its ongoing integrity and any changes to it; audited the process at least once 
every three years; and obtained and evaluated the safety and health programs of outside 
contractors working in the plant. The company also failed to post a sign identifying a 
confined space. 
Source: 
http://www.reliableplant.com/article.aspx?articleid=17414&pagetitle=Metals+refiner+fa
ces+penalties+following+chlorine+leak 

 
[Return to top] 

Defense Industrial Base Sector 
 

7. May 5, Online Defense and Acquisition Journal – (National) F-35 STOVL flight 
delayed. The first flight test of the F-35 STOVL version, originally scheduled around 
the end of March, will be delayed until late September, the acting F-35 deputy PEO said 
May 5 at the Navy League conference. Reasons for the delays: fixing the engine that 
failed, “tweaking” the software controlling the leading edges, and ensuring that the nine 
doors that open during STOVL all operated correctly. The F-35 STOVL version had 
also faced a serious weight problem — some 3,000 pounds. But the STOVL pit tests 
indicate that the plane now enjoys a surfeit of power, possessing an “excess” 300 to 500 
pounds of thrust.  
Source: http://www.dodbuzz.com/2009/05/05/f-35-stovl-flight-delayed/ 

 
[Return to top] 

Banking and Finance Sector 
 

8. May 6, Bloomberg – (National) Bank of America may need about $34 billion of 
capital. Regulators have determined that Bank of America Corp. requires about $34 
billion in new capital, the largest need among the 19 biggest U.S. banks subjected to 
stress tests, said a person with knowledge of the matter. Bank of America rose 9 percent 
in early New York trading. Citigroup Inc.’s shortfall is more limited because the 
company already plans to convert government preferred shares to common stock, people 
familiar with the results said. JPMorgan Chase & Co. does not need a deeper reserve 
against losses, according to people familiar with that company’s result. The banks may 
outline their strategies to add capital, or in other cases buy out government stakes, after 
the Federal Reserve publishes the stress tests results on May 7. Companies requiring 
more capital could raise all the funds through conversions of preferred shares if they 
choose, the people said. “To the extent that there are banks that need capital, our hope is 
that many of them will be able to raise that capital through either private equity offers, 
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or through conversions and exchanges of existing liabilities,” the Federal Chairman told 
lawmakers at a hearing in Washington on May 5. “The data we have are accurate 
reflections of the financial conditions of those banks.” Banks that want to return money 
injected by the Treasury since October must show they can borrow from private 
investors without a Federal Deposit Insurance Corp. guarantee, according to people 
familiar with the matter.  
Source: 
http://www.bloomberg.com/apps/news?pid=20601068&sid=aA5X3dkyymvw&refer=ho
me  

 
9. May 5, Associated Press – (Pennsylvania) Pa. suspect in $80M Ponzi scheme formally 

charged. An investment manager charged in a massive Ponzi scheme told clients his 
funds held $154 million when they actually held just $150,000, federal prosecutors 
charged in court documents on May 5. The filing against the defendant from Broomall 
followed a criminal complaint in January and related action by the Securities and 
Exchange Commission. The defendant raised more than $80 million by promising 
investors returns ranging from 18 to 38 percent and pledging that his funds never lost 
money, prosecutors said. He prepared reports boasting of high returns and repaid some 
early investors, but he pocketed more than $20 million for himself from 1996 to 2008, 
they said. The defendant is charged with wire fraud, mail fraud, bank fraud and money 
laundering. 
Source: 
http://www.philly.com/philly/wires/ap/news/state/pennsylvania/20090505_ap_pasuspect
in80mponzischemeformallycharged.html  

 
10. May 5, CBC News – (International) Calgary fraud charges dropped to extradite 

hacker to U.S. A hacker who once cracked the Pentagon’s computer system is going to 
be extradited from Calgary to face charges in New York of masterminding a global 
fraud network. The defendant was accused of stealing more than $1.8 million from 
Direct Cash Management, a Calgary company that sells prepaid debit and credit cards, 
along with three other accomplices. The Israeli citizen allegedly increased the limits on 
the cards, via a computer in his Montreal apartment, and then withdrew money from 
ATMs. However, the Crown withdrew six charges of unauthorized use of credit card 
data and one count of fraud over $5,000 against the defendant on May 5. “He was 
charged in both Canada and the United States and I think all parties appreciated that it 
would be unfair to have him go through a prosecution in both countries for what is in 
many ways the same kind of thing,” the defendant’s lawyer told CBC News. 
Source: http://www.cbc.ca/canada/calgary/story/2009/05/05/calgary-tenenbaum-
analyzer-hacker-extradition.html  

 
 [Return to top]  

Transportation Sector 
 

11. May 6, Buffalo News – (New York; National) FAA probe focuses on scheduling of 
pilots. The Federal Aviation Administration (FAA) is investigating whether Colgan Air 
— which operated the Continental Connection plane that crashed in Clarence on 
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February 12 — violated federal rules by over-scheduling its pilots. Meanwhile, sources 
said the National Transportation Safety Board’s investigation of the crash is increasingly 
focusing on Colgan’s pilot-training program — particularly pertaining to how the 
plane’s stall-protection system operates in icing conditions. Revelations about the FAA 
and safety board investigations come a week before the safety board begins a three-day 
hearing into the Clarence crash. The board previously listed “fatigue management” and 
“stall recovery training” as factors it was studying as it searched for a probable cause for 
the crash of Continental Connection Flight 3407, which claimed 50 lives. At this point it 
is unclear whether the FAA investigation is connected in any way to the Clarence crash. 
“A small number” of Colgan pilots and the airline itself have received letters of 
investigation from the FAA, the Colgan pilots union said in an April 20 memo to its 
members that never mentions the Buffalo crash. Agency officials have audited Colgan 
pilot schedules dating back to last November, and “through this process they have 
identified a small group of pilots who, they believe, have violated flight-time or duty-
time regulations,” said the memo, which was obtained by the Buffalo News.  
Source: http://www.buffalonews.com/home/story/662148.html 

12. May 6, Chicago Tribune – (Maine) Sleeping pills, alcohol a bad mix for unruly 
United Airlines passenger. United Airlines diverted a recent flight bound for London 
after an incoherent and disruptive passenger, apparently woozy from a combination of 
pills, alcohol, and lavatory hand soap, allegedly tried to bite a flight attendant in the leg. 
The British citizen was charged with interference with a flight crew and assault for 
allegedly disrupting United Flight 934 from Los Angeles to London Heathrow Airport 
on April 29, forcing the plane to land in Maine. In a Monday hearing in U.S. District 
Court in Bangor, Maine, she agreed to be detained pending trial. She told an FBI agent 
that she remembers little about the flight.  
Source: http://www.chicagotribune.com/travel/chi-wed-united-unruly-
flyermay06,0,554603.story 

13. May 5, Reuters – (International) Antigua says cargo ship hijacked off Somalia. An 
Antigua and Barbuda-flagged cargo ship has been hijacked by a band of pirates in the 
Gulf of Aden off the coast of Somalia, the government of the Caribbean state said on 
May 5. It was the latest reported seizure of a vessel in the Gulf of Aden by pirates from 
virtually lawless Somalia. The 7,767 gross ton, 146-metre Victoria had a crew of ten and 
it was believed the hijacked vessel was being taken to the Somalian port of Eyl, a known 
pirate lair. The statement gave no more details about the fate of the ship’s crew. Antigua 
and Barbuda’s government said the vessel, which is managed by a company in 
Germany, had been registered with the European Union anti-piracy flotilla operating in 
the region and was navigating in the recommended East-West corridor of the Gulf at the 
time of the hijacking. The ship’s management company and the International Maritime 
Organization had been informed of the seizure. 
Source: http://af.reuters.com/article/worldNews/idAFTRE5447H120090505 

14. May 5, Associated Press – (Washington) Washington State may fine airline for 
dumping fuel. Washington State’s ecology department may fine Asiana Airlines over a 
plane that dumped fuel over Puget Sound before an emergency landing at Sea-Tac 

http://www.buffalonews.com/home/story/662148.html
http://www.chicagotribune.com/travel/chi-wed-united-unruly-flyermay06,0,554603.story
http://www.chicagotribune.com/travel/chi-wed-united-unruly-flyermay06,0,554603.story
http://af.reuters.com/article/worldNews/idAFTRE5447H120090505
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Airport. A department spokesman said May 4 that some of the jet fuel dumped recently 
reached the water. The spokesman says the state action will depend on the investigation 
by the Federal Aviation Administration and National Transportation Safety Board. He 
says the state does not want to discourage necessary emergency actions. Fuel usually 
evaporates in the air. The Boeing 777 with 192 people on board landed safely. A Sea-
Tac spokeswoman says preliminary indications are that a compressor stall caused the 
engine problem.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/05/05/AR2009050501966.html 
 

For another story, see item 27 
 
[Return to top] 

Postal and Shipping Sector 
 

15. May 5, WBZ 38 Boston – (Massachusetts) State House scare turns out to be false 
alarm. There was a brief scare at the Massachusetts State House Tuesday afternoon in 
Boston. Employees opening mail in the Governor’s Office saw what they thought was a 
suspicious substance inside an envelope. A hazardous materials team was called in to 
check the suspicious substance. They decided the substance was harmless. 
Source: http://wbztv.com/local/state.house.scare.2.1002005.html 

 
 [Return to top] 

Agriculture and Food Sector  

 
16. May 5, Associated Press – (National) Critics question self-inspections for flu in pigs. 

The United Nation’s Food and Agriculture Organization has urged countries to step up 
surveillance on hog farms. But in the United States, that task falls to the industry, not 
public health officials. Meat companies police their own farms to root out disease. 
Critics question how effective this system of voluntary self-regulation can be. Some 
health experts fear that overworked farmhands could fail to spot a diseased pig. “There 
are undoubtedly public health risks” in the current system of self-detection, said a 
physician and director of public health and animal agriculture at the Human Society of 
the United States. “Surveillance is critical — it can’t just be industry-led,” the physician 
and director continued. “When there are human health implications to these industrial 
farming practices, one needs some sort of outside regulator to ensure human populations 
aren’t at risk” Some argue that an outside regulatory body would negatively impact the 
industry as costs would be passed on the consumers. Smithfield Farms Inc. and Tyson 
Foods Inc., the nation’s two biggest pork producers, say they have stepped up disease-
control efforts since the swine flu outbreak, like limiting farm visitors and testing more 
pigs. Smithfield, Tyson and the National Pork Producers Council said that current self-
detection methods are adequate. The industry’s self-surveillance has managed to catch 
some disease outbreaks in the past, such as avian flu and mad cow disease in 2004. But 
reporting has been slow in other cases.  
Source: 
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http://www.google.com/hostednews/ap/article/ALeqM5hnnj7U0vgUZFv_KY46utcS-
jdv7wD9804HG81 

17. May 5, San Francisco Chronicle – (California) Study: Most key fishing spots in state 
polluted. The most comprehensive survey ever of pollutants in California’s lakes and 
reservoirs has found that only a few of the most popular fishing spots are free of 
mercury, polychlorinated biphenyls (PCBs) and other contaminants. Of 152 lakes tested 
statewide, 21 were clean while 131 showed one or more pollutants at levels above state 
health guidelines, according to the study released May 4, by the State Water Resources 
Control Board. In Northern California, some of the cleanest were the high-elevation 
lakes of the Sierra Nevada and the Trinity Alps. The only Bay Area body of water free 
of contaminants found was Lago Los Osos in Quarry Lakes Regional Recreation Area in 
Fremont, where fishing is not allowed. In addition to the 100 popular lakes tested in 
2007, the survey included 50 other lakes picked at random. Next year, 2008 sampling 
results from 100 additional lakes will be released, bringing the total to 250 lakes out of 
9,000 in California. Some 12,000 fish are being collected and tested, including bass, 
trout, catfish and carp. The lakes were considered clean if all concentrations of 
pollutants in all the tested species were below thresholds set by the state. Toxic 
chemicals under scrutiny were mercury, most of which comes from past mining 
activities; PCBs, chemicals once used in electrical equipment; and the banned pesticides 
DDT, dieldrin and chlordane. Fish were also tested for selenium, which is discharged as 
waste from oil refineries and seeps from irrigated land in the Central Valley. About one-
fourth of the lakes surveyed had at least one fish species with a mercury level high 
enough that state health officials would consider prohibiting it for the most sensitive 
humans — pregnant and nursing women, women between 18 and 45 years old who 
might conceive children.  
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2009/05/04/MN5I17EG6E.DTL 

18. May 5, Associated Press – (Texas) Texas seeks emergency ag aid in wake of 
wildfires. The state agriculture commissioner is seeking federal relief for Texas farmers 
and ranchers who suffered $35 million in losses from March and April wildfires. The 
wildfires destroyed more than 220,000 acres of pasture, about 1,500 miles of fence and 
almost 500 head of cattle and calves. The state agriculture commissioner asks that the 18 
North Texas counties be declared disaster areas, providing relief funding and open up 
grazing acreage. 
Source: http://www.chron.com/disp/story.mpl/ap/business/6408458.html 

19. May 4, U.S. Food and Drug Administration – (Arizona) AZ Hydroponic Farming 
recalls 4oz Alfalfa Sprout Cup because of possible health risk. Arizona Hydroponic 
Farming LLC. of Eloy, Arizona is voluntarily recalling its “4oz Alfalfa Sprout Cup” as a 
preventive measure because of a positive test result in California for Salmonella. The 
potential for contamination was noted after routine testing by the USDA revealed the 
presence of Salmonella in some 4 ounce packages collected from a customer in 
California. The affected AZ Hydroponic Farming shipments are questionable since they 
were grown from the same batch of seeds as the sprouts sent to California. No illnesses 

http://www.google.com/hostednews/ap/article/ALeqM5hnnj7U0vgUZFv_KY46utcS-jdv7wD9804HG81
http://www.google.com/hostednews/ap/article/ALeqM5hnnj7U0vgUZFv_KY46utcS-jdv7wD9804HG81
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2009/05/04/MN5I17EG6E.DTL
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2009/05/04/MN5I17EG6E.DTL
http://www.chron.com/disp/story.mpl/ap/business/6408458.html
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have been reported to date in relation to this issue. The product in question was 
distributed throughout Arizona and to one customer in California. The product comes in 
a 4 ounce, clear plastic package labeled with either AZ Hydroponic Farming expiration 
date 4/18/2009 or with LA CALCO expiration date 4/23/2009. The packaging is a 4 x 4 
x 4 inch cubed plastic container with a perforated bottom. Consumers who have 
purchased Arizona Hydroponic Farming 4 ounce Alfalfa cups, expiration date 4/18/2009 
or LA CALCO expiration date 4/23/2009 are urged to return them to the place of 
purchase for a full refund.  
Source: http://www.fda.gov/oc/po/firmrecalls/azhydroponic05_09.html 
 

For another story, see item 20 
 
 [Return to top] 

Water Sector 
 
20. May 6, News Journal – (Delaware) Wastes spill into Indian River. A Millsboro 

vegetable processing plant spilled an estimated 675,000 gallons of waste liquids into an 
Indian River tributary on May 2 and 3, after apparently missing a chance to cut off and 
limit the pollution. Environmental officers are still investigating the release from the 
Pinnacle Foods plant south of Millsboro, and did not release details about the contents 
of the waste. A Department of Natural Resources and Environmental Control 
notification described the material only as “mix liquid.”  Pinnacle, which operated 
independently as a Vlasic foods plant until 2001, has had troubles in the past with 
discharges of brine sludges and partially treated wastewater. 
Source: http://www.delawareonline.com/article/20090506/NEWS01/905060339 

 
21. May 6, Coos Bay World – (Oregon) Sewage spill in Coquille River. The city of 

Coquille issued a notice May 4 that 10,000 gallons of raw sewage mixed rainwater 
spilled into the Coquille River on May 1 and into May 2. The city’s water system, 
SRCA, Dean Minard, and Rink Creek water districts are presently drawing water from 
Rink Creek Reservoir and will not be affected by the sewage plant bypass, a press 
release said. The spill happened after 0.45 inches of rain fell on May 1, sending a surge 
of stormwater into the Coquille Waste Water Plant. The surge flushed debris to the plant 
through the collection system and plugged the manually cleaned bar screen, causing the 
overflow at the sewage plant outfall at river mile 24. The morning of May 2, plant staff 
unplugged the screen and cleaned up the spill area. The Oregon Emergency Response 
System and Department of Environmental Quality were notified, the city said, and signs 
remain posted in the area to warn people using the Coquille River of the bypass. 
Source: 
http://www.theworldlink.com/articles/2009/05/06/news/doc4a00784226b12722200456.t
xt 

 
22. May 5, Environmental Protection – (National) Study: Corn-based biofuel costs 50 

gallons of water per mile. Federal requirements to increase the production of ethanol 
has developed into a “drink-or-drive issue” in the Midwest as a result of biofuel 
production’s impact on water supplies and water quality, says an environmental 
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engineering researcher at Missouri University of Science and Technology in the latest 
issue of the journal Environmental Science & Technology. The researchers report that 
ethanol derived from corn grown in Nebraska, for example, would require 50 gallons of 
water per mile driven, when all the water needed in irrigation of crops and processing 
into ethanol is considered. Fuel derived from irrigated sorghum grown in that state 
would require even more water to produce — as much as 115 gallons per mile. 
Moreover, increasing production of biofuels from row crops will likely result in more 
water pollution due to soil erosion and the increased use of pesticides to grow enough 
crops to meet federal mandates for more ethanol, the researchers said. In the article, the 
researchers suggest that federal regulators take a closer look at how a push for bioenergy 
will affect water resources. EISA requires the United States to produce 15 billion 
gallons of corn-derived ethanol annually by 2015 and 16 billion gallons of fuel from 
cellulosic crops, such as switchgrass, by 2016. The researchers note that 44 percent of 
all the corn produced in the United States from 2007 would be required for ethanol 
production to meet the 2015 goal. 
Source: http://www.eponline.com/articles/71915/ 

 
23. May 4, Associated Press – (North Carolina) U.S. does about-face on Camp Lejeune’s 

tap water. Nearly 12 years ago, a federal report told Marines and their families that 
adults faced little or no increased cancer risk from drinking and bathing in chemical-
tainted water at North Carolina’s Camp Lejeune. That report — long challenged by 
skeptical veterans — no longer stands. Federal health officials said last week they were 
withdrawing their 1997 assessment of health effects from the water contamination 
because of omissions and scientific inaccuracy. The Agency for Toxic Substances and 
Disease Registry, charged with protecting public health around toxic sites, said some 
parts of the document — dealing with lead, soil pesticides and fish contamination — 
remain accurate in characterizing the past environmental hazards. As many as 1 million 
people may have been exposed to water toxins over 30 years before the bad wells were 
closed in 1987, health officials now say. The Marines estimated the number at 500,000.  
Source: http://www.spokesman.com/stories/2009/may/04/us-does-about-face-camp-
lejeunes-tap-water/ 

 
[Return to top] 

Public Health and Healthcare Sector 
 

24. May 6, Baltimore Sun – (National) Mild flu could hit harder in the fall. The number of 
swine flu cases in Mexico is stabilizing. In the U.S., though more people are being 
diagnosed with the virus, cases have been mostly mild, claiming two lives. And health 
officials have backed off on closing schools where students are sick. It may seem as 
though the threat of the virus known as H1N1 has lessened. But infectious disease 
experts and public health officials agree: The worst is likely still to come. In pandemics 
of the past, flu that arrived in the spring hit harder come fall, when influenza season 
returned. Health officials are looking to countries such as South Africa and Argentina to 
see how their flu seasons progress, whether swine flu circulates there and whether the 
virus mutates into a nastier strain. No matter, experts are bracing for a rocky fall and 
winter. An ordinary flu season kills 36,000 in the U.S. each year, hospitalizing hundreds 
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of thousands and sickening millions. Those figures are based upon an illness that many 
people are immune to, either through annual vaccination or through immunity acquired 
by getting the flu in a previous winter. But humans have never encountered this virus, 
and there is no immunity to it.  
Source: http://www.baltimoresun.com/news/local/bal-
te.md.fall06may06,0,7721768.story  

 
25. May 6, CNN – (Texas) Texas woman suspected to have died from swine flu ID’d. 

Texas health officials identified the first U.S. resident who died while infected with 
swine flu on Tuesday, but stopped short of directly saying the virus killed her. The news 
of the woman’s death came on the same day as officials in the U.S. and Mexico, where 
the outbreak of the H1N1 virus started, were voicing hope that the worst of the new flu 
strain may be over. By early Wednesday the number of confirmed cases of the H1N1 
virus rose to 1,516 in 22 countries, according to the latest World Health Organization 
tally. The count includes 30 deaths: 29 people in Mexico and one in the U.S. 
Source: http://www.cnn.com/2009/HEALTH/05/06/swine.flu.main/  

 
26. May 5, SC Magazine – (Virginia) Eight million patient records held to $10 million 

ransom. Over eight million patient records have been held to ransom in Virginia. 
Wikileaks has reported that the secure site for the Virginia Prescription Monitoring 
Program was replaced with a ransom demand for $10 million. The note, which was 
placed on the 30th April, left the site entirely disabled and it remains unavailable at the 
time of writing. The program, which is used by pharmacists and others to discover 
prescription drug abuse, declined to comment according to Wikileaks, although when 
contacted, appeared to be aware of the issue and instantly refers inquiries to the director 
of the DHP, who is presently unavailable. 
Source: http://www.scmagazineuk.com/Eight-million-patient-records-held-to-10-
million-ransom/article/136159/  

 
[Return to top] 

Government Facilities Sector 
 
27. May 6, Associated Press – (International) Suspects joked about bombing U.S. base. A 

group of men were caught on tape discussing bombing Ramstein Air Base in Germany 
and joking about the reaction once they carried out their plan, a German investigator 
testified on May 5. The witness, an agent with Germany’s Federal Criminal Police 
Office, told the Duesseldorf state court that investigators listened to about 30 hours of 
covertly taped discussions by the men. The suspects used the word “attack” about 40 
times and “bomb” 30 times, he said. “Ramstein sounds good,” the agent quoted alleged 
the ringleader, a 29-year old German convert to Islam, as saying in reference to the U.S. 
Air Force base. Authorities arrested the ringleader, along with 30-year old Turkish 
suspect, and a 23-year old German suspect, at a rented vacation apartment on September 
4, 2007. The fourth suspect, a 24-year-old Turkish citizen, was picked up in Turkey in 
November 2007 and later extradited to Germany. The suspects had planned to attack the 
air base in 2007 using three car bombs and another bomb hidden in a base airport 
terminal that could have been remotely detonated with a mobile phone, said the witness, 
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whose name was withheld in keeping with German witness protection laws. All the 
suspects are accused of being members of the radical Islamic Jihad Union, an offshoot 
of the Islamic Movement of Uzbekistan. They face charges including membership in a 
terrorist organization and conspiracy to commit murder. The charges together carry a 
10-year maximum sentence. 
Source: http://www.military.com/news/article/suspects-joked-about-bombing-us-
base.html?col=1186032310810&ESRC=topstories.RSS 

 
28. May 6, Associated Press – (California) Marine helicopter crashes in Calif.; 2 killed. A 

California Forestry Department Captain says a Marine Corps Cobra attack helicopter 
crashed late Tuesday in the Cleveland National Forest in San Diego County, killing both 
people on board. The Forestry Department official said Defense Department 
investigators were at the scene Wednesday morning. Officials at Marine Corps Air 
Station Miramar said it was a Super Cobra helicopter from the 3rd Marine Aircraft 
Wing. The Marine Corps confirmed that both pilots were killed. The Forestry official 
said the crash started a one- to two-acre fire but the flames quickly burned out. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hSKcz2xUCclCDrOdN8uNKCn
daeQQD980PMH82 

 
29. May 5, Associated Press – (New Jersey) NJ man arrested in bomb threat calls. A 

New Jersey man accused of making false bomb threats at federal buildings in Newark 
has been released on a $50,000 unsecured bond after his first appearance in federal 
court. The suspect, a native of Newark, was arrested Monday by the FBI on charges of 
making threats to bomb federal facilities and providing false information. He appeared 
in court Tuesday. The FBI Special Agent in Charge says the suspect called New Jersey 
State Police and the FBI from a cell phone on April 14 to report bombs at three federal 
buildings and the Prudential building. Agents tracked the calls to the suspect’s phone. A 
telephone message left at a number believed to be the suspect’s was not returned 
Tuesday. 
Source: 
http://www.philly.com/philly/wires/ap/news/state/new_jersey/20090505_ap_njmanarres
tedinbombthreatcalls.html 
 

For more stories, see items 15 and 23 
 

 [Return to top] 

Emergency Services Sector 
 

30. May 6, New York Daily News – (New York) ‘Change for better’ as city unveils faster 
911 system. New York City debuted its new 911 dispatching system this week with 
hopes that a new streamlined system will reduce response times to emergencies, officials 
said Tuesday. The new system — which went into effect Monday at 5 a.m. — will 
funnel all calls to NYPD operators so a caller to 911 would only have to describe an 
emergency once before help is dispatched, officials said. Under the old system, a caller 
would first speak to an NYPD call taker who would then connect in an FDNY operator, 

   

http://www.military.com/news/article/suspects-joked-about-bombing-us-base.html?col=1186032310810&ESRC=topstories.RSS
http://www.military.com/news/article/suspects-joked-about-bombing-us-base.html?col=1186032310810&ESRC=topstories.RSS
http://www.google.com/hostednews/ap/article/ALeqM5hSKcz2xUCclCDrOdN8uNKCndaeQQD980PMH82
http://www.google.com/hostednews/ap/article/ALeqM5hSKcz2xUCclCDrOdN8uNKCndaeQQD980PMH82
http://www.philly.com/philly/wires/ap/news/state/new_jersey/20090505_ap_njmanarrestedinbombthreatcalls.html
http://www.philly.com/philly/wires/ap/news/state/new_jersey/20090505_ap_njmanarrestedinbombthreatcalls.html


 - 13 -

often forcing panicked civilians to repeat themselves. But now a caller will speak only to 
an NYPD operator, who would then send computer messages to FDNY and EMS 
dispatchers. NYPD dispatchers, who will move to a state-of-the-art Brooklyn facility 
this summer, have received three months of training, which officials hope will quell 
grumbling from some rank-and-file responders who believe police operators lack the 
experience to determine which specialized FDNY or EMS units should be sent to a 
crisis. 
Source: http://www.nydailynews.com/ny_local/2009/05/06/2009-05-
06_change_for_better_as_city_unveils_faster_911_system.html  

 
31. May 5, Associated Press – (Louisiana) Report warns of gaps in Louisiana emergency 

plans. With hurricane season just weeks away, many south Louisiana parishes cannot 
show their disaster plans cover evacuation of at-risk populations such as the disabled, 
the homeless and the elderly, according to the Disaster Accountability Project, a student-
led watchdog group. The Connecticut-based group said it found gaps in planning by 
local officials in charge of working with the state to move more than one million people 
out of the coastal danger zone if a hurricane threatens. The group also said many disaster 
managers were unwilling to allow inspection of their plans. Of the 22 parishes surveyed, 
11 either refused to disclose their plans or did not respond to surveyors when contacted 
earlier this year, the report said. Only four of the 22 parishes had their plans available 
online when the surveyors checked. Among the results released Tuesday, the survey 
found that only two parishes fully accounted for how they would evacuate day-care 
facilities; none had plans for evacuating the homeless; and six fully accounted for how 
they should evacuate the elderly. The 22 parishes were chosen by their proximity to the 
coast. The surveyors, drawn from law schools across the country, sought to identify if 
the plans covered 23 areas of interest — from evacuation plans for vulnerable slices of 
the population to public outreach. The students did not have specific training in 
emergency planning, but DAP said every local government should be able to provide a 
clear and easy to understand plan to citizens. Several emergency management officials 
were skeptical of the report. “How are law students qualified to evaluate emergency 
management?” said the head of the Jefferson Parish homeland security office. “My 
concern is that they might cause fear among Jefferson Parish citizens. It’s not a 
legitimate or a Louisiana-based group.”  
Source: 
http://www.boston.com/news/local/connecticut/articles/2009/05/05/report_warns_of_ga
ps_in_louisiana_emergency_plans/  

 
[Return to top]  

Information Technology 
 

32. May 5, DarkReading – (International) Mcafee report: Bot infections jump 50 percent 
over last year. The number of bot-infected machines has jumped nearly 50 percent over 
last year, with the U.S. now home to the most zombies in the world, according to a new 
McAfee report released on May 5. And the Conficker worm, which grabbed mainstream 
media attention recently, is not a major factor in the bot infection counts nor overall 
infections, with Conficker infections accounting for only about 1 percent of all virus 
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detections in the first quarter of this year, according to the director of security research 
for McAfee. McAfee Avert Labs found 12 million new IP addresses performing bot 
operations in the first quarter, according to the report, but spam activity still has not 
caught up to its level prior to the McColo takedown last November. “The activity level 
of new zombies indicates that the spammers are working hard to regain the 
infrastructure lost and that volumes will return to previous levels sometime soon,” the 
report says. The U.S. has 18 percent of all bot-infected machines, up from 15.4 percent 
in the fourth quarter of 2008, surpassing China, which now has 13.4 percent, down from 
15.8 percent in Q4 ‘08. A new hotspot for zombies is Australia, which now has 6 
percent of all bots, up from 4 percent in the fourth quarter, and below 2 percent in the 
third quarter of 2008. “The massive expansion of these botnets provides cybercriminals 
with the infrastructure they need to flood the Web with malware,” says the senior vice 
president of McAfee Avert Labs. “Essentially, this is cybercrime-enablement.”  
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=2173
00118  

 
33. May 5, CNET News – (International) McAfee blasted for having holes in its Web 

sites. Security vulnerabilities on McAfee sites, including one designed to scan 
customers’ sites for flaws, exposed certain customer accounts and could have been used 
for phishing attacks in which malware disguised as McAfee software could be 
distributed, security experts say. McAfee said on April 5 that most of the vulnerabilities 
were fixed, except for one part of the Web site that was taken offline to be fixed. The 
McAfee sites were found to be vulnerable to cross-site scripting (XSS) attacks and 
cross-site request forgery attacks that could lead to phishing attacks on customers who 
think they are visiting the security vendor’s site, according to an article on 
ReadWriteWeb. Ironically, one of the vulnerable sites was McAfee Secure, which scans 
customer sites to determine if they are vulnerable to such attacks. The problem would 
signal that either McAfee does not run McAfee Secure across all of its own sites or the 
product does not work well, the report said. To fall victim to a cross-site request forgery 
attack on that site, targets would have to be logged into their McAfee accounts and 
browse to a malicious Web site that exploits the vulnerability, according to the Risky.biz 
site. Such attacks on sites of antivirus vendors are particularly dangerous because they 
enable attackers to create fake versions of security products that install Trojans or other 
malware and customers will trust it, the co-founder of Secure Science Corporation told 
ReadWriteWeb.  
Source: http://news.cnet.com/8301-1009_3-10234033-83.html  

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us-cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
 Website:  https://www.it-isac.org/. 
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http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=217300118
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml?articleID=217300118
http://news.cnet.com/8301-1009_3-10234033-83.html
http://www.us-cert.gov/
https://www.it-isac.org/


 - 15 -

Communications Sector 
 

34. May 4, IDG News Service – (International) RIM to bind BlackBerry to Cisco phones. 
Research In Motion Ltd. and Cisco Systems Inc. are teaming up to let enterprises 
integrate their BlackBerries with Cisco IP phones, providing single-number capability 
and other features. The integration, announced on May 4, comes in the form of RIM’s 
BlackBerry Mobile Voice System (MVS) Server for Cisco Unified Communications 
Manager. It brings together the top enterprise mobile platform with the dominant 
networking vendor’s IP (Internet Protocol) voice and messaging system. Unified 
communications, a concept Cisco has aggressively pushed, is aimed in part at making 
individuals reachable anywhere, so mobile devices are a key element of the picture. RIM 
introduced the MVS Server last year after developing it from technology it acquired 
through the purchase of Ascendent Systems in 2007. It developed BlackBerry MVS 
Server for Cisco Unified Communications Manager through Cisco’s Technology 
Developer Program. By bringing together their BlackBerry and Cisco infrastructures, 
enterprises can make users reachable with one number, one caller ID and one voicemail 
box for both their mobile and desk phones. When calls come in, they may ring 
simultaneously on as many as four devices, including BlackBerries and Cisco IP desk 
phones, or ring one device after another in a sequence. Alternatively, employees can 
make calls from the BlackBerry using either the smartphone’s own number or an 
enterprise line. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=mobile_and_wireless&articleId=9132536&taxonomyId=15&intsrc=kc_top 

 
 [Return to top] 

Commercial Facilities Sector 
 

35. May 6, Pittsburgh Tribune-Review – (Pennsylvania) WCCC athlete admits to bomb 
threat, police say. A student at Westmoreland County Community College near 
Youngwood admitted to police that he asked a teen to make a bomb threat against 
Westmoreland Mall because “he did not want to work that day,” according to court 
documents. A male telephoned the customer service desk at the mall along Route 30 in 
Hempfield on March 22 and said there was a bomb inside, according to a criminal 
complaint that was made public on April 5. “I’m going to blow up the…mall. I will give 
you 30 minutes to evacuate,” the caller told a mall employee before hanging up, 
according to the affidavit of probable cause. The mall was evacuated while K-9 units 
from Armstrong County, Mount Oliver Borough and Pittsburgh, along with state police 
troopers and mall security guards, searched the facility. No bomb was discovered. The 
defendant was arraigned before a Youngwood District Judge on a charge of criminal 
conspiracy for making a terroristic threat on March 22. He was released on a signature 
bond. The other suspect, a 14-year-old boy, is facing charges in juvenile court for 
conspiracy and terroristic threats.  
Source: 
http://www.pittsburghlive.com/x/pittsburghtrib/news/westmoreland/s_623837.html?sour
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For another story, see item 29 
 
[Return to top] 

National Monuments & Icons Sector 
 

36. May 6, USA Today – (Arizona; California) Wildfires threaten homes in Southern 
Calif., Ariz. An early-season wildfire whipped by high winds Tuesday forced the 
evacuation of 1,200 homes around the luxury seaside community of Santa Barbara. As 
of Wednesday morning, some 2,000 homes were threatened by the 400-acre blaze, 
which started shortly before 2 p.m. Tuesday. The cause of the blaze was not 
immediately known. There was zero containment of the fire when night fell Tuesday, 
and fire officials would not be able to make a new assessment until after dawn 
Wednesday, according to a Santa Barbara County fire Captain. A Red Cross shelter was 
set up for evacuated residents at the First Presbyterian Church. The evacuation area was 
north of State Route 192, also known as Foothill Road. Those homes extend into the 
Santa Ynez Mountains and Los Padres National Forest. In southeastern Arizona, a 
wildfire fueled by dry grass and brush has destroyed three homes and injured one person 
near Sierra Vista. The U.S. Forest Service says the human-caused fire charred 1,500 
acres since breaking out on private land about 1 p.m. Tuesday west of Fort Huachuca 
and then spreading to Coronado National Forest land. The Canelo fire was estimated to 
be 25 percent contained as of early Wednesday. One person was airlifted Tuesday to a 
hospital for treatment of burns, although no other information about the victim was 
immediately available. 
Source: http://www.usatoday.com/weather/wildfires/2009-05-06-wildfire_N.htm 
 

For another story, see item 28 
 
[Return to top] 

Dams Sector 
 

37. May 6, Inland News Today – (California) Exercise simulates collapse of Lake Oroville 
Dam. An emergency exercise on May 6 will simulate a catastrophic failure of the Lake 
Oroville Dam, the main reservoir of the State Water Project. The exercise calls for the 
simulated collapse of the dam, sending water over more than a million acres in eight 
Northern California counties. At 770-feet, the dam is the tallest in the nation. Lake 
Oroville has enough water to supply 40 percent of California’s urban water needs for a 
year. 
Source: http://www.inlandnewstoday.com/story.php?s=8207 

 
38. May 5, Africa News – (International) Four foreigners detained trying to sabotage 

Mozambique dam. Four foreign nationals have been arrested for attempting to sabotage 
the Cahora Bassa dam on the Zambezi river in central Mozambique, police announced 
on May 5. The suspects were caught putting an unknown corrosive chemical in the 
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turbines of the hydro-electric dam in Tete province, a national police spokesman said. 
They were described as a 50-year-old German soldier and architect, a 21-year-old South 
African, a 30-year-old Portuguese hotel worker and a 28-year-old pilot from Botswana. 
The Tete police chief said samples of the substance had been sent to the capital for 
analysis and criminal charges have been filed against the men. Police confiscated 500 
kilos of the substance. “They are suspected of attempting something. Now they were 
transferred to the judiciary in Tete to face the accusation,” he said. The Cahora Bassa 
dam has a capacity of 14,000 megawatts of power.   
Source: 
http://www.monstersandcritics.com/news/africa/news/article_1475161.php/Four_foreig
ners_detained_trying_to_sabotage_Mozambique_dam 

39. May 5, Coshocton Tribune – (Ohio) Hole discovered below Wills Creek Dam in Ohio. 
During a routine inspection at Wills Creek Dam, U.S. Army Corps of Engineers staff 
discovered a 13-inch diameter hole adjacent to the concrete wall downstream of the 
dam, just above the tunnel outlet. There is no indication that the hole threatens the 
integrity of the dam. The Huntington District is doing exploratory work, which will 
include future excavation to help determine if any corrective actions will be necessary. 
Part of this work includes a non-toxic dye test to determine any seepage paths. The dye 
may be visible immediately downstream of the tunnel outlet, but this is not cause for 
concern.  
Source: http://www.coshoctontribune.com/article/20090505/NEWS01/905050314 

40. May 5, Associated Press – (Louisiana) Floodgates being closed more often in south 
La. Flood protection managers in Terrebonne and Lafourche parishes say they have 
been forced to close floodgates often this year to keep high tides from flooding yards, 
parking lots and low-lying communities. Managers say most floodgates installed in 
south Louisiana were anticipated for use only during hurricanes, but increasingly have to 
be closed throughout the year because land loss has brought the Gulf of Mexico closer. 
For example, a spokesperson for the Terrebonne Levee District says floodgates were 
closed four times last month because of high tides and strong, persistent southeast 
winds. 
Source: http://www.theadvertiser.com/article/20090505/NEWS01/90505003 
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