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 CNN reports that about 30 people were injured Friday when a Northwest Airlines flight 
suffered turbulence before landing at Japan’s Narita International Airport. There were 408 
passengers and 14 crew members on the Boeing 747-400 flight from Manila, Philippines. 
(See item 14)  

 According to IDG News Service, the criminals behind the widespread Conficker worm 
have released a new version of the malware that could signal a major shift in the way the 
worm operates. The new variant, dubbed Conficker B++, was spotted February 16 by SRI 
International researchers. (See item 42) 
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Energy Sector 
 

 Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 

 Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 

 [http://www.esisac.com] 

1. February 20, Uniontown Herald Standard – (Pennsylvania) Workers return to mine. 
Employees at Foundation Coal’s Emerald Mine near Waynesburg returned to work on 
February 16, one week after the mine was evacuated because of a potentially explosive 
mixture of methane gas and oxygen that was discovered in a sealed portion of the mine. 
About 600 employees were evacuated from the mine at 11 a.m. on February 9 after 
monitoring equipment in a sealed portion of the mine detected the explosive 
combination of methane and oxygen, according to the manager of investor and media 
relations at Foundation Coal Corp. Officials from the U.S. Labor Department’s Mine 
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Safety and Health Administration were then notified and they issued the evacuation 
order. The manager said workers injected and pumped nitrogen, an inert gas, into the 
mine throughout the later part of the week to force the oxygen out. The temporary loss 
of coal production did not and will not interfere with supply contracts Foundation has 
with its customers, he added. 
Source: 
http://www.heraldstandard.com/site/news.cfm?newsid=20265055&BRD=2280&PAG=4
61&dept_id=480247&rfi=6 

2. February 20, Reuters – (District of Columbia) Power outage affects 3,600 in 
Washington. Roughly 3,600 customers in Washington were without power on the 
morning of February 20 because of a problem with an underground cable, Pepco said. 
The service outage, which occurred at 5:30 a.m., affected a residential area and a portion 
of the downtown business district that included Pepco headquarters, said a company 
spokeswoman. Power should be restored by 11 a.m., she said. 
Source: http://www.reuters.com/article/domesticNews/idUSTRE51J2WY20090220 

3. February 19, Associated Press – (California) Officials: Lubricant oil leaking off Calif. 
coast. A mixture of oil and water leaking on February 18 from an Exxon Mobil platform 
spread across a mile of ocean off the Southern California coast, federal and state 
officials said. Initial reports indicated the leak on Platform Harmony came from a deck 
drainage tank where rainwater, lubricants, and fluids drain into a sump, said a Coast 
Guard spokeswoman. She said the company reported the leak on February 16 and was 
still working on February 18 to stop the mixture from seeping into the Santa Barbara 
Channel. It was unclear how much oil — which Young described as a light lubricant, 
not crude oil — had spilled, although an Exxon Mobil Corp. spokeswoman said fewer 
than 5 gallons of a “water soluble product” had leaked into the ocean since the company 
discovered the problem on February 16. The U.S. Minerals Management Service, the 
federal agency that owns the platform about 6 miles off the California coast and leases it 
to Exxon Mobil, said the spill was 10 feet wide and stretched for about a mile. The 
service and the Coast Guard were investigating the leak. Divers were examining 
machinery and other components underneath the platform to identify the cause, the 
spokeswoman said. There had been no effort to clean up the spill because the sun, 
waves, and the nature of the lubricant were spreading the oil and making it difficult to 
recover, she said. A state assemblyman said oil companies are responsible for 
monitoring their equipment for leaks and discharges and that Exxon Mobil could face a 
“significant penalty” if it did not report and repair the leak promptly. 
Source: http://www.google.com/hostednews/ap/article/ALeqM5iVOBS-
3s0FA4QyKJoDQVOI_mT1pAD96EBTHG0 

4. February 19, NBC News and Associated Press – (Alabama; Georgia) 1 dead, 16 hurt as 
twisters hit Georgia, Alabama. Fierce thunderstorms swept Georgia and Alabama 
overnight with tornadoes, hail, and lightning, downing trees and power lines. The storms 
started late on February 18 and uprooted trees and downed power lines in dozens of 
counties. Across Georgia, roughly 13,400 homes and businesses lost power during the 
height of the storm. Much of it was restored by the morning of February 19. The 
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Anniston Star reports that bout 4,000 residents in the Anniston and Heflin areas in 
Alabama were without power in the immediate wake of the storms, according to 
Alabama Power officials. Multiple power lines and some poles were knocked down in 
the storms, said an Alabama Power spokeswoman. She said additional crews from 
throughout the state had been brought in to help restore power.  
Source: http://www.msnbc.msn.com/id/29278143/ 
See also: http://www.istockanalyst.com/article/viewiStockNews/articleid/3051571 

 
5. February 19, Marked Tree Tri-City Tribune – (Arkansas) Tanker truck wreck cleanup 

ends in fireball. Miraculously no one was critically injured Thursday, February 12 
when a tanker truck, fully loaded with gasoline and diesel fuel, collided with a 2005 
Ford SUV at an intersection 6 miles south of Lepanto. Spilled fuel from the wreck also 
caused a fiery explosion during cleanup efforts early the next morning. Hazmat teams 
from Marion and Earle were called to the scene for clean up. They pumped 2,500 
gallons of fuel from the tanker which held just over 8,000 gallons. The other 5,500 
gallons had spilled onto the roadway and into adjacent ditches.  
Source: http://www.tri-citytribune.com/story/1503547.html 

 
6. February 19, Reuters – (Texas) BP to pay nearly $180 million over Texas refinery. 

BP Products North America Inc., a unit of BP Plc., has agreed to spend or pay nearly 
$180 million to resolve clean air law violations at its refinery in Texas City, Texas, the 
U.S. Environmental Protection Agency (EPA) and the Justice department said on 
Thursday. The two agencies said the company agreed to spend more than $161 million 
on pollution controls, enhanced maintenance and monitoring, and improved internal 
management practices. BP Products also will pay a $12 million civil penalty and spend 
$6 million on a supplemental project to reduce air pollution in Texas City, the EPA and 
the Justice Department said. 
Source: http://uk.reuters.com/article/marketsNewsUS/idUKWAT01100620090219 

 
[Return to top] 

Chemical Industry Sector 
 
7. February 19, Florida Today – (Florida) Tanker carrying caustic soda flipped into 

ditch. A tanker carrying caustic soda flipped into a ditch near Harlock and Aurora roads 
Thursday morning, leaking a small amount of the potentially dangerous chemical. 
Brevard County firefighters spent close to five hours securing the mess from the 
accident that was reported about 7:45 a.m. Residents were asked to temporarily stay 
indoors, while a person who lives nearby was treated for possible exposure after 
complaining about itching skin. About five gallons of the chemical leaked out. The 
driver of the tanker was not injured. A seven-member hazardous materials team was 
called to remove the leak. Officials also were concerned that some of the tanker’s load 
would soak into the ditch, which leads into Lake Washington. By 1 p.m., Brevard 
County Fire-Rescue had turned the scene over to a cleanup crew. The state was notified 
of the accident, a Brevard County Fire-Rescue spokesman said. 
Source: 
http://www.floridatoday.com/article/20090219/BREAKINGNEWS/90219001/1006/NE

http://www.msnbc.msn.com/id/29278143/
http://www.istockanalyst.com/article/viewiStockNews/articleid/3051571
http://www.tri-citytribune.com/story/1503547.html
http://uk.reuters.com/article/marketsNewsUS/idUKWAT01100620090219
http://www.floridatoday.com/article/20090219/BREAKINGNEWS/90219001/1006/NEWS01
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[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

8. February 20, Reuters – (Missouri) Ameren Mo. Callaway reactor shut – NRC. 
Ameren Corp’s 1,190-megawatt reactor at the Callaway nuclear power station in 
Missouri was shut as of early February 20, the U.S. Nuclear Regulatory Commission 
said in its daily plant status report. In an event notification report, the company said the 
unit was shut down early on February 19, as technically required, after a power supply 
failure. In a second event notification report, the company also said it declared an 
unusual event the morning of February 19 due to a main generator hydrogen gas leak. 
There were no fire or personnel injuries related to this event. The unit was in hot standby 
mode early on February 20, according to the event reports. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN20139149200
90220 
See Also: http://www.columbiatribune.com/news/2009/feb/19/gas-leak-prompts-
nuclear-plant-evacuation/ 

 
9. February 20, Associated Press – (Alabama) Another reactor down at plant in 

Alabama. Mechanical problems forced the second shutdown of a reactor at the Browns 
Ferry Nuclear Plant in three days, but regulators said on February 19 the mishaps are not 
a sign of more serious trouble for the Tennessee Valley Authority (TVA). The plant’s 
Unit 1 shut down automatically early on February 18 because of a problem with fans 
that are used to cool the electrical connection that links the plant to the power grid. 
Operators had to manually shut down Unit 2 on February 16 because of another problem 
with cooling water in an electric turbine. TVA said the two problems are not related, and 
a spokesman for the Nuclear Regulatory Commission said the back-to-back problems 
were “totally coincidental.” “There’s nothing the same here other than they’re 
mechanical [problems] on the non-nuclear side,” said a member of the federal agency’s 
Atlanta office. Browns Ferry will not come under increased scrutiny because of the dual 
outages at the three-reactor plant, he said. A TVA spokesman said engineers were trying 
to figure out what caused both shutdowns. The plant’s third reactor continued operating 
at 100 percent, he said, and the twin outages did not hurt the utility’s ability to provide 
power to its customers. 
Source: http://www.ajc.com/services/content/printedition/2009/02/20/nuke0220.html 

 
10. February 20, Lower Hudson Journal News – (New York) Pipe leaking radioactive 

water. Indian Point 2 in Westchester County has sprung a new leak of radioactive water 
that may force company officials to shut down the nuclear reactor to repair a cracked 
pipe about 8-feet below ground. The 8-inch pipes is leaking about 18 gallons of tritium 
and water a minute, and workers at the plant have been digging since early morning on 
February 16, when water showed up near a manhole cover, regulators and plant officials 
confirmed to the Journal News. The leaking pipe connects to a tank that stores 
condensation from steam generators used to turn turbines that produce electricity. The 

http://www.floridatoday.com/article/20090219/BREAKINGNEWS/90219001/1006/NEWS01
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN2013914920090220
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http://www.columbiatribune.com/news/2009/feb/19/gas-leak-prompts-nuclear-plant-evacuation/
http://www.columbiatribune.com/news/2009/feb/19/gas-leak-prompts-nuclear-plant-evacuation/
http://www.ajc.com/services/content/printedition/2009/02/20/nuke0220.html
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pipe is not on the nuclear reactor side of the operation, so concentrations of radioactive 
tritium are about 2,000 picocuries per liter, a tenth of federally allowable maximum 
levels for safe drinking water. Officials for Entergy Nuclear, the plant owner and 
operator, said they were able to find the leak by 5 p.m. on February 18 after digging 
through the floor of the auxiliary feedwater pump building. An Entergy spokesman said 
workers would likely have to shut off valves to the pipe to make the repairs, much as 
would be done in the event of a water-main break under a typical street. Nuclear 
Regulatory Commission staff members have said aging infrastructure management is an 
everyday operational concern, not an argument that belongs in the relicensing debate, 
but that argument was turned down by the reviewing board. 
Source: http://www.lohud.com/article/2009902200371 

 
[Return to top] 

Defense Industrial Base Sector 
 

11. February 19, The Register – (National) Raygun jumbo: ‘Long duration’ ground 
blasts begin. Energy weapon maker Northrop Grumman has announced further 
successful ground tests for the mighty laser cannon installed in America’s prototype 
nuke-blasting jumbo jet. Northrop says that “multiple long-duration, lethal” blasts were 
fired in ground tests, allowing engineers to “tune” the mighty megawatt-range energy 
gun and tweak its chemical fuel mix. The firm says that the settings will now be left in 
place for further trials, including the actual shootdown of a real ICBM set for later this 
year. It seems that in this case a “long-duration” blast is one lasting three seconds or so. 
However, the company’s energy-cannon chief said the laser could easily have kept 
blazing for longer, but this would have destroyed or melted the ground test equipment. 
According to Northrop, these latest tests saw the death ray coming straight out of the 
laser into measuring gear. The next step will be similar firings, but this time with the 
combat-intensity beam passing through the fire-control systems and coming out of the 
jumbo’s distinctive swiveling nose turret into a “range simulator.” The culmination of 
the flight test program will be an attempt to blow up an actual ballistic missile as it 
boosts upward from its launch pad, the mission the blaster-jumbo is designed for. 
Northrop, along with partners Boeing and Lockheed, believe this will take place before 
next year. 
Source: http://www.theregister.co.uk/2009/02/19/abl_ground_tests_full_power/ 

 
[Return to top] 

Banking and Finance Sector 
 

12. February 20, FINAlternatives – (Minnesota) Accused hedge fund fraudster hit with 
asset freeze. A federal judge has shut down a San Francisco hedge fund and frozen its 
assets. The U.S. District Judge in Minneapolis issued a temporary restraining order 
against Crossroad Capital Management, the principal defendant and its hedge fund, 
Paramount Partners. The Securities and Exchange Commission (SEC) sought the 
emergency order “to restrain them from continuing to engage in a fraudulent hedge fund 
scheme.” The defendant did not oppose the order, which also froze his assets, along with 

http://www.lohud.com/article/2009902200371
http://www.theregister.co.uk/2009/02/19/abl_ground_tests_full_power/
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those of Crossroad and Paramount. Recently, the SEC sued the defendant, accusing him 
of lying to investors about the performance of his hedge fund, overstating its balance 
sheet to hide losses, defrauding investors of almost $16 million. The defendant has 
denied the charges. According to the complaint, the defendant collected some $10.8 
million from 54 investors between 2001 and 2008. He allegedly claimed the fund was 
returning between 19 percent and 65 percent annually, and had “only one losing year, 
2004, in which Paramount supposedly lost approximately 5 percent.” On December 31, 
2008, Crossroad apparently sent investors documents claiming it managed $17 million. 
In fact, according to the SEC, the fund was worth just $5.3 million at the end of last 
year, and is now worth just $1.3 million. The regulator said the defendant showed it 
financial statements showing the missing $12 million in a brokerage account, but when 
it contacted the brokerage firm, the firm said the account had been closed in June. 
Source: http://www.finalternatives.com/node/7017  

 
13. February 19, Bradenton Herald – (Florida) Tampa man convicted of bank fraud. A 

federal grand jury convicted a Tampa businessman of fraud on February 19 for his role 
in a nearly $83 million real-estate scheme in Manatee and Sarasota counties. Jurors 
deliberated less than six hours before finding the defendant guilty of six counts of 
conspiracy, bank fraud, money laundering, and making false statements to banks in 
connection with a loan. The U.S. District Judge set the defendants sentencing for June 
15. The defendant faces up to 135 years in federal prison and a $4.5 million fine. The 
defendant attorney said he plans to appeal the convictions. The defendant was among 
four men charged with buying seven parcels of land for $43 million, selling them to 
each other for $117 million, and netting $82.8 million in bank loans. Two codefendants 
took plea deals and testified against the defendant, while the alleged mastermind has not 
yet been extradited from Jordan.  
Source: http://www.bradenton.com/news/local/story/1241224.html 

 
 [Return to top]  

Transportation Sector 
 

14. February 20, CNN – (International) Passenger: People were ‘flying’ around the 
plane. About 30 people were injured February 20 when a Northwest Airlines flight 
suffered turbulence before landing at Japan’s Narita International Airport, a Northwest 
spokesman said. Three people where seriously injured, fire officials said. Tokyo’s 
Kyodo news agency later put the number of overall injured at 47. There were 408 
passengers and 14 crew members on the Boeing 747-400 flight from Manila, 
Philippines. An American passenger told Kyodo News that he heard screams around 30 
minutes before the plane was scheduled to arrive as it suddenly fell, and then ascended. 
He added that several passengers were thrown into the cabin ceiling, hitting their heads 
and hurting their necks because they were not wearing their seatbelts. The plane 
eventually touched down east of Tokyo at Narita airport at around 12:20 p.m., the 
Kyodo quoted the land, infrastructure, transport and tourism ministry as saying.  
Source: http://edition.cnn.com/2009/WORLD/asiapcf/02/20/japan.flight.injuries/ 

 
15. February 20, Washington Post – (District of Columbia; Virginia) Train on yellow line 
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derails at D.C. station. A six-car yellow line Metro train derailed at the Mount Vernon 
Square station in downtown Washington, D.C. on the evening of February 19, the 
second time a Metro train has derailed there since January 2007. All passengers had 
gotten off the train before it derailed, and no injuries were reported. The rear wheels of 
the last car derailed, officials said. After the accident, all yellow and green line trains 
shared a single track between Mount Vernon Square and the U Street-Cardozo stations. 
Officials were investigating the cause. The type of rail car in the accident was the same 
series that has been involved in more than 13 derailments in the past six years. Metro 
officials said they had revamped track procedures. A section of track in the general area 
of the February 19 derailment was set to be replaced in coming weeks, a spokeswoman 
said. The rail cars involved in the derailments are known as the 5000 Series, 
manufactured by CAF, a Spanish company. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/02/19/AR2009021903219.html?wprss=rss_metro  

16. February 19, New York Times – (New York) Pilots’ union calls Buffalo airport 
landing system flawed. A problem with the instrument landing system at the Buffalo 
airport can cause airplanes to move suddenly to a nose-up position, a pilots’ union 
warned on February 19, but the flaw seems unlikely to have played a role in the crash of 
a plane during its approach there on February 12. The Southwest Airlines Pilots’ 
Association said it had described the problem to the crash investigators. The runway at 
Buffalo Niagara International Airport is the same one that Continental Connection Flight 
3407 was approaching before it crashed, but the problem occurs when making a right 
turn to line up with Runway 23; the Continental plane was turning left. The 
phenomenon is drawing attention partly because the Continental plane’s nose pointed up 
31 degrees just before it crashed. But that pitch-up, investigators say, appeared to have 
been caused by pilot action, after the autopilot disengaged. The problem described by 
the Southwest pilots occurs when a plane is on autopilot. It has happened to Southwest 
planes twice within the past three months, the pilots’ association said. A spokeswoman 
for the Federal Aviation Administration said the problem had been noted for years on 
aeronautical charts and resulted from uneven terrain near the Buffalo airport. Planes 
flying over a small valley were prone to receiving “anomalous altitude readings” that 
caused the problem, she said. Only Southwest has complained, she said, and the FAA 
has responded by routing Southwest planes to that runway with a left turn instead of a 
right turn, so they do not fly over the troublesome terrain. That is the approach the 
Continental plane was using.  
Source: http://www.nytimes.com/2009/02/20/nyregion/20beacon.html?ref=nyregion 

17. February 19, Bloomberg – (New York) New York City’s JFK airport to close longest 
runway. The longest runway at New York’s John F. Kennedy International Airport will 
be closed for four months next year during a $367 million repaving project, part of a 
plan to reduce delays at the area’s busiest airport. The board of the Port Authority of 
New York and New Jersey, which runs the region’s international airports, Thursday 
approved a plan to shut the 2.8-mile runway, which handles more than half of all 
departures. Airlines are adjusting their schedules and operations to minimize delays, and 
the three remaining runways will be used to full capacity when the repaving takes place 
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between March 1 and June 29, 2010, the Port Authority said in a statement. Other work 
to reduce delays at JFK will be done simultaneously, including building additional 
access points for planes on nearby taxiways and creating new routes to allow for faster 
departures. The runway will be widened to 200 feet from 150 feet to accommodate the 
largest commercial aircraft. New lighting and electronic equipment will also be 
installed, the authority said. 
Source: 
http://www.bloomberg.com/apps/news?pid=20601103&sid=aPGKSKQy5RyI&refer=us 

 
[Return to top] 

Postal and Shipping Sector 
 
18. February 20, Lexington Herald-Leader – (Kentucky) Lexington police blow up 

“suspicious” bag; Dell laptop destroyed. Lexington police blew up a suspicious-
looking bag on February 19 left by a customer at the 210 East High Street post office, 
destroying the Dell laptop that was inside. The Hazardous Device Unit, Lexington 
police’s bomb squad, X-rayed the bag and determined it was no threat. The team used a 
robot to retrieve and blow up the bag at 4:56 p.m. A police sergeant said police received 
a call shortly before 3 p.m. from the post office saying a customer briefly stood in line, 
and then walked out, leaving behind a “suspicious” bag. A post office employee said the 
woman who left the package asked some of the other customers what to do with the 
item, and when she did not get a satisfactory answer, she put the bag on a waste can and 
left.  
Source: http://www.kentucky.com/181/story/700316.html 

 
 [Return to top] 

Agriculture and Food Sector  

 
19. February 20, USAgNet – (International) New test to identify illegal steroids in cattle. 

In an effort to curb the illegal use of steroids in the European beef industry, scientists in 
the United Kingdom are reporting the development of a new test that can identify 
steroids with higher accuracy, more convenience, and less cost than conventional doping 
tests. Their report is in the current issue of Analytical Chemistry, a semi-monthly 
journal. The standard methods for detecting steroid abuse — mass spectrometry and gas 
chromatography — involve directly measuring these substances in cattle. But the tests 
are expensive and cannot detect some of the newer steroid hormones. The scientists 
describe a new test that measures steroids indirectly based on chemical changes 
associated with growth and muscle development in steroid-treated cattle. Using a 
commercial blood analyzer commonly found in hospitals, the researchers measured 20 
chemical markers, including proteins and cholesterol, in cattle treated with and without 
commonly used steroids over a 42-day study period. The new test detected the steroids 
with accuracy between 91 and 96 percent. The study opens the door to on-site steroid 
testing with portable instrumentation, the researchers say. 
Source: http://www.usagnet.com/story-national.php?Id=407&yr=2009 
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20. February 19, Brownfield Network – (International) ARS moves 20,000 more seeds to 
NPGS vault. Seeds from 20-thousand crop samples have been sent by the U.S. 
Department of Agriculture’s Agriculture Research Service (ARS) to a vault in Norway 
for safekeeping. The ARS shipment to the National Plant Germplasm System (NPGS) is 
the second one since early 2008 and includes seeds from peppers, lettuce, rice, flax, 
sorghum, and wheat. The vault, which opened almost a year ago, was built to store two-
billion seeds as a backup to the world’s 14-hundred gene banks to ensure food security. 
The vault already holds a half million accessions of cultivated plants and their wild 
relatives. The trust that helps administer the vault was co-founded by the U.N.’s Food 
and Agricultural Organization (FAO) and Biodiversity International. 
Source: 
http://www.brownfieldnetwork.com/gestalt/go.cfm?objectid=909AB7CB-5056-B82A-
D07A2A92D2EC4D66 
 

21. February 19, Corpus Christi Caller-Times – (Texas) Fire burns 350 acres at King 
Ranch; no one hurt. About 350 acres on King Ranch burned on February 19, but the 
grass fire did not damage any structures, emergency management personnel said. Grass 
fires started in the afternoon along State Highway 141, and a north wind blew the blaze 
onto King Ranch, the Kleberg County commissioner said. Initially, the fires threatened 
houses and office space on the ranch, but firefighters from Kingsville, Kleberg County, 
Naval Air Station Kingsville, and surrounding towns with the aid of Texas Forest 
Service helitankers and bulldozers controlled it. Firefighters put out the blaze by 6 p.m. 
King Ranch officials suspect arson. Three fires started close together along the highway, 
before spreading beyond the ranch’s 12-to-15-foot firebreak near the road into the ranch, 
the King Ranch president/CEO said on February 19. Wind gusts, low humidity, and very 
dry vegetation made for extremely risky fire conditions across the Coastal Bend and Rio 
Grande Plains, according to the National Weather Service. 
Source:  
http://www.caller.com/news/2009/feb/19/king-ranch-buildings-threatened-wildfire/ 
See also: http://www.caller.com/news/2009/feb/18/king-ranch-holding-two-controlled-
burns/ 
 

22. February 18, Cedar Rapids Gazette – (Iowa) Workers treated, released after inhaling 
gas at ADM plant. Four contract workers were treated and released from a Cedar 
Rapids area hospital after inhaling some type of gas at the Archer Daniels Midland 
(ADM) plant Wednesday morning, officials said. A spokesman for the Cedar Rapids 
Fire Department said two of the patients suffered potentially life-threatening respiratory 
problems. But as of 4:30 p.m., all four had been released from the hospital, according to 
a statement from ADM. The spokesman said fire crews believe the workers inhaled 
sulfur dioxide or hydrochloric acid while they were working on the roof of the plant’s 
refinery department. As a precaution, about 75 employees were evacuated from the 
refinery department and the adjacent fructose department, but were allowed to return by 
1 p.m., he said. None of the areas around the plant was evacuated. Firefighters wearing 
gas masks used monitors to take readings from the area for about two hours, but did not 
find any hazardous materials in the area or any breach of infrastructure. 
Source: 

http://www.brownfieldnetwork.com/gestalt/go.cfm?objectid=909AB7CB-5056-B82A-D07A2A92D2EC4D66
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http://www.caller.com/news/2009/feb/19/king-ranch-buildings-threatened-wildfire/
http://www.caller.com/news/2009/feb/18/king-ranch-holding-two-controlled-burns/
http://www.caller.com/news/2009/feb/18/king-ranch-holding-two-controlled-burns/
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http://www.gazetteonline.com/apps/pbcs.dll/article?AID=/20090218/NEWS/702189920
/0/news01 

 
[Return to top] 

Water Sector 
 
23. February 20, Arkansas Democrat Gazette – (Arkansas) Water district OKs study on 

meeting ‘12 EPA guidelines. The Beaver Water District’s board of directors in Lowell, 
Arkansas approved a study to evaluate whether the water provider and city utilities can 
meet stricter federal regulations in April 2012. The U.S. Environmental Protection 
Agency regulations will require city-run utilities to monitor water pipes for byproducts 
caused by a reaction between organic material in the water and chemicals used to treat 
it. The rules also change the way water providers calculate the amount of byproduct. 
Results of the six to eight month study will help determine if byproduct levels are 
acceptable or if the way water is treated or transported needs to change. The district 
could be forced to overhaul treatment procedures or add thousands of dollars worth of 
loops in the network to ensure that water moves frequently, said the district’s chief 
operating officer. District officials did not think there would be a problem complying 
with the stricter rules when they were unveiled in 2006, because levels of 
trihalomethanes and halogenated acetic acids in the water were low after it was treated 
with chlorine, he said. The federal threshold for the byproducts is 80 parts per billion. 
But organic material in Beaver Lake has been increasing in recent years, causing more 
byproduct in water after it is treated with chlorine, the chief officer said. Water beyond 
the district’s treatment plant has never been regulated. In 2012, water from 30 points 
throughout Bentonville, Rogers, Springdale, and Fayetteville will be tested for levels of 
the byproduct. 
Source: http://www.nwanews.com/adg/News/252860/ 

 
24. February 20, Ventura County Star – (California) Las Virgenes to make water 

conservation mandatory. Responding to what state officials say is the most severe 
drought-caused water shortage in California’s recorded history, the Las Virgenes 
Municipal Water District announced February 19 it is instituting mandatory water 
conservation measures that will carry fines for non-compliance. Effective March 4, the 
measures will apply to the approximately 20,000 households and 700 businesses the 
district provides water to in Agoura Hills, Westlake Village, Calabasas, Hidden Hills, 
and adjacent unincorporated areas. “These measures are necessary to help reduce water 
use,” said the district’s general manager. “With nearly 70 percent of the water we 
deliver used outdoors, we do not believe it will be difficult for customers to comply with 
these basic conservation practices.” With the threat of the state’s drought deepening in 
coming months, water managers across Ventura County are also starting to formulate 
plans to implement water rationing this summer.  
Source: http://www.venturacountystar.com/news/2009/feb/20/las-virgenes-to-make-
water-conservation/ 

 
25. February 19, Jacksonville Daily News – (North Carolina) Chlorine leak contained, 

poses no threat, officials say. Onslow County emergency officials were able to quickly 

http://www.gazetteonline.com/apps/pbcs.dll/article?AID=/20090218/NEWS/702189920/0/news01
http://www.gazetteonline.com/apps/pbcs.dll/article?AID=/20090218/NEWS/702189920/0/news01
http://www.nwanews.com/adg/News/252860/
http://www.venturacountystar.com/news/2009/feb/20/las-virgenes-to-make-water-conservation/
http://www.venturacountystar.com/news/2009/feb/20/las-virgenes-to-make-water-conservation/
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contain a small chlorine leak at a Dixon area Onslow Water and Sewer Authority 
(ONWASA) water plant February 13. “The chlorine was gaseous, not liquid so there 
was never a threat to the water supply or residents,” said a spokeswoman for the Onslow 
Water and Sewer Authority. At 11:45 a.m. on February 13, workers at the water plant 
called 911 stating they had a small chorine leak coming from a valve on a chlorine tank. 
Fire departments from Turkey Creek and Holly Ridge responded, said the interim 
director of emergency management and homeland security for Onslow County. A 
hazardous materials team from Jacksonville arrived and the leak was capped off shortly 
afterwards, he said. While officials at nearby Dixon Middle School and Dixon High 
School were notified, no one in the area had to be evacuated, he said. “The good news 
behind all this is that we have run drills out here and we knew what to do,” the director 
said. “Less than an hour from first being reported, the leak was contained.”  
Source: 
http://www.jdnews.com/news/onslow_62533___article.html/county_facility.html 

26. February 19, San Francisco Chronicle – (California) Repairs stop most of Southern 
Marin’s sewage spill. Workers succeeded the afternoon of February 18 in mostly 
stopping a sewage leak at a treatment plant at Fort Baker on the Sausalito shoreline — a 
leak that has spewed about 500,000 gallons of raw and partially treated sewage into San 
Francisco Bay from February 17-18. Contractors in wetsuits spent hours digging a pit 
next to the ruptured steel pipeline and, at low tide, attached a custom-made collar in an 
attempt to stop the leak, which was gushing out of a roughly two and a half inch 
diameter hole in the larger pipe. The temporary fix significantly reduced the volume of 
leaking sewage, officials said, but did not stop it. So workers rigged hoses to divert most 
all of the leakage back into the treatment plant. “Virtually all of the leakage has been 
stopped. It is now leaking at less than a gallon per minute,” said the general manager of 
the Sausalito-Marin City Sanitary District, which operates the Fort Baker treatment 
plant. “We have created a hazard and some environmental harm.” The treatment plant 
serves about 18,000 customers in of Tamalpais Valley, Marin City, Sausalito, the Marin 
Headlands, and Fort Baker. The broken pipe carries sewage between the plant’s primary 
and secondary treatment facilities. The manager blamed corrosion and a possible defect 
in the 24-inch diameter steel pipe, which is coated with concrete, for the rupture. He said 
that the district plans to hire a contractor to permanently encase the broken pipe in 
concrete, with steel bars for strengthening. Meanwhile, signs have been posted along the 
southern Marin County shoreline to alert people that the sewage spill has contaminated 
the water and warning them not to swim or fish. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2009/02/18/BADT160MTN.DTL 

27. February 19, VOA News – (International) Freshwater rising in strategic importance. 
A new report published by the World Economic Forum produced in partnership with 
Cambridge Energy Research Associates warns of growing competition for the world’s 
limited freshwater supplies. The report says water is needed to meet increased energy 
demands, while climate change is leaving large areas of the world chronically short of 
the precious resource. Three-quarters of the Earth’s surface is covered with water, but 
only three percent of that is available for human use. And while that three percent has 

 

 

http://www.jdnews.com/news/onslow_62533___article.html/county_facility.html
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2009/02/18/BADT160MTN.DTL
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2009/02/18/BADT160MTN.DTL
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remained relatively constant over the years, global consumption is reported to have 
grown at over twice the rate of world population growth. The new report, Thirsty 
Energy: Water and Energy in the 21st Century, says water is increasingly becoming of 
“strategic significance.” That is because water is “critical” to energy production, from 
Middle Age water wheels to modern power plants. The report says the link between 
water and energy “is stronger than ever and is becoming more strained as human usage 
of both energy and water increases.”  
Source: http://www.voanews.com/english/Africa/2009-02-19-voa40.cfm 
See also: http://www.weforum.org/pdf/ip/energy/energyvision2009.pdf 

 
[Return to top] 

Public Health and Healthcare Sector 
 

28. February 20, Boston Globe – (Massachusetts) MGH faulted for delaying contagion 
alert. Massachusetts General Hospital waited four days before alerting Boston health 
authorities that a wave of gastrointestinal illness was sweeping through patients and staff 
on one floor. The delay earlier the week of February 16-20 is an apparent violation of 
rules requiring prompt reporting of suspected infectious disease clusters. The Boston 
Public Health Commission learned February 18 that nine patients and 18 staff had been 
stricken with vomiting, diarrhea, and nausea. Hospital officials had been aware of the 
problem since February 14, when they stopped assigning new patients to the stricken 
ward, which has about three dozen beds. City regulations require hospitals and doctors 
to expeditiously report suspected disease outbreaks “immediately, but in no case more 
than 24 hours after diagnosis or identification.” Prompt reporting, disease specialists 
said, is designed to prevent small clusters from mushrooming into major outbreaks at 
multiple sites. 
Source: 
http://www.boston.com/news/local/massachusetts/articles/2009/02/20/mgh_faulted_for_
delaying_contagion_alert/  

 
29. February 19, Associated Press – (Missouri) Two more people with ties to Fort 

Leonard Wood appear to have meningitis. Two more people with ties to Fort Leonard 
Wood appear to have meningitis, raising more concerns at the base where two soldiers 
have died this month from the disease. Both soldiers died of a bacterial form of the 
illness. Base officials said on February 19 that they had just learned of two additional 
cases. A nurse on the Army base was diagnosed with viral meningitis, but responded 
well to treatment and was expected to be released soon from an off-base hospital, said 
the base medical director. Base officials confirmed that the nurse worked in a clinic that 
treated the two men who died. Also, a Florida National Guard soldier who trained at the 
fort became ill after returning to Florida and was hospitalized on February 18. The base 
medical director said that soldier’s symptoms were consistent with meningitis, but it was 
too early to confirm the disease. 
Source: http://www.kansascity.com/news/local/story/1044067.html 

 
30. February 19, Bloomberg – (National) Johnson & Johnson is sued by U.S. in heart-

drug cases. The U.S. joined two whistleblower lawsuits accusing a unit of Johnson & 

http://www.voanews.com/english/Africa/2009-02-19-voa40.cfm
http://www.weforum.org/pdf/ip/energy/energyvision2009.pdf
http://www.boston.com/news/local/massachusetts/articles/2009/02/20/mgh_faulted_for_delaying_contagion_alert/
http://www.boston.com/news/local/massachusetts/articles/2009/02/20/mgh_faulted_for_delaying_contagion_alert/
http://www.kansascity.com/news/local/story/1044067.html
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Johnson of marketing the heart drug Natrecor for unauthorized uses. The unapproved 
uses of Natrecor cost Medicare, the government-run health insurance program, 
“substantial amounts,” the U.S. Justice Department said February 19 in a statement. 
Prosecutors have decided to join litigation in federal court in California against Scios 
Inc., the maker of Natrecor bought by New Brunswick, New Jersey-based J&J in 2003, 
the department said. Natrecor is administered intravenously to treat severe cases of 
congestive heart failure for hospitalized patients, the statement said. Soon after receiving 
approval to sell the drug in 2001, Scios began an “aggressive campaign” to market the 
medicine in outpatient uses for people with less severe heart failure, a so-called off-label 
use not approved by the Food and Drug Administration, according to the statement. 
Source: 
http://www.bloomberg.com/apps/news?pid=20601103&sid=aLfwn1M8lsCk&refer=us  

  
31. February 18, New York Times – (National) Outsourcing of drug trials is faulted. As 

many American companies in the last decade have sent tasks like customer service and 
computer support to other countries, drug makers have followed suit by outsourcing 
clinical trials — the human studies that determine the safety and efficacy of medicines. 
Now, an article about the globalization of clinical trials, published February 12 in the 
New England Journal of Medicine raises questions about the ethics and the science of 
increasingly conducting studies outside the United States — when the studies are meant 
to gather evidence for new drugs to gain approval in this country. The article, by several 
Duke University researchers, suggests an ethical quagmire when drugs intended for 
wealthy nations are tested on people in developing countries. The authors suggest that 
human volunteers in foreign countries may be unduly influenced with the promise of 
financial compensation or free medical care to participate in clinical trials. The report, 
“Ethical and Scientific Implications of the Globalization of Clinical Research,” also asks 
whether drug research conducted in developing countries is relevant to the treatment of 
American patients. 
Source: http://www.nytimes.com/2009/02/19/business/19clinic.html?_r=2&hpqw 

 
[Return to top] 

Government Facilities Sector 
 
32. February 20, CNN – (California) Helicopter goes down near California nuclear 

plant. A U.S. Border Patrol helicopter went down on February 19 near the San Onofre 
Nuclear Generating Station, the Federal Aviation Administration said. The McDonnell 
Douglas 600N, with three people on board, made a forced landing because of engine 
trouble. The three people were able to exit the helicopter on their own and were taken to 
a hospital with non-life-threatening injuries. Aerial images showed the chopper sitting 
on the edge of the surf, just north of the nuclear plant. The aircraft was significantly 
damaged, authorities said. The helicopter was going from the airport in Long Beach, 
California, to the Brown Field airport in San Diego, said the Border Patrol’s public 
information officer. The National Transportation Safety Board is investigating the case. 
Source: http://www.cnn.com/2009/US/02/20/california.helicopter/?iref=mpstoryview 

 
33. February 19, KTVK 3 Phoenix – (Arizona) University of Phoenix building evacuated 

http://www.bloomberg.com/apps/news?pid=20601103&sid=aLfwn1M8lsCk&refer=us
http://www.nytimes.com/2009/02/19/business/19clinic.html?_r=2&hpqw
http://www.cnn.com/2009/US/02/20/california.helicopter/?iref=mpstoryview
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over haz-mat. A building that houses some University of Phoenix faculty members was 
evacuated after an unknown substance was discovered. The substance was found on the 
third floor of a building located near the intersection of Priest and Washington on 
February 19. The building also houses a few other business offices. Approximately 1000 
people were evacuated from the building. Hazardous materials teams on the scene were 
testing the potentially hazardous substance, and monitoring people who came in contact 
with the substance. According to Tempe Fire officials, nine people were isolated and 
treated after complaining about exposure to the potentially hazardous substance. All 
patients were treated and released with no real symptoms. Hazmat teams have not 
conclusively determined what the substance was, but they have turned the building back 
over to the University of Phoenix and other tenants. The area that was exposed to the 
substance has been cleaned and sealed off until a state lab determines exactly what the 
substance is. The fire department would not go into detail on why the substance was 
being considered potentially hazardous. 
Source: http://www.azfamily.com/news/local/stories/phoenix-local-news-021909-univ-
of-phoenix.30c7acac.html 

 
34. February 19, KSBI 52 Oklahoma City – (Oklahoma) Hazmat team called to OKC 

highschool. Areas of an Oklahoma City high school were evacuated on February 19 
because of a hazmat scare. The head of a water sprinkler was knocked off by a student, 
so the hazmat team had to be called in because a suspicious substance came out. Water 
in the system was discharged in a few classrooms and the hallway in the far west side of 
the building. Three faculty members were affected by the incident. One individual 
complained of burning eyes and another had an upset stomach, though no students were 
feeling any side affects. The hazmat team did an evaluation, and found that the water 
was not toxic or hazardous, but it did create a terrible smell. A battalion chief with the 
Oklahoma City Fire Department described the fluid as “really bad, old smelly mop 
water, in a mop bucket. The combination of old stagnant water and the machine oil 
when it was discharged puts off a really bad smell.” Maintenance crews were able to 
stop the flow of the water into the school. They also evacuated the students from that 
part of the building into the Oklahoma Centennial High School gym. But until all the 
water was removed, the smell remained inside. 
Source: http://www.ksbitv.com/home/39870892.html 

 
35. February 19, Bakersfield Californian – (California) City hall back to work after 

suspicious bag checked. Scores of employees at City Hall North got a two-hour break 
on February 19 when a suspicious duffel bag was found on a counter in the third floor 
men’s bathroom. About 95 people, mostly employees, were evacuated at 12:45 p.m. but 
returned at 2:15 p.m. after the police bomb squad determined that the bag contained 
toiletries, police said. A police spokesman said that no one knew where the bag came 
from, so the building was evacuated as a cautionary act. The bomb squad X-rayed the 
bag and determined it was harmless. Police closed Truxtun Avenue between H Street 
and Chester Avenue, and Eye Street south of 17th Street. 
Source: http://www.bakersfield.com/102/story/695556.html 

 
[Return to top] 
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Emergency Services Sector 
 

36. February 20, Chicago Tribune – (Illinois) Air Angels shuts down Chicago-area 
operations. Four months ago, an emergency medical transport helicopter operated by 
Air Angels Inc. crashed in an Aurora field, killing all four people aboard. It was the 
second fatal crash for the company since 2003. On February 19, the company 
announced that “recent and ongoing events lead us to believe that our venture in Illinois 
is no longer viable” and Air Angels closed its offices at airports in Bolingbrook and 
West Chicago immediately. Accident investigators tentatively have cited pilot error as a 
cause in the crash. The patient’s family filed suit in January against Air Angels, its 
parent company, Reach Medical Holdings, and the pilot’s estate. The complaint, filed in 
Cook County Circuit Court, alleges widespread negligence and failure to practice 
federal safety recommendations. “Representatives of Air Angels will be contacting 
regional hospitals, emergency medical services agencies, and other transport providers,” 
the Air Angels chief executive officer said in a statement February 19, “in order to 
assure that both ground and air transportation for critically ill and injured patients will 
be uninterrupted.” 
Source: http://www.chicagotribune.com/features/lifestyle/health/chi-air-angels-20-
feb20,0,6293995.story  

 
37. February 19, Navy Times – (California) Report: Coast Guard shares blame in spill. 

The Coast Guard failed to provide “adequate” oversight of the freighter Cosco Busan’s 
pilot before it rammed into the San Francisco Bay Bridge and spilled 53,000 gallons of 
oil into the Bay in November 2007. Consequently, the service is partially responsible for 
the collision, according to a new report released February 19 from the National 
Transportation Safety Board (NTSB). “Given the pilot’s medical condition, the Coast 
Guard should have revoked [the pilot’s] license, but they didn’t; the pilot should have 
made the effort to provide a meaningful pre-departure briefing to the master, but he 
didn’t; and the master should have taken a more active role in ensuring the safety of his 
ship, but he didn’t,” the acting NTSB chairman said in a statement. The collision cost 
more than $70 million for the environmental cleanup, as well as about $2 million in 
damages to the ship, and $1.5 million in damages to the bridge. The pilot was on a “half-
dozen impairing prescription medications” at the time of the incident, according to a 
summary of the report. The full report has not yet been released. A Coast Guard 
spokeswoman said the service is reviewing the report and is open to any suggestions but 
can not discuss details until its own investigation is released. That release is slated for 
February 23. 
Source: http://www.navytimes.com/news/2009/02/coastguard_coscobusan_021909/ 

 
38. February 19, KARK 4 Little Rock – (Arkansas) LR National Airport beefing up 

emergency services. New state-of-the-art fire trucks costing more than $1.5 million are 
giving Little Rock National Airport an edge in emergency services. The Little Rock 
Municipal Airport Commission says the purchase is part of its 100-percent commitment 
to the safety and security of the traveling public. The commission says the new trucks 
will further enhance safety while providing airport firefighters with new life saving 
technology. At all times, airport firefighters will respond to aircraft emergencies with 

http://www.chicagotribune.com/features/lifestyle/health/chi-air-angels-20-feb20,0,6293995.story
http://www.chicagotribune.com/features/lifestyle/health/chi-air-angels-20-feb20,0,6293995.story
http://www.navytimes.com/news/2009/02/coastguard_coscobusan_021909/
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double the federal requirement (two trucks) and most times triple the federal 
requirement (three trucks). Airport staff will continue to work with city, state, and 
federal agencies to ensure the safety and security of the airport passengers. 
Source: http://www.msnbc.msn.com/id/29281867/  

  
39. February 19, Chicago Sun Times – (Illinois) Surveillance cams help fight crime, city 

says. Chicago’s mayor has said that security and terrorism will not be an issue because 
by 2016 there will be a surveillance camera on every street corner in Chicago. But even 
before that blanket coverage begins, the network is being put to better use. Call takers 
and dispatchers now see real-time video if there is a surveillance cameras within 150 
feet of a 911 call, thanks to a $6 million upgrade to the city’s “computer-aided dispatch” 
system. When live video appears, call takers can pan, tilt and zoom those cameras to get 
the best possible view of a crime or disaster scene. “As a first responder, I can’t tell you 
how important it is to have a set of eyes on an emergency scene prior to your arrival. 
The valuable information they provide from the camera network can ultimately mean 
the difference between life and death,” said the executive director of the city’s Office of 
Emergency Management and Communications. During a December test, live video was 
used to catch a petty thief in the act of sticking his hand in a Salvation Army kettle 
outside Macy’s on State Street. In 2004, City Hall used a $5.1 million federal Homeland 
Security grant to install 250 cameras at locations thought to be at high risk of a terrorist 
attack and link them and 2,000 existing city cameras to the 911 center. Chicago then 
launched “Operation Virtual Shield,’’ by linking 1,000 miles of fiber cable to a unified 
“homeland security grid” — complete with hundreds of additional cameras and sensors 
to monitor the city’s water supply and detect chemical and biological weapons. 
Source: http://www.suntimes.com/news/politics/1440402,mayor-daley-emergency-
surveillance-cameras.article  

 
40. February 19, Urgent Communications – (Florida) Text messaging promises to alter 

911 landscape. As text messaging continues to grow in popularity as a communications 
mode, 911 centers will need to be able to accept emergency text messages—a reality 
that is filled with life-saving potential and challenges for call-takers, panelists said 
during a session at the Association of Public-Safety Communications Officials Winter 
Summit. For those reporting emergencies, the ability to communicate with 911 call 
takers via text messaging could be critical, said the chief technology officer for 
microDATA. Today, a 911 caller who cannot speak on the phone — for instance, 
someone who is trying to hide from a potential assailant — typically calls 911 and 
leaves the line open, which may not give the dispatcher much information. With text 
messaging, a 911 “caller” can provide vital descriptions, locations, and other 
information while maintaining silence, he said. The flip side is that the personal 
communications habits of 911 call-takers could impact their ability to provide service in 
a text environment because “text calls would be intimidating for people who don’t 
normally text,” he added. 
Source: http://urgentcomm.com/mobile_data/news/text-messaging-911-
communications-0219/ 
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Information Technology 
 

41. February 20, Washington Post – (International) Attackers exploiting unpatched flaw 
in Adobe Reader, Acrobat. Hackers are exploiting an unpatched security hole in 
current versions of Adobe Reader and Acrobat to install malicious software when users 
open a booby-trapped PDF file, security experts warn. Adobe issued an advisory on 
February 19 warning that its Reader and Acrobat software versions 9 and earlier contain 
a vulnerability that could allow attackers to take complete control over a system if the 
user were to open a poisoned PDF file. Adobe said it does not plan to issue an update to 
plug the security hole until March 11. Meanwhile, the folks at Shadowserver.org, a 
volunteer-led security group, said it has seen indications that this vulnerability is being 
used in targeted attacks. Shadowserver warns that this exploit is likely to be bundled 
into attack kits that are sold to cyber crooks who specialize in seeding hacked and 
malicious Web sites with code that tries to install malware. “These types of attacks are 
frequently the most damaging and it is only a matter of time before this exploit ends up 
in every exploit pack on the Internet,” a Shadowserver volunteer wrote on the group’s 
blog. Adobe’s advisory lacks any advice users can follow to mitigate the threat from this 
flaw. But those at Shadowserver say Adobe Reader and Acrobat users can significantly 
reduce their exposure to such attacks by disabling Javascript within the application.  
Source: 
http://voices.washingtonpost.com/securityfix/2009/02/attackers_exploiting_unpatched.h
tml  

 
42. February 19, IDG News Service – (International) Conficker worm gets an evil twin. 

The criminals behind the widespread Conficker worm have released a new version of 
the malware that could signal a major shift in the way the worm operates. The new 
variant, dubbed Conficker B++, was spotted February 16 by SRI International 
researchers, who published details of the new code on February 19. To the untrained 
eye, the new variant looks almost identical to the previous version of the worm, 
Conficker B. But the B++ variant uses new techniques to download software, giving its 
creators more flexibility in what they can do with infected machines. Conficker-infected 
machines could be used for nasty stuff, sending spam, logging keystrokes, or launching 
denial of service (DoS) attacks, but an ad hoc group calling itself the Conficker Cabal 
has largely prevented this from happening. They have kept Conficker under control by 
cracking the algorithm the software uses to find one of thousands of rendezvous points 
on the Internet where it can look for new code. These rendezvous points use unique 
domain names, such as pwulrrog.org, that the Conficker Cabal has worked hard to 
register and keep out of the hands of the criminals. The new B++ variant uses the same 
algorithm to look for rendezvous points, but it also gives the creators two new 
techniques that skip them altogether. That means that the Cabal’s most successful 
technique could be bypassed. Conficker underwent a major rewrite in December 2008, 
when the B variant was released. But this latest B++ version includes more subtle 
changes, according to a program director with SRI. “This is a more surgical set of 
changes that they’ve made,” he said. 
Source: 
http://www.pcworld.com/businesscenter/article/159890/conficker_worm_gets_an_evil_t
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win.html  
 
43. February 19, DarkReading – (International) Romanian hacker cracks Symantec, 

International Herald Tribune. The Romanian hacker who penetrated the Web sites of 
three security vendors the week of February 9-13 is now claiming two new victims: 
Symantec and the New York Times. The hacker, known only as “Unu,” posted a blog 
about an SQL injection vulnerability found on one of Symantec’s Web sites, the 
Document Download Center of the Norton Resource Center for Resellers. The flaw 
“permits access to their databases,” Unu says, although he did not say which databases 
or what data is contained in them. Ironically, the flaw was found on a login page that 
promotes the Norton line of security products, Unu observes. In a response posted to 
Unu’s Web site, Symantec concedes that the page is flawed by “inconsistent exception 
handling,” but it rejects Unu’s assertion that the bug could lead to database access. 
“Upon thorough investigation, we have determined that the blind SQL injection is, in 
fact, not effective,” Symantec says. “The difference in response between valid and 
injected queries exists because of inconsistent exception handling routine for language 
options. Thanks again for notifying us of the issue. We will have the modified page up 
again soon with better exception handling.” In a separate blog, Unu also claims to have 
discovered an SQL injection vulnerability in the Web site of the International Herald 
Tribune, the global edition of the New York Times. “I discovered an unsecured 
parameter, which allows access to the database,” Unu says. “Besides the wealth of 
information in the database, we also found an interesting table containing login details 
of 161 affiliates, editors, reporters, and other associates of the famed newspaper.” The 
International Herald Tribune says the vulnerability has been patched, but concedes that 
some login details were exposed. Unu says he is targeting other newspapers’ Web sites 
for further research.  
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml;jsessionid=1MB
CH2P0WJGTSQSNDLPSKHSCJUNN2JVN?articleID=214501999  

44. February 19, DarkReading – (International) Kaminsky calls for DNSSEC adoption. 
The much-debated protocol to help secure the Domain Name System received a big 
boost on February 19 when a DNS security guru said the industry must adopt the 
DNSSEC protocol. The security guru, who discovered the now-infamous big DNS flaw 
last year and got the vendor community to patch it, had for some time mostly dismissed 
DNSSEC as a DNS security solution. But after studying the specification more closely, 
the security guru, who discussed his support for DNSSEC during his Black Hat DC 
presentation, said DNSSEC could remedy some of DNS’ security weaknesses. “I was 
never anti-DNSSEC — I was just never for it. It just didn’t look like it was going to 
work,” the security guru said in an interview on February 19. “This is my first time 
publicly saying we need to do it. No one is more surprised than I.” The Federal 
Government is already on its way to widespread DNSSEC adoption after initially only 
recommending it for some systems. A new federal policy issued in the wake of the DNS 
flaw scare last summer mandates that all federal agencies adopt DNSSEC by December 
2009 for their DNS servers. DNSSEC has been criticized for its complexity, as well as 
the DNS infrastructure overhaul its adoption typically entails. For DNSSEC’s validation 

 

http://www.pcworld.com/businesscenter/article/159890/conficker_worm_gets_an_evil_twin.html
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml;jsessionid=1MBCH2P0WJGTSQSNDLPSKHSCJUNN2JVN?articleID=214501999
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml;jsessionid=1MBCH2P0WJGTSQSNDLPSKHSCJUNN2JVN?articleID=214501999
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model to work for DNS servers, it has to be adopted from end to end, for instance, an 
issue that is rife with both technical and political challenges. And DNSSEC requires 
significant manual configuration, including the signing of encryption keys and updating 
records, the security guru noted.  
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml;jsessionid=1MB
CH2P0WJGTSQSNDLPSKHSCJUNN2JVN?articleID=214501924 

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us−cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 

 

 
[Return to top] 

Communications Sector 
 

Nothing to report 
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Commercial Facilities Sector 
 

45. February 19, WHIO 13 Orlando – (Florida) Walgreens evacuated after hazmat scare. 
Authorities evacuated a Walgreens in Osceola County after a hazmat scare February 19. 
Firefighters said it all began after a delivery man was unloading boxes from a truck at 
the Walgreens in Kissimmee. The delivery man noticed something on his hands that 
started to burn. Other Walgreens workers began complaining of burning sensations as 
well, so officials evacuated the entire store as a precaution. The man was taken to 
Osceola Regional Medical Center as a precaution. Because of the uncertainty, people at 
the hospital were forced to use another entrance. The Osceola County Fire Rescue later 
confirmed the delivery man had a reaction to Xanthan gum, which is a chemical used in 
household cleaning products. 
Source: 
http://www.cfnews13.com/News/Local/2009/2/19/walgreens_evacuated_after_hazmat_s
care.html 
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Dams Sector 
 

46. February 20, Associated Press – (Texas) Repairs begin on section of Rio Grande 
levee. Repair work has started on a two-mile stretch of a heavily damaged Rio Grande 
levee that nearly burst and flooded Presidio last year, the International Boundary and 
Water Commission says. The levee was threatened by a record high river level in 
September and October of 2008, caused by heavy rain in Mexico. Officials said levee 
breaks on the Mexican side of the river, which flooded Ojinaga, probably saved 
Presidio. The project is expected to be completed by June. It does not include a portion 
of levee a few miles downriver from the populated parts of Presidio that broke and 
swamped a golf course. 
Source: 
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-
borderflood_20tex.ART.State.Edition1.4c031d4.html 

 
47. February 19, GateHouse News Service – (Massachusetts) Deadline passes for dam 

repairs. A court-ordered deadline for the owner of Morey’s Bridge Dam, on Mill River 
near Taunton, to make repairs to the structure has passed, but the head of the firm that 
owns the old, ailing dam insists that the work will begin shortly. The head of the firm is 
the president of Jefferson Development Partners. He said he plans to award a contract 
for the work the morning of February 20. The work is expected to begin late the week of 
February 23-27 or early the following week. “The reason why it has taken us a few more 
days then expected is that the [state Department of Conservation and Recreation] and 
our engineer were back and forth on several issues,” he said. “Then, the contractors had 
to change their bids.” The issue of Morey’s Bridge Dam and a cofferdam built just 
downstream has been met with a series of delays for nearly two years. Several months 
ago, the state attorney general’s office filed a lawsuit and was granted a court-ordered 
preliminary injunction requiring Jefferson Development Partners to remove the 
gatehouse from the dam by February 17. A spokeswoman for the sate attorney general 
said the office has not yet determined its next action. “Our concern continues to be to 
hold Jefferson Development responsible, and to ensure the safety of those who live near 
the lake.” The Taunton city council president said the issue, which many view as a 
threat to public safety, has dragged on for too long. “We haven’t seen anything 
substantial in the last couple of years,” he said.  
Source: http://www.tauntongazette.com/news/x1434777557/Deadline-passes-for-dam-
repairs 

 
48. February 18, WHEC 10 Rochester – (National) Lake Ontario rising, so are high 

water concerns. The level of Lake Ontario is steadily rising as water is entering the lake 
faster than it is being let out. And that has some residents along the lake’s south shore 
concerned about possible flooding during spring storms known as nor’easters. The level 
of the lake Wednesday was reported at 245.6 feet above sea level. The February long-
term average is 244.7 feet, which means Lake Ontario is nearly one foot above normal 
for this time of year. But it is still within the four-foot fluctuation range mandated by 
treaty with Canada. The upper limit is 247.3 ft. The International St. Lawrence River 
Board of Control is taking the necessary steps, according to Plan 1958-D, to reduce the 

http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-borderflood_20tex.ART.State.Edition1.4c031d4.html
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http://www.tauntongazette.com/news/x1434777557/Deadline-passes-for-dam-repairs
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level. Water is being released from the lake at the Moses Saunders Power Dam at 
Massena at the rate of 255,000 cubic feet per second, which is 90 percent of the release 
capacity. The board’s U.S. secretary in Chicago says more water cannot be released 
because of the ice cover down river. “This is a typical bump in the lake level because of 
snowmelt,” he said. He also noted that Lake Erie is rising and that water flows into Lake 
Ontario. There is no mechanism to regulate the water coming from Erie. “Are we 
heading into a potential high water situation this spring? Right now, it does not look that 
way,” he said, although he acknowledged receiving several e-mails from people 
concerned about the high lake level. High lake levels can do serious property damage 
when strong northerly or northeasterly whip up high waves that can pound shoreline 
properties. A Rochester Institute of Technology engineering professor is a member of 
the St. Lawrence River Board of Control. He says “what we try to do in winter is release 
the maximum amount of water we can, but managing the ice so as not to cause ice jams, 
which can cause flooding around Montreal.” He added, “The long-term forecast is that 
by spring, the lake will be back to the seasonal average.” The St. Lawrence Seaway is 
closed for the winter, but is scheduled to re-open March 31. 
Source: http://www.msnbc.msn.com/id/29265228/ 
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DHS Daily Open Source Infrastructure Report Contact Information 

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

DHS Daily Open Source Infrastructure Report Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Web page at www.us−cert.gov.  
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