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 WHNS 21 Greenville and Associated Press report that the Aiken Chemical Company in 
Greer, South Carolina was evacuated on Wednesday when a carbon monoxide buildup sent 
12 people to area hospitals, firefighters said. (See item 8) 

 According to USA Today, federal records show that reported cyberattacks on U.S. 
government computer networks climbed 40 percent during 2008, and more infiltrators are 
trying to plant malicious software they could use to control or steal sensitive data. (See 
item 35)  
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Energy Sector 
 

 Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED  Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 

 [http://www.esisac.com] 

1. February 19, Bloomberg – (Alaska) BP shut line has ‘minimal’ effect on Alaskan 
output. BP Plc, Europe’s second-largest oil company by market value, said a flow line 
that was shut on February 18 because of a release of natural gas had “minimal” effect on 
output. “The production impact was minimal,” said a company spokesman. The flow 
line’s estimated capacity is 1,300 barrels a day, he said. “We are still working to reroute 
the production from that pad.” The flow line and 11 wells were shut after a release of 
natural gas, crude oil and water on February 18, according to a regulatory filing. 
Prudhoe Bay production averaged 391,000 barrels a day in February, he said. “Work to 
delineate spill area and remove snow continues. Every indication is small spill volume,” 
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he said in an e- mail. “The leak itself was stopped yesterday.” 
Source: 
http://www.bloomberg.com/apps/news?pid=20601072&sid=aQEd9_hoktLk&refer=ener
gy 

2. February 19, Associated Press – (Georgia) Plan to secure Savannah manhole caps 
after blasts. Georgia Power said on February 17 it will install safety latches to anchor 
manhole covers in downtown Savannah after two underground explosions since August 
sent a few of the hefty iron covers flying into the air. Aging underground electrical 
cables were blamed for both blasts August 15 and December 29, which caused no 
injuries. City officials had pushed Georgia Power to make short-term safety 
improvements while it replaces 80 miles of old cable — a $51 million upgrade that will 
not be finished for several years. Georgia Power expects its initial order of 25 manhole 
restraints to arrive in March, but they will take several months to install, said a company 
spokeswoman. If another explosion happened, the latches would allow manhole covers 
to pop up two inches to release pressure from expanding gases, while preventing the 
covers from becoming airborne missiles. The devices also prevent oxygen from rushing 
in and fueling secondary explosions, said a vice president of sales and marketing for the 
manufacturer, Michigan-based Stabiloc. About 1,200 of the company’s manhole 
restraints have been installed by the utility Detroit Edison in southeast Michigan. 
Meanwhile, crews in Savannah are working to replace the old cables in the underground 
network, some of which are 50 to 80 years old. 
Source: http://www.forbes.com/feeds/ap/2009/02/19/ap6070586.html 

3. February 18, Associated Press – (California) Blast hits electrical vault under L.A. 
street. An explosion in an underground electrical vault sent heavy smoke pouring from 
a manhole on a downtown street in Los Angeles on February 18 and prompted the 
evacuation of four buildings, but no injuries were reported. The vault on Fourth Street 
blew shortly after 10:30 a.m., a fire department spokesperson said. Four nearby 
multistory buildings were evacuated for about 2 1/2 hours so fire officials could 
determine if there were any fires inside their electrical systems. No fires were found, she 
said. She said the explosion caused power outages in the area. However, Department of 
Water and Power (DWP) officials said they had no reports of power outages from the 
blast, but 83 customers were affected later when DWP crews cut power to the vault so 
they could inspect it. The cause of the blast was under investigation.  
Source: http://www3.signonsandiego.com/stories/2009/feb/18/ca-vault-blast-
021809/?zIndex=54879 

4. February 18, Orlando Sentinel – (Florida) Minneola power surge damages dozens of 
homes. A power surge sent sparks flying out of wall sockets and fried electronics at 
dozens of Minneola homes the morning of February 18 during a bungled attempt to 
improve a power line’s capacity. About 75 homes were affected by the incident, which 
occurred in the Chelsea Parc subdivision at about 10:30 a.m., according to a 
communications director for Sumter Electric Cooperative (SECO). The surge occurred 
as SECO was trying to convert a power line to a higher capacity. After the surge, SECO 
workers had to inspect each house before restoring power. The director said that most of 
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the homes had power by about 5:30 p.m. the same day. The Minneola mayor and other 
city staff accompanied SECO workers and have “been going door-to-door” since 10:30 
a.m. to check on residents and see whether they suffered any damage from the power 
surge. 
Source: http://www.orlandosentinel.com/news/local/breakingnews/orl-bk-minneola-
power-surge-021809,0,5198175.story?track=rss 

 
5. February 18, Reuters – (Gulf of Mexico) Shell sets U.S. Gulf Auger pipeline restart 

Feb. 28. The segment of the Auger oil pipeline in the U.S. Gulf of Mexico that was 
damaged by Hurricane Ike has been repaired and will be restarted on February 28, a 
Shell official said February 18. The pipeline was damaged along with the Eugene Island 
331 platform during Hurricane Ike in September, and Auger system flows were rerouted 
through a temporarily reversed section of the Poseidon pipeline. The 20-inch segment of 
Poseidon that was reversed, from South Marsh Island Block 205 to Ship Shoal Block 
332, will be returned to normal service by March 10, after maintenance, Poseidon Oil 
Pipeline Co LLC said. 
Source: http://www.reuters.com/article/rbssEnergyNews/idUSN1841430920090218 

 
6. February 17, Hannibal Courier-Post – (Missouri) Council supports replacing marina 

fuel system. The Hannibal Marina, whose underground fuel system was essentially 
ruined during the 2008 flood, will be replaced. The city council supported pursuing that 
action during a meeting during the evening of February 17. The Missouri Department of 
Natural Resources (DNR) has cited the city for three violations in regard to its 4,000-
gallon fuel storage tank in Nipper Park. According to the director of the Hannibal Parks 
and Recreation Department, all three violations were a result of the 2008 flood. While 
the director has explored options to bring the current fuel system up to state standards, 
the DNR is adamant that the tank and piping be removed. If the city does not comply it 
could face a “substantial” fine. It is estimated it will cost between $11,500 and $21,033 
to remove the tank and piping. That amount could rise if contamination is found in the 
surrounding soil. The director sought council guidance in regard to what, if any, 
replacement fuel system is installed. A councilman questioned whether the investment 
necessary to replace the fuel system will be worthwhile in comparison to the revenue 
that is generated. Over the past four years the parks department has seen an annual 
average profit of $2,661 from marina fuel sales. It is projected that a new underground 
storage system will cost between $45,000 and $50,000. An above ground tank will be 
slightly cheaper, ranging from $30,000 to $35,000. A motion by a councilman to install 
a new underground fuel system was approved. 
Source: http://www.hannibal.net/news/x82780627/Council-supports-replacing-marina-
fuel-system 

 
[Return to top] 

Chemical Industry Sector 
 
7. February 19, Sun News Myrtle Beach – (South Carolina) 3V in Georgetown fined 

because of blast in 2008. Georgetown chemical company 3V Inc. has been fined by the 
South Carolina Occupational Safety and Health Administration (OSHA) for reported 

http://www.orlandosentinel.com/news/local/breakingnews/orl-bk-minneola-power-surge-021809,0,5198175.story?track=rss
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violations stemming from a worker injury and explosion in September. The company 
filed a protest in December against the $8,125 fine. A hearing date before the South 
Carolina Administrative Court is still pending. The company was fined for failing to 
provide information on the chemical process and safe levels of sulfuric acid to 
employees; failing to develop clear operating procedures; failing to repair the pinhole 
leaks in one of its reactors; not including updated information about its pressure value 
on piping diagrams; failing to ensure employees use eye and face protection; and failing 
to provide hand protection. The alleged violations and OSHA inspection resulted from 
two incidents on September 11, 2008 at the plant site. Employees were trying to take a 
product out of the reactor with a steam jacket pipe when the pump malfunctioned. The 
pipe burst and sulfuric acid spilled over an employee who was taken to a hospital for 
treatment for burns to the arms and eyes, according to OSHA’s report. At about 8:30 
p.m. the temperature in the reactor began to rise, and overheating causing the explosion, 
the report said. Plant officials said the explosion was a part of an experimental process 
for a new product. It is the fourth time in the past seven years the company has been 
fined. 
Source: http://www.myrtlebeachonline.com/news/local/story/789567.html 
 

8. February 19, WHNS 21 Greenville and Associated Press – (South Carolina) Carbon 
monoxide buildup sends 12 to hospital. A company in Greer was evacuated on 
February 18 when a carbon monoxide buildup sent 12 people to area hospitals, 
firefighters said. The incident occurred at Aiken Chemical Company just before 5 p.m. 
Firefighters said the plant was running normally when four people passed out in the 
production area of the facility. They said crews responded and evacuated the plant. The 
Pelham-Batesville fire chief said preliminary tests seem to indicate that carbon 
monoxide was present inside the plant. They said forklifts being operated inside the 
plant may have been the cause of the gas. Hazmat teams from both Spartanburg and 
Greenville responded to the scene. A decontamination area was also set up for those 
evacuating the company. Firefighters said East Phillips Street, Shelter Drive, and Shelter 
Court were closed during the investigation. 
Source: http://www.foxcarolina.com/news/18744355/detail.html 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

9. February 18, San Luis Obispo Tribune – (California) Diablo installing steam 
generators. The final stage of the largest project undertaken at Diablo Canyon nuclear 
power plant since the construction of the facility is underway. Four massive new steam 
generators — each 70 feet long and weighing 350 tons — are carefully being moved 
into position in two vast dome structures at the Pacific Gas and Electric Co. (PG&E) 
power plant near Avila Beach. The new generators replace worn steam generators put 
into operation in the 1980s. They required frequent maintenance by plant operators in 
recent years, PG&E officials said. Installation of the four new steam generators into a 
containment building started in January; workers were installing the third of four as of 
February 18. Four other generators were installed to replace the older generators in a 
separate containment site nearby in March 2008. Diablo Canyon has stopped producing 
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electricity in one of its two units while the operators perform maintenance and testing on 
plant systems, said a spokesperson for PG&E. So-called power outages typically take a 
month, but this one is taking 66 days because of the installation of the steam generators. 
Workers are on the 25th day of the installation. Additional workers are required to 
perform all of the testing and refueling necessary to ensure safety and reliable 
operations. The current power outage at the plant and the steam generator replacement 
project requires more than 2,300 temporary workers. Diablo has about 1,300 permanent 
employees.  
Source: http://www.sanluisobispo.com/183/story/625991.html 

10. February 18, U.S. Nuclear Regulatory Commission – (Alabama) Turbine trip due to 
power load unbalance signal on main generator resulting in reactor scram. At 3:51 
a.m., Unit 1 of the Browns Ferry nuclear reactor automatically scrammed due to 
actuation of the reactor protection system from a turbine trip from a power load 
unbalance signal on the main generator. The cause of the power load unbalance signal 
was due to a generator neutral over voltage condition of which the cause is unknown and 
the investigation is continuing. All systems responded as expected to the turbine trip. 
The Nuclear Regulatory Commission resident inspector has been notified. 
Source: http://www.nrc.gov/reading-rm/doc-collections/event-
status/event/en.html#en44860 

11. February 18, Deseret News – (Utah) EnergySolutions details 10-year N-waste plan. 
EnergySolutions could rake in $1.5 billion over a decade — with Utah getting half — if 
it is allowed to accept low-level radioactive waste from foreign countries at its Clive 
storage facility. Speaking to the Deseret News editorial board, the chief executive 
officer of the Salt Lake-based company said that his company would share equally all 
net revenues made through its contracts with foreign nations to manage and store low-
level waste in Utah. He said the proposed plan would use 5 percent of the site’s overall 
capacity, or about 7.5 million cubic feet, for storage of foreign waste. The activities 
could potentially generate from $750 million to $1.5 billion — money that the company 
and state would split “that could come into the state to do some pretty special things,” he 
said. The governor of Utah has promised to veto any legislation allowing foreign waste 
into Utah. The EnergySolutions facility in Clive, 70 miles west of Salt Lake City, 
handles more than 95 percent of all commercial low-level radioactive waste in the 
United States, according to the Government Accountability Office. 
Source: http://deseretnews.com/article/1,5143,705286014,00.html 

12. February 18, U.S. Nuclear Regulatory Commission – (National) NRC issues guidance 
on new reactor construction. The Nuclear Regulatory Commission (NRC) has 
published updated descriptions of the types of new reactor construction activity that 
require prior agency approval. The guidance outlines the staff’s conclusion that 
construction requiring NRC approval includes work on a structure, system or component 
that: a) has a safety, security or accident mitigation function, or b) whose failure could 
prevent a safety system from functioning or cause a reactor shutdown. Examples of 
these structures include any part of a reactor building, including foundations, and fire 
protection systems. Construction also covers actions to prepare an excavated site (e.g., 
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compacting soil or placing engineered backfill material) for eventual erection of the 
kinds of structures described in the guidance. Under the guidance, companies are free to 
perform “pre-construction” activities that would not have any impact on safety-related 
systems in the final plant. These activities would include: clearing and grading a site and 
installing erosion control and other environmental mitigation measures; erecting fences, 
construction support buildings and service facilities such as railroad spurs; simple 
excavation; and erecting plant structures (e.g., cooling towers) that can be shown to be 
unrelated to reactor safety and whose failure would not cause a reactor shutdown. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-034.html 

 
13. February 18, Associated Press – (National) Hot and gone, Wal-Mart signs prompt 

NRC action. Federal regulators have instructed dozens of companies to count their exit 
signs that use a low-level radioactive compound and report any that are missing, a 
directive issued after Wal-Mart Stores Inc. said it could not find 15,000 of the signs. The 
world’s largest retailer said on February 17 that it has checked all of its U.S. stores and 
removed any glow-in-the-dark signs that use tritium, a hydrogen isotope that, when used 
in the signs, has a radioactive strength similar to that of a smoke alarm. The missing 
15,000 signs were purchased by Wal-Mart between 2000 and 2007, a period in which 
Wal-Mart added or remodeled thousands of its domestic Wal-Mart, Sam’s Club and 
Neighborhood Market stores. The Nuclear Regulatory Commission (NRC) said Wal-
Mart bought 70,000 of the signs during that time. The NRC has not told Wal-Mart or 
other companies to stop using the signs. The federal agency said the signs are 
“inherently safe” and do not require a special license or special worker training to 
handle them. But improper disposal could lead to an expensive cleanup.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hIN7A1VBkBGBFS6SZJhegA5
qOpYAD96DI0NG1 

 
14. February 17, U.S. Nuclear Regulatory Commission – (Nevada) NRC approves rule 

incorporating EPA standards for Yucca Mountain repository. The Nuclear 
Regulatory Commission (NRC) has approved a final rule incorporating the 
Environmental Protection Agency’s (EPA) radiation protection standards for the 
proposed high-level waste repository at Yucca Mountain, Nevada, for the period beyond 
10,000 years and up to 1 million years. The rule, to be published soon in the Federal 
Register, makes NRC’s regulations for the repository consistent with the EPA’s revised 
standards issued September 30, 2008, as required by law. The EPA’s revised standards 
and the NRC’s rulemaking were required by the July 9, 2004, ruling of the U.S. Court of 
Appeals for the District of Columbia Circuit, which overturned EPA’s earlier standard 
that limited the compliance period to 10,000 years. The final rule retains EPA’s standard 
dose limit for individuals of 15 millirem for the first 10,000 years after disposal and 
adopts EPA’s 100 millirem dose limit for the period after 10,000 years and up to 1 
million years. The rule will become effective 30 days following publication. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-031.html 

 
[Return to top] 
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Defense Industrial Base Sector 
 

15. February 18, Computerworld – (New Mexico) Computer thefts prompt Los Alamos 
security review. The Los Alamos National Laboratory has launched a month-long 
project aimed at ensuring that off-site computer systems fully comply with the 
institution’s information security policies. Los Alamos officials are also conducting a 
full review of the lab’s policies and procedures governing the use of official computers 
at employees’ homes. The moves come after last month’s theft of three computers from 
the Santa Fe home of an employee and the subsequent disclosure that several dozen 
more systems are currently listed as missing from the top U.S. nuclear weapons 
laboratory. News of the missing computers was disclosed earlier this month by the 
Project on Government Oversight, or POGO. The watchdog group posted a memo on its 
site from the National Nuclear Security Administration (NNSA) expressing concern 
over the theft of the three computers from the home of a Los Alamos National Security 
LLC (LANS) employee in January. LANS runs the facility for the U.S. government. 
The NNSA letter, dated February 3, criticized the lab’s response to the missing systems, 
and the apparent lack of controls aimed at preventing such incidents. The letter noted 
that follow-up inquiries about the January incident revealed that as many as 67 Los 
Alamos lab computers were currently listed as “missing” from the lab, including 13 that 
were known to be lost or stolen. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myId=13&articleId=9128160&intsrc=hm_topic 

 
[Return to top] 

Banking and Finance Sector 
 

16. February 19, SPAMfighter News – (International) Phishers divert targets to hotel 
websites from banks & ecommerce outlets. According to a team of security experts at 
FraudTip, phishers have added a new attack in their kitty to deceive hotel customers 
instead of targeting banking sites. The security company in its report revealed that 
people wanted to book rooms online at several hotel chains were more vulnerable to be 
redirected to bogus Web sites resembling almost to the originals. The report also 
highlighted that the scam was targeted against a large number of hotel chains. Over 
71,000 travelers are redirected to bogus Web sites every month, said FraudTip. 
Moreover, the report findings were released on February 6 and showed that online 
scams combined with advanced online advertising, Internet browser crimeware, bogus 
hotel locators, and third party reservation used to divert hotel guest traffic to fake Web 
sites of well-known hotel chains. The scam hit hardest to Days Inn, Super 8 Motels, and 
Ramada operated by Wyndham Worldwide, the world’s largest hotel chain located in 
Parsippany, New Jersey. More than 50,000 tourists trying to book rooms in these hotels 
are diverted to bogus sites every month. Besides Wyndham Worldwide, nearly 15,862 
prospective guests of Comfort Inn controlled by Choice Hotels International situated in 
Silver Spring, Maryland are redirected to fake Web sites. Chicago-based Hyatt Hotels 
have become victim of the same scam.  

http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyId=13&articleId=9128160&intsrc=hm_topic
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyId=13&articleId=9128160&intsrc=hm_topic
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Source: http://www.spamfighter.com/News-11871-Phishers-Divert-Targets-to-Hotel-
Websites-from-Banks-Ecommerce-Outlets.htm 

 
17. February 19, Bloomberg – (National) UBS will disclose names, pay $780 million to 

U.S. UBS AG, Switzerland’s largest bank, will pay $780 million and disclose the names 
of some secret account holders to avoid U.S. prosecution on a charge that it helped 
thousands of wealthy Americans evade taxes. The Justice Department accused UBS of 
conspiring to defraud the United States by helping 17,000 Americans hide accounts 
from the Internal Revenue Service. The U.S. will drop the charge in 18 months if the 
bank reforms its practices, helps prosecutors, and makes payments. UBS will 
immediately turn over names of about 250 clients, according to people familiar with the 
matter. By gaining those names, the United States will pierce the veil of Swiss bank 
secrecy. The IRS, which has sought the names of all U.S. account holders since July, has 
met resistance from the Swiss government. The final number of account holders Zurich-
based UBS must disclose will hinge on future legal battles, according to the agreement. 
“UBS sincerely regrets the compliance failures,” a chairman said in a statement after the 
accord was unsealed on February 18 in federal court in Fort Lauderdale, Florida. “Client 
confidentiality, to which UBS remains committed, was never designed to protect 
fraudulent acts or the identity of those clients, who, with the active assistance of bank 
personnel, misused the confidentiality protections.”  
Source: 
http://www.bloomberg.com/apps/news?pid=20601087&sid=a_DEcZ2mRSGo&refer=h
ome  

 
18. February 19, Bloomberg – (National) U.S. forced to offer discounts to lure buyers of 

failed banks. U.S. regulators are being forced to sell the assets of failed banks at a 
discount to lure buyers spooked by the likelihood of increased loan losses amid a 
deepening recession. The assets of four banks have been sold to healthier rivals at a 
combined discount of $107 million this year, the Federal Deposit Insurance Corp. 
(FDIC) said. The FDIC had to offer a discount just once in 2008, when it engineered 25 
bank takeovers. Buyers for banks are in short supply after last year, when regulators 
closed the most lenders since 50 were shuttered in 1993. A RBC Capital Markets analyst 
predicts as many as 1,000 more will collapse within five years. The result may be a 
buyer’s market in which the FDIC will lay out even bigger sums to get rid of seized 
banks. “There are situations where the government will write you a check to complete a 
deal,” said the president of closely held Washington Trust Bank. “There is always value 
in there if you are willing to go in and work for it.”  
Source: 
http://www.bloomberg.com/apps/news?pid=20601103&sid=ao7wXfMM34gI&refer=us 

 
 [Return to top]  

Transportation Sector 
 

19. February 19, WJLA 7 Washington, D.C. – (New York) Doomed NY flight operator 
defends pilot training. The operator of Continental Connection Flight 3407 that 
crashed in Buffalo last week defended both its training programs and the pilot after 

http://www.spamfighter.com/News-11871-Phishers-Divert-Targets-to-Hotel-Websites-from-Banks-Ecommerce-Outlets.htm
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investigators said they would examine whether the crew overreacted when an automatic 
safety system sensed the plane was slowing down dangerously. Investigators say the 
pilot pulled back on the plane’s controls after the safety system tried to push the nose 
downward to gain speed and increase lift. The National Transportation Safety Board’s 
chief investigator said one of many possibilities is the pilot pulled back too hard, 
bringing the plane’s nose too high up in an attempt to prevent the stall and dooming the 
aircraft. Colgan Air, which was operating the flight, said in a statement Wednesday that 
“crew training programs meet or exceed the regulatory requirements for all major 
airlines.” An NTSB spokesman said it is still too early to definitively say what brought 
the plane down. So far, the NTSB has not found anything mechanically wrong with the 
plane. The pilot’s actions are being scrutinized to determine whether he could have 
acted differently. The pilot did not disengage the autopilot after encountering what was 
noted to be “significant ice” — disregarding recommendations from the NTSB and his 
own airline. 
Source: http://www.wjla.com/news/stories/0209/596376.html?ref=rs 

20. February 18, WRC 4 Washington, D.C. – (Virginia) National-to-Cleveland flight 
makes stop at Dulles. A Continental Airlines regional jet made an emergency landing 
at Dulles International Airport on the evening of February 18 after reporting problems 
with its landing brakes. Continental flight 5811 had left Reagan National Airport for 
Cleveland when an indicator light came on and the pilot reported the problem. The pilot 
circled above Washington for about an hour before safely landing at Dulles at about 
6:15 p.m. Thirteen people were on board the flight.  
Source: http://www.nbcwashington.com/news/local/National-to-Cleveland-Flight-
Makes-Emergency-Stop-at-Dulles.html  

21. February 18, Xinhua – (California) Two U.S. major ports impose fee on cargo 
containers. The ports of Los Angeles and Long Beach on Wednesday began to impose a 
35-dollar fee on cargo containers entering or leaving the ports in a bid to help subsidize 
the replacement of thousands of polluting trucks. The fee is expected to raise about 1 
million dollars a day, or about 1 billion dollars over the next few years, at both ports to 
finance 80 percent of the cost to replace many of the 17,000 trucks that are a leading 
source of air pollution in the region, said the Port of Long Beach executive director. 
Starting October 1, 2008, the ports banned all pre-1989 trucks due to the amount of 
pollution they generate. On January 1, 2010, the ports will ban all pre-1994 trucks, as 
well as model year 1994 to 2003 trucks that have not been retrofitted to meet the port’s 
emissions standards. Collection of the clean-trucks fee was scheduled to begin in 
November but was delayed due to a review by the Federal Maritime Commission, the 
government agency that oversees the ports.  
Source: http://news.xinhuanet.com/english/2009-02/19/content_10845205.htm 

22. February 17, Market Wire – (National) Universal Detection Technology analysis of 
the Department of Homeland Security’s $2.8 billion stimulus plan allocation. 
Universal Detection Technology issued an analysis of the funds allocated to the 
Department of Homeland Security (DHS) as part of the $787 Billion Stimulus Plan. 
DHS is set to receive a $2.8 billion budget boost as part of the plan. The largest single 
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item is $1 billion for the Transportation Security Administration for technologies and 
tasks, including checked baggage explosive detection systems. These are generally 
systems that use X-rays and digital three-dimensional scanning. The bill also directs 
$300 million into state and local grant programs for port security, rail security, and mass 
transit security. A large chunk of that grant money is likely to pay for IT-related 
systems, such as access control, camera monitoring, perimeter alarm systems, 
underwater surveillance, and tunnel surveillance systems.  
Source: http://www.reuters.com/article/pressRelease/idUS140270+19-Feb-
2009+MW20090219 

 
[Return to top] 

Postal and Shipping Sector 
 
23. February 17, Ocala Star-Banner – (Florida) Suspicious powder found with letter sent 

to Baptist association. Ocala police are investigating an envelope containing a 
suspicious powder found at the Marion Baptist Association Christian Counseling 
Associates office. The director of missions for the church-related organization said they 
received a white envelope addressed to the group on February 17. His secretary opened 
the mail and noticed a yellow, powdery substance. The director said he, too, opened the 
mail and saw the substance. He said there was enough to fill the palm of his hand. The 
director also added that the accompanying letter, which had a Beverly Hills address and 
a man’s name, called them despicable names and accused them of being hypocrites. 
Ocala Fire Rescue officials said dispatch received the call at 4:33 p.m. on February 17. 
Firefighters arrived on scene at 4:38 p.m. Once there, they evacuated the building and 
shut down the air-handling system. The envelope was placed in a small white bucket, 
which would be packaged and sent to the local Health Department. Health Department 
employees will, in turn, send it to Jacksonville for testing. 
Source: 
http://www.ocala.com/article/20090217/ARTICLES/902170254/1402/NEWS?Title=Sus
picious-powder-found-with-letter-to-Baptist-association 

 
 [Return to top] 

Agriculture and Food Sector  

 
24. March 1, American Veterinary Medical Administration – (National) Surveillance 

program could protect human and swine health. A pilot swine influenza virus (SIV) 
surveillance program could lead to improvements in vaccines for swine and 
development of vaccine seed strains for humans. Collaboration between the Department 
of Agriculture and the Centers for Disease Control and Prevention led to the two-year 
pilot program that began in September 2008, and it may result in a permanent USDA-
funded swine influenza surveillance program, according to the USDA. The program 
would include sharing of information on human and swine infections. Pork producers 
have struggled to control swine influenza over the past decade because of the emergence 
of the diverse strains, particularly viruses that contain genetic material from human-, 
avian-, and swine-type influenza viruses, said a veterinary medical officer with the 

http://www.reuters.com/article/pressRelease/idUS140270+19-Feb-2009+MW20090219
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http://www.ocala.com/article/20090217/ARTICLES/902170254/1402/NEWS?Title=Suspicious-powder-found-with-letter-to-Baptist-association
http://www.ocala.com/article/20090217/ARTICLES/902170254/1402/NEWS?Title=Suspicious-powder-found-with-letter-to-Baptist-association


 - 11 -   

USDA Agricultural Research Service (ARS). A staff epidemiologist with the Veterinary 
Services’ National Surveillance Unit of the USDA Animal and Plant Health Inspection 
Service said the surveillance program could lead to creation of improved SIV diagnostic 
reagents, more effective SIV outbreak and disease management activities, and improved 
strain prevalence data to help USDA Center for Veterinary Biologics staff review 
modified SIV vaccine licensing proposals. A research leader for the Virus and Prion 
Disease of Livestock Research Unit with the ARS said data support the fact that swine 
and humans with occupational exposure to the animals regularly expose one another to 
influenza viruses, but the overall prevalence of swine influenza infection is low among 
people with occupational exposure. The surveillance program could lead to improved 
biosecurity practices that protect both pigs and workers. 
Source: http://www.avma.org/onlnews/javma/mar09/090301k.asp 
 

25. February 19, USAgNet – (Minnesota) Thousands of cows removed from TB-affected 
area of Minnesota. Producers participating in Minnesota’s bovine tuberculosis (TB) 
buyout program loaded the last of their animals last week, marking the completion of a 
nearly year-long effort to reduce cattle numbers in the bovine TB Management Zone. 
The Minnesota Board of Animal Health received 46 herd buyout contracts from area 
producers, who agreed to remove or slaughter approximately 6,200 head of cattle by 
January 31, 2009. A bill passed by the 2008 legislature strengthened the state’s efforts to 
eradicate bovine TB from beef cattle and deer in northwestern Minnesota. The bill 
increased funding to implement a bovine TB eradication plan, including the buyout 
program, in northwestern Minnesota, reports CattleNetwork.com. The program led to 
the discovery of positive animals in one buyout herd in Beltrami County. Producers that 
remain in the cattle business or store feedstuffs were required to complete a risk 
assessment to determine whether the operation’s feed and forage crops were adequately 
protected from free ranging white-tailed deer. The Board required 27 producers in the 
Management Zone to fence livestock, feed storage, and/or winter feeding areas. 
Source: http://www.usagnet.com/story-national.php?Id=395&yr=2009 
 

26. February 18, Journal of Food Science – (National) Researchers develop risk-ranking 
system for food safety. The Institute of Food Technologists has collaborated with the 
U.S. Food and Drug Administration to create risk assessment software to rank different 
foods in terms of their relative safety. The researchers wrote in the latest Journal of Food 
Science that although there are food safety risk assessments available, they are not 
typically designed to quantitatively compare and rank risks of different food safety 
hazards. They said that this is due to the complexity of the calculations and comparisons 
required. They aimed to simplify this process, by developing a system that analyzes 
different doses of microbes and chemicals and relates them to their potential impact on 
public health. The prototype framework is designed to help food safety policy makers 
and risk analysts to assess the comparative potential risk to public health of different 
combinations of specific hazards and foods. Although it is still in the prototype stage, 
the researchers claim that the system addresses this need. The researchers hope that the 
use of the risk ranking system could help policy makers and risk managers to evaluate 
the potential to establish control points on different foods’ paths from farm to fork. 
Source: http://www.foodproductiondaily.com/Publications/Food-Beverage-
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Nutrition/FoodNavigatorUSA/Science-Nutrition/Researchers-develop-risk-ranking-
system-for-food-
safety/?c=DtqJR18k3Plsv1Sfy1G5Ww%3D%3D&utm_source=newsletter_daily&utm_
medium=email&utm_campaign=Newsletter%2BDaily 
 

27. February 18, WTVJ 6 Miami – (Florida) S. Fla. woman charged with poisoning baby 
food products at Publix. A South Florida woman was arrested after police said she 
poisoned baby food products in a grocery store. Broward Sheriff’s Office (BSO) 
detectives said they arrested a 50-year-old woman of Sunrise after she went into the 
baby food aisle of a Publix grocery store in Tamarac and donned rubber gloves before 
mixing an acrid, black substance into baby food and juice containers. She added a dark 
liquid that smelled of ammonia to the food, police said. She had the liquid in a 
Victoria’s Secret body splash container. When confronted by store personnel, the 
woman said she was mixing food for her son. During the course of this investigation, 
detectives conferred with Publix officials who checked other area supermarkets to 
determine whether the woman had visited them. All of the items were examined by the 
BSO Crime Scene Unit and the contaminated products will be sent to the Food and Drug 
Administration for testing. The woman was charged with poisoning food or water, a 
first-degree felony and violation of probation. 
Source: http://www.msnbc.msn.com/id/29257271/ 
 

28. February 17, American Meat Institute – (National) FSIS issues directive on review 
methodology of state meat and poultry inspection programs. The Food Safety and 
Inspection Service (FSIS) has issued Directive 5720.3, Comprehensive Review 
Methodology of State Meat and Poultry Inspection Programs. The directive provides 
Federal State Audit Branch personnel in the Office of Program Evaluation Enforcement 
and Review and other staff involved in performing comprehensive reviews of State 
Cooperative Meat or Poultry Inspection (MPI) programs with the methodology and 
guiding principles for use in these reviews. The purpose of these reviews is to determine 
whether a State has developed and is maintaining a meat or poultry inspection program 
that imposes requirements “at least equal to” those imposed by FSIS under specified 
provisions of the Federal Meat Inspection Act, the Humane Methods of Slaughter Act, 
or the Poultry Products Inspection Act. The reviews also determine whether State 
Cooperative MPI programs are adhering to Federal civil rights laws and applicable 
USDA civil rights regulations, and whether they conform to the Uniform Administrative 
Requirements for Grants and Cooperative Agreements to State and Local Governments. 
Source: http://www.meatami.com/ht/display/ArticleDetails/i/46413 

 
[Return to top] 

Water Sector 
 
29. February 18, Environment News Service – (National) Lab-on-a-chip the latest weapon 

against pollution. Israeli scientists have developed a tiny laboratory, complete with a 
microscopic workbench, to measure water quality in real time. This lab-on-a-chip can 
detect pollutants and pathogens, and the Pentagon hopes it may detect the intrusion of a 
biological weapon into a U.S. water supply. Funded by a grant from the U.S. 
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Department of Defense Projects Agency, this new lab-on-a-chip could become a 
defensive weapon that protects America from biological warfare. “We’ve developed a 
platform — essentially a micro-sized, quarter-inch square lab — employing genetically 
engineered bacteria that light up when presented with a stressor in water,” says the vice-
dean of Tel Aviv University’s Faculty of Engineering. Equipment on the chip can detect 
the very low light levels produced by the bacteria. 
Source: http://www.ens-newswire.com/ens/feb2009/2009-02-18-01.asp 

 
30. February 18, Water Technology Online – (Kentucky) Petroleum odor in water means 

consumer advisory. Letcher County residents have been warned not to use their tap 
water for anything but flushing toilets. A Division of Water spokesperson says officials 
began investigating the contaminated water supply February 14. “Around midnight on 
Sunday, the environmental response team pursued reports of a strong petroleum odor in 
the distribution system and traced that back to the water distribution in the plant,” says 
the spokesperson. She says officials have identified the source of the contamination, 
which was an old, leaking petroleum storage tank near the river that supplies the 
county’s drinking water.  
Source: http://watertechonline.com/news.asp?N_ID=71440. 

 
31. February 18, DelmarvaNow.com – (Delaware) Selbyville digging well to meet water 

demands. To bring the town of Selbyville’s services up-to-date and meet rising water 
demands, town officials are digging a new well next to the town’s water plant. The 
project is expected to last a few days. Town officials said the new well will provide a 
sufficient back-up should the existing one fail or require significant maintenance. In 
addition, it will help sustain the town’s water-use capacity, which has provided as much 
as 12.5 million gallons per month during high-usage times. “As we expand, we want to 
know we have enough capacity to do so and to provide everyone with these services,” 
the town manager said. “We don’t want to get to where we are pumping past our 
capacity; we want to ensure we’re meeting the demands of our water usage.” 
Source: http://www.delmarvanow.com/article/20090218/DW01/902180361/-1/DW 

 
[Return to top] 

Public Health and Healthcare Sector 
 

32. February 19, Albany Times Union – (New York; North Carolina) Slip puts patient data 
on Internet. Records of more than 1,000 patient visits to Northeast Orthopaedics, a 
large Albany, New York, surgical practice, have been posted on the Internet, a violation 
of patient privacy laws. A practice administrator said the North Carolina company that 
transcribes dictation for the doctors had a security lapse. The problem was discovered 
earlier this week and the company, MRecord, removed the records, he said. However, as 
of Wednesday evening, Google’s archiving system had kept copies that could still be 
discovered by people on the Internet. The records include names and birth dates. At least 
300 records are detailed narratives of patient visits. About 1,000 patients’ records are 
revealed through daily schedules for the practice from March through August 2008.  
Source: 
http://www.timesunion.com/AspStories/story.asp?storyID=771466&category=REGION  
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33. February 18, HealthDay – (National) FDA experts suggest change for next season’s 

flu vaccine. A panel of experts advising the U.S. Food and Drug Administration has 
recommended changing one of the three strains of flu included in this season’s influenza 
vaccine for next season’s version, the Dow Jones news service reported Wednesday. 
Each annual vaccine typically has two strains of influenza A and one strain of influenza 
B that are most likely to strike during the upcoming season. But the decision about 
which strains to include is made months in advance. The FDA panel said next season’s 
vaccine should include the same strains of influenza A as this season’s shot, but that a 
newer “B” strain be included in the upcoming vaccine. In a typical season, one or two of 
the three strains included in the annual vaccine are changed from the prior season, 
although all three changed in the 2008-2009 flu shot from the year-earlier vaccine. 
Source: http://www.healthday.com/Article.asp?AID=624252  

 
34. February 17, NASA/Goddard Space Flight Center – (National) NASA study predicted 

outbreak of deadly virus. An early warning system, more than a decade in 
development, successfully predicted the 2006-2007 outbreak of the deadly Rift Valley 
fever in northeast Africa, according to a new study led by NASA scientists. Rift Valley 
fever is unique in that its emergence is closely linked to interannual climate variability. 
Utilizing that link, researchers including a geographer and remote sensing scientist with 
the University of Maryland Baltimore County and NASA’s Goddard Space Flight 
Center in Greenbelt, Maryland, used a blend of NASA and National Oceanic and 
Atmospheric Administration measurements of sea surface temperatures, precipitation, 
and vegetation cover to predict when and where an outbreak would occur. The final 
product, a Rift Valley fever “risk map,” gave public health officials in East Africa up to 
six weeks of warning for the 2006-2007 outbreak, enough time to lessen human impact. 
The researchers described their findings in the Proceedings of the National Academy of 
Sciences. The first-of-its-kind prediction is the culmination of decades of research. 
During an intense El Niño event in 1997, the largest known outbreak of Rift Valley 
fever spread across the Horn of Africa. About 90,000 people were infected with the 
virus, which is carried by mosquitoes and transmitted to humans by mosquito bites or 
through contact with infected livestock. 
Source: http://www.eurekalert.org/pub_releases/2009-02/nsfc-nsp021709.php 

 
[Return to top] 

Government Facilities Sector 
 
35. February 19, USA Today – (National) Reported raids on federal computer data soar. 

Reported cyberattacks on U.S. government computer networks climbed 40 percent 
during 2008, federal records show, and more infiltrators are trying to plant malicious 
software they could use to control or steal sensitive data. Federally tracked accounts of 
unauthorized access to government computers and installations of hostile programs rose 
from a combined 3,928 incidents in 2007 to 5,488 in 2008, based on data provided to 
USA Today by the U.S. Computer Emergency Readiness Team (US-CERT). 
“Government systems are under constant attack,” says the counterintelligence chief in 
the Office of the Director of National Intelligence. “We’re seeing … a dramatic, 
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consistent increase in cyber crime and intelligence activities.” The government does not 
publicly detail the number or types of attacks that succeed. A commission of 
government officials and private experts reported in December 2008 that the 
departments of Defense, State, Homeland Security, and Commerce all have suffered 
“major intrusions” in which sensitive data were stolen or compromised. 
Source: http://www.usatoday.com/news/washington/2009-02-16-cyber-attacks_N.htm 

 
36. February 19, Navy Times – (Hawaii) Damaged ship goes into drydock. The Navy’s 

damaged USS Port Royal has gone back into drydock at Pearl Harbor for repairs. The 
guided missile cruiser ran aground off Honolulu International Airport on February 5. It 
took four tries over as many days to refloat the $1 billion warship. The vessel’s sonar 
housing, propellers, and other structures were damaged. Repairs are expected to take 
months and cost millions of dollars. The Port Royal underwent $18 million in repairs 
while in drydock for regular maintenance from October to January. The cause of the 
grounding is under investigation. In the meantime, the Port Royal’s commander has 
been reassigned. 
Source: http://www.navytimes.com/news/2009/02/ap_ShipGrounding_021909/  

 
37. February 18, Las Vegas Sun – (Nevada) Suspicious package at Grant Sawyer 

building “not a threat.” Authorities gave the “all clear” to employees and visitors at 
the Grant Sawyer State Building shortly after 4 p.m. on February 18. A suspicious 
package found in the building north of downtown Las Vegas is “not a threat,” said a 
Metro Police spokesman. He said no details on the package’s contents would be released 
so that the person or persons who delivered it would not know details of the law 
enforcement investigation. Shortly before 2 p.m. on February 18, Metro Police received 
a call from Capitol Police, who have jurisdiction at the state building, about a suspicious 
package and requested assistance. In addition to Metro officers, the Las Vegas Bomb 
Squad and a K-9 dog team also responded to the call. 
Source: http://www.lasvegassun.com/news/2009/feb/18/grant-sawyer-state-building-
evacuated/ 
 

[Return to top] 

Emergency Services Sector 
 

38. February 18, Associated Press – (South Carolina) Feds want to be in sync for next big 
hurricane. After Hurricane Katrina smashed into the Gulf Coast, it seemed hard to tell 
at times just who was in charge. Top Army and National Guard officials want to make 
sure that never happens again. That will be the topic this week at the National Guard 
Bureau’s National Hurricane Workshop on Hilton Head Island, South Carolina. Those 
officials are meeting with their counterparts from the Coast Guard, Air Force, FEMA as 
well as emergency officials from 27 states along the Gulf Coast and the Atlantic 
Seaboard. The idea is to make sure everyone is on the same page in planning for storms 
and recovering from them. The effort is being called “One Team, One Fight.” 
Source: http://www.thestate.com/breaking/story/689459.html 

 
39. February 17, Victoria Advocate – (Texas) Hurricane could wipe out emergency 
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center. Victoria County, Texas, could get an emergency operation center capable of 
withstanding 170 mph winds if its grant application for $1 million is successful. The 
commissioner court gave its backing to the project Tuesday and hopes to hear within a 
couple of months whether it will get the U.S. Department of Homeland Security grant. If 
the county gets the money, the county’s emergency management coordinator said it is 
highly unlikely the center would be ready in time for this year’s hurricane season. The 
joint city-county emergency operation center is currently in the city-owned 700 Main 
Center. But the aging building has suffered foundation failure, and city officials do not 
think the building could withstand a Category 3 hurricane. 
Source: http://www.victoriaadvocate.com/news/local/story/415361.html 

 
[Return to top]  

Information Technology 
 

40. February 18, Computerworld – (International) Researchers detail Intel TXT hacks at 
Black Hat. Two security researchers fleshed out details on February 18 at the Black Hat 
conference in Washington of a method they disclosed earlier this year for circumventing 
Intel Corporation’s new Trusted Execution Technology (TXT) security software. The 
two-stage attack against TXT (PDF document), which is designed to protect data on 
PCs, was disclosed in January by two individuals of security research firm Invisible 
Things Lab in Poland. When first disclosed, they said they had discovered a design flaw 
in TXT and certain implementation errors in some associated Intel system software that 
allowed them to bypass any of TXT’s security protections. They also released proof-of-
concept code showing how an attacker could use their method to compromise Intel’s 
implementation of the trusted boot process for Xen and Linux operating systems. In 
their presentation at the Black Hat hacker conference on February 18, the researchers 
offered more details on their attack method. They also noted that patching BIOS 
software would address the system software vulnerabilities, but they added that no easy 
measure was currently available for tackling the TXT problem. Intel confirmed the 
problem, which affects mobile, desktop, and server motherboards, “without providing 
any more details about which exact models are vulnerable,” the researches wrote in their 
presentation. “We suspect it might affect all recent Intel motherboards and BIOSes.” 
Intel’s TXT, previously code-named LaGrande, is a relatively new technology designed 
to provide a trusted way for loading and launching system software such as an operating 
system kernel or a Virtualization Machine Monitor on a system. The technology is 
expected to greatly reduce the risk of software being compromised by system-level 
malware threats such as rootkits. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myId=17&articleId=9128227&intsrc=hm_topic  

 
41. February 18, DarkReading – (National) Black Hat DC: U.S. must consider impact of 

‘militarization’ of cyberspace. The United States is unprepared to respond to a cyber-
Katrina or cyberwarfare attack and must consider three hot-button issues as the new 
Administration formulates its cybersecurity strategy: the role of the intelligence 
community, cyberweapons deployment, and who should be in charge of the nation’s 
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response to a cyberattack, said a cybersecurity and homeland security expert on 
February 18 during his keynote address at the Black Hat DC conference. The expert, 
who worked on the U.S. President’s transition team but is not part of the new 
Administration, had been mentioned as a front-runner for a possible cybersecurity czar 
position in the Administration. The expert emphasized that he was not speaking on 
behalf of the Administration, and he would not discuss what recommendations he has 
given the U.S. President and his team. “Who is in charge [in the event of] a cyber-
Katrina?” said the expert, who served on homeland security councils for both previous 
Administrations and is now a security consultant with Good Harbor. “Is it the FCC? 
DHS? Commerce? The White House? No one has an answer to that, and that’s pretty 
darn scary.” As the new Administration fleshes out its policies for cybersecurity, the 
industry should consider a topic that historically has been “a little taboo.” he says: “The 
militarization of cyberspace.” The Administration is currently conducting a 60-day 
review of the nation’s cybersecurity.  
Source: 
http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=214500702&
subSection=Attacks/breaches 

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us−cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 

 

 
[Return to top] 

Communications Sector 
 

42. February 19, VSAT News – (International) NSSL and Telemar join forces on 
maritime broadband. NSSL and Telemar Scandinavia have announced a joint 
partnership for their Maritime Broadband Services, with NSSL’s Cruise IP and 
Telemar’s Seacall services now both using the same high-quality DVBS2-RCS 
broadband platform. The two companies have also jointly launched a new DVBS2-RCS 
Service at the Nittedal Land Earth Station in Norway and integrated it into their existing 
DVBS2 networks, extending coverage for both NSSL and Telemar Maritime and Land 
Customers. In conjunction with this, NSSL and Telemar have also taken over the 
existing DVB-RCS customers from Vizada. By extending the DVBS2-RCS network, 
NSSL and Telemar now offers one of the world’s most extensive KU maritime 
broadband coverage areas, providing seamless service across the Pacific, Mediterranean, 
Caribbean, all Europe and the Middle East, including the Persian Gulf, and the Red Sea. 
This means that Cruise IP and Seacall vessels are able to easily move between the ocean 
regions whilst using the same service levels, pricing, and full end-to-end 24/7 
guaranteed technical support. 
Source: 
http://www.spacemart.com/reports/NSSL_And_Telemar_Join_Forces_On_Maritime_Br
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oadband_999.html  
 

43. February 18, Marketing Daily – (International) Mobile data services on verge of 
explosion. Like the cell phones that preceded it, mobile data services, in particular 
mobile Internet, are becoming less luxury and more necessity among U.S. consumers. 
And the expanded use of those services (also including mobile email, multimedia 
messaging and photo uploading) could explode in the next two years. According to a 
survey by Nielsen Company on behalf of Tellabs, 71 percent of U.S. consumers plan to 
use some sort of mobile data service daily (the company did not have current daily 
usage information). Among current mobile Internet users, 55 percent planned to increase 
their usage of mobile data services in the next two years, and 48 percent planned to 
increase use over the next year. Among non-users, 29 percent planned to start during 
that same period. “The mobile platform is becoming more and more a part of people’s 
lives,” the vice president of mobile media for Nielsen told Marketing Daily. “The 
primary use of these services is communication and convenience.” For the most part, 
consumers are using mobile data for utilitarian reasons rather than entertainment, the 
vice president said. According to the survey, 71 percent of current users are using data 
services to connect to the Internet, 61 percent are using it for email, and 56 percent are 
using it for multimedia messaging services. Among non-users, nearly half (49 percent) 
said they anticipated using mobile Internet services, 38 percent said they expected to use 
multimedia messaging. Thirty-four percent said they would use it to upload photos, and 
28 percent said they planned to use mobile email.  
Source: 
http://www.mediapost.com/publications/?fa=Articles.showArticle&art_aid=100453  

 
44. February 18, United Press International – (International) Satellite traffic control 

system urged. The recent collision of U.S. and Russian satellites has prompted the call 
for creation of an International Civil Space Situational Awareness system. A consultant 
for the Secure World Foundation in Superior, Colorado proposed the concept on 
February 17 in Vienna during a meeting of a subcommittee of the U.N. Committee on 
the Peaceful Uses of Outer Space. The consultant said the collision produced an 
enormous amount of orbiting debris that is threatening spacecraft launched by several 
nations. “The owner or operator of a particular satellite usually has excellent knowledge 
about the position of that satellite in space, but little to no information about the 
locations of other objects around them,” he told the subcommittee, noting the concept 
has been a part of military space activities for years, but there is also a need for such a 
system in the civil world. “Such a network is very expensive to create and maintain, and 
only the United States has thus far developed one,” the consultant said. “And while the 
United States’ space surveillance network does provide the most complete SSA data in 
the world, it still has significant limitations due to the lack of coverage in areas where 
the United States does not have a presence.” He said such an informational system 
“could not only mitigate future collisions, but enhance cooperation, transparency and 
future space governance issues.”  
Source: http://www.marketwatch.com/news/story/satellite-traffic-control-system-
urged/story.aspx?guid={4E92462A-B3D5-489C-9EFC-8F90950720DE}&dist=msr_1 
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Commercial Facilities Sector 
 

45. February 19, Patriot Ledger – (Massachusetts) Independence Mall shoppers and shop 
owners evacuated. For the second time in three months, Independence Mall shoppers 
and store owners found themselves out in the cold rather than buying and selling. Police 
evacuated the mall at about 10:30 a.m. February 18 after smoke began spilling out of the 
FYE store and into neighboring stores and common areas. Customers in the mall’s 
anchor stores, Macy’s, Target, and Sears, continued shopping for several minutes, 
unaware of the smoke, a police chief said. “The mall has separate alarm systems for the 
anchor stores, and they (shoppers) apparently didn’t hear the general alarms,” he 
explained. “They were out about 10 minutes later.” No injuries were reported. A heating 
system motor on the roof caught fire, sending smoke into the mall, a deputy fire chief 
said. Fire officials gave the go-ahead for people to go back inside, opening shortly after 
1 p.m. The mall’s general manager said business was back to normal by 3 p.m. 
Source: http://www.patriotledger.com/news/x286842367/Independence-Mall-shoppers-
and-shop-owners-evacuated 
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National Monuments & Icons Sector 
 

46. February 18, KPCC 89.3 Pasadena – (California) Orange County authorities hunt 
for stolen explosives. Orange County authorities are putting the hunt for a bunch of 
stolen explosives on the front burner. A KPCC reports says officials are worried the 
explosives are unstable and very dangerous. In October, a man in Orange County’s 
Black Star Canyon reported that someone had stolen old explosives he had inherited 
from his construction-worker father. The explosives are more than 20 years old. Federal 
and local authorities tracked down 100 pounds of the explosives. But an Orange County 
Sheriff’s captain says 150 pounds are still missing. He says that the balance of the 
unrecovered explosives is likely to have been stashed or dumped somewhere in the 
Black Star Canyon area or the Cleveland National Forest. The explosives are believed to 
be highly unstable and deteriorating and therefore, extremely dangerous. The sheriff’s 
department and the Federal Bureau of Alcohol, Tobacco, Firearms, and Explosives 
(ATF) are so concerned that they have boosted their reward for information to $25,000. 
In the shadow of the Honda Center and Angel Stadium, the sheriff’s department blew up 
just one-third of a pound of similar explosives to show just how dangerous it can be. 
The Associated Press reports that the demonstration created a bright orange flash and a 
40-foot-tall plume of smoke that quickly dispersed. Bomb squad agents and ATF 
officials insist the staged explosion will help crack the case — and say it is a public 
safety issue. If the stolen dynamite were to blow up, it would create a blast 450 times 
more powerful than the staged one and cause serious damage or even deaths, an Orange 
County sheriff’s investigator said.  
Source: http://www.scpr.org/news/stories/2009/02/18/19_oc_explosives_021809.html 
See also: 
http://www.google.com/hostednews/ap/article/ALeqM5gXVuND_3fT4zXb0_pZRiQqA
C_EYAD96EIM500 

http://www.patriotledger.com/news/x286842367/Independence-Mall-shoppers-and-shop-owners-evacuated
http://www.patriotledger.com/news/x286842367/Independence-Mall-shoppers-and-shop-owners-evacuated
http://www.scpr.org/news/stories/2009/02/18/19_oc_explosives_021809.html
http://www.google.com/hostednews/ap/article/ALeqM5gXVuND_3fT4zXb0_pZRiQqAC_EYAD96EIM500
http://www.google.com/hostednews/ap/article/ALeqM5gXVuND_3fT4zXb0_pZRiQqAC_EYAD96EIM500
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Dams Sector 
 

47. February 19, WCVB 5 Boston – (Massachusetts) Owner of dangerous dam ignores 
AG’s order. The owner of one of the most dangerous dams in Massachusetts, Morey’s 
dam near Tauntom, has once again ignored a court-ordered deadline to make repairs. 
The dam is jeopardizing the safety of hundreds of homes and, potentially, all of 
downtown Taunton. The risk was so high that the attorney general stepped in to ensure 
the owners would do the necessary work. Jefferson Development, which owns the dam, 
ignored the preliminary injunction, which has pit those fearing for the safety of their 
homes against their neighbors, who want to maintain the beautiful water vistas of lake 
Sabbatia. “The potential is there for disaster,” said Taunton’s city councilor. “You don’t 
want to see any unnecessary risk taken. You know it’s got to be fixed. That’s the bottom 
line.” A man who lives on the lake said, “It’s a dangerous situation. The city of Taunton 
is downstream from the dam. If it ever let go, you’re going to have a lot of problems.” 
Source: http://www.thebostonchannel.com/news/18744871/detail.html 

 
48. February 19, New Orleans Times-Picayune – (Louisiana) Plaquemines Parish unveils 

plan to protect levees. Plaquemines Parish officials on Wednesday presented a 
homegrown hurricane protection and marsh-restoration plan to the state’s Coastal 
Protection and Restoration Authority that aims to reduce storm surge in the parish by as 
much as 5 feet in the next two years. Plaquemines Parish president and two consultants 
who developed the plan over the past year presented it as a way to build up land in the 
short term and prevent flooding risks that could force buildings to be elevated as high as 
18 feet in the vulnerable parish. The plan involves a long-term lease of dredging 
equipment that would pump sediment from the Mississippi River through pipes across 
the river levee, under Louisiana 23, and over the back levee into adjacent marshes. The 
aim is to create elevated ridges of 75 to 100 feet wide leading up to the back levee, and 
then plant series of marsh plants and large cypress trees along the ridges to serve as a 
speed bump for waves and flooding from storm surges. The plan differs from many of 
the long-term restoration projects suggested in the state’s master plan for coastal 
restoration. Those projects involve re-engineering the lower Mississippi River to funnel 
sediment through levees and into the marshes to create new land. The parish president 
said he supports those plans, but said they could take decades to reduce flooding risks. 
“With this, we hopefully can add to some of those projects, to enhance the storm surge 
and wave reduction,” he said. 
Source: 
http://www.nola.com/news/index.ssf/2009/02/plaquemines_parish_unveils_pla.html 
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DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

DHS Daily Open Source Infrastructure Report Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to support@govdelivery.com.  

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Web page at www.us−cert.gov.  
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