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 According to the Washington Post, a data breach last year at Princeton, New Jersey 
payment processor Heartland Payment Systems may have compromised tens of millions of 
credit and debit card transactions, the company said on Tuesday. (See item 7) 

 Reuters reports that three executives at News Corp.’s Dow Jones & Co. headquarters in 
New York received envelopes containing white powder on Wednesday, and 10 more were 
discovered in the mailroom, prompting evacuations of two floors of the building. (See item 
11) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. January 21, Agence France-Presse – (International) Nigerian rebels say ally attacked 
tanker, kidnapped Romanian. The Movement for the Emancipation of the Niger Delta 
(MEND) militant group in Nigeria’s oil-rich south said one of its allies carried out an 
attack on a tanker on Wednesday in which one Romanian crewman was taken hostage. 
MEND said the latest attack was “a clear message to the oil companies.” The MT 
Meredith, loaded with 4,000 tons of diesel, was attacked by gunmen in speedboats at the 
Bonny Fairway Buoy off the Nigerian coast early Wednesday. The ship sustained 
“massive damage” during the attack, according to a private security source. On Sunday, 
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militants attacked a loading vessel, a tanker, and a tug boat at a crude oil platform 
operated by Shell in Bonny and took eight crew members hostage. They killed one 
person and injured the captain of the tug boat. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5gGiXiAY8L3LLlZFlDZfhXyL
71fzQ 

 
2. January 19, Rancho Cordova Post – (California) PG&E ignored federal advisory 

about pipeline coupling that caused home explosion. Pacific Gas and Electric Co. 
(PG&E) says it never before had problems with the type of pipeline joint that is 
currently under investigation in the fatal Rancho Cordova, California home 
explosion. The leak that led to the Christmas Eve blast occurred at a pipeline coupling 
installed in 2006. The installation was the result of a repair of a gas main beneath the 
front yard of the house that exploded, according to the federal pipeline expert in charge 
of the investigation. The expert from the National Transportation Safety Board said he 
found one of the plastic pipe sections almost completely detached from the socket. 
Exactly how the gas moved into the home remains under investigation. The joint is a 
USPoly brand MetFit mechanical coupling known as a reliable, faster-to-install 
alternative to welding. “From all indications the pipe was installed properly in 2006,” 
said a PG&E spokesman, who also defended the utility’s handling of a federal advisory 
from March 2008 that warned gas line operators of the potential for leaks at couplings. 
PG&E officials have said they did not believe the notice applied to their couplings. Most 
accidents involved in the advisory included wrench-tightened couplings, 
unlike the MetFit connections that are installed with a hydraulic press, he said. Officials 
with the Pipeline and Hazardous Materials Safety Administration said their advisory, an 
update of a 1986 warning, applies to all mechanical couplings used for natural gas 
pipelines.  
Source: http://www.ranchocordovapost.com/2009/01/19/pge-ignored-federal-advisory-
about-pipeline-coupling-that-caused-home-explosion/ 

 
[Return to top] 

Chemical Industry Sector 
 

3. January 20, Bakersfield Now – (California) Chemical spill closes part of Brundage. A 
section of Brundage Lane was closed Tuesday afternoon following a corrosive chemical 
spill from a 55-gallon drum. The spill of hydrochloric acid was mostly contained within 
the trailer of a semi-truck, but the Kern County Fire Department’s Hazardous Materials 
Unit still responded to the scene at Brundage and Deuel Court near Fairfax Road.  
There were no evacuations or reports of injuries, but nearby residents were advised to 
stay indoors. 
Source: http://www.bakersfieldnow.com/news/local/37907184.html 
 

[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

http://www.google.com/hostednews/afp/article/ALeqM5gGiXiAY8L3LLlZFlDZfhXyL71fzQ
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4. January 21, Wilmington Star-News Online – (North Carolina) Brunswick nuclear 
power plant under inspection after malfunction. A special inspection by the U.S. 
Nuclear Regulatory Commission (NRC) at the Brunswick Nuclear Plant near Southport, 
North Carolina started Tuesday, according to a release from the NRC. The team is 
inspecting the malfunction of two of the plant’s four emergency diesel generators on 
January 1. This is the second problem Progress Energy has had with an emergency 
diesel generator in the past couple of months, an NRC spokesman said. He said the 
company fixed the issue and the generators were back in operation by January 2. The 
special inspection team will look at events related to the issue and how the company 
responded. A component on the emergency generators that limits the amount of fuel 
available during startup did not return to its original position. He said of the inspections 
done by the NRC, this one would be the lowest in terms of safety concerns. The 
inspection could take until early February, and a report will be issued within 45 days of 
its completion.  
Source: 
http://www.starnewsonline.com/article/20090121/ARTICLES/901210297?Title=Bruns
wick_nuclear_power_plant_inspected_after_malfunction 

 
5. January 21, Associated Press – (California) Mothers for Peace take on nuclear waste 

storage. Wielding an argument about the potential impact of a terrorist attack on nuclear 
facilities, San Luis Obispo Mothers for Peace is aiming to set legal precedent requiring 
tougher environmental reviews for nuclear power plants and radioactive waste storage 
nationwide. It is the latest chapter in a long-running battle that pits the all-volunteer 
group of activists against the Federal Government, Pacific Gas and Electric Co., and 
PG&E’s Diablo Canyon nuclear power plant in San Luis Obispo County, California. 
PG&E maintains that its plant is perfectly safe. The latest dispute arises because Diablo 
Canyon is running out of room in its cooling ponds for highly radioactive spent fuel. So 
the plant is busy constructing a “dry cask” storage facility where radioactive waste could 
be stowed for decades in giant, silo-like structures bolted to a concrete pad. Mothers for 
Peace contends the U.S. Nuclear Regulatory Commission (NRC) approved the storage 
plan without legally required studies of what might happen to the environment and 
human health if the casks were breached by terrorists. Mothers for Peace got a federal 
court to agree with its argument, and the court ordered the NRC to look at the issue for 
the first time. But in the view of Mothers for Peace, the NRC’s subsequent conclusion 
— that there was little chance of a terror attack or insignificant environmental impact 
from one — was inadequate. Mothers for Peace went back to the 9th U.S. Circuit Court 
of Appeals in December to ask the court to require a more in-depth review.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hDTM3Js9hFKJ9r_dDnKCZbK
wTaWAD95RF92O0 

 
[Return to top] 

Defense Industrial Base Sector 
 

6. January 19, North Country Times – (National) Military: Report says Marine Corps 
jumped the gun on Osprey rocket system. Poor contracting practices, but no 

http://www.starnewsonline.com/article/20090121/ARTICLES/901210297?Title=Brunswick_nuclear_power_plant_inspected_after_malfunction
http://www.starnewsonline.com/article/20090121/ARTICLES/901210297?Title=Brunswick_nuclear_power_plant_inspected_after_malfunction
http://www.google.com/hostednews/ap/article/ALeqM5hDTM3Js9hFKJ9r_dDnKCZbKwTaWAD95RF92O0
http://www.google.com/hostednews/ap/article/ALeqM5hDTM3Js9hFKJ9r_dDnKCZbKwTaWAD95RF92O0
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violations of law, led to cost overruns and production delays for a mobile rocket system 
that was supposed to be ready to support ground troops when the Marine Corps’ Osprey 
helicopter went into combat service last year, according to a Defense Department 
inspector general’s report. The service allowed production of the “expeditionary fire 
support system” to begin before it had proven itself in tests, leading to a nearly two-year 
delay and cost increases, the report, issued this month, concludes. 
Source: 
http://www.nctimes.com/articles/2009/01/19/military/z60fd69a14b21ef1a88257543005b
f720.txt  

 
[Return to top] 

Banking and Finance Sector 
 

7. January 20, Washington Post – (National) Payment processor breach may be largest 
ever. A data breach last year at Princeton, New Jersey, payment processor Heartland 
Payment Systems may have compromised tens of millions of credit and debit card 
transactions, the company said on January 20. If accurate, such figures may make the 
Heartland incident one of the largest data breaches ever reported. The Heartland’s 
president and chief financial officer said the company, which processes payments for 
more than 250,000 businesses, began receiving fraudulent activity reports late last year 
from MasterCard and Visa on cards that had all been used at merchants which rely on 
Heartland to process payments. The president said 40 percent of transactions the 
company processes are from small to mid-sized restaurants across the country. He 
declined to name any well-known establishments or retail clients that may have been 
affected by the breach. Heartland called U.S. Secret Service and hired two breach 
forensics teams to investigate. But the president said it was not until last week that 
investigators uncovered the source of the breach: a piece of malicious software planted 
on the company’s payment processing network that recorded payment card data as it 
was being sent for processing to Heartland by thousands of the company’s retail clients. 
The president said Heartland does not know how long the malicious software was in 
place, how it got there or how many accounts may have been compromised. The stolen 
data includes names, credit and debit card numbers and expiration dates.  
Source: 
http://voices.washingtonpost.com/securityfix/2009/01/payment_processor_breach_may_
b.html?hpid=topnews  
See also: http://www.kypost.com/content/wcposhared/story/Hackers-Prompt-Local-
Bank-To-Disable-Debit-Cards/zOAvvzX1DkG3jpOFueQ3Hg.cspx  

 
8. January 20, CNNMoney – (National) U.S. asks banks for data on loans, securities. 

The U.S. Treasury Department has asked big banks receiving government bailout funds 
to provide more details about lending activity in a monthly report, a Treasury official 
said on January 20. The Treasury wrote on January 16 to 20 banks getting funding under 
the Troubled Asset Relief Program asking for more information about business and 
consumer loans. The government also asked for data on mortgage-backed securities and 
asset-backed securities purchases. Banks receiving the letter included Citigroup, Bank of 
America, JPMorgan Chase, Wells Fargo, Goldman Sachs, and Morgan Stanley. “The 

http://www.nctimes.com/articles/2009/01/19/military/z60fd69a14b21ef1a88257543005bf720.txt
http://www.nctimes.com/articles/2009/01/19/military/z60fd69a14b21ef1a88257543005bf720.txt
http://voices.washingtonpost.com/securityfix/2009/01/payment_processor_breach_may_b.html?hpid=topnews
http://voices.washingtonpost.com/securityfix/2009/01/payment_processor_breach_may_b.html?hpid=topnews
http://www.kypost.com/content/wcposhared/story/Hackers-Prompt-Local-Bank-To-Disable-Debit-Cards/zOAvvzX1DkG3jpOFueQ3Hg.cspx
http://www.kypost.com/content/wcposhared/story/Hackers-Prompt-Local-Bank-To-Disable-Debit-Cards/zOAvvzX1DkG3jpOFueQ3Hg.cspx
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purpose of this snapshot is to provide insight into the lending and financial 
intermediation activities of the largest recipients of the CPP (Capital Purchase 
Program),” the head of the TARP program wrote in a letter obtained by Reuters. The 
Treasury is using up to $250 billion from the first half of a $700 billion rescue package 
to buy equity stakes in banks to strengthen them and restore lending to consumers and 
businesses. 
Source: http://money.cnn.com/2009/01/20/news/companies/bank_data.reut/index.htm  

 
 [Return to top]  

Transportation Sector 
 

9. January 20, Marine Log – (International) Tighter security for ships arriving from 
Venezuela. The U.S. Coast Guard has determined that ports in Venezuela are not 
maintaining effective anti-terrorism measures. Effective January 23, the Coast Guard is 
imposing conditions of entry on vessels arriving from Venezuela. Vessels visiting ports 
in Venezuela during their last five port calls must implement measures per the ship’s 
security plan equivalent to security level 2 while in a Venezuelan port and must ensure 
that each access point to the ship is guarded. They must also attempt to execute a 
Declaration of Security while in the Venezuelan port, log all security actions in the 
ship’s log and report actions taken to the U.S. Coast Guard Captain of the Port prior to 
arrival into U.S. waters. Based on the findings of the Coast Guard boarding or 
examination, vessels may be required to ensure that each access point to the ship is 
guarded by armed private security guards and that they have total visibility of the 
exterior (both landside and waterside) of the vessel while in U.S. ports. 
Source: http://www.marinelog.com/DOCS/NEWSMMIX/2009jan00200.html  

 
10. January 20, Associated Press – (New Jersey) Police: Bomb threat on NJ turnpike not 

credible. A bomb scare shut down a 30-mile stretch of the New Jersey Turnpike on 
Tuesday night, snarling traffic for hours before state police determined the threat was 
not credible. A state police spokesman said troopers took a 27-year-old Massachusetts 
man into custody following a car stop around 6:15 p.m. Tuesday in the southbound lanes 
of the turnpike in Woodbury Heights about six miles south of Exit 3. The spokesman 
said state police stopped the car after receiving a tip from federal authorities that the 
driver might be armed and dangerous, and possibly carrying a bomb. The original tip 
came from a member of the man’s family. State police initially shut down 30 miles of 
the turnpike in both directions from Exit 4 in Mount Laurel to its southern terminus near 
the Delaware Memorial Bridge. All lanes were reopened shortly after 10 p.m. Tuesday.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5jqv2s1isJD7NZ02NVv0TeyNW
gqnAD95R9LM00  

 
[Return to top] 

Postal and Shipping Sector 
 
11. January 21, Reuters – (New York) Dow Jones executives get white powder mail. 

http://money.cnn.com/2009/01/20/news/companies/bank_data.reut/index.htm
http://www.marinelog.com/DOCS/NEWSMMIX/2009jan00200.html
http://www.google.com/hostednews/ap/article/ALeqM5jqv2s1isJD7NZ02NVv0TeyNWgqnAD95R9LM00
http://www.google.com/hostednews/ap/article/ALeqM5jqv2s1isJD7NZ02NVv0TeyNWgqnAD95R9LM00
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Three executives at News Corp.’s Dow Jones & Co. headquarters received envelopes 
containing white powder on Wednesday, and 10 more were discovered in the mailroom, 
prompting evacuations of two floors of the building. The building contains Dow Jones 
as well as its Wall Street Journal daily business newspaper. The New York Police 
Department and New York Fire Department’s Hazmat teams are investigating. The 
envelopes were found on the 11th floor, a Wall Street Journal spokesman said. The 11th 
floor was evacuated, as was the ninth floor where the mailroom is located. The 
envelopes bore a Knoxville, Tennessee return address. It is unknown what the postmark 
says on the envelopes or whether they contained notes. 
Source: 
http://uk.reuters.com/article/rbssFinancialServicesAndRealEstateNews/idUKN2147720
320090121?pageNumber=1&virtualBrandChannel=0 

 
[Return to top] 
 

Agriculture and Food Sector  
 

12. January 20, U.S. Food Safety and Inspection Service – (National) Maine firm recalls 
frozen, stuffed chicken products that may contain foreign materials. Barber Foods 
Company, a Portland, Maine, establishment, is recalling approximately 6,050 pounds of 
frozen, stuffed chicken carving roast products that may contain foreign materials, the 
U.S. Department of Agriculture’s Food Safety and Inspection Service announced today. 
The products were produced on November 13, 2008, and were distributed by Market 
Day in the Midwest and Eastern United States and by Barber Foods to institutional food 
service establishments and as samples nationwide. The problem was discovered after 
receiving a consumer complaint about finding pieces of plastic in the product. 
Source: http://www.fsis.usda.gov/News_&_Events/Recall_002_2009_Release/index.asp 
 

13. January 20, Food Business Review – (National) General Mills recalls Larabar and 
Jamfrakas peanut butter snack bars.  General Mills has announced a voluntary recall 
of Larabar Peanut Butter Cookie flavor snack bars and JamFrakas Peanut Butter 
Blisscrisp flavor snack bars because peanut butter in the products was sourced from 
Peanut Corporation of America, and may be contaminated with salmonella. According 
to General Mills, no illnesses have been reported in connection with Larabar or 
JamFrakas products, and no other types, varieties or flavors of Larabar or JamFrakas 
products are being recalled. No other General Mills products are involved or impacted. 
Peanut butter produced by Peanut Corporation of America (PCA) has been implicated in 
an outbreak of salmonella. As the scope of the U.S. Food and Drug Administration 
(FDA) investigation into this outbreak has expanded, PCA expanded its recall to 
additional lot codes of peanut butter. PCA supplied peanut butter to one of General 
Mills’s suppliers, including some lots that were part of the expanded recall, prompting 
General Mills to issue its own voluntary national Class I recall of the two Larabar and 
JamFrakas products potentially involved. 
Source: http://www.food-business-review.com/article_news.asp?guid=597F5ECA-
A929-4A5E-838B-B5FB59C89B1F 

 
14. January 20, U.S. Food and Drug Administration – (California) Ready Pac Foods, Inc 

http://uk.reuters.com/article/rbssFinancialServicesAndRealEstateNews/idUKN2147720320090121?pageNumber=1&virtualBrandChannel=0
http://uk.reuters.com/article/rbssFinancialServicesAndRealEstateNews/idUKN2147720320090121?pageNumber=1&virtualBrandChannel=0
http://www.fsis.usda.gov/News_&_Events/Recall_002_2009_Release/index.asp
http://www.food-business-review.com/article_news.asp?guid=597F5ECA-A929-4A5E-838B-B5FB59C89B1F
http://www.food-business-review.com/article_news.asp?guid=597F5ECA-A929-4A5E-838B-B5FB59C89B1F
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announces voluntary product recall. After receiving notification from one of its 
suppliers, Ready Pac Foods, Inc. is announcing that they are initiating a voluntary recall 
of certain products containing peanut butter that may have been contaminated with 
Salmonella. These products have been distributed to different retailers in the states of 
California, Utah, Illinois, Washington, Texas, New Jersey, Colorado, Hawaii, Oregon, 
Pennsylvania, Connecticut, Massachusetts and Maryland. This recall is part of a 
nationwide recall initiated by Peanut Corporation of America (PCA). 
Source: http://www.fda.gov/oc/po/firmrecalls/readypac01_09.html 
 

15. January 20, Food Production Daily – (Washington) Bill would ban BPA in packaging 
for infants. A Washington State bill aims to ban chemical bisphenol A (BPA) in food or 
drink containers for children three and younger, including plastic baby bottles and cans 
of infant formula. A recent study by a team of U.K. researchers found that higher 
concentrations of the chemical in urine were linked with heart disease, type 2 diabetes 
and liver enzyme abnormalities. In September, scientists from the U.S. National 
Toxicology Program said that effects on reproductive development from BPA in 
packaging cannot be ruled out. The proposed ban would begin on July 1, 2010 in the 
State of Washington, and if it came into force, would prohibit the use of the chemical in 
the manufacture or distribution of food and drink containers made for children three and 
under; it would also ban the use of BPA in reusable sports water bottles. If passed, 
Washington would be the first state in the United States to restrict the sale or 
manufacture of the controversial chemical in some products. A similar proposal in the 
State of California, during the summer, failed to go through. 
Source: http://www.foodproductiondaily.com/Packaging/Bill-would-ban-BPA-in-
packaging-for-infants 

 
[Return to top] 

Water Sector 
 
16. January 20, New York Times – (National) States join EPA study of pathogens in Ohio 

River. Six states bordering the Ohio River are joining the Environmental Protection 
Agency in the largest study of its kind to identify and reduce dangerous levels of 
bacteria that plague the waterway. Unsafe levels of fecal coliform, or E. coli, have been 
identified in about 500 miles of the 981-mile river, which stretches from Pittsburgh to 
the Mississippi River at Cairo, Illinois. The pathogens can sicken swimmers and others 
who come in close contact with the water. The river also provides about five million 
people with drinking water, including residents of Cincinnati, Louisville, Kentucky, and 
the suburbs of Pittsburgh, though typical bacteria levels do not pose a threat to safely 
treating the water. The analysis, which officials plan to finish next year, will identify 
how much bacteria sewage treatment plants, factories, and farms, among others, can 
discharge into the river without exceeding safety standards. In 49 cities and towns, 
combined sewer and storm water systems release untreated sewage directly into the river 
during heavy rains. Upgrading those systems will cost billions of dollars, officials said, 
and federal regulations require sewage treatment plant operators to assemble long-term 
improvement plans, which will be taken into consideration in the new study.  
Source: http://www.nytimes.com/2009/01/21/us/21ohio.html 

http://www.fda.gov/oc/po/firmrecalls/readypac01_09.html
http://www.foodproductiondaily.com/Packaging/Bill-would-ban-BPA-in-packaging-for-infants
http://www.foodproductiondaily.com/Packaging/Bill-would-ban-BPA-in-packaging-for-infants
http://www.nytimes.com/2009/01/21/us/21ohio.html
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17. January 20, WTMJ 4 Milwaukee – (Wisconsin) Power outage causes a dozen water 

main breaks. A power outage on Milwaukee’s north side Monday afternoon caused 
pipes to burst all over the city. The outage only lasted for a couple hours, but one of the 
customers in the dark for that time was a Milwaukee water treatment facility. Water 
stopped flowing from the north side facility. That caused a change in pressure that made 
around a dozen water mains throughout the city burst. One of the largest problems was 
on the south side near 5th and Saveland. Water flowed through the streets. Crews were 
still working to repair the damage as of 10 p.m. Monday. And residents were still 
without water.  
Source: http://www.msnbc.msn.com/id/28743603/ 

 
[Return to top] 

Public Health and Healthcare Sector 
 

18. January 21, WLFI 18 West Lafayette – (Indiana) Health Ministry: 2 Indonesians died 
of bird flu. Two Indonesians have died of bird flu, apparently after contact with sick 
chickens, raising the country’s death toll to 115, the United Kingdom Health Ministry 
said on January 21. A ministry statement said a 6-year-old girl in Bekasi, West Java, 
died on January 2. She got sick after buying a chicken with her parents at a market and 
was hospitalized for a week. A 29-year-old woman died on December 16, 2008 in 
Tangerang just outside the capital, Jakarta. She developed flu-like symptoms after 
visiting a market and died in a hospital five days later. Double laboratory testing 
confirmed they had the H5N1 strain of avian influenza, the statement said. Bird flu 
remains hard for people to catch, but health experts worry it could mutate into a form 
that passes easily between humans, possibly triggering a pandemic that could kill 
millions worldwide. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5gApQbyawgKLjltct03EvadCi-
cCwD95RGEUO0 

 
[Return to top] 

Government Facilities Sector 
 

19. January 21, Reuters – (International) U.S. consulate in Dubai closes for security 
reasons. The U.S. consulate in the cosmopolitan Gulf Arab business hub of Dubai 
closed to the public for security reasons Wednesday, it said without giving details of any 
threats. “Based on security information specific to the consulate general provided by 
Dubai authorities, the U.S. consulate general in Dubai will be closed to the public on 
January 21, 2009,” the consulate said in a statement on its website. “The United States 
embassy in Abu Dhabi remains open to the public.” A U.S. embassy official declined to 
give more details about the nature of the information.  
Source: http://www.reuters.com/article/worldNews/idUSTRE50K1IB20090121 

 
20. January 21, Associated Press – (Delaware) Man arrested in bomb threat. Authorities 

http://www.msnbc.msn.com/id/28743603/
http://www.google.com/hostednews/ap/article/ALeqM5gApQbyawgKLjltct03EvadCi-cCwD95RGEUO0
http://www.google.com/hostednews/ap/article/ALeqM5gApQbyawgKLjltct03EvadCi-cCwD95RGEUO0
http://www.reuters.com/article/worldNews/idUSTRE50K1IB20090121
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in Wilmington say they have arrested a man who reported a bomb at the New Hanover 
County courthouse. The 29-year old suspect, who is a Wilmington resident, was charged 
with making a false bomb report to a public building, a deputy of the New Hanover 
County Sheriff’s Office said yesterday. The suspect was being held in the New Hanover 
County Jail, with bond set at $250,000. The deputy said that someone called authorities 
from a pay phone Monday morning and said that a bomb was on the steps of the 
courthouse, then hung up. Bomb squads from the police department and the sheriff’s 
office removed the device, which later determined to be a laser level. The courthouse 
was closed Monday in observance of the Rev. Martin Luther King Jr. holiday. 
Source: http://www2.journalnow.com/content/2009/jan/21/man-arrested-in-bomb-threat/ 

 
21. January 20, WPMI 15 Mobile – (Virginia) FBI: Pentagon bomb threat traced to Gulf 

Coast. The FBI is trying to track down a man on the Gulf Coast, who called in a bomb 
threat to the Pentagon Tuesday. The threat was made from Destin, Florida. Okaloosa 
County, Florida authorities say a man made the call around 11:30 a.m. Tuesday, from a 
pay phone at a convenience store on the Emerald Coast Parkway. The FBI is taking the 
threat seriously. 
Source: http://www.nbc15online.com/news/local/story/FBI-Pentagon-Bomb-Threat-
Traced-To-Gulf-Coast/79V3a0ieY0mv-uQLSoLX_g.cspx?rss=217 

 
22. January 18, PC World – (National) IRS taxpayer data is insecure. Less than three 

months after the Treasury Inspector General for Tax Administration reported that there 
were major security vulnerabilities in two crucial Internal Revenue Service systems, the 
IRS’s security practices have been panned by another government entity. This time, the 
criticism comes from the Government Accountability Office, which last week released a 
report highlighting several problems with how the IRS protects taxpayer data. The 24-
page assessment examined existing policies and controls as well as IRS efforts to fix 
security issues reported in a previous GAO audit. The report shows that taxpayer and 
other sensitive data continues to remain dangerously under-protected at the IRS. 
According to the GAO, while the IRS has addressed 49 of 115 previously reported 
security issues, several critical areas remain vulnerable. For example, the IRS still does 
not always enforce strong password management rules for identifying and authenticating 
users of its systems, nor does it encrypt certain types of sensitive data, the GAO said. It 
also noted that the IRS has a tendency to allow sensitive information such as user IDs 
and passwords to be “readily available” to any user on its networks. Weak passwords 
and excessive access on the network for authenticated users were also cited as potential 
threats to taxpayer data. 
Source: 
http://www.pcworld.com/businesscenter/article/157895/irs_taxpayer_data_is_insecure.h
tml 
 

[Return to top] 

Emergency Services Sector 
 

23. January 21, MSNBC – (National) Saving America’s 911 system. Nationwide, EMS 
units have become tasked with far more duties than they have the resources and 

http://www2.journalnow.com/content/2009/jan/21/man-arrested-in-bomb-threat/
http://www.nbc15online.com/news/local/story/FBI-Pentagon-Bomb-Threat-Traced-To-Gulf-Coast/79V3a0ieY0mv-uQLSoLX_g.cspx?rss=217
http://www.nbc15online.com/news/local/story/FBI-Pentagon-Bomb-Threat-Traced-To-Gulf-Coast/79V3a0ieY0mv-uQLSoLX_g.cspx?rss=217
http://www.pcworld.com/businesscenter/article/157895/irs_taxpayer_data_is_insecure.html
http://www.pcworld.com/businesscenter/article/157895/irs_taxpayer_data_is_insecure.html
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leadership to handle — far more, in fact, than they were ever intended to handle. This 
has given rise to a whole host of risks, including sleep-deprived EMS crews, long 
patient wait times, and an entire field of emergency workers who lack the training to 
deal with a large-scale catastrophe, be it a chemical attack or another Katrina. “The 
phenomenon of ‘no ambulances available’ is becoming more and more common 
throughout the country,” says a clinical adjunct professor of emergency medicine at the 
University of Nevada School of Medicine. Most state constitutions mandate such 
“essential services” as law enforcement and fire suppression, but make no provision for 
EMS. One reason for this, he says, is that their constitutions were written long before 
EMS even existed. And given stretched state budgets, they are unlikely to take it on 
now. Additionally, no federal administration exists to further the cause of EMS in 
Congress. Solutions are being explored. For instance, some fire departments have noted 
their own decline in “business” and taken over EMS operations as a supplement. The 
professor says that when fire departments take on EMS care, their call volumes change 
so drastically that they become, essentially, EMS agencies. “They do 70 percent EMS 
on average,” he says, “and 30 percent fire. And when they embrace that and support 
EMS, as they do in Memphis and Seattle and some other places, it works out well for 
everyone.” 
Source: http://www.msnbc.msn.com/id/28368691/  

 
24. January 21, Tri-City Herald – (National) PNNL works on protection. Firefighters, 

police, and others who are the first on the scene in terrorist events should be better 
protected thanks to work at Pacific Northwest National Laboratory (PNNL). The 
Department of Energy national lab in Richland, Washington is the first to be accepted by 
the Department of Homeland Security to test and evaluate commercially available 
radiation detectors for a new program. The program is intended to help emergency 
response teams buy accurate and reliable radiation detectors. Any agency buying 
radiation detectors using Department of Homeland Security grant money will use test 
results from the Graduated Radiation and Nuclear Detector Evaluation and Reporting, or 
GRaDER, program to choose systems that meet performance requirements. PNNL will 
conduct a broad range of tests, using a suite of instruments and in some cases 
radiological material. That includes testing the detectors in the chamber on the Hanford 
300 Area nuclear reservation that once housed the High Temperature Lattice Test 
Reactor used to test nuclear fuel. Now the shielded area, with concrete walls up to 4 feet 
thick, makes an ideal place to use a neutron source to see how well instruments could 
detect a threat to emergency responders. One of the toughest tests is making sure that 
equipment can detect radiation slightly above background levels very quickly — such as 
in the two seconds in which a user walks past a suspicious package, the project manager 
for PNNL’s Ionizing Radiation Lab said. 
Source: http://www.tri-cityherald.com/kennewick_pasco_richland/story/452369.html 

 
[Return to top]  

Information Technology 
 

25. January 21, The Register – (International) New OS X research warns of stealthier 
Mac attacks. A computer security researcher has discovered a new way to inject hostile 

http://www.msnbc.msn.com/id/28368691/
http://www.tri-cityherald.com/kennewick_pasco_richland/story/452369.html
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code directly into the memory of machines running Apple’s OS X operating system, a 
technique that makes it significantly harder for investigators to detect Mac attacks using 
current forensics practices. The technique, which an Italian researcher plans to detail at 
the Black Hat security conference in Washington in February, makes it possible to carry 
out stealthy Mac attacks that until now have not been possible. The in-memory injection 
approach allows unauthorized software to be installed on a Mac without leaving traces 
of the attack code or other tell-tale signs that the machine has been compromised. 
Similar stealth techniques have existed for more than two years for infecting Windows 
and Linux machines, but until now, researchers knew of no reliable way to cover their 
tracks when attacking Macs. It is likely only a matter of time until malware developers 
begin using the method in the wild, said a researcher who has reviewed the Italian 
researcher’s work. “The importance is it makes forensics much harder,” the researcher 
wrote in an email to The Register. “In the past, you could rely on seeing the trail of the 
bad guy on the disk, even if they tried cleaning up and deleting their files. This provides 
a practical method to eliminate that evidence.” 
Source: http://www.theregister.co.uk/2009/01/21/stealthier_mac_attacks/  

26. January 20, Computerworld – (International) Google shuts off antiphishing feature in 
Firefox 2.0. Google Inc. will turn off the antiphishing service used by Firefox 2.0 today, 
a Mozilla Corporation executive said on January 19. Although the two most-recent 
builds of Firefox 2.0, labeled 2.0.0.19 and 2.0.0.20, have omitted the defense, earlier 
editions of the browser were still able to query Google for a list of sites suspected of 
hosting identity theft scams. But Google is now shutting down the blacklist, said the 
director of Firefox. “If you are using a previous version of Firefox 2, even though the 
feature is enabled in your browser, as of January 20 no new data will be sent to your 
computer,” the director said in a post to the Mozilla developer center blog January 19. 
Mozilla had warned users in December that Firefox 2.0, which was slated to be dropped 
from support, would soon lack antiphishing protection because Google wanted to 
discontinue the obsolete blacklist protocol that served the aged browser.  
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleI
d=9126398&intsrc=hm_list  

27. January 19, MX Logic – (International) Cybercriminals avoid attacking their 
homeland. Some cybercriminals appear to be avoiding conducting malware or phishing 
attacks in their homeland to thwart the authorities. Launching attacks overseas and 
across borders also allows cybercriminals to operate under a seemingly protective cloud, 
making it difficult for foreign countries to police them, SCMagazineus.com reports. This 
is a recent trend noticed by security officials tracking the activity of two malware 
operations, Swizzor and Conficker, according to the article. The officials found the two 
malware attackers had stopped infecting machines close to where the authors were 
operating. Swizzor, which has been around for approximately two years, stopped 
infecting Russian machines, which means users running a Russian version of Windows 
will now be free of the bug, states SCMagazineus.com. Conficker, also known as 
Downadup, has been reportedly spreading quickly through corporate PCs with no clear 
motive or goal. The earliest version of the bug was avoiding Ukraine targets, though the 

 

 

http://www.theregister.co.uk/2009/01/21/stealthier_mac_attacks/
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9126398&intsrc=hm_list
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9126398&intsrc=hm_list
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more evolved attack out now has been less discriminatory on which machines it infects. 
Though it may not yield an exact location of a cybercriminal, security officials have 
taken notice and appear to be using the trend to at least focus their search area for the 
hackers. 
Source: http://www.mxlogic.com/securitynews/web-security/cybercriminals-avoid-
attacking-their-homeland126.cfm 
 

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 
Website:  http://www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 

 

 
[Return to top] 

Communications Sector 
 

28. January 20, Computerworld – (District of Columbia) Update: Internet, wireless hold 
up despite deluge of inaugural video streaming. Streaming Internet video of the 
inauguration of the U.S. President jammed Internet links and news Web sites Tuesday, 
and wireless carriers reported a deluge of calls, but problems seemed to be minor. Some 
news sites encountered performance slowdowns while broadcasting live pictures, video 
and blogs of the inauguration, said the director of operations at Keystone Systems Inc., a 
mobile and Internet test and measurement company in San Mateo, Calif. A major 
investment by wireless carriers in the Washington area infrastructure seems to have paid 
off, although some minor glitches were reported. The carriers had invested millions and 
prepared for months to boost network capacity around the National Mall, but given the 
millions of people in attendance at the inauguration, some delays or dropped calls were 
inevitable, they said.  
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleI
d=9126348&intsrc=hm_list  
See also: http://capitalnews9.com/content/headlines/132087/cell-phone-reception-
spotty-during-inauguration/Default.aspx  

 
29. January 20, Reading Eagle – (Pennsylvania) Phone service returns to Frontier 

customers following cable break. Frontier Communications has restored phone service 
that was disrupted by a major fiber-optic cable break and affected some customers in 
Berks County. The Berks County Department of Emergency Services reported today 
that the break occurred in the Douglasville area and affected about 13,000 customers 
served by Frontier Communications. Customers with 610 and 484 area codes with the 
telephone exchange prefixes of 916, 926, and 248 were among those affected. Some of 
those affected lost the ability to make long-distance calls and 911 calls and lost Internet 
service. Some could make calls only to other Frontier customers. The cable break also 
impacted the system in Wyomissing Borough Hall and the borough police department’s 

   

http://www.mxlogic.com/securitynews/web-security/cybercriminals-avoid-attacking-their-homeland126.cfm
http://www.mxlogic.com/securitynews/web-security/cybercriminals-avoid-attacking-their-homeland126.cfm
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9126348&intsrc=hm_list
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9126348&intsrc=hm_list
http://capitalnews9.com/content/headlines/132087/cell-phone-reception-spotty-during-inauguration/Default.aspx
http://capitalnews9.com/content/headlines/132087/cell-phone-reception-spotty-during-inauguration/Default.aspx
https://www.it%E2%88%92isac.org/
http://www.us%E2%88%92cert.gov
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ability to receive incoming calls. 
Source: http://www.readingeagle.com/article.aspx?id=122144  
 

[Return to top] 

Commercial Facilities Sector 
 

30. January 21, Associated Press – (National) Possible threat by extremists monitored. 
Law-enforcement and intelligence officials received information that people associated 
with a Somalia-based group, al-Shabaab, might try to travel to the United States with 
plans to disrupt the inauguration, according to a joint FBI/Department of Homeland 
Security bulletin issued January 19. The information had limited specificity and 
uncertain credibility, a Homeland Security spokesman said. U.S. counterterror officials 
have grown concerned in recent months about the threat posed by the al-Shabaab group 
and a cell of U.S.-based Somalian sympathizers who have traveled to their homeland to 
“fight alongside Islamic insurgents,” the bulletin reported. A senior law-enforcement 
official said authorities had been monitoring suspicious chatter referring to the 
inauguration in recent days, but as of early January 20, they felt comfortable with 
security preparations. Law enforcement also responded to several suspicious packages 
and vehicles January 20, according to an FBI spokesman. Many of the packages were 
found in trash bins near check-in points. People who were prohibited from carrying 
certain items onto the Capitol grounds had to throw away the items before entering.  
Source: 
http://www.philly.com/philly/news/politics/elections/20090121_Possible_threat_by_extr
emists_monitored.html 

 
31. January 20, WEWS 5 Cleveland – (Ohio) Warning issued about threats against local 

Jewish centers. The FBI is issuing a warning about threats against several local Jewish 
community buildings. What the threats are or when they were made is not known, but 
Cleveland police, after consulting with the FBI, issued a divisional notice to keep extra 
attention on at least four Cleveland Jewish institutions, reported NewsChannel5. 
Included in the warning are the Jewish Community Federation at East 17th Street and 
Euclid Avenue, West Temple at West 143rd Street and Trisket, the Temple at University 
Circle and the Cleveland Hillel Foundation at Case. The local head of the FBI said, “We 
regularly receive threats and evaluate threat information. As these leads are run to 
ground, we reach out to community leaders to share information. “Given the major 
events unfolding this week, out of an abundance of caution, we have worked with local 
authorities to increase patrols at some locations.”  
Source: http://www.newsnet5.com/news/18524460/detail.html 

 
32. January 21, WLFI 18 West Lafayette – (Indiana) Police destroy fake bombs. Around 

1:40 p.m. on January 20, a manager at the Summit Ridge Apartments in Fort Wayne, 
Indiana found a one pound propane tank with a cell phone and wires attached to it. It 
was sitting inside a utility closet. The commander of the Fort Wayne Police Department 
Bomb Squad said, “Whoever made it, intended it very much to look like an explosive 
bomb.” Police destroyed the device with a pan disruptor — a canon that shoots out a 
blank charge. The unit opted to use water and confirmed it was a hoax. A few minutes 

http://www.readingeagle.com/article.aspx?id=122144
http://www.philly.com/philly/news/politics/elections/20090121_Possible_threat_by_extremists_monitored.html
http://www.philly.com/philly/news/politics/elections/20090121_Possible_threat_by_extremists_monitored.html
http://www.newsnet5.com/news/18524460/detail.html
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later, a second device was found in the same apartment. This time, the bomb squad used 
air to destroy it and it too turned out to be fake. Two buildings were evacuated. Police 
believe that had the first device been real and detonated, it would have blown out the 
windows and doors of that particular apartment. There was no one living in the 
apartment. The manager was making a round through the apartment when the first 
device was discovered. 
Source: 
http://www.wlfi.com/dpp/news/national/midwest/nat_wane_ind_Police_destroy_suspici
ous_devices_200901202170138 

 
[Return to top] 

National Monuments & Icons Sector 
 

Nothing to report 
 
[Return to top] 

Dams Sector 
 

33. January 21, Gant Daily – (Pennsylvania) Officials discuss Montgomery Run dam 
project. Members of three organizations met on Tuesday morning to hear about 
federally mandated changes to Montgomery Run Dam. Members of Clearfield Borough 
Council and Clearfield Borough administration, the Clearfield Municipal Authority, and 
the Department of Environmental Protection (DEP) met to discuss the mandated 
spillway change. According to a DEP employee, Montgomery Run Dam is a high hazard 
dam. The dam, owned by the Clearfield Municipal Authority, was classified in the 
1970s as a marginally deficient dam. It has recently been reclassified as a grossly 
deficient dam. He said that it is his understanding that the spillway is inadequate. The 
problem revolves around a high rainfall in a certain time period. According to an 
employee of Stiffler McGraw & Associates, engineers for the borough, that rainfall 
amount would be 35.7 inches in 72 hours.  
Source: http://www.gantdaily.com/news/43/ARTICLE/41593/2009-01-21.html 

 
34. January 20, Seattle Times – (Washington) Damage restricts level at Howard Hanson 

Dam. The Army Corps of Engineers says it will not allow the reservoir behind Howard 
Hanson Dam to fill to the high pool level because of a depression discovered after recent 
heavy rains. The Corps says it is confident in the integrity of the dam but it is prudent to 
keep the reservoir lower while the damage is evaluated. The lower storage capacity 
increases the flood risk in the Green River valley below the dam in south King County. 
The Corps says it will keep local officials informed of potential flooding. The reservoir 
may be refilled this spring at the flood-control dam near Black Diamond. 
Source: 
http://seattletimes.nwsource.com/html/localnews/2008650646_apwahowardhansondam.
html 
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daily [Monday through Friday] summary of open−source published information concerning significant critical 
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