
 
 

 - 1 -

 

Department of Homeland 
Security 

Daily Open Source 
Infrastructure Report 
for 21 January 2009 

Current Nationwide 
Threat Level is 

 
For info click here 

http://www.dhs.gov/   

 The Associated Press reports that researchers say they found an “alarming” increase in 
children’s ear, nose, and throat infections nationwide caused by dangerous drug-resistant 
staph germs. (See item 21)  

 According to the Associated Press, a computer virus that may leave Microsoft Windows 
users vulnerable to digital hijacking is spreading through companies in the United States, 
Europe, and Asia, already infecting close to 9 million machines, a private online security 
firm says. (See item 31) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. January 20, WBOY 12 Clarksburg – (West Virginia) Worker injured in gas well 
explosion. An explosion at a Doddridge County, West Virginia gas well sent a man to 
the hospital on Monday morning. It happened just before 10:00 a.m. The worker had 
first degree burns to his upper body. The Salem Fire Department says the worker was 
thawing out the well pipes when the explosion happened. Workers have shut off the 
pipes until they can repair the lines. It is not known who owns the well. Dominion gas 
says the fire damaged a few of its meters, which were connected to the well. 
Source: http://www.msnbc.msn.com/id/28742753/ 
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2. January 17, Longmont Times-Call – (Colorado) Transformer explodes at Platteville-

area power plant. A transformer exploded and caught fire Friday night at an Xcel 
Energy power plant northwest of Platteville, Colorado. The explosion was reported 
shortly before 6 p.m. in an area where new construction is going on. No injuries were 
reported. The fire was put out by 7:30 p.m. Because the transformer was being tested for 
a new unit, no blackouts resulted, according to Xcel officials. A spokesman for the Weld 
County Sheriff’s Department said the fire never endangered a nearby U.S. Department 
of Energy site where nuclear material is stored. “This happened in part of the Xcel 
facility, not part of the DOE facility,” he said. An Xcel spokesman said the transformer 
caught fire while it was being energized during testing. “We’ve got thousands of gallons 
of mineral oil in there,” he said at about 7 p.m. “That’s the stuff that caught fire.” 
Platteville and Johnstown firefighters were called to the scene. 
Source: http://www.timescall.com/news_story.asp?ID=13871 

 
[Return to top] 

Chemical Industry Sector 
 

3. January 19, Chemical & Engineering News – (National) Industry supports rule to 
boost safety standards of rail hazmat tank cars. The U.S. Department of 
Transportation has issued a final rule that requires railroad tank cars used to transport 
highly hazardous chemicals to meet new safety standards designed to prevent leaks in 
the event of a crash. The chemical industry strongly supports the new rule. 
“Strengthening rail hazmat tank cars will reduce the risk of spills and increase public 
safety should a train accident occur,” the Transportation Secretary says. “Chemical 
companies own or lease the tank cars in which they ship these critical materials,” says 
the president of the American Chemistry Council, which represents 134 major chemical 
manufacturers. The new standards, which apply to tank cars built on or after March 16, 
2009, seek to guard against the release of poisonous materials such as chlorine and 
anhydrous ammonia. Under the rule, tank cars carrying these substances will be required 
to have better puncture resistance through a combination of thicker inner shells and 
outer jackets, depending on the specific chemical being transported. The rule also 
requires each end of the car to be protected with a full head shield as well as stronger 
valves and nozzles. In addition, the rule imposes a 50-mph maximum speed limit on 
trains hauling the most dangerous hazardous chemicals and allows for an increase in the 
gross weight of the tank car to accommodate the enhanced safety measures.  
Source: http://pubs.acs.org/cen/news/87/i03/8703notw3.html 

 
4. January 17, Chicago Tribune – (Illinois) Freight train derailment closes Metra 

tracks. Commuter service on Metra’s North Central Line was expected to be restored 
Monday after a freight train derailment on Friday shut down the tracks, piling up 17 
cars. Officials were unable to say what caused the predawn derailment in Buffalo Grove, 
Illinois, and it was unclear whether the subzero temperatures were a factor, officials 
said. The cars that derailed were in the middle of the 72-car train that was bound for 
Chicago from Winnipeg, Manitoba. The Federal Railroad Administration sent 
investigators to the scene. The investigators will review the Canadian National Railway 

http://www.timescall.com/news_story.asp?ID=13871
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Co. (CN) locomotive’s event recorder. Two cars that derailed carried molten sulfur, 
which is classified as a hazardous material. CN said the sulfur posed no danger to the 
public. There were no injuries. 
Source: http://www.chicagotribune.com/news/local/chi-metra-
derailmentjan18,0,4191172.story 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

5. January 19, South Jersey News Online – (New Jersey) Hope Creek nuclear reactor 
back in service. The Hope Creek nuclear reactor, located in Salem County, New Jersey, 
was back in service Monday after being shut down this weekend when a problem 
developed in a backup cooling system. Hope Creek was reconnected to the regional 
power grid and began sending out power at 10:14 p.m. Sunday, according to a 
spokesman for the plant’s operator, PSEG Nuclear. The unit was manually shut down by 
control room operators at 4:32 a.m. Saturday when they detected a problem with the 
backup cooling system for the main generator turbine. The problem was on the non-
nuclear side of the plant. Workers found that a valve in the backup cooling system had 
failed. The valve was replaced, the system checked, and the reactor was then restarted. 
Hope Creek was expected to be operating back at full power by Monday evening. 
Source: 
http://www.nj.com/south/index.ssf/2009/01/hope_creek_nuclear_reactor_bac.html 

 
6. January 16, U.S. Nuclear Regulatory Commission – (National) NRC requests 

organizations to report on tritium exit signs in their possession. The U.S. Nuclear 
Regulatory Commission (NRC) has requested 61 organizations to check tritium exit 
signs in their possession against their records and to report any lost or missing signs to 
the agency. The NRC’s action follows an inspection of Wal-Mart Stores, Inc., conducted 
in December and discussed in a meeting with Wal-Mart officials last week. A year-long 
audit by Wal-Mart identified approximately 15,000 tritium exit signs lost, missing, or 
otherwise unaccounted for at its stores and warehouses nationwide. Wal-Mart, which 
kept the NRC informed of its audit, expects to submit a formal report to the agency in 
late January. Tritium exit signs pose little or no threat to public health and safety and do 
not constitute a security risk. However, the NRC requires proper recordkeeping and 
disposal of all radioactive materials. Proper handling and recordkeeping are important 
because a damaged or broken sign could cause minor radioactive contamination of the 
immediate vicinity, requiring a potentially expensive clean up. In a “demand for 
information” issued January 16, the NRC asked organizations possessing 500 or more 
tritium exit signs to report in writing to the NRC within 60 days. The organizations 
include large retail store chains, churches, federal and state agencies, school districts and 
universities, among others. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-011.html 

 
7. January 16, U.S. Nuclear Regulatory Commission – (Ohio) NRC schedules 

enforcement conference with USEC on Ohio Gaseous Diffusion Plant. The U.S. 
Nuclear Regulatory Commission (NRC) staff has scheduled a predecisional enforcement 

http://www.chicagotribune.com/news/local/chi-metra-derailmentjan18,0,4191172.story
http://www.chicagotribune.com/news/local/chi-metra-derailmentjan18,0,4191172.story
http://www.nj.com/south/index.ssf/2009/01/hope_creek_nuclear_reactor_bac.html
http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-011.html
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conference in Atlanta on January 29 to discuss with officials of the United States 
Enrichment Corporation’s (USEC) Gaseous Diffusion Plant in Portsmouth, Ohio, an 
apparent violation of NRC requirements associated with the movement of a liquid 
uranium hexafluoride cylinder. NRC officials said that in September 2008 a plant 
employee discovered that a cylinder containing liquid uranium hexafluoride or UF6 had 
been moved to a storage pad without using either an approved overhead crane or cart as 
mandated by the facility’s safety requirements. An NRC inspection later found that 
USEC took immediate corrective actions and completed a thorough investigation after 
the event, which did not result in a mishap. NRC officials will review information 
presented by USEC at the meeting and reach a decision on appropriate regulatory action 
at a later date. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-003ii.html 

 
[Return to top] 

Defense Industrial Base Sector 
 

8. January 20, Space Travel – (National) First ULA Delta IV Heavy NRO mission 
successfully lifts off from Cape Canaveral. United Launch Alliance’s Delta IV Heavy 
rocket carrying a payload for the National Reconnaissance Office (NRO) successfully 
lifted off from Space Launch Complex 37 at Cape Canaveral on Tuesday. This was the 
first Delta IV Heavy mission for the NRO. Designated NROL-26, the mission is in 
support of national defense. This was the third Delta IV Heavy launch in Delta program 
history. A Delta IV Heavy demonstration flight occurred in December 2004, and the 
first Air Force operational mission was launched in November 2007. The ULA Delta IV 
Heavy vehicle featured a center common booster core with two strap-on common 
booster cores. Each common booster core was powered by the RS-68 cryogenic engine. 
An RL10B-2 cryogenic engine powered the second stage. 
Source: http://www.space-
travel.com/reports/First_ULA_Delta_IV_Heavy_NRO_Mission_Successfully_Lifts_Off
_From_Cape_Canaveral_999.html 

 
9. January 19, WJLA 7 Washington, D.C. – (Maryland) Task force fire burns at gun 

manufacturing plant. Prince George’s County firefighters were on the scene of a fire at 
the Beretta USA gun manufacturing plant in Accokeek, Maryland early Monday 
morning. The fire was described as a “task force fire,” which is bigger than a one-alarm 
but smaller than a two-alarm fire. The firefighters tackling the blaze came from all over 
the surrounding area, including Charles County; at the height of the firefight, there were 
about 70 emergency workers at the scene. It started around 5:15 a.m., the fire 
department said. The first 911 call was received from a passerby travelling on Indian 
Head Highway who reported seeing flames coming from an area towards the rear of the 
building. That call was followed by a 911 call from a guard at the plant. The fire began 
in a building separate from the main plant but spread to the roof of the main building, 
causing a partial collapse of the roof. A variety of hazardous chemicals are used in gun 
making, so there are some concerns about exposure to those chemicals inside the 
building. A HazMat team was called to the scene to deal with those chemical hazards. 
Fire investigators continue to investigate the cause and origin of the fire and have placed 

http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-003ii.html
http://www.space-travel.com/reports/First_ULA_Delta_IV_Heavy_NRO_Mission_Successfully_Lifts_Off_From_Cape_Canaveral_999.html
http://www.space-travel.com/reports/First_ULA_Delta_IV_Heavy_NRO_Mission_Successfully_Lifts_Off_From_Cape_Canaveral_999.html
http://www.space-travel.com/reports/First_ULA_Delta_IV_Heavy_NRO_Mission_Successfully_Lifts_Off_From_Cape_Canaveral_999.html
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a preliminary fire loss estimate at $250,000. 
Source: http://www.wjla.com/news/stories/0109/586894.html?ref=rs  

 
[Return to top] 

Banking and Finance Sector 
 

10. January 19, WKYT 27 Lexington – (Kentucky) Hackers pose threat to thousands of 
Forcht Bank customers. Thousands of Forcht Bank customers had their debit cards 
disabled, after hackers posed a threat to their accounts. Officials at the bank say they 
deactivate-activated 8,500 of their customers’ cards as a precaution after officials say a 
retail merchant’s computer system was hacked into. Forcht bank officials say none of 
their customers reported having any fraudulent transactions with their accounts, but say 
they deactivate-activated their debit cards as a precautionary measure. Customers will 
receive new debit cards between 7 to 10 days. The debit card processor, a company 
called STAR, says they are not quite sure which retail company it was that hackers hit. 
Source: http://www.wkyt.com/news/headlines/37842459.html 

 
11. January 17, Seattle Times – (National) FTC takes aim at foreclosure-rescue scams. 

The Federal Trade Commission (FTC) has sent a blunt warning to the fast-growing 
foreclosure fix-it industry. If a company takes funds from a customer up front, they must 
follow through on their obligation to save the individual’s home. Otherwise, they may 
be charged with running a scam operation that violates federal law. An example of this 
occurred when the FTC filed suit against Clearwater, Florida-based Mortgage 
Foreclosure Solutions, charging the company with operating a “scheme to sell purported 
mortgage foreclosure services to consumers” nationwide through six Web sites, but 
virtually never actually preventing foreclosures by lenders. The FTC said the company 
lured homeowners with claims that “no matter how far you are behind in your payments, 
the size of your mortgage debt or your credit history, we have mortgage foreclosure 
solutions.” According to the complaint, the company’s marketing pitches said that “we 
are so confident of our abilities to provide mortgage foreclosure solutions that we 
guarantee our services.” Many clients “ultimately (lost) their homes to foreclosure,” said 
the FTC, despite the guarantees and fees. The ones who avoided foreclosure did so on 
their own, with no help from the firm. 
Source: http://seattletimes.nwsource.com/html/realestate/2008637846_harney18.html 

 
12. January 17, WSAW 7 Wausau – (Michigan) Bank warns customers of texting scam. 

The senior vice president of an area bank is warning customers of suspicious text 
messages. He says it is a phishing scam that asks for bank account, personal account, 
and pin numbers. While the bank does not want anyone to panic, they do want 
customers to be aware. The Marshfield Savings Bank and Forward Financial Bank, 
which is a branch of Marshfield Savings Bank, say they have received several hundred 
calls from people who received the text message, some who are not even customers. He 
says the phishing scam, which is happening at other banks in the area, most likely came 
from a European country.  
Source: http://www.wsaw.com/home/headlines/37777769.html 

 

http://www.wjla.com/news/stories/0109/586894.html?ref=rs
http://www.wkyt.com/news/headlines/37842459.html
http://seattletimes.nwsource.com/html/realestate/2008637846_harney18.html
http://www.wsaw.com/home/headlines/37777769.html


 - 6 -   

13. January 17, Bloomberg – (Illinois; Washington) Illinois, Washington State banks 
seized; first failures of 2009. Banks in Illinois and Washington State with $769 million 
in deposits were closed by regulators, the first failures this year as a deepening recession 
and record foreclosures extend the housing slump into a third year. National Bank of 
Commerce in Berkeley, Illinois, with $430.9 million in assets and $402.1 million in 
deposits, was shut January 16 by the Office of the Comptroller of the Currency; and 
Bank of Clark County in Vancouver, Washington, with $446.5 million in assets and 
$366.5 million in deposits, was closed by state regulators. The Federal Deposit 
Insurance Corporation (FDIC) was named receiver for both. Republic Bank of Chicago 
in Oak Brook, Illinois, will take over National Commerce’s two offices near Chicago 
and reopen January 17, the FDIC said. Umpqua Bank of Roseburg, Oregon, is assuming 
Clark County’s insured deposits and will open January 20. “Deposits will continue to be 
insured by the FDIC, so there is no need for customers to change their banking 
relationship,” the FDIC said in a statement.  
Source: 
http://www.bloomberg.com/apps/news?pid=20601087&sid=aFJf5K7zppCg&refer=hom
e 

 
14. January 16, CNNMoney – (National) FDIC encourages banks to lend more. Federal 

banking regulators are considering a plan to dramatically expand a lesser-known bailout 
program that provides government guarantees to hundreds of billions of dollars of 
corporate debt. The Federal Deposit Insurance Corporation (FDIC) will likely change its 
so-called Temporary Liquidity Guarantee Program later this month, by extending the 
maximum maturity of its payment guarantee on new “covered” bonds issued by banks to 
10 years from three years. Covered bonds are issued by banks, backed by collateral, like 
a mortgage or a consumer loan, which exists on the bank’s balance sheet. It is different 
than an asset-backed security, which does not require banks to actually own the asset 
they use to back the debt issuance. The bonds are popular in Europe, but have only been 
offered on a limited basis in the United States. Under the new extension, the program 
would cover secured debt issued from January 2009 until June 30, 2010. The 
government’s move is aimed at encouraging new lending, and, at the same time, 
protecting its own credit risk, said an FDIC official. 
Source: http://money.cnn.com/2009/01/16/news/economy/fdic_tlgp/index.htm 

 
 [Return to top]  

Transportation Sector 
 

15. January 20, Sacramento Bee – (California) Pepper-spray release found after jet 
returns to airport. Pepper spray was detected in the cabin of a Southwest Airlines jet 
that returned to Sacramento International Airport late Sunday, fire officials confirmed 
Monday. The Sacramento Fire captain said a hazardous materials unit detected “pepper 
spray or a product similar to pepper spray” in tests of the air inside the plane Sunday 
night. The device used in the test does not measure the quantity of pepper spray in the 
air. Transportation Security Administration (TSA) officials have not yet determined 
what caused pilots of the Southwest Airlines 737 jet to return the craft to the airport after 
takeoff, said a spokeswoman for the Sacramento County Airport Systems. Passengers 

http://www.bloomberg.com/apps/news?pid=20601087&sid=aFJf5K7zppCg&refer=home
http://www.bloomberg.com/apps/news?pid=20601087&sid=aFJf5K7zppCg&refer=home
http://money.cnn.com/2009/01/16/news/economy/fdic_tlgp/index.htm


 - 7 -   

were evacuated from the plane, and an estimated four people were examined by medical 
personnel. No one was injured or taken to a hospital. According to the TSA’s Web site, 
mace or pepper spray is allowed in checked baggage, but not in carry-ons. 
Source: http://www.sacbee.com/ourregion/story/1557128.html  

 
16. January 20, Associated Press – (New York) Records show plane suffered previous 

malfunction. The US Airways jetliner that crashed into New York’s Hudson River last 
week experienced an engine compressor failure two days earlier, federal safety 
investigators said Monday. A National Transportation Safety Board (NTSB) spokesman 
said the board’s examination of the Airbus 320’s maintenance records show “there was 
an entry in the aircraft’s maintenance log that indicates a compressor stall occurred on 
January 13.” The compressor draws air into the engine. He said the flight had a different 
pilot that day, and the board planned to interview that pilot to learn more about the 
incident. NTSB investigators so far have not uncovered “any anomalies or malfunctions 
with Flight 1549 from the time it left the gate at LaGuardia Airport on January 15 to the 
point the pilot reported a birdstrike and loss of engine power,” the spokesman said.  
Source: http://news.yahoo.com/s/ap/20090120/ap_on_go_ot/plane_splashdown 

 
17. January 20, KXAS 5 Dallas/Fort Worth – (Texas) Bird radar at DFW Airport tested, 

but not ready. New radar technology that could help warn pilots about flocks of birds 
was tested at Dallas-Fort Worth International Airport five years ago, but is not yet ready 
to implement, airport officials said. “We average about 130 bird strikes with aircraft 
every year,” said DFW Airport’s executive vice president, when the test program was 
announced in 2004. “It’s a very dangerous proposition.” More testing is planned for later 
this year, said a DFW Airport spokesman. He said the radar system is being developed 
by the Federal Aviation Administration, not the airport. 
Source: http://www.msnbc.msn.com/id/28684557/ 

 
[Return to top] 

Postal and Shipping Sector 
 
18. January 16, Global Security Newswire – (Florida) Suspicious powder found at Florida 

ICE branch. Authorities evacuated nearly 75 people from a U.S. Immigration and 
Customs Enforcement facility in Tampa, Florida Thursday after a strange white powder 
was discovered in the building’s mailroom, the Associated Press reported. People 
exposed to the powder were decontaminated, and the material was submitted for 
laboratory analysis. No one at the facility was hospitalized. The Federal Bureau of 
Investigation was looking into the matter, Tampa Bay Fire Rescue officials said. The 
discovery prompted authorities to close off the booking section of the Pinellas County 
Jail for several hours; the jail received several detained people from the ICE site around 
2 p.m., when the suspicious substance was found.  
Source: http://www.globalsecuritynewswire.org/gsn/nw_20090116_4198.php 

 
[Return to top] 
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Agriculture and Food Sector  
 

19. January 20, Associated Press – (National) FDA confirms salmonella in Kellogg’s 
crackers. Kellogg Co. said on January 19 that federal authorities have confirmed that 
salmonella was found in a single package of its peanut butter crackers, as a Midwestern 
grocer recalled some of its products because of the scare. Kellogg had recalled 16 
products last week because of the possibility of salmonella contamination. On January 
19, the company based in Battle Creek, Michigan said that contamination was confirmed 
by the U.S. Food and Drug Administration (FDA) in a single package of Austin Quality 
Foods Toasty Crackers with Peanut Butter. Also, Midwestern grocer and retailer Meijer 
Inc. said it was recalling two types of crackers and two varieties of ice cream because of 
the possibility of salmonella contamination: Meijer brand Cheese and Peanut Butter and 
Toasty Peanut Butter sandwich crackers, and Peanut Butter and Jelly and Peanut Butter 
Cup ice cream. Meijer, based in Grand Rapids, Michigan, said in a news release January 
19 that it was issuing its recall because makers of its products had announced possible 
contamination. The products are sold in Meijer stores and gas stations in Michigan, 
Ohio, Indiana, Illinois, and Kentucky. Other companies issuing recalls recently include 
Midwest supermarket chain Hy-Vee Inc. of West Des Moines, Iowa, Perry’s Ice Cream 
Co. of Akron, New York, and the South Bend Chocolate Co. in Indiana. Ralcorp Frozen 
Bakery Products, a division of St. Louis-based Ralcorp, recalled several brands of 
peanut butter cookies it sells through Wal-Mart stores. 
Source: http://www.msnbc.msn.com/id/28736688/ 

 
[Return to top] 

Water Sector 
 
20. January 19, Washington Post – (Maryland) Tests show no contamination after Md. 

water main break. The first round of tests on water in the area of Saturday’s massive 
water main break in Temple Hills, Maryland have come back negative for any 
contamination, a spokesman for the Washington Suburban Sanitary Commission 
(WSSC) said Monday. A boil water order issued Saturday night is on schedule to expire 
Tuesday night, provided the next round of tests also come back negative, said a WSSC 
spokesman. Work crews with the WSSC restored water service Sunday to most of the 
90,000 homes and businesses in Prince George’s County affected by Saturday’s break of 
a 42-inch water main in Temple Hills, but many people were advised to boil their water 
through Tuesday night as engineers test the water for safety. A WSSC spokesman said 
the main has been repaired but, as a precaution, will not be brought back into service 
until it is filled with water and the safety tests are finished. Officials blamed freezing 
weather and aging pipes for the break, which snarled traffic and slowed emergency 
crews. The 42-inch pipe, built in 1965, is not considered old, but it rests in acidic soil 
that has weakened other pipes in the area, said a WSSC spokesman. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2009/01/19/AR2009011901612.html?wprss=rss_metro 

 
[Return to top] 
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Public Health and Healthcare Sector 
 

21. January 19, Associated Press – (National) Doctors report ‘alarming’ rise of MRSA in 
kids. Researchers say they found an “alarming” increase in children’s ear, nose, and 
throat infections nationwide caused by dangerous drug-resistant staph germs. Other 
studies have shown rising numbers of skin infections in adults and children caused by 
these germs, nicknamed MRSA, but this is the first nationwide report on how common 
they are in deeper tissue infections in the head and neck, the study authors said. These 
include certain ear and sinus infections, and abscesses that can form in the tonsils and 
throat. The study found a total of 21,009 pediatric head and neck infections caused by 
staph germs from 2001 through 2006. The percentage caused by hard-to-treat MRSA 
bacteria more than doubled during that time from almost 12 percent to 28 percent. The 
study appears in January’s Archives of Otolaryngology, released Monday. It is based on 
nationally representative information from an electronic database that collects lab results 
from more than 300 hospitals nationwide. Almost 60 percent of the MRSA infections 
found in the study were thought to have been contracted outside a hospital setting. The 
study’s authors said a worrisome 46 percent of MRSA infections studied were resistant 
to the antibiotic clindamycin, one of the non-penicillin drugs doctors often rely on to 
treat community-acquired MRSA. However, other doctors said it is more likely that at 
least some of the infections thought to be community-acquired had actually originated in 
a hospital or other health-care setting, where MRSA resistance to clindamycin is 
common.  
Source: http://www.msnbc.msn.com/id/28736696 

 
22. January 18, Associated Press – (Ohio) Frozen pipe bursts, floods part of Ohio 

hospital. Officials in Ohio say a frozen pipe has burst at Akron Children’s Hospital, 
flooding part of the emergency room and the intensive care unit for infants. A hospital 
spokeswoman says in a statement that the sprinkler system pipe burst early Saturday. 
She says the hospital staff had to move 39 babies out of the neonatal intensive care unit 
and into other parts of the hospital. No injuries were reported, and the hospital is treating 
patients as usual. Urgent patients are being directed to parts of the emergency 
department that have not been flooded. Hospital officials are still assessing the extent of 
damage.  
Source: 
http://hosted.ap.org/dynamic/stories/H/HOSPITAL_FLOODING?SITE=NYONE&SEC
TION=HOME&TEMPLATE=DEFAULT 

 
[Return to top] 

Government Facilities Sector 
 

23. January 20, KGBT 4 Rio Grande Valley – (Texas) Cause of massive wildfire under 
investigation. As day turned to night, the fire and rescue calvary began to leave the 
scene of a major wildfire in North Hidalgo County, Texas. It took firefighters from three 
counties some five hours to control the flames that scorched 2,500 acres of land. The 
flames first erupted inside a hangar at Moorefield Air Base at 1:20 p.m. Monday. A 

http://www.msnbc.msn.com/id/28736696
http://hosted.ap.org/dynamic/stories/H/HOSPITAL_FLOODING?SITE=NYONE&SECTION=HOME&TEMPLATE=DEFAULT
http://hosted.ap.org/dynamic/stories/H/HOSPITAL_FLOODING?SITE=NYONE&SECTION=HOME&TEMPLATE=DEFAULT
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mandatory evacuation order was lifted just before 6 p.m. The call to evacuate went out 
when the fire rapidly spread from the hangar to nearby homes. The Palmview Fire chief 
said the low humidity and dry brush then fueled the flames. No homes were damaged, 
although four buildings at the air base were destroyed. Authorities said the air base is 
owned by the U.S. Department of Agriculture (USDA) and has sparked a federal 
investigation with the help of local officials. It is unclear what the USDA did at the base 
or what was in the hangar and buildings that caught fire. 
Source: http://www.valleycentral.com/news/news_story.aspx?id=248780 

 
24. January 19, WLBT 3 Jackson – (Mississippi) Man accused of Obama assassination 

threat awaits bond hearing. A Wisconsin resident was arrested by the Secret Service 
in Brookhaven, Mississippi on January 16. He was staying at a woman’s home, where 
federal agents with the Internet threat desk tracked his Internet protocol address. The 
suspect threatened to kill the U.S. President-elect during his Inauguration January 20. 
On Internet postings, the suspect said he was stuck in Mississippi and needed bus fare to 
get to Washington. He hoped someone would give him a gun and needed a leak in the 
Secret Service to get a close up shot near the podium.  
Source: http://www.wlbt.com/Global/story.asp?S=9698926&nav=menu119_3 

 
25. January 19, Wilmington Star News – (North Carolina) Suspect arrested, charged in 

bomb threat at courthouse. Authorities arrested a 29-year-old man January 19 in 
connection with a bomb threat on the New Hanover County courthouse. The suspect, of 
Wilmington, has been charged with making a false bomb report to a public building. 
The device found on the courthouse steps January 19 morning was a laser-level, a type 
of construction tool, an officer said. The threat was called in at 5:16 a.m. to New 
Hanover County Dispatch, according to the dispatch supervisor. About three hours later, 
a bomb team had removed a device from the steps of the judicial building, and the area 
was declared safe. The caller advised there was a bomb on the steps of the building and 
then hung up.  
Source: 
http://www.starnewsonline.com/article/20090119/ARTICLES/901192996?Title=Suspec
t_arrested__charged_in_bomb_threat_at_courthouse 

 
26. January 18, United Press International – (Florida) Florida man arrested for Obama 

threat. The Secret Service says a 21-year-old Tampa, Florida man has been indicted for 
allegedly threatening to kill the U.S. President-elect. The suspect, who allegedly made 
the threat November 5, 2008, has been charged with threatening to kill and inflict bodily 
harm on the U.S. President-elect. He was charged January 15 and held in lieu of 
$250,000 bail after he surrendered on a separate warrant involving his alleged theft of a 
shotgun in Polk County, Florida, earlier this month. Federal authorities have not 
released details of the alleged threat, the Times reported.  
Source: 
http://www.upi.com/Top_News/2009/01/18/Florida_man_arrested_for_Obama_threat/U
PI-76321232294783/ 
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Emergency Services Sector 
 

27. January 17, Associated Press – (National) FEMA to help fire departments. The 
Federal Emergency Management Agency (FEMA) has awarded more than $64 million 
in grants to 455 fire departments and fire service organizations across the nation. The 
grants were distributed through the Assistance to Firefighters Grant (AFG) and 
Adequate Fire and Emergency Response grant programs. The grants through the 
Department of Homeland Security’s AFG program require a local match. The 
administrator of the U.S. Fire Administration said in a news release: “These grants help 
to ensure the nation’s firefighters have the basic tools and resources necessary to safely 
perform their responsibilities, and therefore ultimately save lives and continue to protect 
all residents from fire.” The grants help fire districts purchase trucks and other 
firefighting and emergency response equipment, as well as pay for training. Emergency 
medical services that are not affiliated with hospitals also are eligible for AFG awards. 
Source: http://www.kswo.com/Global/story.asp?S=9690740 
See also: http://www.thenewsstar.com/article/20090120/NEWS01/901200308 

 
28. January 17, Toledo Blade – (Ohio) Explosion empties Perrysburg buildings. In 

Perrysburg, Ohio, a natural gas explosion Friday caused the evacuation of about 60 
people from the Perrysburg Police Department and several nearby buildings, authorities 
said. No injuries were reported. A Columbia Gas spokesman said a boiler in the 
basement of the police department was not venting properly due to the extreme cold. A 
Perrysburg police lieutenant said employees noticed a strong odor of gas about 9:08 a.m. 
just outside the front door of the building. They called the fire department and Columbia 
gas to investigate. The boiler exploded minutes later, leading to the evacuation of people 
from the police department, city hall, and Perrysburg Municipal Court. An emergency 
command trailer was set up about a block from the police department so officials could 
continue dispatching police officers and firefighters to emergency calls, the police 
lieutenant said. He said it appeared that the boiler had burst, but there was little other 
damage to the building. People were allowed back inside the building just before noon. 
Source: 
http://toledoblade.com/apps/pbcs.dll/article?AID=/20090117/NEWS16/901170370 

 
29. January 17, Turlock Journal – (California) Public safety facility gets OK from 

planning. In Turlock, California, the new Public Safety Facility (PSF), a $35 million 
structure set to house the city’s police and fire departments, received the blessing of the 
Turlock Planning Commission on Thursday. The conditional use permit granted last 
week will allow the city to begin construction of the PSF. The Planning Commission 
was largely receptive to the plan laid out before them, which includes a two-story, 
57,570 sq. ft. building with 250 parking spaces and an Education and Training Center 
for public gatherings. The main sticking point with the plan was a 180-foot tall 
communications tower that will handle all city public safety radio functions. That 
communications tower must be located on-site due to Homeland Security regulations. 
The tower at the current police station is 150 feet tall. Ultimately, the Planning 
Commission approved the project with a provision to review and approve the final 
design and rendering of the communication tower prior to construction. 

http://www.kswo.com/Global/story.asp?S=9690740
http://www.thenewsstar.com/article/20090120/NEWS01/901200308
http://toledoblade.com/apps/pbcs.dll/article?AID=/20090117/NEWS16/901170370
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Source: 
http://www.turlockjournal.com/main.asp?SectionID=21&SubSectionID=8&ArticleID=3
454 

 
[Return to top]  

Information Technology 
 

30. January 20, News.com.au – (International) Scam emails claim that Barack Obama is 
refusing U.S. presidency. A wave of malicious emails claims the U.S. President-elect 
has refused the country’s top job and does not want the responsibility of saving a 
“sinking ship.” The emails direct users to malicious Web sites that look almost identical 
to the President-elect’s official campaign site and which include downloadable files that 
will infect the user’s computer, security experts said January 20. ”Clearly, there is a 
significant public interest in an event as historic and anticipated as this and the 
spammers are exploiting it,” said an individual of the security firm Marshal8e6. 
Symantec analysts said the emails used titles including “Breaking news,” “You must 
look at this!” and “What is going on with our country?” “Symantec’s Threat Intelligence 
team analysed a new wave of malicious spam messages with a ‘Presidential theme’ that 
found their way into one of our vast number of global sensors,” said a post on the 
company’s blog. The malicious files contained on the imitation campaign sites had the 
potential to allow access to the user’s computer or harvest information from it, the 
company said. It is believed the inauguration scam is the work of the creators of the 
Storm worm, one of the most famous malicious programs of recent years.  
Source: http://www.news.com.au/technology/story/0,28348,24937957-5014108,00.html 

 
31. January 17, Associated Press – (International) Virus spreads quickly, but may be a 

dud. A computer virus that may leave Microsoft Windows users vulnerable to digital 
hijacking is spreading through companies in the United States, Europe, and Asia, 
already infecting close to 9 million machines, according to a private online security firm. 
Fortunately, however, it may be a dud. Though computer bugs have become a common 
affliction, Finland-based F-Secure says a virus it has been tracking for the past several 
weeks has surged more rapidly through corporate networks than anything they have seen 
in years. But the virus does not appear to be working as its designers intended. F-
Secure’s chief security adviser said the virus’s coding suggests a type of bug that alerts 
computer users to bogus infections on their machines and offers to help by selling them 
antivirus software. Instead, the virus is simply spreading to little effect, though it may 
still pose a threat to infected computers. Microsoft issued a security update January 13 to 
deal with the so-called “Downadup” or “Conficker” virus, which appears to be a new 
version of a bug that popped up in October 2008. 
Source: http://www.thestandard.com/news/2009/01/17/virus-spreads-quickly-may-be-
dud 
See also: http://tech.msn.com/news/articlepcw.aspx?cp-
documentid=16883197&GT1=40000 
 

Internet Alert Dashboard 
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 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Website:  http://www.us−cert.gov. 

 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 

 

 
[Return to top] 

Communications Sector 
 

32. January 19, Associated Press – (National) Technology to stop phone use in cars isn’t 
perfect. A product to hit the market, $10-a-month software by Dallas-based WQN Inc., 
can disable a cell phone while its owner is driving. It uses GPS technology, which can 
tell how fast a person is traveling. But it cannot know whether the person is driving — 
and therefore it can needlessly lock a phone. WQN, which sells cell phone and Internet 
security software under the name WebSafety, says it signed up about 50 customers for 
its first month of service. Aegis Mobility, a Canadian software company, plans to 
release a similar Global Positioning System-based product this fall, known as 
DriveAssistT. Aegis is in talks with big U.S. wireless phone carriers, which would have 
to support the software and charge families a fee of probably $10 to $20 a month, said 
the company’s vice president. The DriveAssistT system will disable a phone at driving 
speeds and send a message to callers or texters saying the person they are trying to reach 
is too busy driving. But because that person could be a non-driving passenger, the 
approach is a blunt tool. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/n/a/2009/01/18/financial/f102319S19.DTL&hw=insurance&sn=001&
sc=454 
 

[Return to top] 

Commercial Facilities Sector 
 

33. January 20, Press of Atlantic City – (New Jersey) Man from Israel faces deportation 
over alleged bomb remarks at casino. A man faces deportation to Israel after he tried 
to claim a bag at a casino hotel and made remarks about a bomb being in the luggage, 
police said January 19. Two men approached the front desk of the Tropicana Casino and 
Resort at 9:10 a.m. January 17 and tried to retrieve some luggage, police said. They did 
not have a claim check and the attendants said they could not claim the items without 
one. One man then said something to the effect of, “What if I had a bomb in there?” a 
police spokeswoman said. Desk attendants called hotel security, who then called police. 
The area was cleared as a precaution, and the Atlantic City Police Bomb Squad was 
called in, along with a dog trained to sniff out explosives, police said. None was found. 
The man was arrested and charged with making a false public alarm. The second man, 
who gave a San Francisco address, did not make any threatening statements and was 
released after he was interviewed, police said. An investigation by the Atlantic County 
Prosecutor’s Office found that the first man, a native of Israel, was in the country 
illegally and was wanted on a warrant from the U.S. Department of Homeland Security, 

   

http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2009/01/18/financial/f102319S19.DTL&hw=insurance&sn=001&sc=454
http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2009/01/18/financial/f102319S19.DTL&hw=insurance&sn=001&sc=454
http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2009/01/18/financial/f102319S19.DTL&hw=insurance&sn=001&sc=454
https://www.it%E2%88%92isac.org/
http://www.us%E2%88%92cert.gov
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police said. 
Source: http://www.pressofatlanticcity.com/180/story/377956.html 

 
[Return to top] 

National Monuments & Icons Sector 
 

34. January 19, Saipan Times – (National) Fish and Wildlife gets control of marine 
monuments. The Secretary of the Interior on January 16 expanded the National Wildlife 
Refuge System by 54 million acres, or 58 percent, by assigning the U.S. Fish and 
Wildlife Service the responsibility for overall management of the three new marine 
national monuments in the Pacific Ocean designated by the U.S. President earlier this 
January. When the President designated the new monuments — the Pacific Remote 
Islands Marine National Monument, Rose Atoll Marine National Monument, and 
Marianas Trench National Monument — he delegated the decision on how the areas 
would be managed to the Secretary of the Interior. The U.S. Fish and Wildlife Service 
has extensive experience in the Pacific Ocean. The refuge system already includes a 
number of refuges in the ocean, including Howland Island, Baker Island, Jarvis Island, 
Palmyra Atoll, and Kingman Reef National Wildlife Refuges. These refuges are 
included in the area designated by the President. Some portions of the new monuments 
will be managed in part by the Commerce Department’s National Oceanographic and 
Atmospheric Administration and in part by Fish and Wildlife Service. These areas will 
not be part of the Refuge System. The President’s designation of the three monuments 
prohibits destruction or extraction of protected resources within their boundaries as well 
as commercial fishing in the coral reef ecosystem areas of the monuments. Scientific 
and recreational activities, including recreational fishing, may be permitted consistent 
with the care and management of the protected resources of these monuments. 
Source: http://www.saipantribune.com/newsstory.aspx?newsID=87032&cat=1 

 
[Return to top] 

Dams Sector 
 

35. January 19, Charleston Gazette – (West Virginia) Bluestone Dam badly in need of 
repairs, Corps says. The Bluestone Dam near Hinton, West Virginia needs a lot of 
work, the U.S. Corps of Engineers says. And during the repair period, it will not be able 
to hold back as much water as it does now. The dam keeps places such as downtown 
Charleston flood-free. Corps representatives are preparing for a series of public hearings 
to explain the upgrades and temporary restrictions on the Summers County dam. Corps 
officials met with local emergency responders, officials for local communities, and 
Kanawha County officials Friday at the Kanawha County Courthouse to explain the 
ongoing work and to lay the groundwork for emergency planning should the 60-year-old 
dam fail. Under periods of extremely heavy rainfall, the restrictions may force dam 
operators to release more water from the dam earlier, potentially leading to flooding 
downstream. Construction is not expected to be complete until about 2020. 
Source: http://sundaygazettemail.com/News/200901180525 
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36. January 17, Associated Press – (National) Report: Urgent action needed on nation’s 
levees. Congress needs to act decisively and set up a commission to oversee the 100,000 
miles of U.S. levees to prevent the next catastrophic flood, according to a new 
government report. About $1.2 billion should be spent over the next five years to set up 
the commission and fix aging and inadequate levee systems that protect tens of millions 
of Americans, the report by the National Committee on Levee Safety said. The 
congressional committee’s warning is poignant because it bookends a period marked by 
levee failures, most prominently New Orleans in 2005 and Cedar Rapids, Iowa, last 
year. The report, commissioned by Congress in 2007 and overseen by the Army Corps 
of Engineers, was released late Thursday. To improve levees, Congress should set up a 
commission similar to the Federal Energy Regulatory Commission, which oversees 
electricity, natural gas, and dams. The report said levees are in such bad shape that a 
wide range of steps need to be taken to make them safer and to change public attitudes 
about the threat posed by living near rivers and water. The report did not assess levee 
systems, but laid out policy recommendations for Congress. The committee estimated 
that it would cost about $315 million over the first five years to establish the 
commission, inspect levees, and set up state programs. In addition, the committee 
recommended setting aside $923 million to repair levees, build stronger levees, and 
move people out of floodplains over the next five years. 
Source: http://www.katc.com/Global/story.asp?S=9688779 

 
37. January 16, Knoxville Journal Express – (Iowa) Dam repairs will take time. The Army 

Corps of Engineers at Lake Red Rock, Iowa has been awarded $21 million for flood 
recovery and prevention. The money is not limited to one fiscal year and will be 
available to the Corps for up to three years. Some of the projects the Corps is working 
on had been planned, but the money was not available until this recovery package was 
approved. One of the larger projects the Corps has planned is the design and installation 
of 14 bulk heads for the dam’s five major flood gates. A bulk head is like a gate in front 
of a gate. Over the last two years, the Corps has planned a drawdown, or lower the lake 
level, to give crews access to the main gates for repairs. Bulk heads would negate the 
need for a drawdown. They would add to the Corps’ flood-readiness. A Corps 
spokesman said there is nothing wrong with the dam’s gates, but they are 40 years old.  
Source: http://www.journalexpress.net/local/local_story_016161253.html 
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