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 According to the New York Times, plans for a statewide wireless network for emergency 
workers in New York have been canceled, after years of delays and numerous 
technological snags. (See item 26)  

 Greater Milwaukee Today reports that the spilling of a substance in Wal-Mart Supercenter 
in Germantown, Wisconsin Thursday afternoon, which sent nearly 50 people to area 
hospitals, has been called a criminal act and is under investigation. (See item 32) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. January 15, Coast Guard News – (Alaska) Joint response to sunken oil supply vessel 
at Granite Point oil platform. A unified command has been established in Nikiski to 
respond to the sinking of the 166-foot motor vessel Monarch adjacent to the Granite 
Point oil platform 16 miles from Nikiski, Alaska. The unified command members are 
the U.S. Coast Guard, Alaska Dept. of Environmental Conservation, Ocean Marine 
Services Inc. Stakeholders and responders include Union Oil Company of California, a 
Chevron company (Union), Department of Interior, Alaska Chadux, Global Diving and 
Salvage and Cook Inlet Regional Citizen’s Advisory Council. The team is actively 
developing a salvage plan for the vessel. At first light the Coast Guard Cutter Hickory 
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will conduct side scan sonar operations to determine the location and orientation of the 
vessel. A light unrecoverable sheen was reported by on scene personnel. It is unknown 
how much of the 35–38,000 gallons of diesel and roughly 2,000 gallons of various lube 
oils reported on board the Monarch has been released. According to NOAA, 38,000 
gallons of diesel would disperse and evaporate from Cook Inlet waters within 12 hours, 
the duration of one tidal cycle. The vessel was transporting six stainless steel totes, three 
plastic drums and eight steel drums containing various lube oils and chemicals. The 
chemicals are hazardous and mildly toxic. 
Source: http://coastguardnews.com/joint-response-to-sunken-oil-supply-vessel-at-
granite-point-oil-platform/2009/01/15/ 

 
2. January 15, Glenwood Springs Post Independent – (Colorado) COGCC approves fines 

for overflow of water pits near Rulison blast site. The Colorado Oil and Gas 
Conservation Commission (COGCC) unanimously approved fines of $138,000 against 
Presco Inc. for alleged violations at several well pads in a 2007 inspection by oil and gas 
regulators. The COGCC approved the fines at its January 13 meeting in Denver. The 
fines stem from a May 2007 inspection COGCC staff conducted at seven Presco drilling 
pads near the Project Rulison blast site in the Battlement Mesa area. Oil and gas 
regulators alleged that Presco Inc. had failed to divert snowmelt runoff away from seven 
drilling locations causing overflow of wastewater pits. The COGCC reported that 
regulators found puddles of natural gas condensate and unidentified “chemical residue” 
at several drilling locations, along with “sacks of chemicals and drums” floating in some 
pits. One instance reported an overflowing pit breach that allowed contaminants to flow 
into a tributary of Battlement Creek. 
Source: 
http://www.postindependent.com/article/20090115/VALLEYNEWS/901149967/1074&
title=COGCC%20approves%20fines%20for%20overflow%20of%20water%20pits%20n
ear%20Rulison%20blast%20site 

 
[Return to top] 

Chemical Industry Sector 
 

3. January 16, Arab Tribune – (Alabama) Fire/chemical scare: eleven families 
evacuated as a precaution. Officials at Umicore in the town of Arab, Alabama Monday 
were still assessing damage from a fire there Sunday afternoon but had the chemical 
plant up and running. An electrical malfunction in an overhead light fixture is the 
suspected cause of the fire, which, erring on the side of caution, brought trucks and 
personnel from seven fire departments and, in the event of toxic gases, led to the 
evacuation of 11 families downwind from the plant. The fire was discovered by an 
employee who hurried to the rear of one of the original buildings at the plant after 
hearing what he described as the sound of wooden pallets falling onto a concrete floor. 
The sound was apparently the light fixture exploding, which showered sparks onto a 
pallet, next to a machine, loaded with plastic bags and cardboard, said the Arab fire and 
rescue chief. The material — which caught fire — is used for packing cobalt acetate 
crystals sold mostly for use in catalyst applications, said the plant manager. AFR got the 
call as a structure fire at 12:36 p.m. As an AFR ambulance turned off Alabama 69 onto 

http://coastguardnews.com/joint-response-to-sunken-oil-supply-vessel-at-granite-point-oil-platform/2009/01/15/
http://coastguardnews.com/joint-response-to-sunken-oil-supply-vessel-at-granite-point-oil-platform/2009/01/15/
http://www.postindependent.com/article/20090115/VALLEYNEWS/901149967/1074&title=COGCC%20approves%20fines%20for%20overflow%20of%20water%20pits%20near%20Rulison%20blast%20site
http://www.postindependent.com/article/20090115/VALLEYNEWS/901149967/1074&title=COGCC%20approves%20fines%20for%20overflow%20of%20water%20pits%20near%20Rulison%20blast%20site
http://www.postindependent.com/article/20090115/VALLEYNEWS/901149967/1074&title=COGCC%20approves%20fines%20for%20overflow%20of%20water%20pits%20near%20Rulison%20blast%20site
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Guntersville Road, the crew saw smoke coming from the plant and asked for backup 
from Guntersville Fire Department. Thick, black smoke by then had filled that part of 
the plant. Within 30 minutes the fire had been doused, ventilator fans set in doorways 
and the smoke cleared. 
Source: http://www.thearabtribune.com/articles/2009/01/14/news/news1.txt 

 
4. January 14, Pueblo Chieftain – (Colorado) Chemical spill killed fish in St. Charles 

River. A chemical spill at Xcel’s Comanche plant in November killed more than 38,000 
fish in the St. Charles River despite the power company’s assertions to the contrary, a 
Colorado Division of Wildlife (DOSW) report found. The report released by DOW 
biologists on Tuesday said the fish died because of a sudden increase in alkali levels in a 
six-tenth-of-a-mile stretch of the river, which was caused by the spill of nearly 50,000 
gallons of hydrated lime slurry. “Fish can withstand and live in water with varying 
levels of pH as long as that level changes gradually. It’s the sudden change. Essentially, 
they can’t breathe and they suffocate. The substance itself is not toxic, so it doesn’t have 
a long-lasting effect on the environment,” a DOW spokesperson said. At the time of the 
spill, Xcel officials repeatedly said that while they acknowledged a spill did occur, the 
chemical was contained within the plant grounds and did not get into the river. The lime 
is used as part of the plant’s scrubbing system to remove pollutants created by the coal-
burning process. The report said there was a 32 percent spike in the amount of discharge 
from the canal, and that high discharge level lasted for about seven hours. 
Source: 
http://www.chieftain.com/articles/2009/01/14/news/local/doc496d9e9e48804730780751
.txt 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

5. January 15, News Journal – (New Jersey) NRC sets meeting on Salem nuclear plant 
woes. The U.S. Nuclear Regulatory Commission plans a public meeting on January 21 
to review backup power problems at the Salem 1 nuclear plant in New Jersey along the 
Delaware River in 2005 and 2007. Under NRC rules, the agency briefly gave plant 
owner PSEG Nuclear its second-worst “yellow” performance rating for reliability and 
availability of emergency power, a classification that was returned to normal status 
during the first quarter of 2008. Inspectors designated a portion of Salem’s multi-part 
rating as “degraded” after diesel generators failed to start three times during testing over 
12 consecutive quarters. The failures occurred in 2005 and twice again in 2007, but 
PSEG’s rating was returned to a “green,” or normal status in 2008 because the rating 
system takes into account only the past 12 quarters. The plant’s backup power system 
includes three separate emergency generators. One of the three failed to start on three 
separate occasions. Federal officials will discuss the finding in public with PSEG 
Nuclear on January 21.  
Source: http://www.delawareonline.com/article/20090115/NEWS/90115067 

 
[Return to top] 
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http://www.chieftain.com/articles/2009/01/14/news/local/doc496d9e9e48804730780751.txt
http://www.chieftain.com/articles/2009/01/14/news/local/doc496d9e9e48804730780751.txt
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Defense Industrial Base Sector 
 

6. January 15, Kansas City Star – (Missouri) Ex-ammo plant workers ordered to prison 
for copper theft. A federal judge sentenced two men to prison Thursday for stealing 
more than 8 tons of copper from an Independence ammunition plant. In separate 
hearings, the two Independence men were sentenced to three years and to two years, 
respectively, after pleading guilty in August to conspiracy to commit sabotage. The case 
was more like theft than an effort to interfere with the nation’s war effort, said a U.S. 
District judge at the hearing. Both men were employed by the Lake City Army 
Ammunition Plant and knew the copper was to be used for making more than a million 
rounds of small-arms ammunition. Consequently, lawyers concluded, the sabotage law 
applied. According to prosecutors, the first man began stealing copper “bullet cups” — 
used to manufacture copper-jacketed 7.72 mm bullets — in late September. His partner 
soon discovered the thefts and joined the scheme. 
Source: http://www.kansascity.com/news/local/story/984189.html  

 
[Return to top] 

Banking and Finance Sector 
 

7. January 16, Maryville Daily Times – (Tennessee) Whitehouse pleads guilty to $16.9M 
bank fraud. A Maryville businessman, whose companies put more than 100 people out 
of work when they abruptly closed in June, pleaded guilty to almost $17 million in bank 
fraud Thursday in federal court in Knoxville. According to a statement from the 
Department of Justice, Eastern District of Tennessee, he admitted to engaging in 
schemes to defraud Regions Bank of $14.2 million, BankEast of $950,000, and Clayton 
Bank and Trust of $1.8 million. The chief executive officer of Clayton BanCorp, Inc. 
said Clayton Bank and Trust had protected itself by requiring adequate collateral in its 
dealings with the man’s firms and had not lost any money in the schemes. According to 
court documents, the man admitted that from May 2005 through June 18, 2008 he 
defrauded the financial institutions by obtaining loans based on nonexistent collateral. 
His firms that participated in the scheme included Procynet, doing business as Direct 
Integration Specialists, also known as Direct IS, Medical Data Specialists, Data Control, 
and Eagle Investment. 
Source: http://www.thedailytimes.com/article/20090116/NEWS/301169976 

 
8. January 15, Bloomberg – (Georgia) Georgia firm accused of ponzi scam before stock 

sale. A Georgia currency trader and his firm cheated investors in a $25 million Ponzi 
scheme and planned to raise $100 million in a stock offering, U.S. regulators said in 
lawsuits today. CRE Capital Corp. and its 48-year-old owner falsely promised investors 
10 percent monthly profits on U.S. and Japanese currency bets, the Securities and 
Exchange Commission said in a suit at federal court in Atlanta. In reality, money from 
new investors was used to pay returns to early participants, while the firm’s trading lost 
more than $12 million since June, the agency said. More than 120 investors were lured 
into the scheme, it said.  
Source: 

http://www.kansascity.com/news/local/story/984189.html
http://www.thedailytimes.com/article/20090116/NEWS/301169976
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http://www.bloomberg.com/apps/news?pid=20601103&sid=aw9XM1mLnrFo&refer=us 
 

9. January 15, Central Valley Business Times – (National) Phishing attack disguised as 
message from FDIC. The Federal Deposit Insurance Corporation (FDIC) reports 
fraudulent e-mails claim that a phishing attack has affected the Fedwire system and that 
restrictions are in place. The e-mails further instruct recipients to click on links within 
the e-mail for additional information. That is where the trouble starts. Once clicked, the 
links actually unleash malicious Trojan horse programs onto end users’ computers. The 
real FDIC says consumers, businesses, and financial institutions should be aware that 
Fedwire operations are not restricted and are operating as normal.  
Source: http://www.centralvalleybusinesstimes.com/stories/001/?ID=10873 

 
 [Return to top]  

Transportation Sector 
 

10. January 16, Seattle Post-Intelligencer – (Washington) Water rescue plans in place. 
Sea-Tac International Airport staff watched news coverage Thursday of a jet eventually 
bound for North Carolina that sank into the Hudson River in New York. Like 
LaGuardia, Sea-Tac is near a major body of water. Flights routinely fly over Puget 
Sound. Authorities say they are prepared to meet a similar contingency at Sea-Tac. “We 
do have some water-response vehicles, but they’d be working in concert with the Coast 
Guard, which would be the primary agency,” said a spokesman for the airport. The 
Coast Guard has mass-rescue plans in case a commercial jet crashes into Puget Sound. 
“We always have crews on watch around the clock both here in Seattle, helicopters out 
of Port Angeles, as well as other Coast Guard resources in the area that we would bring 
to the incident very quickly,” said the Coast Guard chief of response for the 13th Coast 
Guard district. Crews train “several times a year,” he said. “We used drift models to 
figure out where people are going to end up in an hour or two. We also have helicopters 
that coordinate very closely with the boats, and we have rescue swimmers.” 
Source: http://seattlepi.nwsource.com/local/396262_waterrescue16.html 

 
11. January 16, WTOP 103.5 Washington, D.C. – (District of Columbia; Maryland; 

Virginia) Road closings may extend to I-95. The road closings on Inauguration Day 
may extend to Interstate 95. Authorities also might close parts of the Baltimore-
Washington Parkway and Interstate 295, according to the assistant director in charge of 
the Federal Bureau of Investigation’s Washington field office. With the security 
considered a National Special Security Event, the Secret Service will be in charge of 
security for the entire day. The Maryland State Highway Administration has said it may 
be necessary to temporarily close ramps on the Beltway. 
Source: http://www.wtop.com/?nid=25&sid=1576003 

 
12. January 15, Coast Guard News – (Florida) TWIC non-compliance restrictions lifted 

for three facilities. Coast Guard Sector Miami rescinded the last of three suspension 
orders for three port facilities. During follow-up inspections, Coast Guard field teams 
determined Bernuth Marine Shipping and the Port of Miami River Terminal were 
cleared to resume Maritime Transportation Security Act (MTSA) operations on 

http://www.bloomberg.com/apps/news?pid=20601103&sid=aw9XM1mLnrFo&refer=us
http://www.centralvalleybusinesstimes.com/stories/001/?ID=10873
http://seattlepi.nwsource.com/local/396262_waterrescue16.html
http://www.wtop.com/?nid=25&sid=1576003
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Wednesday and the 5th Street Terminal was cleared to resume MSTA operations 
Thursday. The three terminals failed to meet newly implemented federal regulations 
Tuesday requiring certain workers at port facilities to obtain a Transportation Worker 
Identification Card (TWIC). The Coast Guard worked with the three non-compliant 
facilities to gain TWIC compliance and resume normal operations.  
Source: http://coastguardnews.com/twic-non-compliance-restrictions-lifted-for-three-
facilities/2009/01/15/ 

 
13. January 15, Associated Press – (California) Knoxville detained for inert grenade at 

airport. Authorities detained an entertainer on Thursday for allegedly bringing an inert 
grenade into Los Angeles International Airport. After security screeners spotted the 
grenade in the man’s carry-on luggage, a bomb squad determined it lacked a firing pin 
or explosive. Police say the man was later released and allowed to board an American 
Airlines flight to Miami. Prosecutors will decide whether to charge the 38-year-old with 
bringing a prohibited item into a secure area of the airport, a misdemeanor. The 
entertainer told officers that the grenade was a prop he forgot to remove from his bag, an 
airport spokeswoman said. 
Source: http://news.yahoo.com/s/ap/20090116/ap_on_en_tv/people_johnny_knoxville 

 
[Return to top] 

Postal and Shipping Sector 
 
14. January 15, KPIX 5 San Francisco – (California) Packages at Mehserle’s parents’ 

Napa home intended as prank. Two suspicious packages left at the front door January 
14 of a former Bay Area Rapid Transit police officer’s parents’ Napa home were 
intended as a prank, the Napa County Sheriff’s Department said January 15. The 
sheriff’s captain would not disclose the specific contents of the package. “Personal 
property was shipped to him. They were not hazardous or explosives,” he said. 
“Someone had some fun with the U.S. Postal Service,” he said. “It was more of a 
prank.” His parents are no longer living at the southeast Napa home but dropped by 
January 14 around 4:45 p.m. to recover belongings. That is when they discovered a 
small package stacked on top of a medium-sized package. Both were addressed to the 
former police officer, he said. The neighborhood was evacuated, a robot was used to X-
ray the packages, and the packages were rendered safe, he said.  
Source: http://cbs5.com/localwire/22.0.html?type=bcn&item=MEHSERLE-
PACKAGES-bagm- 

 
[Return to top] 
 

Agriculture and Food Sector  
 

15. January 16, Reno Gazette-Journal – (Nevada) USDA designates Nevada an 
agricultural disaster area. The county executive director of the U.S. Department of 
Agriculture’s (USDA) Farm Service Agency (FSA) in Lyon, Mineral and Esmeralda 
counties, announced Monday that the entire state of Nevada has been designated as a 
primary disaster area due to damages caused by drought that occurred from January 1, 

http://coastguardnews.com/twic-non-compliance-restrictions-lifted-for-three-facilities/2009/01/15/
http://coastguardnews.com/twic-non-compliance-restrictions-lifted-for-three-facilities/2009/01/15/
http://news.yahoo.com/s/ap/20090116/ap_on_en_tv/people_johnny_knoxville
http://cbs5.com/localwire/22.0.html?type=bcn&item=MEHSERLE-PACKAGES-bagm-
http://cbs5.com/localwire/22.0.html?type=bcn&item=MEHSERLE-PACKAGES-bagm-
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2008 through the present date. The USDA designated Nye and White Pine counties on 
November 18, 2008 and designated all remaining Nevada counties and the independent 
city of Carson City on January 2, 2009. These designations make all qualified farm 
operators in primary and contiguous counties eligible to be considered for assistance 
from the FSA, provided eligibility requirements are met. This assistance includes FSA 
emergency loans and the Supplemental Revenue Assistance Program, which was 
approved as part of the Food, Conservation, and Energy Act of 2008. In August, the 
USDA announced $87.5 million in Emergency Conservation Program (ECP) funding 
for natural disasters such as flood or drought, to aid producers in protecting conservation 
uses.  
Source: http://www.rgj.com/apps/pbcs.dll/frontpage 

 
16. January 15, Associated Press – (Montana) Elk removed near Yellowstone over 

disease worries. Montana wildlife officials have killed a pair of elk north of 
Yellowstone National Park near Gardiner, Mont., after they tested positive for exposure 
to the disease brucellosis. The elk were killed to guard against a transmission of the 
disease to cattle. They were part of a herd of about 6,000 to 7,000 elk that ranges north 
of Yellowstone National Park. The killing of the animals near Gardiner marked the first 
time elk were killed over brucellosis concerns in more than two decades, said a 
representative of the Department of Fish, Wildlife and Parks. Their removal highlights a 
shift in the concern over brucellosis away from bison — long viewed as the most likely 
source of transmission. At least seven brucellosis infections in cattle in the past several 
years were suspected of coming from elk. The disease can cause pregnant livestock and 
wildlife to prematurely abort their young. Earlier this week, the Montana Board of 
Livestock finalized a brucellosis “action plan” as part of its effort to restore the state’s 
disease-free status. 
Source: http://www.msnbc.msn.com/id/28675111/ 
 

[Return to top] 

Water Sector 
 
17. January 16, Daily Sentinel – (Alabama; Tennessee) Water within safe levels after 

TVA spill. Water quality samples taken from the Tennessee River in the aftermath of 
the overflow of a gypsum settling pond at the Tennessee Valley Authority’s (TVA) 
Widows Creek Fossil Plant in Stevenson continue to meet governmental drinking water 
standards. TVA announced late Wednesday night that “the levels of metals, solids, and 
nutrients detected from the Tennessee River locations are below the national primary 
drinking water standards that apply to public water systems for treated water and are 
conservative for the protection of human health.” TVA along with the Environmental 
Protection Agency and the Alabama Department of Environmental Management are 
regularly testing the river for water quality. The plan monitors four locations on the 
Tennessee River and three at the plant site. The samples are testing untreated drinking 
water and surface level water along the river system. Samples are being taken a mile 
upstream of the point Widows Creek flows into the Tennessee River, a location 600 feet 
downstream, at a point adjacent to a boat landing adjacent to the Snodgrass Bridge on 
Alabama Highway 117 near Stevenson and at the drinking water intake at Scottsboro. 

http://www.rgj.com/apps/pbcs.dll/frontpage
http://www.msnbc.msn.com/id/28675111/
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TVA is also taking samples at the gypsum settling pond and two other locations on site. 
Elevated levels of metals have been found on site. The utility said in a press release that 
“the majority of this material — from an accumulation of solid material at the overflow 
site — has been contained on site and these elevated levels pose no threat to the public 
or employees.” 
Source: http://www.thedailysentinel.com/story.lasso?ewcd=a1965ed1095d412c 

 
18. January 15, Water Technology Online – (Colorado) Boil-water order in place for 

eight months. Residents in Rye south-central Colorado have been under a boil-water 
order for the last eight months and likely will remain on one until the Rye community 
water system is completely upgraded later this year, KOAA.com reported on January 12. 
The Rye water system has violated safe drinking water regulations since last May, when 
the boil-water order first went into effect. According to the report, dirt runoff entered the 
town’s source water in May. The town was finding replacement of the filtering 
equipment costly, and took the filtering system offline, according to a September 15 
Colorado Department of Public Health and Environment notice. The town plans to have 
a new treatment plant on line later this spring, the KOAA.com reported. 
Source: http://watertechonline.com/news.asp?N_ID=71252 

 
19. January 15, Associated Press – (California) Water district to fix sewer pipes polluting 

SF Bay. Officials have ordered a water district to fix its leaky sewage pipes and rain 
overflow system that is responsible for sending partially treated sewage into San 
Francisco Bay. The U.S. Environmental Protection Agency and state and local water 
officials say a settlement was reached with the East Bay Municipal Utility District to 
begin the studies and improvements needed to eliminate the sewage discharges. The 
district is accused of not properly managing its wet weather facilities, which allow 
partially treated sewage to leak into the bay, and not fixing its leaky sewer pipes. Under 
the settlement, the district is required to spend at least $2 million per year on fixing the 
pipes and developing a program to maintain private sewage pipes that link with its sewer 
mains, among other tasks. 
Source: http://www.mercurynews.com/breakingnews/ci_11465245 
 

[Return to top] 

Public Health and Healthcare Sector 
 

20. January 16, Reuters – (National) Report shows U.S. only half ready for flu 
pandemic. U.S. states have made progress in stockpiling drugs and preparing to 
vaccinate people in case of a flu pandemic but are far behind in plans for the ensuing 
months of disruption, the government said on Thursday. The report from the U.S. Health 
and Human Services (HHS) department showed most states responsible for maintaining 
food supply in an emergency were ready, but transportation plans had a long way to go. 
Experts said the economic crisis would only make things worse. Most health experts 
agree that a pandemic of something, probably influenza, is inevitable and the U.S. 
government has been pushing states to develop preparedness plans. No one can say 
when or what disease will strike, but the No. 1 suspect now is H5N1 avian influenza, or 
bird flu, which has infected 394 people and killed 248 of them since 2003. The 50 U.S. 

http://www.thedailysentinel.com/story.lasso?ewcd=a1965ed1095d412c
http://watertechonline.com/news.asp?N_ID=71252
http://www.mercurynews.com/breakingnews/ci_11465245
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states, five territories, and Washington, D.C. got good marks on getting ready to 
distribute antiviral drugs and vaccines. More difficulties turned up in preparing areas 
such as “surge capacity” — the ability of a hospital to care for a sudden influx of sick or 
injured patients. The director of the Centers for Infectious Disease Research and Policy 
at the University of Minnesota said the economic recession was already damaging 
preparedness efforts. 
Source: http://uk.reuters.com/article/burningIssues/idUKTRE50E71120090116?sp=true 

21. January 16, Business Network – (North Carolina) Novartis to build vaccine plant in 
North Carolina for U.S. Government. The U.S Department of Health and Human 
Services awarded a contract worth almost $500 million to Novartis to construct a 
vaccine plant. The cost of construction will be shared by the company and the U.S. 
government. Reuters reports that it will be built in Holly Springs, North Carolina. The 
goal is to have a facility that will be able to produce 150 million doses of flue vaccine in 
six months if required. This plant will be used to supply the vaccine in case of a 
pandemic in the United States. Novartis will also use the plant to make regular flu 
vaccine while there is no requirement for it to respond to an epidemic. According to 
TMCNet.com, the facility will be the first in the United States to utilize cell based 
vaccine manufacturing. This system allows faster production which would be key for 
this facility to handle a pandemic. 
Source: http://industry.bnet.com/government/1000227/novartis-to-build-vaccine-plant-
in-north-carolina-for-us-government/ 

22. January 16, Southwest Daily News – (Louisiana) Pilot program expansion to improve 
public health testing. A pilot program that has increased efficiency of Louisiana State 
laboratory testing for medical uses in twelve parish health units since 2006 will soon go 
statewide, and be expanded to include environmental testing. The governor of Louisiana 
highlighted the program today at a town hall meeting in Calcasieu Parish, one of the 
twelve pilot sites chosen for the new Laboratory Information Management System 
(LIMS) project. The governor said, “The LIMS project will modernize our health care 
system and enable parish health units to order public health lab tests, transmit results, 
and analyze data from results electronically, saving costs on the more than one million 
tests conducted each year and increasing efficiency at the same time.” LIMS speeds up 
the transfer of information between the Office of Public Health (OPH) State Laboratory 
and its clients, including parish health units, hospitals, law enforcement agencies, 
prisons, and community-based organizations. It also works with the national Centers for 
Disease Control and Prevention (CDC) to allow for electronic information sharing. The 
system will improve the efficiency of the testing process by making results available 
immediately to doctors and other health professionals via secure Internet access. The 
data is also transmitted to the CDC as needed. The system allows for improved handling 
of results and data from bioterrorism events, environmental hazard events such as oil or 
chemical spills, and hurricane response. 
Source: http://www.sulphurdailynews.com/news/x743987357/Pilot-program-expansion-
to-improve-public-health-testing 

23. January 15, USA Today – (National) FDA lax on scrutiny of some medical devices, 

 

 

 

http://uk.reuters.com/article/burningIssues/idUKTRE50E71120090116?sp=true
http://industry.bnet.com/government/1000227/novartis-to-build-vaccine-plant-in-north-carolina-for-us-government/
http://industry.bnet.com/government/1000227/novartis-to-build-vaccine-plant-in-north-carolina-for-us-government/
http://www.sulphurdailynews.com/news/x743987357/Pilot-program-expansion-to-improve-public-health-testing
http://www.sulphurdailynews.com/news/x743987357/Pilot-program-expansion-to-improve-public-health-testing
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report finds. Although the Food and Drug Administration (FDA) has identified certain 
types of medical devices, such as artificial hips, as “presenting an unreasonably high risk 
to public health,” the agency continues to approve some after little more scrutiny than it 
gives blood pressure cuffs, according to a Government Accountability Office (GAO) 
report out Thursday. In a related matter, a group of FDA doctors and scientists last week 
wrote the Presidential Transition Team that managers in the agency division responsible 
for regulating devices “have ignored the law and ordered physicians and scientists to 
assess medical devices employing unsound evaluation methods,” according to a letter 
that a Senator from Iowa sent Thursday to the FDA commissioner. The FDA classifies 
types of devices depending mainly on the amount of risk they pose to the patient or the 
user, according to the report. The least risky types of devices, such as tongue depressors 
and elastic bandages, are class I, while the riskiest, such as pacemakers and replacement 
heart valves, are class III. Devices such as mercury thermometers and blood pressure 
cuffs fall in the middle, in class II. Unless exempt under FDA regulations, medical 
devices go through one of two types of FDA reviews before they can be legally 
marketed in the United States. The 510(k) review process is much quicker and less-
expensive than the more-stringent premarket approval, or PMA, process, which typically 
requires manufacturers to conduct trials in people to demonstrate safety and 
effectiveness. “GAO recommends that FDA expeditiously take steps to issue 
regulations” for these types of devices, and the Department of Health and Human 
Services, which oversees the agency, agrees, according to the report. 
Source: http://www.usatoday.com/news/health/2009-01-15-medical-devices_N.htm 
 

[Return to top] 

Government Facilities Sector 
 

24. January 16, Associated Press – (Nevada) FBI: Fresno man held in bomb hoax at 
Nellis AFB. The FBI says a 30-year-old man from Fresno, California, could face federal 
charges after allegedly driving onto Nellis Air Force base in Nevada in a rental truck 
that he said had a bomb. An FBI agent said the man was being held January 16 in 
federal custody in North Las Vegas pending an appearance in U.S. District Court in Las 
Vegas. The FBI agent says the man could face charges, including making a threat to 
injure, intimidate, or destroy property. No bomb was found and no motive was 
immediately disclosed after the man was arrested by Air Force and federal authorities 
about 2:45 p.m. January 15. Base officials say the man drove past guards at a gate about 
1:40 p.m. and turned toward aircraft hangars before he was stopped and surrounded by 
security officers. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/n/a/2009/01/16/state/n084811S18.DTL 

 
25. January 15, Virginian-Pilot – (Florida; Virginia) Navy backs plan to move an aircraft 

carrier to Mayport, Fla. The Navy on January 14 formally endorsed plans to make 
Florida’s Mayport Naval Station the home of a nuclear-powered aircraft carrier, 
potentially ending Norfolk’s status as the lone nuclear-capable carrier port on the East 
Coast. Virginia officials expect a Norfolk-based carrier will be moved to Florida. The 
Navy argues that dispersing the East Coast carriers will reduce the risk of a catastrophic 

http://www.usatoday.com/news/health/2009-01-15-medical-devices_N.htm
http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2009/01/16/state/n084811S18.DTL
http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2009/01/16/state/n084811S18.DTL
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attack or natural disaster crippling the fleet. That was “the ultimate determining factor in 
the decision,” said a Navy spokesman. The Navy estimates it will cost at least $565 
million to prepare Mayport for construction and dredging. A ship transfer is at least five 
years away, in 2014. Mayport’s carrier will not be chosen until one year prior to the 
move, according to the Navy. The January 14 decision pushes the long-running rivalry 
between Florida and Virginia for Navy assets back to Congress, where Virginia 
representatives said they would try to block the move. “The Navy has not demonstrated 
a clear tactical, strategic, or security reason to move a carrier to Mayport,” said a U.S. 
Representative from Virginia.  
Source: http://hamptonroads.com/2009/01/navy-backs-plan-move-carrier-mayport-
florida 

 
[Return to top] 

Emergency Services Sector 
 

26. January 16, New York Times – (New York) Wireless network for emergency workers 
is canceled. Plans for a statewide wireless network for emergency workers have been 
canceled, after years of delays and numerous technological snags. New York State had a 
$2.1 billion contract with M/A-COM, a subsidiary of Tyco Electronics, which was 
chosen in 2005 to build the network. It was meant to link workers who would be the first 
to respond to an emergency. The state’s chief technological officer sent a letter by 
express mail postmarked Wednesday to the president and lead legal counsel for M/A-
COM. The letter, a copy of which was reviewed by the New York Times, included a 10-
page summary of the deficiencies that M/A-COM did not remedy. The termination of 
the contract came after months of growing tension between the state and the company, 
which had missed several deadlines to repair its network in two counties upstate, where 
trials were under way. With the state facing a yawning fiscal gap, the governor was 
leaning toward shutting down the network, which has already cost New York more than 
$50 million, the New York Times reported on January 9. In its letter, the state said it 
wanted to recover the money it had already spent on the project. The state is considering 
a number of alternative technologies, though it was unclear when one or more of them 
might be selected. 
Source: http://www.nytimes.com/2009/01/16/nyregion/16wireless.html?ref=nyregion 

 
27. January 15, Associated Press – (Maryland) Study says Md. lacks plan for 

“catastrophic event.” Maryland has no specific plans to handle a catastrophic event 
along the lines of Hurricane Katrina, according to an evaluation of the state’s disaster 
preparedness program requested by the governor. The 117-page-report completed by 
James Lee Witt Associates, a crisis management and preparedness services firm based in 
Washington, also faulted state and local government plans for not having a specific way 
to identify and locate the elderly and people with disabilities during emergencies. The 
report authors, however, said many of the findings were typical for state governments 
that are trying to upgrade their emergency operation systems in the aftermath of major 
U.S. disasters like Hurricane Katrina and the September 11th attacks. Maryland has 
many separate plans to deal with events such as hurricanes, floods, and other disasters, 
said a vice president with the firm that did the study, but no set plan for dealing with a 

http://hamptonroads.com/2009/01/navy-backs-plan-move-carrier-mayport-florida
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disaster that would totally overwhelm the state’s response system and require aid from 
neighboring states or the federal government. “They do well handling storms, smaller 
wind events, inauguration and things along those lines, but what happens when you 
stress resources beyond their capabilities?” said the vice president of the firm that 
produced the study. “States need to be sustainable without federal assistance for up to 72 
hours.” Study authors urged the governor to purchase a costly radio system that would 
allow first responders across the state to be able to communicate with each other during 
emergency situations.  
Source: http://www.wtop.com/?nid=25&sid=1574988 

 
[Return to top]  

Information Technology 
 

28. January 15, Red Orbit – (International) More chip cores can mean slower 
supercomputing. The worldwide attempt to increase the speed of supercomputers 
merely by increasing the number of processor cores on individual chips unexpectedly 
worsens performance for many complex applications, Sandia simulations have found. A 
Sandia team simulated key algorithms for deriving knowledge from large data sets. The 
simulations show a significant increase in speed going from two to four multicores, but 
an insignificant increase from four to eight multicores. Exceeding eight multicores 
causes a decrease in speed. Sixteen multicores perform barely as well as two, and after 
that, a steep decline is registered as more cores are added. The problem is the lack of 
memory bandwidth as well as contention between processors over the memory bus 
available to each processor. 
Source: 
http://www.redorbit.com/news/technology/1623763/more_chip_cores_can_mean_slowe
r_supercomputing/  

 
29. January 14, eWeek – (International) Botnets’ landscape changes as spammers get 

back in the swing of things. It has been roughly two months since the much-heralded 
shutdown of McColo, yet spam levels have remained below where they were previously. 
While the amount of spam hitting enterprise networks is building as botnet operators 
regain their momentum, the botnet landscape has changed significantly. Some of the 
former kings of the hill, botnets such as Srizbi, were badly hurt by the shutdown. In its 
place, botnets such as Cutwail have gained steam. According to SecureWorks, Cutwail 
now has 175,000 compromised computers under its control, and is the top botnet to 
watch in 2009. Behind it on SecureWorks’ list is Rustock, which still claims 130,000 
bots. The lesser-publicized Donbot is third with 125,000 bots. “Rustock seems to be 
using more domain names instead of hard-coded IP addresses,” the director of malware 
research at SecureWorks told eWEEK. “Srizbi has not done anything; it is still down. 
The others were not really impacted for very long.” The list is further rounded out by 
Ozdok, Xarvester, Grum, Gheg, Cimbot and Waledac. Together, those botnets are 
responsible for at least 90 percent of spam, the director said. 
Source: http://www.eweek.com/c/a/Security/Botnets-Landscape-Changes-as-Spammers-
Get-Back-in-the-Swing-of-Things/  
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30. January 13, eWeek – (International) Oracle releases critical patch update with 41 
fixes. Oracle delivered 41 security fixes to its customers in its first CPU (Critical Patch 
Update) of 2009. Among those fixes are patches for serious flaws affecting Oracle 
WebLogic Server and Windows versions of Oracle Secure Backup. According to 
Oracle, a vulnerability in the WebLogic Server plug-ins for Apache, Sun Microsystems 
and IIS (Internet Information Services) Web servers received a CVSS (Common 
Vulnerability Scoring System) rating of 10 and can be exploited remotely without 
authentication. There are also three other vulnerabilities affecting WebLogic Server 
and an additional vulnerability in WebLogic Portal. The highest CVSS rating 
among them is 6.8. Four of the nine vulnerabilities affecting Oracle Secure Backup 
received a CVSS score of 10. All nine of these flaws, however, can be exploited 
remotely without authentication. The CTO of Imperva said the lack of technical details 
provided by Oracle — particularly for the vulnerabilities rated 10 — makes it difficult 
for customers to assess their exposure.  
Source: http://www.eweek.com/c/a/Security/Oracle-Releases-Critical-Patch-Update-
With-41-Fixes/  

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 
Website:  http://www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
 Website:  https://www.it−isac.org/. 
 

 
[Return to top] 

Communications Sector 
 

31. January 15, eWeek – (International) Cloaking device may make cell phone static 
vanish. A new light-bending material has brought scientists one step closer to creating a 
cloaking device that could hide objects from sight. Beyond possible military 
applications, it also might have a very practical use by making mobile communications 
clearer, they said on January 15. “Cloaking technology could be used to make obstacles 
that impede communications signals ‘disappear,’” said an individual who worked on the 
study published in the journal Science. He was part of the same research team that in 
2006 proved such a device was possible. He said the new material is easier to make and 
has a far greater bandwidth. It is made from a so-called metamaterial — an engineered, 
exotic substance with properties not seen in nature. 
Source: http://www.eweek.com/c/a/Mobile-and-Wireless/Cloaking-Device-May-Make-
Cell-Phone-Static-Vanish/ 
 

[Return to top] 

Commercial Facilities Sector 
 

32. January 16, Greater Milwaukee Today – (Wisconsin) Dozens sent to hospitals after 
spill at Germantown Wal-Mart. The spilling of a substance spilled on the floor of the 
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Wal-Mart Supercenter in Germantown Thursday afternoon, which sent nearly 50 people 
to area hospitals, has been called a criminal act and is under investigation by police, the 
FBI and the Bureau of Alcohol, Tobacco and Firearms. The Germantown police chief 
announced that the discount department store is being treated as a crime scene and will 
remain closed until test results on the substance found on the floor of a main aisle are 
obtained from the state crime lab. He declined to go into detail about the substance 
found and removed during a sweep of the store Thursday afternoon by the Washington 
County hazmat team, assisted by the Milwaukee County hazmat team. “We got the stuff 
(out) but there could be contamination issues,” the chief of police said.  
Source: http://www.gmtoday.com/news/local_stories/2009/Jan_09/01162009_02.asp 

 
33. January 15, North County Times – (California) Suspicious package investigated at 

Mini Storage office. Authorities in Escondido, California evacuated several businesses 
and closed a major thoroughfare for more than two hours Thursday to investigate a 
suspicious package at a mini-storage business office, a fire department spokeswoman 
said. The package, which had a “concerning” note inside, was determined not to be 
hazardous, said a spokeswoman for the Escondido Fire Department. The incident was 
reported at 10:30 a.m. at American Mini Storage. Personnel from several agencies 
responded, including Escondido’s police and fire departments, the county’s Hazardous 
Materials Team, the Sheriff’s Department bomb and arson squad, the Federal Bureau of 
Investigation and the Bureau of Alcohol, Tobacco, Firearms and Explosives, she said. 
The spokeswoman said she did not know how many businesses were evacuated.  
Source: 
http://www.nctimes.com/articles/2009/01/15/news/inland/escondido/z22b8f4291015788
48825753f0078d04e.txt 
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National Monuments & Icons Sector 
 

Nothing to report 
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Dams Sector 
 

34. January 15, State-Journal – (Kentucky) Dix Dam unsafe, ex-agent says. A retired 
enforcement agent for the Division of Water says he thinks the Dix Dam is unsafe, and 
its failure could cause loss of life or serious property damage in Frankfort. A spokesman 
for Kentucky Utilities, owner of the dam, says it is in “good condition” and safe. A state 
official says there is no reason to think it is structurally unsound. The Dix Dam was built 
in 1925 — “then the world’s largest rock-filled dam” over the Dix River. The tailwater 
below the dam runs about a mile and feeds the Kentucky River about 53 miles upstream 
from the Singing Bridge. The dam is more than 1,000 feet long and 287 feet high and 
impounds Herrington Lake, according to the Herrington Lake Conservation League Web 
site. The lake holds 175 billion gallons and provides drinking water to Danville, 
Harrodsburg, and Burgin. Several studies were conducted in the 1970s but very little has 
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been done since then to examine the condition of the dam, the retired enforcement agent 
said. He also said he plans to urge legislators to strengthen dam safety regulations. He 
said the statutes are intended as guidelines for proposed dams rather than for existing 
structures. “They do not contain minimum criteria for establishing when a dam is no 
longer viable,” he said.  
Source: http://www.state-journal.com/news/article/4506154 

 
35. January 15, News Tribune – (Washington) Crew races to fix Pacific levee. A U.S. 

Army Corps of Engineers crew continued Wednesday raising the levee in Pacific to 
prevent further flooding from the White River. The work started under floodlights at 11 
p.m. Tuesday immediately after the city of Pacific mayor signed an agreement with the 
Corps to begin the emergency work. The plan calls for placing about 3,000 tons of 
gravel on top of the King County section of the levy, spanning about a quarter-mile from 
Pacific Park south toward the King-Pierce county line. The work, expected to be 
finished today, should raise the levee about 18 inches. “This will protect the city this 
winter,” he said Wednesday as he surveyed the work. The serious flooding in Pacific 
began the night of January 8 when the Corps began releasing water from the Mud 
Mountain Reservoir into the swollen White River. The water flowed into Pacific Park as 
usual but then began spreading onto city streets and into the White River Estate 
development. When the levee work began Tuesday night, the river still was running 
through the park, he said. Once the higher levee blocked off the river, floodwater 
drained from the park through stormwater channels. By Wednesday morning, mud 
covered a good portion of the park — up to 6 inches deep in some places. The mayor 
announced the levee work about 10:30 p.m. Tuesday at the end of a 4 1/2-hour town hall 
meeting called by city officials to answer questions about the flood. Many residents, 
who had no warning of the reservoir release, were angry over the unexpected flooding. 
The commander of the Corps’ Seattle District office came to his office Tuesday 
afternoon with a levee repair contract in hand, the mayor said. Because of the 
emergency situation, the work could begin immediately.  
Source: http://www.thenewstribune.com/front/topphoto/story/594886.html 
 

 [Return to top] 
 

http://www.state-journal.com/news/article/4506154
http://www.thenewstribune.com/front/topphoto/story/594886.html


 - 16 -

DHS Daily Open Source Infrastructure Report Contact Information 

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

DHS Daily Open Source Infrastructure Report Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421 for more information. 

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Web page at www.us−cert.gov.  
 
Department of Homeland Security Disclaimer  
ThThe DHS Daily e DHS Daily OpOpenen Source  Source InInfrastrufrastrucctuture Repre Repoort rt is is a noa nonn−−cocommercial pmmercial puubblicationlication in intentenddeedd t too ed eduucatcate ande and info informrm  

perspersoonnelnnel e enngagagedged i inn i innffrrastastrruuccttuure re prprototectectiioon. n. FuFurtrtheher r repreprrodoductuctiioon n oror re reddiiststriributbutiioon in iss s suubbjjectect t too o orriiggiinnalal copy copyririgghhtt  
restrictionsrestrictions. DHS provides. DHS provides  no warranty of no warranty of owneownersrship of hip of the the copyright, or accuracy withcopyright, or accuracy with  respect trespect too the  the original soriginal soourceurce  material.material.

 

   

http://www.dhs.gov/iaipdailyreport

	Department of Homeland SecurityDaily Open Source Infrastructure Reportfor 20 January 2009
	Energy Sector
	Chemical Industry Sector
	Nuclear Reactors, Materials, and Waste Sector
	Defense Industrial Base Sector
	Banking and Finance Sector
	Transportation Sector
	Postal and Shipping Sector
	Agriculture and Food Sector 
	Water Sector
	Public Health and Healthcare Sector
	Government Facilities Sector
	Emergency Services Sector
	Information Technology
	Communications Sector
	Commercial Facilities Sector
	National Monuments & Icons Sector
	Dams Sector


