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 KDVR 31 Denver reports that an explosion at an oil well site in Weld County, Colorado, 
injured two people on Wednesday morning. (See item 1)  

 According to Air Force News Service, Air Force officials at Kirtland Air Force Base, New 
Mexico, are delaying the launch of Tactical Satellite-3 until repairs to a spacecraft avionics 
component, critical to the system’s operational capability, are complete. (See item 15) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. January 14, KDVR 31 Denver – (Colorado) Oil rig explosion injures 2. An explosion 
at an oil well site in Weld County, Colorado, injured two people on the morning of 
January 14. The fire marshal for the Union Colony Fire Rescue Authority said two 
workers suffered serious burns. They were taken to North Colorado Medical Center in 
ground ambulances. The explosion occurred at 7:30 a.m. off of U.S. Highway 34 near 
Greeley. Firefighters built a dirt mound around a storage tank that was burning in order 
to contain the fire, according to a Weld County undersheriff. Union Colony firefighters 
called the Windsor-Severence Fire Protection to the scene since it was in that 
jurisdiction. Those firefighters brought the foam. They then were able to quickly douse 
the flames at about 8:30 a.m. The cause of the fire was under investigation. 
Source: 
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http://www.myfoxcolorado.com/myfox/pages/News/Detail?contentId=8248795&versio
n=15&locale=EN-US&layoutCode=TSTY&pageId=3.2.1 

2. January 14, Reuters – (Delaware) Valero reports leak at Del. City refinery. Valero 
Energy Corp, the largest U.S. refiner, reported emissions due to a leak at its 210,000 
barrel-per-day refinery in Delaware City, Delaware, according to a filing with state 
environmental regulators. “Sulfur dioxide was released into the atmosphere due to a 
leaking flange at the Delaware City refinery,” the company said in a filing January 13 
with the Delaware Department of Natural Resources and Environmental Control. No 
further details were given and it was not immediately clear if there was any production 
impact due to the leak in the flange, which connects one pipe to another. 
Source: http://www.reuters.com/article/rbssEnergyNews/idUSN1428904620090114 

3. January 14, Times Argus – (Vermont) 3 utilities exploring new power sources. 
Vermont’s three largest electrical utilities announced Monday they have received dozens 
of bids from prospective new power supplies as they diversify how the state powers its 
homes and businesses. Central Vermont Public Service, Green Mountain Power, and the 
Vermont Electric Cooperative issued notices in November that they were looking for up 
to 100 megawatts of new energy — enough to power about 50,000 homes. The 
companies would not say Monday who had bid on the contract, only that the dozens of 
offers they received so far include a range of electrical sources. Each of the three 
companies is expected to decide by this spring who to contract with for the new energy. 
Two of the electrical companies are also waiting to hear back on a second proposal for 
new energy that looks beyond its current contracts with Hydro-Quebec and Vermont 
Yankee nuclear power plant. Bids are due at the end of January for possible 
replacements. 
Source: 
http://www.timesargus.com/article/20090113/NEWS02/901130347/1003/NEWS02 

4. January 13, Reuters – (Alaska) Conoco reports big oily water spill at Alaska field. 
ConocoPhillips reported a 94,920-gallon spill of oil-laced water at its Kuparuk oil field 
in Alaska — one of the biggest such spills in years — the Alaska Department of 
Environmental Conservation said on Tuesday. The spill from a corroded water-injection 
pipeline did not shut down production from the field, the Anchorage Daily News quoted 
a ConocoPhillips official as saying. 
Source: http://www.reuters.com/article/rbssEnergyNews/idUSN1341518420090113 

5. January 13, Associated Press – (Utah) Fumes escaping from tank’s vents possible 
cause of refinery fire. An explosion at a Woods Cross refinery that left four men with 
serious burns appears to have been caused by fumes escaping from a storage tank’s 
vents, the company said on January 13. Fire investigators were at Silver Eagle Refining 
Inc., Utah’s smallest refinery, looking at that as a possible cause for a fire that burned 
for nearly 11 hours before it was extinguished early on January 13. Because the fumes 
venting from the top of the 13,500-barrel tank were heavier than air, they spread along 
the ground and across a parking lot, where a furnace inside a small building is believed 
to have ignited the vapor, a vice president of finance and legal affairs, told the 
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Associated Press on January 13. The flames traveled back to the tank, burning off 
gasoline vapor from the vents. Eventually, firefighters were able to inject foam down the 
same vents, putting the fire out. Before the explosion, workers had purged some of the 
lines connecting the tank, which holds partly refined gasoline. That work is believed to 
have forced vapors to escape from the tank’s vents, the vice president said. The vapors 
could have been concentrated enough to catch fire once ignited, he said. That is the most 
likely cause of the explosion and fire, said he said. A definitive conclusion awaits a full 
investigation that could take a week to complete. 
Source: http://www.kutv.com/content/news/local/story/Fumes-escaping-from-tanks-
vents-possible-cause-of/Qi7vWpVoO0qmm3ZDssvBjQ.cspx 

 
[Return to top] 

Chemical Industry Sector 
 

6. January 14, Idaho Press Tribune – (Idaho) Fire damages chemical company. A small 
fire in a chemical storage warehouse broke out at BHS Marketing in Nampa early 
January 13. The fire was reported just before 3 a.m. at the chemical distribution 
company, located on the 1800 block of North 20th Street. No chemicals were involved 
in the fire. Officials believe a combustible item too close to a boiler started the fire. The 
fire broke a water line, which acted as a sprinkler and helped extinguish the blaze. 
Source: http://www.idahopress.com/news/?id=18632 
 

7. January 13, Salt Lake Tribune – (Utah) Truck tips, spills chemicals on I-15 off ramp. 
A truck rolled on a Salt Lake City freeway off ramp, spilling a cleaning chemical and 
causing officials to block off a 150-foot perimeter around the wreckage. A Utah 
Highway Patrol Trooper said a truck, similar to a UPS delivery truck, exited Interstate 
15 and was close to the bottom of the 2100 South offramp when it flipped onto its side. 
The containers, holding 72 pounds of potassium hydrochloride, began to leak. Officials 
set up a 150-foot perimeter around the crash site as a precaution, but the trooper said the 
chemical is commonly used in cleaners. “They are keeping people away, and Hazmat 
crews will take care of the materials,” the highway patrol trooper said. The driver 
suffered only minor injuries when the truck rolled, and he said he might have been 
traveling too fast.  
Source: http://www.sltrib.com/ci_11443504 
 

8. January 13, WeAreCentralPa – (Pennsylvania) I-80 Hazmat Situation. A truck 
carrying flammable material caught fire in Boggs Township, Centre County, 
Pennsylvania. That forced a part of I-80 to be shut down. Officials say the truck was 
headed East. That is when the brakes overheated and caught fire. That truck was 
carrying almost 40,000 pounds of polymeric beads. Those beads are very flammable. 
They need to be carried in a refrigerated trailer. The fire was starting to spread from the 
tires to the bottom of the trailer. Fire officials say they were very concerned that would 
catch the beads on fire. They shut down a side of Interstate 80 in the middle of rush hour 
as a precaution. Fire companies from the area as well as Hazmat teams were at the 
scene. None of the flammable beads spilled onto the road. Fire crews were able to stop 
the fire from getting inside the trailer. One firefighter we spoke with says things would 

http://www.kutv.com/content/news/local/story/Fumes-escaping-from-tanks-vents-possible-cause-of/Qi7vWpVoO0qmm3ZDssvBjQ.cspx
http://www.kutv.com/content/news/local/story/Fumes-escaping-from-tanks-vents-possible-cause-of/Qi7vWpVoO0qmm3ZDssvBjQ.cspx
http://www.idahopress.com/news/?id=18632
http://www.sltrib.com/ci_11443504
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have been “disastrous” if those beads caught fire. 
Source: http://wearecentralpa.com/content/fulltext/?cid=55491 
 

9. January 13, KVAL 13 Eugene – (Oregon) Report of tanker car leaking toxic chemical 
causes evacuations. A railroad tanker car reportedly leaking a toxic chemical prompted 
evacuations from nearby businesses in Springfield, Oregon, as firefighters responded to 
the scene January 13. The report from a railroad worker came in around 4:25 p.m. and 
prompted evacuations from lumber yards and nearby businesses. “The HazMat team 
found a little bit of product that was around the top or the dome of the tank car,” said 
Craig Shelby with the Eugene Fire Department, which handled the HazMat response. “It 
was nothing that spilled out on the ground. It was just a little seepage around the seal.” 
The chemical, identified as molten phenol by the Springifeld Fire Department, can be 
hazardous to humans, according to the Occupational Health and Safety Administration. 
Source: http://www.kval.com/news/37543584.html 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

10. January 14, U.S. Nuclear Regulatory Commission – (Indiana) NRC proposed $6,500 
fine against Indiana company for agency violations. U.S. Nuclear Regulatory 
Commission (NRC) staff has proposed a $6,500 fine against Calumet Testing Services 
located in Griffith, Indiana, for failing to properly operate a radiography camera 
containing a shielded radioactive source. In July 2008, two radiographers were preparing 
to take images of a pipe using a radiography camera when they discovered a control 
cable was not connected. The cable drives the radioactive material in and out of the 
camera to take x-ray like images of the piping. As radiographers approached the source 
their radiation meters sounded. They made three attempts to retract the radiography 
source but were unable to do so. The radiographers took immediate measures to shield 
themselves. They were not exposed to a dose exceeding the NRC’s regulatory limits. No 
member of the public was affected. Following an investigation of the incident, the NRC 
staff determined that the failure to properly connect the cable to the radiography source 
before using the camera was a violation of NRC requirements. 
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-002.iii.html 

 
11. January 14, NBCSanDiego.com – (California) Nuke domes will have giant holes. Two 

giant holes will be cut into the side of the landmark domes at the San Onofre Nuclear 
Generating Station in San Diego County, California, this winter, as engineers install a 
pair of 65-foot long, 22-foot wide steam generators, according to a published report. The 
twin nuclear reactors will be shut down, and holes cut in the domed containment 
structures, to swap out massive generators this spring, the North County Times reported. 
Southern California Edison, San Onofre’s operators and majority owner, commissioned 
the generators — and two more just like them that have not yet arrived — in 2005 at a 
cost of $680 million, the paper reported. 
Source: http://www.msnbc.msn.com/id/28606595/ 

 
12. January 13, Odessa American – (Texas) Waste license on agenda. Austin Waste 

http://wearecentralpa.com/content/fulltext/?cid=55491
http://www.kval.com/news/37543584.html
http://www.nrc.gov/reading-rm/doc-collections/news/2009/09-002.iii.html
http://www.msnbc.msn.com/id/28606595/
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Control Specialists LLC’s (WCS) bid for a license for disposal of low-level radioactive 
waste was on the Texas Commission on Environmental Quality’s (TCEQ) agenda at a 
meeting in Austin on Tuesday. TCEQ commissioners were expected to consider 
granting WCS a state license to dispose of low-level radioactive waste at WCS’ West 
Texas facility in Andrews County. According to the TCEQ’s agenda, the proposed 
license would authorize two separate disposal facilities for the disposal of compact 
waste, which is low-level radioactive waste subject to the Texas Low-Level Radioactive 
Waste Disposal Compact, and federal facility waste, which is waste that is the 
responsibility of the Federal Government under the Low-Level Radioactive Waste 
Policy Act, as amended by the Low-Level Radioactive Waste Policy Amendments Act 
of 1985. The agenda said the application also requests exemption from a TCEQ rule 
requiring that the state or Federal Government own the land on which low-level 
radioactive waste is disposed for the proposed federal facility waste disposal facility. 
Source: http://www.oaoa.com/news/waste_24866___article.html/level_radioactive.html 

 
13. January 13, Brattleboro Reformer – (Vermont) VY powers up, down for new 

problem. Shortly after ramping back up to 100 percent over the weekend, Vermont 
Yankee nuclear power plant in Vernon, Vermont, reduced its power output to 70 percent 
Monday morning. Power was reduced due to a problem in the switchyard located just 
east of the reactor building, according to a spokesman for Yankee. The plant was 
powered down after operators discovered reduced pressure in one of the switchyard 
breaker’s insulating gas. The breakers open the circuit on the high-voltage transmission 
lines that originate at the plant. The power reduction was requested by ISO-New 
England to ensure electrical grid stability during the period that the breaker is out of 
service, said the spokesman. On the afternoon of January 12, technicians were 
replenishing the sulfur hexafluoride gas and trying to determine how the breaker lost 
pressure, said the spokesman.  
Source: http://www.reformer.com/ci_11441212 

 
[Return to top] 

Defense Industrial Base Sector 
 

14. January 14, SpaceflightNow.com – (National) Secret inspection satellites boost space 
intelligence ops. In a top secret operation, the U.S. Defense Department is conducting 
the first deep space inspection of a crippled U.S. military spacecraft. To do this, it is 
using sensors on two covert inspection satellites that have been prowling 
geosynchronous orbit for nearly three years. The failed satellite being examined is the 
$400 million U.S. Air Force/Northrop Grumman Defense Support Program DSP 23 
missile warning satellite. It died in 2008 after being launched successfully from Cape 
Canaveral in November 2007. The operation, at nearly 25,000 miles altitude, reveals a 
major new U.S. military space capability, says the head of GlobalSecurity.Org, a 
military think tank. “There is not much we do in space any more that is really new, but 
this is really new,” he tells Spaceflightnow.com. The Orbital Sciences and Lockheed 
Martin “Mitex” inspection spacecraft involved are part of a classified Defense Advanced 
Research Projects Agency technology development program. It is not known how close 
this initial Mitex got to DSP 23, but their signatures essentially merged starting about 

http://www.oaoa.com/news/waste_24866___article.html/level_radioactive.html
http://www.reformer.com/ci_11441212
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December 23. This could possibly mean the initial Mitex moved in close to DSP 23 to 
image it or perform other diagnostic work and could still be keeping watch there. 
Source: http://www.spaceflightnow.com/news/n0901/14dsp23/  

 
15. January 13, Air Force News Service – (National) Malfunctioning component delays 

satellite launch. Air Force officials at Kirtland Air Force Base, New Mexico, are 
delaying the launch of Tactical Satellite-3 until repairs to a spacecraft avionics 
component, critical to the system’s operational capability, are complete. Although 
scheduled to launch in late January, the program team is working with the manufacturer 
to resolve the problem. When ready, the TacSat-3 launch will occur at NASA’s Wallops 
Island Flight Facility in Wallops Island, Virginia. “We’re very disappointed in the delay, 
but the fix is necessary to assure the on-orbit performance of the satellite,” said a 
TacSat-3 program manager. “Had we not discovered and corrected this problem, we 
would have had a potential catastrophic mission failure.”  
Source: http://www.af.mil/news/story.asp?id=123131145 

 
16. January 13, Lockheed Martin – (California) Lockheed Martin begins key test of first 

SBIRS GEO satellite with new flight software. Lockheed Martin announced today 
that the first Space-Based Infrared System (SBIRS) geosynchronous orbit (GEO-1) 
satellite has entered a major test phase with the latest version of flight software. The 
U.S. Air Force SBIRS program is designed to provide early warning of missile launches, 
and simultaneously support other missions including missile defense, technical 
intelligence, and battlespace awareness. The test of the GEO-1 spacecraft will 
characterize the performance of the integrated satellite and establish a performance 
baseline prior to entering thermal vacuum testing. “The start of this extensive test is a 
major achievement that will demonstrate our readiness to proceed with the critical 
thermal vacuum test phase,” said Lockheed Martin’s SBIRS vice president. Delivery of 
the final flight software block is planned for February to support thermal vacuum testing 
which will validate spacecraft performance at temperature extremes greater than those 
expected during on-orbit operations. The spacecraft is planned for delivery to the Air 
Force in early fiscal year 2010 in preparation for launch aboard an Atlas V launch 
vehicle.  
Source: http://www.lockheedmartin.com/news/press_releases/2009/11309ss_sbirs.html 

 
[Return to top] 

Banking and Finance Sector 
 

17. January 14, New York Times – (National) Citigroup plans to split itself up, taking 
apart the financial supermarket. Staggered by losses despite two federal rescues, 
Citigroup is accelerating moves to dismantle parts of its troubled financial empire in an 
effort to placate regulators and its anxious investors. Under pressure from Washington 
and Wall Street, the financial giant plans to split itself in two, people with knowledge of 
the plan said on January 13, heralding the end of the landmark merger that created the 
bank a decade ago. Citigroup, which originally planned to sell in coming years the 
businesses it no longer deemed central, is speeding up the process to mitigate potentially 
billions of new losses as the economy worsens. The government, which has twice 

http://www.spaceflightnow.com/news/n0901/14dsp23/
http://www.af.mil/news/story.asp?id=123131145
http://www.lockheedmartin.com/news/press_releases/2009/11309ss_sbirs.html
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supplied it with taxpayer support during the financial crisis, wants to avoid a repeat, said 
another person with knowledge of the situation. But some Wall Street analysts and 
investors questioned whether the plan, which included the announcement on January 13 
that it would split off its prized Smith Barney brokerage, goes far enough to address 
Citigroup’s immediate troubles. “They have moved the chips around, but it’s the same 
game,” said an Oppenheimer banking analyst who has been critical of the company. 
“They still have the same capital needs.” 
Source: http://www.nytimes.com/2009/01/14/business/14citi.html?hp  

18. January 14, CNN – (Indiana) U.S. marshals: Pilot could face federal charges. 
Authorities may add more criminal charges against a financial manager accused of 
trying to fake his death in a plane crash, a U.S. Marshals Service spokesman said 
Wednesday. The defendant was captured Tuesday after a bizarre plot in which 
authorities said the businessman tried to fake his death after scamming clients. The 
defendant was charged in Hamilton County, Indiana, on Tuesday with unlawful acts by 
a compensated adviser and unlawful transaction by an investment adviser. The court 
issued an arrest warrant and set bail at $4 million cash. Authorities said they believe the 
defendant defrauded investors through three companies he owns before attempting a 
bizarre and potentially deadly vanishing act. On January 12, a judge in Indiana froze the 
defendant’s assets, said a spokesman for the Indiana secretary of state. The order also 
applies his three companies. Those companies — Heritage Wealth Management, 
Heritage Insurance Services, and Icon Wealth Management — are “the subjects of an 
active investigation by the Indiana Securities Division,” said the spokesman.  
Source: http://www.cnn.com/2009/CRIME/01/14/missing.pilot.found/index.html  

19. January 14, Syracuse Post-Standard – (New York) Credit union target of ‘phishing’ 
scam. Central New Yorkers have been targeted by a text-message “phishing” scam that 
asks for the personal identification numbers associated with their bank cards. The 
fraudulent text messages purport to be from Empower Federal Credit Union, but they 
are not, said an individual speaking for the credit union. The messages say that the 
recipient’s ATM card has been deactivated and asks the recipient to call a toll-free 
number to reactivate the card. If people call the number, they are prompted to enter their 
card number, expiration date and PIN. Phishing scams, which are criminal attempts to 
gain private information, are common in e-mail, but relatively new on cell phones. 
Customers and non-customers alike have been targeted by the recent scam.  
Source: http://www.syracuse.com/business/index.ssf?/base/business-
14/1231927123198280.xml&coll=1  

20. January 13, SearchSecurity.com – (National) Phishing attack uses pop-up message on 
bank sites. Researchers at security vendor Trusteer have discovered a new phishing 
method that forces pop-up login messages to appear on legitimate banking Web sites. 
The messages trick users into giving up passwords, account numbers and other sensitive 
information. Sometimes the messages appear after they have logged into an online 
banking or other financial website, Trusteer said. Trusteer issued an advisory on their 
find. The technique is called Session Phishing, and is used after attackers inject 
malicious code into major browsers. The Trusteer CTO said the method makes phishing 

http://www.nytimes.com/2009/01/14/business/14citi.html?hp
http://www.cnn.com/2009/CRIME/01/14/missing.pilot.found/index.html
http://www.syracuse.com/business/index.ssf?/base/business-14/1231927123198280.xml&coll=1
http://www.syracuse.com/business/index.ssf?/base/business-14/1231927123198280.xml&coll=1
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attacks more likely to be successful because they try to trick people after they have 
logged into a legitimate Web site. The CTO said the major browser makers have been 
notified. Trusteer said the pop-up window sometimes requests the user to retype their 
username and password because the session has expired, or asks users to complete a 
customer satisfaction survey or participate in a promotion.  
Source: http://security.blogs.techtarget.com/2009/01/13/phishing-attack-uses-pop-up-
message-on-bank-sites/  

 
 [Return to top]  

Transportation Sector 
 

21. January 14, Associated Press – (International) Russian navy saves Dutch ship from 
Somali pirates. A Russian warship helped foil an attack on a Dutch container ship by 
suspected Somali pirates in the dangerous Gulf of Aden, a maritime watchdog and the 
Russian navy said Wednesday. Six pirates fired rocket-propelled grenades Tuesday at 
the ship, which took evasive maneuvers while calling for help, the head of the 
International Maritime Bureau’s piracy reporting center in Malaysia. The pirates chased 
the vessel for about 30 minutes but aborted their attempt to board the ship after a 
Russian warship and helicopter arrived at the scene. A Russian navy spokesman said a 
Ka-27 helicopter was sent from the Admiral Vinogradov warship on patrol off 
Somalia’s coast and fired at three suspected pirate speedboats that were trying to attack 
the Dutch ship. He said one of the speedboats was halted near Yemeni waters and 
Russian teams from the Admiral Vinogradov boarded the other two, finding ropes with 
grappling hooks and gas canisters but no fishing equipment. 
Source: 
http://news.yahoo.com/s/ap/20090114/ap_on_re_af/piracy;_ylt=AskSVjP4hMe_Asy75g
cXTYO96Q8F  

 
22. January 14, Nashville Business Journal – (Tennessee) Nashville Airport to streamline, 

upgrade security. Nashville International Airport will get a new in-line explosive 
detection system. The system will streamline and improve the safety and security of the 
screening process for checked baggage and increase public space in the ticket lobby, 
airport officials say. Since the September 11 attacks on the World Trade Center, much 
of the airport’s lobby has been used for explosive detection screening machines, taking 
up what had previously been public space. This project will include the removal of the 
existing machines from the public spaces and re-design meant to free up public and 
increase efficiency. “We look forward to creating a more efficient flow of passengers 
through the ticketing process with this new in-line EDS technology,” said the president 
and CEO of the Metropolitan Nashville Airport Authority in a news release. 
Source: http://www.bizjournals.com/nashville/stories/2009/01/12/daily24.html  

 
23. January 13, WJLA 7 District of Columbia – (International) Greenpeace buys land to 

foil London runway plans. An environmental coalition led by Greenpeace has thrown 
a wrench into expansion plans for London’s chronically congested Heathrow Airport. 
The group announced Tuesday it had purchased a plot of land on ground earmarked for 
a proposed third runway at Europe’s busiest airport. The Greenpeace director said the 

http://security.blogs.techtarget.com/2009/01/13/phishing-attack-uses-pop-up-message-on-bank-sites/
http://security.blogs.techtarget.com/2009/01/13/phishing-attack-uses-pop-up-message-on-bank-sites/
http://news.yahoo.com/s/ap/20090114/ap_on_re_af/piracy;_ylt=AskSVjP4hMe_Asy75gcXTYO96Q8F
http://news.yahoo.com/s/ap/20090114/ap_on_re_af/piracy;_ylt=AskSVjP4hMe_Asy75gcXTYO96Q8F
http://www.bizjournals.com/nashville/stories/2009/01/12/daily24.html
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new owners will never sell the property, roughly half the size of a football field, to the 
government or the airport operator. The surprise delaying tactic came as the British 
prime minister and his cabinet were wrangling over whether to support plans for a 
multibillion pound third runway project. The cabinet appears divided over the issue, 
which pits environmental concerns — and Britain’s commitment to controlling climate 
change by reducing carbon emissions — against economic growth and job creation. 
Advocates say the new project would allow Heathrow to maintain its prominence as an 
international hub while opponents say it would scuttle Britain’s ambitious plans to cut 
carbon emissions. Greenpeace posted a notice on its Web site Tuesday urging supporters 
to sign up to become legal owners of the property on the deeds in a bid to make it more 
complicated for the British government to take the property or negotiate its purchase. 
Source: http://www.wjla.com/news/stories/0109/585104.html?ref=rs  

 
24. January 13, Washington Business Journal – (Virginia) Concourse C complete at 

Dulles International Airport. Concourse C at Dulles International Airport has finished 
its 9-month, $9.78 million modernization. As a result of the renovation, travelers will 
move faster through the Customs and Border Patrol Federal Inspection Station screening 
area and international flyers can more easily connect to other flights within the airport. 
During the construction process, the area remained open to accommodate 4,000 
international passengers each day. Facility upgrades include 24 re-configured Customs 
and Border Patrol booths, overhaul and upgrade of baggage claim area, more 
Transportation Security Administration (TSA) baggage screening machines, a new TSA 
screening area and an expanded TSA passenger screening area. Other improvements 
include new floors, a passenger information center, ceilings, wall finishes, light fixtures, 
artwork, and more restrooms. 
Source: http://www.bizjournals.com/washington/stories/2009/01/12/daily31.html  

 
25. January 12, Chattanooga Times Free Press – (National) TSA catches opposition on 

private aviation security ideas. The federal agency that oversees airport security ran 
into withering opposition Thursday over a controversial proposal to extend to private 
aviation many of the rules that now apply to commercial airlines. About 200 pilots, 
directors of corporate flight departments, and representatives of the business aviation 
community from across the Southeast packed a conference room at the Renaissance 
Concourse Hotel in Atlanta to blast the proposal as counterproductive and a threat to the 
very survival of general aviation. The Atlanta hearing was the second of five around the 
country to gather comments on the Transportation Security Administration’s (TSA) 
proposal to increase security requirements for aircraft weighing more than 12,500 
pounds. Since the 9/11 terrorist attacks, TSA has increasingly tightened security at the 
nation’s commercial airports. However, private aviation has been largely excluded from 
those rules, and some safety experts believe that creates a gaping opening for terrorists 
that needs to be plugged. 
Source: http://www.securityinfowatch.com/online/The-Latest/TSA-catches-opposition-
on-private-aviation-security-ideas/19514SIW306 

 
[Return to top] 
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Postal and Shipping Sector 
 
26. January 14, HeraldNet – (Washington) Suspicious powder in Mill Creek prompts 

investigation. Hazmat units Tuesday afternoon investigated suspicious powder found in 
an envelope. Police were called to a business in Mill Creek after an employee reportedly 
received an envelope in the mail containing a bill, a payment, and a suspicious, brown, 
flaky substance. Investigators evacuated the third floor of the commercial building 
where the business is located, a Mill Creek police spokeswoman said. Two employees 
came in contact with the substance but did not develop any symptoms. Snohomish 
County Fire District 7 and Lynnwood hazmat units assisted in the investigation. Hazmat 
investigators determined the substance was not dangerous, the spokeswoman said. 
Source: http://heraldnet.com/article/20090114/NEWS01/701149730  

 
27. January 14, Associated Press – (Colorado) White powder spurs evacuations in 

sheriff’s office. Authorities say a letter containing an unknown but harmless white 
powder prompted evacuations at the Eagle County sheriff’s administration office. The 
letter arrived at the office at about 1:20 p.m. Tuesday. The sheriff’s office says it 
followed protocol and immediately sealed off the affected area. Two employees came 
into contact with the substance and were quarantined until a hazardous materials team 
determined the substance was not toxic. The evacuation was lifted before 3 p.m. 
Source: http://www.rockymountainnews.com/news/2009/jan/14/white-powder-spurs-
evacuations-in-sheriffs/ 

 
28. January 13, KCRA 3 Sacramento – (California) 3 taken to hospital after opening 

envelope. Three people were hospitalized on Tuesday after coming in contact with a 
suspicious substance that was found after opening an envelope, the Sacramento Fire 
Department said. The substance was determined to be harmless. A fire department 
captain said it was thought to be wax used to seal envelopes. The envelope contained an 
application for insurance that had been sent from a broker in India. There was no 
indication that the document was sent in a threatening manner, officials said. A worker 
at the California Department of Insurance was taken to a local hospital by her supervisor 
after opening the envelope. She had complained of weakness, fire officials said. Two 
California Highway Patrol officers who were exposed to the substance became ill and 
were also taken to a local hospital. A crew that specializes in handling hazardous 
materials was sent to the Insurance Annex Building at 320 Capitol Mall, the captain 
said. Part of the building was evacuated. Fire officials said all three people are fine. 
Source: http://www.my58.com/news/18471200/detail.html 

 
[Return to top] 
 

Agriculture and Food Sector  
 

29. January 13, Agence France-Presse – (International) Vietnam finds bird flu in chicken 
smuggled from China: report. Vietnam has detected bird flu in chicken smuggled 
from China as the illegal trade picks up ahead of the lunar New Year later this month, 
state media reported January 13. Eight out of 16 poultry samples tested by animal health 
officials in the northern border province of Lang Son were infected with the deadly 

http://heraldnet.com/article/20090114/NEWS01/701149730
http://www.rockymountainnews.com/news/2009/jan/14/white-powder-spurs-evacuations-in-sheriffs/
http://www.rockymountainnews.com/news/2009/jan/14/white-powder-spurs-evacuations-in-sheriffs/
http://www.my58.com/news/18471200/detail.html
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H5N1 strain of avian influenza, said the Lao Dong (Labour) newspaper. The provincial 
people’s committee has sent an urgent message to local authorities, asking them to crack 
down on poultry smuggling to prevent the spread of infected poultry, the state-controlled 
newspaper said. Both China and Vietnam last week reported their first human cases of 
bird flu since early 2008. In Hanoi, food inspectors have discovered the widespread use 
of counterfeit quality stamps for poultry to disguise the origin of chicken from China, 
the state-run Vietnam News daily reported January 13. Northern Vietnam has been 
gripped by winter weather recently, further raising the bird flu risk because the virus 
survives longer in the cold and people spend more time indoors, raising the risk of flu 
transmissions. Vietnam has recently reported bird flu outbreaks among poultry in 
northern Thanh Hoa and Thai Nguyen provinces. 
Source: http://www.google.com/hostednews/afp/article/ALeqM5jdkTk-
kp1fWVJGTOnszRahM6sY8A 
 

30. January 12, Packer – (California) California growers fight lettuce-damaging virus. 
 California’s Salinas Valley, a prime source of spring, summer, and fall lettuce crops, is 
under attack by impatiens necrotic spot virus (INSV), a disease that could affect future 
supplies. “I believe there are only two places in the world where it is occurring in lettuce 
— the Salinas Valley and in Italy,” a Monterey County plant pathology farm advisor for 
the University of California Extension said January 7. The disease was not present in the 
area’s lettuce crops until fall 2006. Why the virus began to attack the vegetable crops 
remains a mystery. Samples were shipped to a researcher at the University of California-
Davis. He compared the molecular fingerprint of the INSV in the lettuce crops with the 
virus in more conventional hosts. “He found that, surprisingly, the two were identical,” 
the Monterey County plant pathology farm advisor said. “Based on that information, it 
does not appear to be a new strain, and we have even less idea of why this problem 
surfaced.” The virus is spread by thrips, an insect that grows to a length of about 0.04 of 
an inch, nearly invisible to the human eye. Consuming diseased lettuce is not a health 
hazard for humans. Grower-shippers do have some effective insecticides, he said, but 
not effective enough. 
Source: http://www.thepacker.com/icms/_dtaa2/content/wrapper.asp?alink=2009-
121227-590.asp&stype=handling$dist&fb 

 
[Return to top] 

Water Sector 
 
31. January 14, Salisbury Post – (North Carolina) Water operations normal. The city of 

Salisbury lifted its mandatory water conservation measures Monday morning and 
declared the Yadkin River pump station fully operational. The Level II mandatory 
conservation measures were initiated January 8 after the pump station, which sends 
water from the Yadkin River to reservoirs at Ellis Crossroads, lost its power and needed 
extensive repairs. Heavy winds January 7 knocked out the Duke Energy transformer on 
site and the city’s electrical equipment. At roughly 10:30 Sunday night, Duke Energy 
and Salisbury-Rowan Utilities restarted the electrical system, and it operated without 
issue through the night. The pump station can send 12 million gallons of water a day to 
the reservoir. 

http://www.google.com/hostednews/afp/article/ALeqM5jdkTk-kp1fWVJGTOnszRahM6sY8A
http://www.google.com/hostednews/afp/article/ALeqM5jdkTk-kp1fWVJGTOnszRahM6sY8A
http://www.thepacker.com/icms/_dtaa2/content/wrapper.asp?alink=2009-121227-590.asp&stype=handling$dist&fb
http://www.thepacker.com/icms/_dtaa2/content/wrapper.asp?alink=2009-121227-590.asp&stype=handling$dist&fb
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Source: http://www.salisburypost.com/Area/011409-web-water-conservation-lifted 
 

32. January 13, Chattanooga Times Free Press – (Alabama) Tennessee: Widows Creek 
ash may be more toxic than Kingston’s. Gypsum and ash that leaked Friday from a 
Widows Creek Fossil Plant dump in Alabama could contain even more toxic metals than 
ash spilled in Kingston, Tennessee, just before Christmas, according to an analysis of 
Tennessee Valley Authority (TVA) data in U.S. Environmental Protection Agency 
(EPA) records. The gypsum pond that leaked about 10,000 gallons last week near 
Stevenson, Alabama, was contaminated with fly ash, the same substance that spilled in 
Kingston, Tennessee, but an analysis of TVA’s substance releases, reported to the EPA, 
found the federal utility disposed of more toxic heavy metals at Widows Creek than at 
Kingston. TVA, however, has said the newest spill poses no danger, and on Monday, the 
utility released water test data showing there were no metals above drinking water 
standards in samples taken Friday from the Tennessee River downstream from the spill 
at Widows Creek. “The samples taken on the Tennessee River meet primary drinking 
water standards for metals,” states a TVA news release. “Downstream samples were 
consistent with upstream samples from the TVA facility.” 
Source: http://timesfreepress.com/news/2009/jan/13/tennessee-widows-creek-ash-may-
be-more-toxic-kings/ 
 

[Return to top] 

Public Health and Healthcare Sector 
 

33. January 13, Associated Press – (National) Sexually spread diseases up, better testing 
cited. Sexually spread diseases — after years on the decline — are on the rise, with 
reported chlamydia cases setting a record, government health officials said Tuesday. The 
increase in chlamydia, a sometimes symptomless infection that can lead to infertility in 
women, is likely because of better screening, experts said. In 2007, there were 1.1 
million cases, the most ever reported, said officials at the Centers for Disease Control 
and Prevention. At least 15,000 women become infertile each year because of untreated 
chlamydia and gonorrhea infections, said the director of the CDC’s Division of STD 
Prevention. Syphilis cases, which number only in the thousands, also rose modestly, 
while the number of gonorrhea cases remained roughly the same. Syphilis can kill, if left 
untreated, but chlamydia and gonorrhea are not life-threatening. 
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5iWVbrS0d4SIzA1MTZHZL9zR
S5wngD95MHGKO0  

 
34. January 13, Cleveland Plain Dealer – (Ohio) Minor fire forces evacuation at 

Cleveland clinic. The Cleveland Clinic evacuated more than 300 outpatient visitors and 
employees from four floors on its main campus Tuesday after a generator caught fire. 
Nobody was injured during the evacuation and everyone was returned to their rooms, a 
clinic spokeswoman said. The small fire began during a routine generator tests and was 
put out quickly. The evacuation was precautionary and because of smoke.  
Source: 
http://www.cleveland.com/medical/index.ssf/2009/01/minor_fire_forces_evacuation_a.h

http://www.salisburypost.com/Area/011409-web-water-conservation-lifted
http://timesfreepress.com/news/2009/jan/13/tennessee-widows-creek-ash-may-be-more-toxic-kings/
http://timesfreepress.com/news/2009/jan/13/tennessee-widows-creek-ash-may-be-more-toxic-kings/
http://www.google.com/hostednews/ap/article/ALeqM5iWVbrS0d4SIzA1MTZHZL9zRS5wngD95MHGKO0
http://www.google.com/hostednews/ap/article/ALeqM5iWVbrS0d4SIzA1MTZHZL9zRS5wngD95MHGKO0
http://www.cleveland.com/medical/index.ssf/2009/01/minor_fire_forces_evacuation_a.html
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tml  
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Government Facilities Sector 
 

35. January 13, Tracy Press – (California) Livermore lab fined by federal regulators for 
poisoned groundwater. Federal regulators last week fined Lawrence Livermore 
National Laboratory for failing to clean up poisoned groundwater after Congress gave 
them money to do so last summer. The U.S. Environmental Protection Agency 
demanded $105,000 from the Alameda County lab, about 15 miles west of Tracy, for the 
period between July and September last year when it was supposed to continue purifying 
toxic water and soil, but stopped. The agency will fine the lab an additional $10,000 for 
every week of delays since October 1 and for every week from now until it starts 
cleaning up again. Because the lab waited so long to get started, the poisoned 
groundwater has started to seep outside lab boundaries and could permeate the ground 
under some Livermore homes, the assistant director for the federal agency’s Superfund 
Division in the Pacific-Southwest region warned. 
Source: http://tracypress.com/content/view/16980/2268/ 

 
[Return to top] 

Emergency Services Sector 
 

36. January 13, Bloomberg – (District of Columbia) Bush administration hosts terror-
attack exercise for Obama team. The Presidential Administration Tuesday held a first-
of-its-kind table-top exercise for officials in the incoming Presidential Administration on 
how the U.S. government would respond in case of another terrorist attack. The exercise 
was designed to “test and tax” the disaster- response system and does not suggest there’s 
any specific threats tied to next week’s inauguration, a White House spokesman said. 
Over four hours of briefings, top-level security officials from the current Presidential 
Administration planned point-by-point instruction on the civilian and military response. 
A 90-minute orientation briefing was scheduled in the White House Situation Room, 
followed by a broader, “principal-level exercise” in the Eisenhower Executive Office 
Building within the White House compound. The exercise, from 9:00 a.m. to 1 p.m. 
involved “dozens” of top White House and Cabinet officials in both administrations. 
Table-top exercises are regularly held, but they do not usually involve top-level 
officials. 
Source: http://news.yahoo.com/s/bloomberg/20090113/pl_bloomberg/alrqyevmmlgm  

 
37. January 12, Jersey Journal – (New Jersey) Hudson gets $1M grant to complete OEM 

center. Hudson County has been awarded a $1 million grant to help complete its Office 
of Emergency Management command center, a $16 million emergency operations center 
slated to open next year in Kearny. The center will be paid for with a combination of 
grants and county funds. “It’s a facility where everybody, police, fire, EMS, public 
works - anybody who has something to do with a disaster would meet and coordinate 
what is going on out in the field,” said the county’s emergency management coordinator. 

http://www.cleveland.com/medical/index.ssf/2009/01/minor_fire_forces_evacuation_a.html
http://tracypress.com/content/view/16980/2268/
http://news.yahoo.com/s/bloomberg/20090113/pl_bloomberg/alrqyevmmlgm
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Source: 
http://www.nj.com/hudson/index.ssf/2009/01/hudson_gets_1m_grant_to_comple.html  

 
[Return to top]  

Information Technology 
 

38. January 14, IDG News Service – (International) Microsoft updates free tool to remove 
persistent worm. Microsoft has updated its free security tool to remove a persistent 
worm that is targeting a now-patched but severe vulnerability that affects several server 
products. The latest update to the Malicious Software Removal Tool (MSRT) can now 
remove infections of Conficker, a worm that infects a server and then tries to download 
other malicious software, according to a company blog. Conficker targets a flaw 
in Windows Server Service. Microsoft thought the flaw was so severe that it issued an 
out-of-cycle patch on October 23 for Windows 2000, XP, Vista, Server 2003 and Server 
2008. Microsoft has observed a new variation of the worm, called Win32/Conficker.B, 
which has been infecting servers. Systems become infected when a hacker constructs a 
malicious Remote Procedure Call (RPC) to an unpatched server, which then allows 
arbitrary code to run on a machine. Conficker. B uses other methods to spread, including 
trying to copy itself to other shared network machines by guessing passwords. It can 
also spread via removable media.  
Source: http://www.infoworld.com/article/09/01/14/Microsoft-updates-free-tool-to-
remove-persistent-worm_1.html 

 
39. January 14, Minneapolis Star Tribune – (Minnesota) Blaine man pleads guilty to 

placing virus in computers. A Blaine man charged with sabotaging his former 
employer’s computer system pleaded guilty to the offense in federal court, the U.S. 
Attorney’s Office said. The 21-year-old admitted in court January 12 that in April 2008 
he intentionally damaged a computer after he was terminated from his job as a help desk 
employee at Wand Corp. According to his plea agreement, the guilty party worked for 
the Eden Prairie, Minnesota, firm that provides computers used by retailers and 
restaurants to conduct cash register transactions. The computers are in individual 
establishments but can be remotely accessed by Wand using an Internet-based program. 
About three weeks after he was let go, he unleashed a malicious software attack on 
Wand computers in about 3,000 restaurants. The attack was designed to crash the client 
computers. He launched the attack from his home computer and was able to install the 
virus on about 1,000 computers, his plea agreement said. 
Source: 
http://www.startribune.com/local/north/37542054.html?elr=KArksD:aDyaEP:kD:aUbP:
P:Q_V_MPQLa7PYDUiD3aPc:_Yyc:aUU  

 
40. January 13, Computerworld – (International) Microsoft patches ‘super nasty’ 

Windows bugs. Microsoft Corp. patched three vulnerabilities in the company’s Server 
Message Block (SMB) file-sharing protocol, including two that could make “Swiss 
cheese” out of enterprise networks, according to one researcher. “This is super nasty,” 
said the chief technology officer at Shavlik Technologies LLC, who also called the 
January 13 update “super critical” as he sounded the alarm. “Expect to see a worm on 

http://www.nj.com/hudson/index.ssf/2009/01/hudson_gets_1m_grant_to_comple.html
http://www.infoworld.com/article/09/01/14/Microsoft-updates-free-tool-to-remove-persistent-worm_1.html
http://www.infoworld.com/article/09/01/14/Microsoft-updates-free-tool-to-remove-persistent-worm_1.html
http://www.startribune.com/local/north/37542054.html?elr=KArksD:aDyaEP:kD:aUbP:P:Q_V_MPQLa7PYDUiD3aPc:_Yyc:aUU
http://www.startribune.com/local/north/37542054.html?elr=KArksD:aDyaEP:kD:aUbP:P:Q_V_MPQLa7PYDUiD3aPc:_Yyc:aUU
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this one in the very near future, [because] this is Blaster and Sasser all over again.” 
Those two worms, 2003’s Blaster and 2004’s Sasser, wreaked havoc worldwide as they 
spread to millions of Windows machines. Of the three bugs outlined in the MS09-001 
security bulletin, two were rated “critical,” the most serious ranking in Microsoft’s four-
step scoring system, while the third was pegged “moderate.”  The pair identified as 
critical are extremely dangerous because attackers can exploit them simply by sending 
malformed data to unpatched machines, according to the chief technology officer. 
“These flaws enable an attacker to send evil packets to a Microsoft computer and take 
any action they desire on that computer [with] no credentials required,” he said. “The 
only prerequisite for this attack to be successful is a connection from the attacker to the 
victim over the NetBIOS ports, TCP 139 or TCP 445. By default, most computers have 
these ports turned on.” Much the same situation led to Blaster and Sasser, the 
chief technology officer noted. “More people have blocked those ports, and more 
personal firewalls block them by default, but they are typically left open in a corporate 
network.”  
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleI
d=9125858&intsrc=it_blogwatch  

 
Internet Alert Dashboard 

 
 

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Website:  http://www.us−cert.gov. 

 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

Website:  https://www.it−isac.org/.  
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Communications Sector 
 

Nothing to report 
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Commercial Facilities Sector 
 

41. January 14, Tampa Tribune – (Florida) Super Bowl security plan includes barriers, 
searches, closed roads. Security will be so thorough that Raymond James Stadium will 
be the safest place in the country on Super Bowl Sunday, an NFL security representative 
said today. Security will be much tighter than when the Raymond James Stadium hosted 
its last Super Bowl in 2001, a few months before the terrorist attacks on September 11, 
he said. The NFL has 35 investigators who report to the security division based in New 
York. An NFL Security Division representative outlined a few of the security measures: 
Fans who attend the February 1 game will go through security similar to that faced by 
passengers boarding an airliner, as officers use metal detectors and X-ray machines. 
Purses will be permitted but not backpacks. Dale Mabry Highway around the Tampa 
stadium will be closed leading up to and during the game. Vehicles will be banned from 

   

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9125858&intsrc=it_blogwatch
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9125858&intsrc=it_blogwatch
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http://www.us%E2%88%92cert.gov
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the stadium and perimeter on game day. Prior to game day, vehicles making deliveries 
to the stadium will be searched extensively. There will be extensive use of barriers and 
fences outside the stadium. Security will also be tight in downtown Tampa and hotels 
housing the players. 
Source: http://plantcity2.tbo.com/content/2009/jan/14/super-bowl-security-plan-
includes-barriers-searche/ 

 
[Return to top] 

National Monuments & Icons Sector 
 

42. January 13, Waste & Recycling News – (National) EPA: states failed to reduce air 
pollution in national parks. The U.S. Environmental Protection Agency (EPA) has 
determined that more than three dozen states have failed to submit programs required by 
the Clean Air Act to reduce air pollution drifting into national parks and wildlife areas. 
The EPA’s determination, announced January 9, means the agency will work with the 
states to take corrective action or put a federal clean air plan in place. Thirty-seven states 
have not submitted clean air plans for national parks and wilderness areas, although five 
of those states have submitted a portion of the required plants. The Clean Air Act 
required states to submit plans by December 2007 to reduce air pollution hurting 
visibility at 156 national parks and wilderness areas around the country. Much of the 
pollution problems in national parks stem from older coal-fueled power plants and 
factories without modern pollution control equipment.  
Source: http://www.wasterecyclingnews.com/email.html?id=1231861008# 

 
43. January 13, National Parks Examiner – (National) New Senate to approve bill to 

create more national parks and wilderness areas. An omnibus bill that will protect 
more than 3,125 square miles of land is about to be approved by the Senate, adding 
dozens of properties to the National Park Service, the National Wilderness System, 
National Wild and Scenic Rivers, National Trails and other systems supervised by the 
Department of the Interior. Created by combining 160 bills that have been stuck in 
Congress for years, the bill was approved on Sunday, January 10, for voting this week. 
The decision passed 66-12, well over the 59 votes needed to bring the bill to the floor 
for a vote. In addition to the wilderness designations, the bill provides a conduit for 
spending for watershed protection and marine research, and it creates ten new National 
Heritage Areas, entries in a controversial land and property protection program under 
the auspices of the National Park Service. National Heritage Areas unite groups of 
historic sites and natural areas that share a common geography and historical theme. The 
largest land protection package advanced in 25 years, the bill protects more than two 
million acres of land, affecting nearly every state in the U.S., according to a story in the 
Daily Green. 
Source: http://www.examiner.com/x-682-National-Parks-Examiner~y2009m1d13-New-
Senate-to-Approve-Bill-to-Create-More-National-Parks-and-Wilderness-Areas 
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Dams Sector 
 

Nothing to report 
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