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 According to Reuters, a New York man pleaded guilty on Thursday to posting videos on 
YouTube in which he claimed he had arranged to poison millions of containers of Gerber 
baby food. (See item 15) 

 Bloomberg reports that Internet and telephone communications between the Middle East 
and Europe were disrupted by submarine cable failures between Italy and Egypt in the 
Mediterranean Sea. (See item 23) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. December 19, Bloomberg – (Texas) Valero cuts runs at Port Arthur plant, Beaumont 
Enterprise says. Valero Energy Corp. has cut processing rates at its Port Arthur refinery 
in Texas after fog closed a ship channel to tankers, the Beaumont Enterprise reported, 
citing the plant’s general manager. The plant may have to stop crude processing if the 
three-day halt to oil deliveries continues for a week, the report said. The plant can 
process 325,000 barrels a day.  
Source: 
http://www.bloomberg.com/apps/news?pid=20601072&sid=aYdDDpR8Sq9o&refer=en
ergy 
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2. December 18, Canadian Press – (International) Shots fired, valves damaged at B.C. 
natural gas sites. Several natural gas well sites in northeastern British Columbia, 
Canada, have been targeted by vandals. The Royal Canadian Mounted Police (RCMP) 
in Fort St. John say the attacks are not linked to three earlier bombings of EnCana 
pipelines near the area. A constable said on December 18 that valves were tampered 
with and shots were fired at well sites operated by Iteration Energy and Canadian 
Natural Resources Ltd. “Some unknown suspects entered the well sites and manually 
tampered with valves located on these well sites and also shot at structures on the well 
sites,” the constable said. She said someone moved the valves from where an employee 
had placed them. The RCMP is still investigating the three separate blasts in October in 
which no one was injured. Two pipelines were damaged by the explosions and there was 
a small leak of toxic sour gas at a wellhead. She said the “mischief” in Fort St. John 
likely occurred in the early hours of December 12 in a rural area called Osborn. The 
RCMP’s Serious Crime Unit is investigating.  
Source: http://cnews.canoe.ca/CNEWS/Canada/2008/12/18/7793606-cp.html 
 

[Return to top] 

Chemical Industry Sector 
 

Nothing to report 
 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

3. December 18, Environmental Protection – (National) DOE says agency unable to 
accept spent nuclear fuel. The U.S. Department of Energy’s (DOE) “Report to 
Congress on the Demonstration of the Interim Storage of Spent Nuclear Fuel (SNF) 
from Decommissioned Nuclear Power Reactor Sites” concluded that the agency does 
not have authority under present law to accept spent nuclear fuel for interim storage 
from decommissioned commercial nuclear power reactor sites. According to a 
December 10 press release, the report was prepared pursuant to direction in the House 
Appropriations Committee Report that DOE develop a plan to take custody of spent 
nuclear fuel currently stored at decommissioned reactor sites. The report discusses the 
status of the commercial SNF inventory in the United States, at both decommissioned 
and operating commercial nuclear power reactor sites, and identifies legislative changes 
and actions that would be necessary for DOE to develop an interim storage facility and 
demonstration program for commercial SNF from the decommissioned reactor sites.  
Source: http://www.eponline.com/articles/69869/ 

 
4. December 18, Reuters – (California) SCE Calif. San Onofre 3 reactor exits refuel. 

Southern California Edison’s Unit 3 at San Onofre nuclear power station in California 
exited a refueling outage early Thursday, the company said in a release. It was operating 
at 19 percent power early Thursday morning, according to a U.S. Nuclear Regulatory 
Commission report. During the outage, workers replaced half of the unit’s fuel and 
prepared for the steam generator replacement planned for the fall of 2010 in addition to 

http://cnews.canoe.ca/CNEWS/Canada/2008/12/18/7793606-cp.html
http://www.eponline.com/articles/69869/
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other maintenance projects. The unit shut for refueling on October 12. The company 
said the outage was longer than normal due to “steps taken to ensure worker familiarity 
and safety related to a new, more comprehensive and efficient software system. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN18386325200
81218 

 
5. December 17, U.S. Nuclear Regulatory Commission – (Florida) Fitness for duty. At the 

Turkey Point nuclear power plant in Florida, a non-licensed employee supervisor had a 
confirmed positive for illegal drugs during a random fitness-for-duty test. The 
employee’s access to the plant has been terminated. The licensee has notified the U.S. 
Nuclear Regulatory Commission resident inspector. 
Source: http://www.nrc.gov/reading-rm/doc-collections/event-
status/event/2008/20081218en.html#en44726 

 
[Return to top] 

Defense Industrial Base Sector 
 

6. December 17, Associated Press – (National) Nuclear weapons complex changes 
approved. The U.S. Energy Department gave final approval on December 16 to a 
program to limit the most dangerous nuclear material to five sites, improving safety and 
security, and consolidating management of the country’s nuclear weapons. The 
proposals to scale back the nuclear weapons complex and its activities had been in the 
works for more than a year. They reflect the significant decline in the number of 
warheads being maintained and an expectation of further reductions. The plan would: 
focus uranium manufacturing, dismantlement, and research at a new center within the 
Y-12 Oak Ridge complex in Tennessee; concentrate manufacture of plutonium triggers 
and other plutonium research at the Los Alamos National Laboratory in New Mexico; 
continue plutonium warhead assembly and disassembly at the Pantex facility near 
Amarillo, Texas; take over some warhead surveillance work now done at Lawrence 
Livermore in California; and concentrate at the Savannah River complex near Aiken, 
South Carolina, the production of tritium. The other sites affected by the plan are the 
Nevada Test Site; Sandia, with locations in New Mexico and California; and the Kansas 
City Plant in Missouri. 
Source: http://www.hanfordnews.com/news/2008/story/12579.html?mi_email=Tri-
City%20Herald_Hanford+Stories 

 
[Return to top] 

Banking and Finance Sector 
 

7. December 19, DarkReading – (International) Researchers hone in on ‘dropzones’ for 
stolen credentials. Researchers at the University of Mannheim’s Laboratory for 
Dependable Distributed Systems in Germany have discovered more than 300 
cybercrime servers full of stolen credentials on more than 170,000 people. The 
researchers were able to access nearly 100 so-called “dropzone” machines, and say the 

http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1838632520081218
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1838632520081218
http://www.nrc.gov/reading-rm/doc-collections/event-status/event/2008/20081218en.html#en44726
http://www.nrc.gov/reading-rm/doc-collections/event-status/event/2008/20081218en.html#en44726
http://www.hanfordnews.com/news/2008/story/12579.html?mi_email=Tri-City%20Herald_Hanford+Stories
http://www.hanfordnews.com/news/2008/story/12579.html?mi_email=Tri-City%20Herald_Hanford+Stories
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actual number of these servers is much more. “With our limited amount of machines, we 
found more than 300 dropzones, and we covered only two families of banking Trojans. 
In total, there are presumably many more,” said one of the researchers and a founder of 
the German Honeypot Project. The researchers were studying what they call 
“impersonation attacks,” where victims’ credentials are stolen so that the attacker can 
impersonate them. The researchers basically traced the steps of specific keyloggers and 
banking Trojans between April and October 2008, finding that one-third of the machines 
infected by this data-stealing malware are in Russia or the United States. Overall, the 
170,000 victims whose data they discovered in the dropzones were from 175 different 
countries.  
Source: 
http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=212501236  

 
8. December 19, Associated Press – (National) Lawsuit filed against Countrywide over 

ID breach. A New Jersey couple is suing Countrywide Financial Corp. and two other 
people claiming the company allowed a security breach involving detailed financial 
information from more than two million customers. The couple of Mount Holly, New 
Jersey, want a judge to grant class-action status to claims that an employee of the 
mortgage giant stole detailed financial information from customers, sold it to another 
person, who then sold it to an unknown number of companies. The suit filed in federal 
court in Paducah, Kentucky, on Thursday is one of more than 30 filed nationally. All the 
suits have been transferred to Kentucky.  
Source: http://www.forbes.com/feeds/ap/2008/12/19/ap5843234.html  

 
 [Return to top]  

Transportation Sector 
 

9. December 18, Seattle Post-Intelligencer – (International) Experts fret over 777 
problem. In the 13 years since Boeing’s 777 entered airline service, the plane with the 
most powerful commercial jetliner engines ever made has never had a fatal crash. But in 
less than a year, two episodes involving Rolls-Royce engines on the 777 are giving air 
safety investigators cause for concern. In January, a British Airways 777 crash-landed 
short of the runway to London’s Heathrow Airport when the autopilot tried to apply 
power and both engines failed to respond. Several passengers were injured, but none 
seriously. Now a second 777 has experienced a similar problem with one of its two 
Rolls-Royce engines, the National Transportation Safety Board said Thursday. 
Investigators still don’t know for certain why the engines failed on the British Airways 
jet, although ice blocking the fuel flow is thought to have been responsible. If that is 
what happened, the evidence literally melted away when the plane crashed. The safety 
board said a Delta Air Lines 777-200ER, the same model that crashed at Heathrow, was 
en route November 26 from Shanghai, China, to Atlanta when its right engine lost thrust 
while the plane was cruising at 39,000 feet over Montana. Both 777s were powered by 
Rolls-Royce Trent 895 engines. On the Delta flight, the pilots followed flight manual 
procedures and descended to 31,000 feet, where the engine recovered and responded 
normally, the safety board said. The flight, with 15 crew members and 232 passengers, 
continued to Atlanta, where it landed without further problem. Flight data recorders and 

http://www.darkreading.com/security/attacks/showArticle.jhtml?articleID=212501236
http://www.forbes.com/feeds/ap/2008/12/19/ap5843234.html
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other data and components were retrieved from the airplane for testing and evaluation 
and both pilots were interviewed.  
Source: http://seattlepi.nwsource.com/business/392817_boeingengine19.html 

 
10. December 18, California Fire News – (California) Rotary aircraft down – Swanson 

Aviation helicopter. A mechanic from Arizona was killed Wednesday when a 
helicopter lifting a new power line spiraled out of control in high winds and crashed 
near Santa Clarita. The helicopter crashed during high winds, said an inspector from the 
county fire department. The county fire inspector said the helicopter spiraled out of 
control and crashed, killing a mechanic on the ground. “It was hovering above the 
ground. A gust of wind made the helicopter spiral,” he said. A spokesman for Southern 
California Edison said the victim and pilot worked for Swanson Aviation, an out-of-
state firm hired to string a major electrical transmission line. According to the 
preliminary investigation, the pilot “was in the process of lifting off” when the 
helicopter crashed. The crash was under investigation by the Federal Aviation 
Administration and the National Transportation Safety Board. 
Source: http://calfire.blogspot.com/2008/12/rotary-aircraft-down-swanson-aviation.html  

 
11. December 18, United Press International – (Kentucky) Pilot killed in Kentucky 

airplane crash. Authorities in Jefferson County, Kentucky, say they have recovered the 
body of the pilot who was flying a single-engine airplane that crashed Thursday. The 
Worthington fire chief said initial signs at the crash site at Indian Springs Golf Course 
indicated the unidentified pilot may have been attempting to land when the crash 
occurred, the Louisville Courier-Journal reported. A MetroSafe Communications 
supervisor told the newspaper the pilot had declared an emergency due to engine 
problems early Thursday morning, but never broadcast a second message. A search 
effort in Kentucky’s Jefferson and Oldham counties was begun by numerous agencies 
following the emergency declaration. The Bonanza BE-36 had been traveling from 
Midway Airport in Chicago to Bowman Field in Louisville, Kentucky, at the time of the 
crash, the aircraft tracking Web site flightaware.com said. A search of the area 
surrounding the crash site revealed no signs of passengers in the airplane and an 
investigation is under way, the Courier-Journal said. 
Source: http://www.timesoftheinternet.com/29993.html 

 
[Return to top] 

Postal and Shipping Sector 
 
12. December 19, Associated Press – (Connecticut) Southington home gets suspicious 

powder with mail. Federal officials say testing is still being done on some powder 
contained in a threatening letter sent to a Southington home. The letter had no return 
address and the printing seemed strange. The recipient waited until his wife got home 
Saturday and a white powder spilled from the envelope. The couple called 911. He said 
part of the note said something like “both of you are dead.” A field test showed the 
powder is not anthrax.  
Source: http://www.courant.com/news/local/statewire/hc-ap-ct-
suspiciouspowderdec19,0,2403511.story 

http://seattlepi.nwsource.com/business/392817_boeingengine19.html
http://calfire.blogspot.com/2008/12/rotary-aircraft-down-swanson-aviation.html
http://www.timesoftheinternet.com/29993.html
http://www.courant.com/news/local/statewire/hc-ap-ct-suspiciouspowderdec19,0,2403511.story
http://www.courant.com/news/local/statewire/hc-ap-ct-suspiciouspowderdec19,0,2403511.story
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13. December 18, Reuters – (International) U.S. embassies in Prague and Tokyo get white 

powder mail. The U.S. embassies in Prague and Tokyo received envelopes with white 
powder that is being tested for toxins, the U.S. State Department said on Thursday, one 
day after it disclosed receiving similar letters at 16 missions in Europe that were later 
found to be harmless. A State Department spokesman said the other 16 embassies were 
in Berlin, Bern, Brussels, Bucharest, Copenhagen, Dublin, Luxembourg, Madrid, Oslo, 
Paris, Reykjavik, Riga, Rome, Stockholm, Tallinn, and The Hague. 
Source: http://uk.reuters.com/article/topNews/idUKTRE4BH6CI20081218 

 
14. December 18, KKTV 11 Colorado Springs – (Colorado) Colorado Springs post office 

evacuated after suspicious package. The post office is back in business Thursday 
afternoon after a scare that evacuated all employees and shut down service for about 
three hours. A United States Postal Service employee said on Thursday morning that a 
customer noticed an abandoned bag sitting outside the post office at Montebello and 
Academy on the sidewalk. Postal employees investigated and determined the package to 
be suspicious and called police. Police arrived three minutes later and called the bomb 
squad. The bomb squad opened the bag and determined the contents were non-
threatening.  
Source: http://www.kktv.com/news/headlines/36390784.html 

 
 [Return to top] 

Agriculture and Food Sector  

 
15. December 18, Reuters – (National) NY man pleads guilty to YouTube baby food 

threat. A New York man pleaded guilty on Thursday to posting videos on YouTube in 
which he claimed he had arranged to poison millions of containers of Gerber baby food 
with the intent to kill babies. The 43-year-old, who called himself  ”Trashman,” pleaded 
guilty to one count of transmitting threats in interstate commerce and faces a maximum 
sentence of five years in prison, said an acting U.S. attorney. The defendant posted his 
first video — in which he wore a black mask — on April 20, 2008, and followed up 
with a further two videos, posted on July 24 and July 27. “In the video, entitled 
“gerbersbabyfoodalert,” the defendant stated that Gerber employees acting at his 
direction had poisoned millions of bottles of Gerber baby food, to kill babies who ate 
it,” the U.S. attorney said in a statement. “The defendant further stated that it was “too 
late” to do anything about the poisoned baby food because it had already been shipped 
to consumers,” he said. Gerber, which is owned by Switzerland-based Nestle, found no 
evidence that anyone had tampered with its baby food. 
Source: 
http://uk.reuters.com/article/governmentFilingsNews/idUKN1841371220081218  

 
[Return to top] 

Water Sector 
 
16. December 19, New York Times – (New York) Proposed gas drilling upstate raises 

http://uk.reuters.com/article/topNews/idUKTRE4BH6CI20081218
http://www.kktv.com/news/headlines/36390784.html
http://uk.reuters.com/article/governmentFilingsNews/idUKN1841371220081218
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concerns about water supply. For the last several months, many New York families 
have attended meetings fearing that upstate New York attractions will be marred by 
pollution, new roads, and plummeting property values if ambitious plans to expand 
drilling for natural gas proceed. “We effectively risk ruining our drinking water,” an 
architect said of the effect both upstate and downstate. In New York City, opponents say 
that city residents and leaders have been slow to react, despite New Yorkers’ stake: the 
area under consideration for drilling includes the watershed that supplies most of the 
city’s drinking water. Environmental groups and others are calling for an outright ban on 
drilling in the million-acre watershed. They say that such operations represent an 
inherent risk to the water, which is so pure that it does not require filtration before 
arriving in the taps of more than 8 million people in the city and another million 
residents in Westchester and other counties. Any contamination, they note, would 
require the investment of billions of dollars in a filtration plant and would result in 
higher water rates.  
Source: 
http://www.nytimes.com/2008/12/19/nyregion/19drill.html?ref=nyregion&pagewanted=
print 
See also: http://www.riverreporter.com/issues/08-12-18/news-drilling.html 

17. December 19, Plain Dealer – (Ohio) Cleveland water main repairs will take several 
weeks. Water service returned to normal Thursday, a day after a massive main break on 
the near East Side, but the two-month repair plan will mean more difficulties for the 
businesses near it. Submerged on Wednesday, the utility underbelly of Hamilton 
Avenue was laid bare and out in the open by midday Thursday. Twisted electrical 
cables, concrete slabs, and the giant exposed main were visible, jutting across the wide 
pit near East 40th Street. Most water had been pumped away, but the main continued 
spraying a modest amount from its bottom into a puddle below. Cleveland’s water 
department lifted its ban on drinking water about 11 a.m. after samples tested clear of 
any contamination. Because a gas line must be fixed first, then electrical lines, and a 
new 50-foot section of line has to be ordered, repairs will occur in stages.  
Source: 
http://www.cleveland.com/news/plaindealer/index.ssf?/base/cuyahoga/12296792103261
70.xml&coll=2 

18. December 17, Nature News – (National) Drinking water contamination mapped. The 
most comprehensive survey so far has found a slew of drugs, personal care products, 
pesticides, and other contaminants in drinking water being delivered to millions of 
people across the United States. None of the compounds appeared at levels thought to be 
immediately harmful to human health. But the researchers were surprised to find 
widespread traces of a pesticide, used largely in corn (maize) growing, that has, at 
higher levels, been linked to cancer and other problems. The researchers from the 
Southern Nevada Water Authority (SNWA) in Las Vegas tracked 51 compounds in a 
survey of 19 water utilities supplying more than 28 million people. Of the 20 drugs or 
drug metabolites on their list, most of those that the chemists detected were at 
concentrations of below a microgram per liter in source water, treated water, and tap 
water. Their findings are published in Environmental Science & Technology. 

 

 

http://www.nytimes.com/2008/12/19/nyregion/19drill.html?ref=nyregion&pagewanted=print
http://www.nytimes.com/2008/12/19/nyregion/19drill.html?ref=nyregion&pagewanted=print
http://www.riverreporter.com/issues/08-12-18/news-drilling.html
http://www.cleveland.com/news/plaindealer/index.ssf?/base/cuyahoga/1229679210326170.xml&coll=2
http://www.cleveland.com/news/plaindealer/index.ssf?/base/cuyahoga/1229679210326170.xml&coll=2
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Source: http://www.nature.com/news/2008/081217/full/news.2008.1310.html 
 
[Return to top] 

Public Health and Healthcare Sector 
 

Nothing to report 
 
[Return to top] 

Government Facilities Sector 
 
Nothing to report 

 
[Return to top] 

Emergency Services Sector 
 

19. December 18, Associated Press – (New Mexico) Special Guard team backs up first 
responders. Kirtland Air Force Base was the site of a training exercise Thursday by the 
New Mexico National Guard’s 64th Civil Support Team. The team supports first 
responders throughout the state — including at the state capitol last week, where a 
suspicious powder was sent to the governor’s office. It later was found to be harmless. 
Thursday’s exercise involved members of the team and a similar team from the 
Colorado National Guard working to find and identify radiological and hazardous 
biological materials. New Mexico’s team includes 22 full-time guardsmen whose duties 
include detecting and decontaminating nuclear, biological and chemical attacks. The 
team also has special equipment, including a mobile lab that can identify biological, 
chemical or radiological substances and a mobile communications van with direct 
satellite uplink and Internet capabilities. 
Source: http://www.kdbc.com/Global/story.asp?S=9550028&nav=menu608_2_2  

 
20. December 18, WCAX 3 Burlington – (Vermont) Report: 911 outage was preventable. 

A new report says FairPoint made several mistakes that led to a Vermont 911 outage in 
September. The Department of Public Service found the 1-and-a-half hour outage was 
the result of a series of nine preventable errors. One of the biggest problems was that 
FairPoint did not have enough redundancy built into the system to prevent outages. It 
was supposed to have back up lines as part of a network change requested by the E-911 
board. The report also found that the E-911 Board and its contractor, microData, did not 
catch the mistakes. During the outage about 20 people called for help. 
Source: http://www.wcax.com/Global/story.asp?S=9547932&nav=menu183_7_2_2  

 
[Return to top]  

Information Technology 
 

21. December 19, ComputerWeekly – (International) Firefox browser patched for critical 

http://www.nature.com/news/2008/081217/full/news.2008.1310.html
http://www.kdbc.com/Global/story.asp?S=9550028&nav=menu608_2_2
http://www.wcax.com/Global/story.asp?S=9547932&nav=menu183_7_2_2
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security flaws. Mozilla has released critical security updates to its Firefox browser, its 
Thunderbird e-mail client, and its SeaMonkey application suite. The flaws addressed by 
the updates could expose users’ sensitive information to remote hackers. Users are being 
advised to update their Firefox browser to version 3.0.5, which was released last week. 
They are also advised to update to version 2.0.0.19 of Thunderbird and version 1.1.14 of 
SeaMonkey. The browser vulnerabilities were found in earlier versions of Firefox 3, as 
well as in versions of Firefox 2. Microsoft updated its own Internet Explorer browser 
with an “out of cycle” critical security patch earlier last week. 
Source: http://www.computerweekly.com/Articles/2008/12/19/234004/firefox-browser-
patched-for-critical-security-flaws.htm 

 
22. December 19, Computerworld – (International) Hackers exploit IE bug with 

‘insidious’ Word docs. Attackers are hiding malicious ActiveX controls that make it 
call out to the site that’s hosting the malware in Word documents. Attackers are 
exploiting the just-patched vulnerability in Internet Explorer (IE) by hiding malicious 
ActiveX controls in Microsoft Word documents, a security company said December 18. 
“Inside the document is an ActiveX control, and in that control is a line that makes it 
call out to the site that’s hosting the malware,” said the director of security research and 
communications for McAfee ‘s Avert Labs. “This is a pretty insidious way to attack 
people, because it’s invisible to the eye, the communication with the site.” The rogue 
documents can be delivered as attachments to spam e-mail or offered up by hacked sites. 
Attackers have been exploiting the IE bug since at least December 9, when reports first 
surfaced about malicious code found in the wild and on several Chinese hacker servers. 
McAfee was one of the first security companies to report the emerging exploit. Since 
then, Microsoft acknowledged the bug, and has offered up a series of advisories urging 
users to take protective steps until December 17, when the company released the patch.  
Source: 
http://www.infoworld.com/article/08/12/19/Hackers_exploit_IE_bug_with_insidious_W
ord_docs_1.html 

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 

 
[Return to top] 

Communications Sector 
 

23. December 19, Bloomberg – (International) Severed cables in Mediterranean disrupt 
communication. Internet and telephone communications between the Middle East and 
Europe were disrupted by submarine cable failures between Italy and Egypt in the 
Mediterranean Sea. The failures cut the flow of “data of various kinds” between Europe 
and the Middle East, and there is no timeframe for when communications will be 
restored, said the director of assurance at Mumbai-based Reliance Globalcom Ltd. Three 

   

http://www.computerweekly.com/Articles/2008/12/19/234004/firefox-browser-patched-for-critical-security-flaws.htm
http://www.computerweekly.com/Articles/2008/12/19/234004/firefox-browser-patched-for-critical-security-flaws.htm
http://www.infoworld.com/article/08/12/19/Hackers_exploit_IE_bug_with_insidious_Word_docs_1.html
http://www.infoworld.com/article/08/12/19/Hackers_exploit_IE_bug_with_insidious_Word_docs_1.html
https://www.it%E2%88%92isac.org/
http://www.us%E2%88%92cert.gov
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submarine cable systems linking Southeast Asia, the Middle East, and Europe are 
affected, according to Reliance and Melbourne-based Telstra Corp. The cables run from 
Alexandria in northern Egypt to southern Italy. In January, two cable systems were 
severed by an anchor 5.2 miles from Alexandria beach after bad weather conditions 
forced ships to moor off the coast.  
Source: 
http://www.bloomberg.com/apps/news?pid=20601085&sid=aFM6PQsd6i2Q&refer=eur
ope  

 
[Return to top] 

Commercial Facilities Sector 
 

24. December 19, Atlanta Business Chronicle – (Georgia) Atlanta Botanical Gardens 
bridge collapses, one dies. A pedestrian bridge at Atlanta Botanical Gardens collapsed 
Friday morning and killed one person, according to a local news source. Early reports 
said at least 17 people were injured. Multiple ambulances were dispatched to the scene. 
The bridge that collapsed was under construction, and Friday was a scheduled public 
event — a large concrete pour for a 45-foot-tall, 600-foot-long canopy walk. The 
collapse occurred during the pour. 
Source: 
http://atlanta.bizjournals.com/atlanta/stories/2008/12/15/daily83.html?surround=lfn 
 

25. December 19, Frederick News Post – (Maryland) Student charged in Linganore High 
haz-mat. A student who reportedly brought a hazardous substance to Linganore High 
School at Oakdale on Thursday morning is being charged by the Maryland State Fire 
Marshal’s Office. The charges are possession of incendiary with intent and reckless 
endangerment, said a spokesman for Frederick County’s Division of Fire and Rescue 
Services. The charges were made after an investigation that evacuated students and 
brought numerous agencies to the county’s newest high school in Ijamsville on 
Thursday. Administration officials called members of the fire marshal’s office, who 
investigated inside the school while students were evacuated. Accelerant-detecting dogs 
were brought to the school around 1:30 p.m. 
Source: http://www.wtop.com/?nid=25&sid=1554273 

 
26. December 18, Security Info Watch – (National) NFL stadiums to host collegiate sports 

security event training. Stadiums used by the National Football League will be the 
sites for teaching colleges and university how to manage security for sporting events. 
The training programs will be hosted by the Center for Spectator Sports Security 
Management and the National Association of Collegiate Directors of Athletics, and will 
be assisted by the Stadium Managers’ Association. Funding for the workshops comes 
from a $3.5 million DHS grant, and the workshops will also see involvement from the 
U.S. Secret Services, the NBA, and MLB. The training will include scenarios-based 
exercises and discussions for incidents at, during, and around sporting events, and 
attendees will learn how to engage in multi-agency partnerships. Training will also 
focus on how to assess risks and threats and develop recovery processes, and even cover 
such aspects of sports venue security as bomb sweeps and spotting weapons on 

http://www.bloomberg.com/apps/news?pid=20601085&sid=aFM6PQsd6i2Q&refer=europe
http://www.bloomberg.com/apps/news?pid=20601085&sid=aFM6PQsd6i2Q&refer=europe
http://atlanta.bizjournals.com/atlanta/stories/2008/12/15/daily83.html?surround=lfn
http://www.wtop.com/?nid=25&sid=1554273
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spectators. 
Source: http://www.securityinfowatch.com/online/The-Latest-for-Security-
Executives/NFL-stadiums-to-host-collegiate-sports-security-event-
training/19198SIW305 

 
27. December 17, Reuters – (International) France boosts security in cities after bomb 

scare. France will deploy hundreds of extra police at busy public places in its main 
cities after dynamite was planted in a Paris department store, the interior minister said 
on December 17. Police found the explosives at the busy Printemps department store on 
December 16 after a warning letter from a previously unknown group calling itself the 
Afghan Revolutionary Front and demanding the withdrawal of French troops from 
Afghanistan. The interior minister said around 700 extra men would be deployed at 
department stores and other busy sites during the Christmas shopping period. “Over the 
past 10 days we already had an extra 1,500 men and we are adding five mobile police 
squadrons, of which two will be in Paris,” she said after meeting the heads of France’s 
security services, transport bodies, and department stores. “There will also be military 
personnel and we will reach a total of 2,200 men,” she said, adding that France’s 
security alert level would remain at “red,” its second-highest point after “scarlet.” A 
senior police official said about 500 of the extra forces would be from the police, with 
the remainder provided by the military. The five relatively old sticks of dynamite found 
in the Printemps lavatories could not have exploded as there were no detonators, 
suggesting the aim was to spread alarm rather than cause death. 
Source: http://www.msnbc.msn.com/id/28250291/ 

 
[Return to top] 

National Monuments & Icons Sector 
 

28. December 18, Deseret News – (National) Plan for geothermal development in West 
OK’d. The Interior Department on Thursday approved plans to open 190 million acres 
of federal lands for geothermal exploration and development. Lands within national 
parks will be closed to geothermal leasing under the new plan. The department estimates 
that by 2015, development of public lands leased for their geothermal resources will 
produce 5,500 megawatts of new electric generation capacity from supplies in 12 
Western states. By 2025, currently untapped resources in those states are expected to 
produce 12,100 megawatts of electricity. The development of those resources would 
require amending 114 Bureau of Land Management resource-management plans for 
about 111 million acres of public land. The rest of the geothermal energy would come 
from 79 million acres of National Forest Service lands. The first part of a Bureau of 
Land Management lease sale scheduled for Friday in Salt Lake City is to auction off 
parcels slated for geothermal development. The sale, which also includes parcels for oil 
and natural-gas development, has been hotly contested by environmental groups for 
offering parcels that the critics say are too close to Arches and Canyonlands national 
parks, Dinosaur National Monument, and other culturally and environmentally sensitive 
areas in Utah. 
Source: http://deseretnews.com/article/1,5143,705271432,00.html 

 

http://www.securityinfowatch.com/online/The-Latest-for-Security-Executives/NFL-stadiums-to-host-collegiate-sports-security-event-training/19198SIW305
http://www.securityinfowatch.com/online/The-Latest-for-Security-Executives/NFL-stadiums-to-host-collegiate-sports-security-event-training/19198SIW305
http://www.securityinfowatch.com/online/The-Latest-for-Security-Executives/NFL-stadiums-to-host-collegiate-sports-security-event-training/19198SIW305
http://www.msnbc.msn.com/id/28250291/
http://deseretnews.com/article/1,5143,705271432,00.html
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[Return to top] 

Dams Sector 
 

29. December 18, Contra Costa Times – (California) Dam holding back mercury-laden 
waters shored up. An eroding berm that was holding back mercury-contaminated water 
and sediment on the flanks of Mount Diablo was shored up last week by a Philadelphia 
oil company. The work was ordered a week ago by the U.S. Environmental Protection 
Agency under its Superfund law after environmental regulators determined the failure of 
the berm posed an imminent threat. The dam holds back an impoundment pond at the 
bottom of a property that once was a mercury mine. 
Source: http://www.mercurynews.com/breakingnews/ci_11265425 

 
30. December 18, Register-Guard – (Oregon) Illegal dam on McKenzie side channel 

prompts investigation. Two landowners along the McKenzie River could face fines or 
prosecution for damming a significant side channel of the river that provides key habitat 
for fish at risk of extinction. The 60-foot dam made of rock and logs stood between 6 
and 8 feet high and was probably put in place in November, said an Oregon Department 
of Fish and Wildlife biologist who investigated the impact of the illegal structure. The 
dam was removed last week under an emergency order signed by Department of State 
Land officials and paid for by the landowners.  
Source: http://www.registerguard.com/csp/cms/sites/web/news/4464779-35/story.csp 

 
 [Return to top] 
 

http://www.mercurynews.com/breakingnews/ci_11265425
http://www.registerguard.com/csp/cms/sites/web/news/4464779-35/story.csp
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DHS Daily Open Source Infrastructure Report Contact Information 

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

DHS Daily Open Source Infrastructure Report Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421 for more information. 

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Web page at www.us−cert.gov.  
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