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 The Associated Press reports that airspace restrictions and procedures implemented around 
Washington, D.C., after the September 11th attacks are now permanent, the Federal 
Aviation Administration announced on Monday. (See item 10) 

 According to the Associated Press, authorities say that U.S. embassies in Germany and 
Romania received letters Tuesday containing a suspicious white powder. (See item 21) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. December 16, Cherry Hill Courier-Post – (New Jersey) Eagle Point slapped with 
hefty OSHA fine. An oil refinery in West Deptford, New Jersey, faces a federal fine of 
$305,000 for workplace safety and health violations. Sunoco Inc.’s Eagle Point Refinery 
was cited Monday for 25 violations and nine repeat violations by the U.S. Department of 
Labor’s Occupational Safety and Health Administration (OSHA). The hazards leave the 
refinery’s 472 employees at risk of serious injury and possible death, OSHA officials 
said. The repeat violations have carried over from three OSHA inspections of the site 
since 2004, an OSHA spokeswoman said. They are due, in part, to the company’s 
failures to locate, quantify, and label products in the workplace containing asbestos, 
according to an OSHA report. Among violations deemed “serious” by OSHA were 
dangerous floor conditions, defective overhead piping systems, and a failure to 
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investigate incidents that could result in a “catastrophic release of highly hazardous 
chemicals.” OSHA also cited a failure to inform contract employers of known potential 
fire, explosion, or toxic release hazards, and a failure to perform equipment inspections 
and tests. 
Source: 
http://www.courierpostonline.com/article/20081216/NEWS01/812160344/1006/news01 

 
2. December 16, Bakersfield Now – (California) 3 oil tanks explode southeast of 

Bakersfield; no injuries reported. Three oil tanks exploded Monday afternoon at a 
facility near Redbank Road and Weedpatch Highway, southeast of Bakersfield, 
California. No injuries were immediately reported, and a Kern County Fire Department 
spokesperson said nearby homes were not being evacuated. The closest houses were 
about a 300 yards from the fires. Smoke from the burning tanks could be seen for miles 
away, and traffic was slowed on Weedpatch Highway. Fire officials said they planned to 
let the fires burn themselves out at two large tanks and one smaller tank. He said crews 
had not identified what caused the explosions. 
Source: http://www.bakersfieldnow.com/news/local/36198424.html 

 
3. December 15, WSET 13 Lynchburg – (Virginia) Corrosion caused pipeline explosion. 

After months of analysis, Williams Gas Pipeline officials say they now know what 
caused this pipeline to explode in Appomattox County, Virginia. The company says it 
was corrosion on the outside of Line B that caused the line to weaken and burst into 
flames. Williams says an error in pipeline testing devices did not give them the warning 
they needed. Monday night, Williams explained their findings to folks who live in the 
area. A spokesman for Williams said they were analyzing testing results from earlier in 
the year that showed the pipeline at the explosion site was breaking down. “It was 
strictly a matter of timing that we didn’t get to it before it failed,” he said. An error in 
those testing results, did not show the pipe was as weak as it was, so Williams did not 
think they needed to repair Line B as quickly. Williams hopes to get a nod of approval 
from the Pipeline and Hazardous Materials Safety Administration, who says it could be 
days or weeks before any pressure is restored to Line B.  
Source: http://www.wset.com/news/stories/1208/578141.html 
 

[Return to top] 

Chemical Industry Sector 
 
4. December 15, Christian Science Monitor – (National) Rule OK’s chemical tankers 

through cities. The current Presidential Administration has finalized a controversial 
regulation that will allow railroads to continue to ship dangerous chemicals through 
major cities. That has infuriated some city officials, security experts, and 
environmentalists because it preempts all local efforts to control if, when, and how those 
railroad tank cars move through their communities. The regulation leaves the decision of 
which route to take with deadly chemicals primarily in the hands of the railroads. Critics 
contend that this leaves too many communities vulnerable to a serious security threat 
and that state, local, and federal officials should have more input to ensure the chemicals 
are transported along the shortest, safest, and most secure routes. The current 

http://www.courierpostonline.com/article/20081216/NEWS01/812160344/1006/news01
http://www.bakersfieldnow.com/news/local/36198424.html
http://www.wset.com/news/stories/1208/578141.html
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Administration and the railroads defend the rule, saying it will require the railroads to 
ensure such materials are shipped on the “safest and most secure” routes. The railroads 
must assess 27 different criteria before determining which route is best, including 
proximity to densely populated and environmentally sensitive areas. Officials at the 
Federal Railroad Administration also say that there is a specific mechanism in the new 
rule that allows local officials to have input about their own communities. 
Source: http://features.csmonitor.com/politics/2008/12/15/rule-ok%E2%80%99s-
chemical-tankers-through-cities/ 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

5. December 16, Reuters – (Arizona) APS Ariz. Palo Verde 2 reactor exits outage. 
Arizona Public Service’s 1,314-megawatt Unit 2 at the Palo Verde nuclear power station 
in Arizona exited an outage and ramped up to 68 percent power early December 16, the 
U.S. Nuclear Regulatory Commission said in a report. On December 15, the unit was 
operating at 9 percent of capacity. The unit shut by November 22 to fix a hydrogen leak 
in the cooling system for the main electrical generator. 
Source: http://www.reuters.com/article/marketsNews/idUSN1654654920081216 

 
6. December 15, U.S. Nuclear Regulatory Commission – (Connecticut) NRC begins 

special inspection at Millstone 3 nuclear power plant. The U.S. Nuclear Regulatory 
Commission (NRC) has initiated a special inspection at the Millstone 3 nuclear power 
plant in response to the recent discovery of a volume of gas trapped in piping for a 
reactor safety system. There are no immediate safety concerns because the issue was 
identified when the Waterford, Connecticut, plant was shut down in October for a 
refueling and maintenance outage and the system was not required to be operable. 
Dominion Nuclear Connecticut, Inc., the plant’s owner, subsequently installed a valve 
during the outage and vented the gas, thereby fixing the problem prior to the plant’s 
restart. The condition was not found at the other operating reactor at the site, Millstone 
2. The gas was found in a section of 24-inch-diameter suction piping between the plant’s 
refueling water storage tank and its emergency core cooling system pumps. During 
certain accident scenarios, cooling water would be drawn from the tank and sent to the 
pumps, which in turn would deliver the water to the reactor vessel to keep the nuclear 
fuel inside covered and cooled. The concern with the gas is that it could have been 
transferred to the pumps during an accident and impact their operability.  
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2008/08-064.i.html 

 
7. December 15, U.S. Nuclear Regulatory Commission – (Tennessee) Fitness for duty. At 

the Watts Bar nuclear power plant in Tennessee, a non-licensed employee supervisor 
had a confirmed positive for illegal drugs during a random fitness-for-duty test. The 
employee’s access to the nuclear plant has been terminated. The licensee has notified the 
U.S. Nuclear Regulatory Commission resident inspector.  
Source: http://www.nrc.gov/reading-rm/doc-collections/event-
status/event/en.html#en44721 

 

http://features.csmonitor.com/politics/2008/12/15/rule-ok%E2%80%99s-chemical-tankers-through-cities/
http://features.csmonitor.com/politics/2008/12/15/rule-ok%E2%80%99s-chemical-tankers-through-cities/
http://www.reuters.com/article/marketsNews/idUSN1654654920081216
http://www.nrc.gov/reading-rm/doc-collections/news/2008/08-064.i.html
http://www.nrc.gov/reading-rm/doc-collections/event-status/event/en.html#en44721
http://www.nrc.gov/reading-rm/doc-collections/event-status/event/en.html#en44721
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[Return to top] 

Defense Industrial Base Sector 
 

8. December 16, Ventura County Star – (California) Radioactive contaminants found in 
Field Laboratory pit. Tests have uncovered radioactive contaminants in an open-air 
burn pit, already rife with chemical pollutants, at the Santa Susana Field Laboratory, 
according to state regulatory officials. Low levels of radium-226 and plutonium were 
discovered during testing this fall, said the field lab project director for California’s 
Department of Toxic Substances Control. “These are very low levels of radionuclides, 
and certainly the discovery of radium is not that surprising,” he said on December 15. 
“It’s fairly common to find radium in landfills. We don’t know if we found all that there 
is to find, and it doesn’t answer the question of where it came from.” One possibility for 
the source is old radio or instrument dials, or it might have been used in experiments. 
The Field Lab, which is currently owned by Boeing Co. and formerly owned by 
Rocketdyne, is a former rocket engine and nuclear test site in the hills south of Simi 
Valley.  
Source: http://www.venturacountystar.com/news/2008/dec/16/radioactive-contaminants-
found-in-field-pit/ 

 
[Return to top] 

Banking and Finance Sector 
 

9. December 16, CNNMoney – (National) Credit card crackdown coming soon. Cash-
strapped consumers might get some welcome news on Thursday when regulators vote to 
rein in controversial credit card practices. The proposed rules, which have received 
overwhelming consumer support, prohibit banks from practices like raising the interest 
rates on pre-existing credit card balances unless a payment is over 30 days late, and 
applying payments in a way that maximizes interest penalties. The Federal Reserve 
Board, the Office of Thrift Supervision, and the National Credit Union Administration, 
are all expected to approve the regulation. The rules are expected to take effect by 2010. 
“It will fundamentally change the relationship between cardholders and banks,” said a 
spokesman from the American Bankers Association. If approved, the Fed’s rules will 
mean an end to double-cycle billing, which averages out the balance from two previous 
bills. That means that consumers who carry a balance can get hit with retroactive interest 
on their previous month’s bill — even if they have already paid that off. Consumers 
would also be given a reasonable amount of time to make payments, and payments 
would be applied to higher-rate balances first to reduce interest penalties and fees. 
Credit card statements would clearly list the time of day that a payment is due, and any 
changes to accounts would be in bold or listed separately. And, finally, no more 
universal defaults, a policy which allows credit card issuers to increase the interest rate 
on one card if a customer misses a payment on another card. 
Source: http://money.cnn.com/2008/12/16/pf/credit_card_rules/index.htm  

 
 [Return to top]  
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Transportation Sector 
 

10. December 15, Associated Press – (District of Columbia) FAA makes special flight 
rules around D.C. permanent. Airspace restrictions and procedures implemented 
around Washington after the September 11th attacks are now permanent. The Federal 
Aviation Administration (FAA) announced on Monday that a final rule issued by the 
agency makes the special flight rules permanent. The secure airspace is made up of a 
pair of concentric rings consisting of a 15-nautical mile radius and 30-nautical radius 
around Ronald Reagan Washington National Airport. Within the outer ring, pilots must 
file a flight plan, establish two-way radio communications with air traffic control, and 
operate the aircraft transponder on an assigned code. But the inner ring is restricted to 
flights authorized by the FAA and the Transportation Security Administration. The area 
is smaller than the Air Defense Identification Zone that went into effect in February 
2003. 
Source: http://www.wtop.com/?nid=25&sid=1550403  

 
[Return to top] 

Postal and Shipping Sector 
 
11. December 16, Reno Gazette-Journal – (Nevada) Mailed white powder triggers 

quarantine at Carson City office. Five employees at a Carson City accounting firm 
were quarantined Monday by health officials after a suspicious white powder arrived in 
an envelope in the mail. Officials determined it was harmless and released the 
employees. The Bullis & Company office reopened for business. “The FBI’s handling it 
now,” according to a Carson City Sheriff lieutenant. “But a team tested it at the scene 
and it didn’t appear to be dangerous.” The building houses the accounting office and 
several law offices.  
Source: http://www.rgj.com/article/20081216/NEWS15/812160355/1321/NEWS 

 
12. December 15, Arizona Republic – (Arizona) Suspicious powder mailed to inmate at 

Perryville prison. A state Department of Corrections mail screener found a suspicious 
powder in a package addressed to an inmate at a prison in the Southwest Valley over the 
weekend. Preliminary tests at the Arizona Prison Complex-Perryville showed the 
powder was likely manufactured for use in a protein drink, but a sample was sent to a 
state lab for full evaluation, said a spokesman for the Goodyear Fire Department. “We 
felt pretty comfortable that it wasn’t something harmful, but we still wanted to check,” 
he said. The mail screener told firefighters that the substance touched his skin. He also 
said he may have inhaled some of the powder. He was isolated and directed to take a 
shower before he was examined by a medical crew, the spokesman said. The package 
was sent from Mexico. Evidence was turned over to the U.S. Postal Inspection Service, 
he said. 
Source: 
http://www.azcentral.com/community/swvalley/articles/2008/12/15/20081215swv-
powder1215-ON.html 

 

http://www.wtop.com/?nid=25&sid=1550403
http://www.rgj.com/article/20081216/NEWS15/812160355/1321/NEWS
http://www.azcentral.com/community/swvalley/articles/2008/12/15/20081215swv-powder1215-ON.html
http://www.azcentral.com/community/swvalley/articles/2008/12/15/20081215swv-powder1215-ON.html
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13. December 15, Associated Press – (National) Washington latest state to get suspicious 
powder. A suspicious white powder that was sent in a letter to the Washington governor 
has been declared harmless. A State Patrol sergeant says the powder was tested Monday. 
It was received overnight in the state’s mail processing hub in Olympia. Two people 
were decontaminated as a precaution. Mailings with powders found to be harmless have 
been received at governors’ offices in 39 states and two U.S. territories since last week. 
All of them were postmarked from Texas. He says there is no reason to believe this 
mailing is different from the other hoaxes. The FBI is investigating.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5giqzbHkY5aUtwYUxwihgAvCt
sZLwD953G4SG0 

 
14. December 15, WCNC 36 Charlotte – (North Carolina) Suspicious package 

investigated at NC Air National Guard. Investigators are checking out a suspicious 
package found at the North Carolina Air National Guard facility near the Charlotte-
Douglas International Airport. The package matches the description of 11 other 
suspicious packages found at military installations around the country since Friday. In 
all of those incidents, no explosives were found, but some information was discovered 
inside the packages. Three buildings near the airport were evacuated as a precaution. 
Military police and the Charlotte Fire Department have now determined the package 
does not contain explosives and does not appear to be a threat. A mailroom worker first 
noticed the package and called for help. “It wasn’t properly addressed, the amount of 
postage, it had excessive postage on it,” said a North Carolina Air National Guard 
lieutenant. “There are several signs our mail personnel are trained to look at to make 
sure.” The FBI is now looking into the package and will try to find the person who sent 
it.  
Source: http://www.wcnc.com/news/topstories/stories/wcnc-1215-8-al-
suspicious_package.6734cb7e.html 

 
15. December 15, KCRA 3 Sacramento – (California) ‘Anthrax’ letter mailed to CHP 

Academy. Yolo County dispatch said Monday that a letter arrived at the California 
Highway Patrol academy with a powder attached to it that claimed to be anthrax. A 
hazardous materials crew is investigating. However, about seven people were seen going 
into the mail center without safety gear. The mail sorting facility handles all the mail 
that goes into the State Capitol. 
Source: http://www.kcra.com/news/18283526/detail.html 

 
 [Return to top] 

Agriculture and Food Sector  

 
16. December 16, USAgNet – (International) South Korea halts beef imports from U.S. 

slaughterhouse. South Korea halted beef imports from a U.S. packinghouse after 
finding it has repeatedly shipped spoiled meat, the quarantine agency said. Est 969, a 
slaughterhouse of Swift Beef Co. in Greeley, Colorado, faced the sanction after spoiled 
beef was found in three of its shipments sent since November, said the National 
Veterinary Research and Quarantine Service. A total of 2,466 tons of beef has been 

http://www.google.com/hostednews/ap/article/ALeqM5giqzbHkY5aUtwYUxwihgAvCtsZLwD953G4SG0
http://www.google.com/hostednews/ap/article/ALeqM5giqzbHkY5aUtwYUxwihgAvCtsZLwD953G4SG0
http://www.wcnc.com/news/topstories/stories/wcnc-1215-8-al-suspicious_package.6734cb7e.html
http://www.wcnc.com/news/topstories/stories/wcnc-1215-8-al-suspicious_package.6734cb7e.html
http://www.kcra.com/news/18283526/detail.html
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imported from the packinghouse since July. According to quarantine rules between 
South Korea and the United States, Seoul can suspend imports until corrective measures 
are taken if spoiled shipments from the same factory are found twice. “Some of the 
shipments were suspected to have gone bad because the temperature was not properly 
maintained in the import process,” an official of the agriculture ministry said. Japan 
reportedly suspended imports from the same slaughterhouse last month after finding it 
had shipped beef that was improperly labeled on its export certificate.  
Source: http://www.usagnet.com/story-national.php?Id=2912&yr=2008 
 

17. December 15, Farm-to-Consumer Legal Defense Fund – (National) Motions falsely 
claim NAIS is a voluntary program. Motions filed by the U.S. and Michigan 
Departments of Agriculture seeking to dismiss the Farm-to-Consumer Legal Defense 
Fund suit to stop the implementation of the National Animal Identification System 
(NAIS) incorrectly claim that NAIS is a voluntary program, according to the Farm-to-
Consumer Legal Defense Fund. The suit, which was filed in the U.S. District Court, 
District of Columbia on September 8 asks the court to issue an injunction to stop the 
implementation of NAIS at both the state and the federal levels by any state or federal 
agency. If successful, the suit would halt the program nationwide. The suit charges that 
USDA has never published rules regarding NAIS, in violation of the Federal 
Administrative Procedures Act; has never performed an Environmental Impact 
Statement or an Environmental Assessment as required by the National Environmental 
Policy Act; is in violation of the Regulatory Flexibility Act that requires the USDA to 
analyze proposed rules for their impact on small entities and local governments; and 
violates religious freedoms guaranteed by the Religious Freedom Restoration Act. The 
Fund expects to file its response to the agencies’ motions to dismiss in January. 
Source: http://www.marketwatch.com/news/story/Legal-Defense-Fund-Answer-
USDA/story.aspx?guid={CCBD3213-1171-4817-BD2F-76A88601BEA0} 

 
[Return to top] 

Water Sector 
 
18. December 16, Los Angeles Times – (California) U.S. tightens the tap on water from 

Northern California. Federal wildlife officials on Monday released new restrictions on 
pumping water from Northern California, further tightening the spigot on flows to 
Southern California cities and San Joaquin Valley farms. The curbs, intended to keep 
the tiny delta smelt from extinction and stem the ecological collapse of California’s 
water crossroads, could in some years cut state water deliveries by half. “The water 
supply is becoming less certain,” the state water resources said. The cutbacks will vary 
depending on conditions in the Sacramento-San Joaquin River Delta, the smelt’s only 
home and a major source of water for the majority of Californians. In a typical year, the 
smelt protections will slash California State Water Project deliveries 20% to 30% — 
essentially maintaining the level of cuts ordered this year by a federal judge. Under the 
worst conditions, that figure could climb to 50%. Chemical contamination, invasive 
species, power plant operations, and climate are all hurting the delta, he said. The new 
restrictions are contained in a biological opinion issued by the U.S. Fish and Wildlife 
Service. The 410-page document deals with the operation of the federal Central Valley 

http://www.usagnet.com/story-national.php?Id=2912&yr=2008
http://www.marketwatch.com/news/story/Legal-Defense-Fund-Answer-USDA/story.aspx?guid=%7bCCBD3213-1171-4817-BD2F-76A88601BEA0%7d
http://www.marketwatch.com/news/story/Legal-Defense-Fund-Answer-USDA/story.aspx?guid=%7bCCBD3213-1171-4817-BD2F-76A88601BEA0%7d
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Project and the State Water Project, California’s two biggest water systems. 
Source: http://www.latimes.com/news/printedition/california/la-me-water16-
2008dec16,0,1489088.story 

 
19. December 15, Missouri Department of Natural Resources – (Missouri) Water systems 

fail to comply with testing. The Missouri Department of Natural Resources has 
released a list of 38 drinking water systems that have chronically failed to complete 
required bacteriological testing. The department requires all public water systems to test 
for bacteria at least once a month to verify these systems are providing safe drinking 
water to the public. While failing to monitor does not necessarily mean that the water is 
unsafe, routine testing is a crucial part of maintaining a safe water supply. Chronic 
violators are the exception rather than the rule, as this current list of 38 systems 
represents only 1.4 percent of the approximately 2,800 public drinking water systems in 
Missouri.  
Source: http://www.lakesunleader.com/news/x1009171111/Water-systems-fail-to-
comply-with-testing 

 
20. December 14, Hartford Courant – (Connecticut) Wrestling with uranium. Uranium 

contamination poses a persistent problem in as many as 16 well water systems serving 
thousands of people around the state, according to a Courant analysis of test records 
from the state Department of Public Health. The contaminated sites include Johnson 
Memorial Hospital in Stafford, a mobile home park in Killingworth and 10 
condominium complexes in Brookfield. At those sites and in four other towns — 
Danbury, Kent, Madison, and Newtown — well water systems exceeded federal limits 
for uranium in drinking water at some point in the past year. Earlier this fall, 
contamination at a condominium complex in Madison prompted officials to test two 
nearby public schools, where they also found uranium. The discovery alarmed residents 
and prompted officials to turn off the taps, bring in bottled water, and start a broad 
public education campaign. The water supply at Johnson Memorial Hospital has 
contained an average of 38 to 42 parts per billion of uranium over the past year, tests 
show. For now, the water is running as usual, and the hospital has posted notices of the 
test results in public areas, hospital officials said.  
Source: http://www.courant.com/news/local/hc-
uranium1214.artdec14,0,7407972.story?page=1 

 
[Return to top] 

Public Health and Healthcare Sector 
 

Nothing to report 
 
[Return to top] 

Government Facilities Sector 
 
21. December 16, Associated Press – (International) U.S. embassies in Europe receive 

white powder. Authorities say that U.S. embassies in Germany and Romania received 

http://www.latimes.com/news/printedition/california/la-me-water16-2008dec16,0,1489088.story
http://www.latimes.com/news/printedition/california/la-me-water16-2008dec16,0,1489088.story
http://www.lakesunleader.com/news/x1009171111/Water-systems-fail-to-comply-with-testing
http://www.lakesunleader.com/news/x1009171111/Water-systems-fail-to-comply-with-testing
http://www.courant.com/news/local/hc-uranium1214.artdec14,0,7407972.story?page=1
http://www.courant.com/news/local/hc-uranium1214.artdec14,0,7407972.story?page=1
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letters Tuesday containing a suspicious white powder. Both embassies say the envelopes 
are being investigated by American and local authorities. Police in Berlin say that initial 
tests indicate that the letter received at the embassy’s facility on Clayallee, where many 
of the downtown embassy’s consular services are housed, was not dangerous. The 
embassy in Bucharest was closed briefly after receiving the letter.  
Source: http://www.google.com/hostednews/ap/article/ALeqM5jtNMZIUgF_aKiZA-
noIkdF7UUVSwD953TDVO1 
 

22. December 16, Associated Press – (Pennsylvania) Pittsburgh offices reopen day after 
chemical leak. The Allegheny County Office Building in Pittsburgh is reopening a day 
after chemicals used by the medical examiner’s office leaked, causing 500 workers to be 
evacuated. Hazardous materials crews responded about 6:30 a.m. Monday after workers 
reported an odor. The building was shut down more than two hours later so the 
chemicals could be removed. The 55-gallon drum that leaked was one of four awaiting 
disposal. It contained methanol and chloroform. Chloroform is used to extract DNA 
from body tissues by the medical examiner’s office. Investigators are still trying to 
determine why the chemicals leaked from the drum. 
Source: http://www.eveningsun.com/ci_11243697 

23. December 16, Advocate Capital News Bureau – (Louisiana) Bomb threat empties 
capitol. Employees were ordered out of the Louisiana State Capitol on Monday 
afternoon because of an anonymous bomb threat, officials said. A spokesman for the 
State Police said that about 15 minutes after the threat was made, authorities concluded 
that it was not credible. Baton Rouge police passed on the information to state 
authorities. Officials of the hazardous materials division of State Police searched the 
building. The spokesman said that at about 6 p.m. workers would have been allowed 
back in the building if it was during normal business hours. 
Source: http://www.2theadvocate.com/news/36213049.html  
  

24. December 16, Greensboro News & Record – (North Carolina) Virus a risk to UNCG 
payroll data. All faculty, staff, and students at the University of North Carolina, 
Greensboro (UNCG), received a warning about a security breach on a computer 
containing personal information used in processing UNCG’s monthly payroll. Everyone 
paid by UNCG could be affected. The university requires all employees to have direct 
deposit for their paychecks, and material on the infected computer included names, 
Social Security numbers, direct-deposit routing and bank account information. “This is a 
very, very serious matter, and the university is taking all the necessary steps to assure 
the security of our employees’ personal and business information,” said the UNCG vice 
chancellor for business affairs. More than 2,500 people work in faculty or staff jobs at 
UNCG. Hundreds more students are also on the university payroll in various jobs. 
Source: http://www.news-
record.com/content/2008/12/15/article/virus_a_risk_to_uncg_payroll_data  

25. December 15, WIRED – (National) Confirmed: Air Force falls short in third nuke 
test. The Air Force has failed a third test of its nuclear handling capabilities, as Danger 
Room first reported over the weekend. In a memo, the Air Force confirmed that the 90th 

 

 

http://www.google.com/hostednews/ap/article/ALeqM5jtNMZIUgF_aKiZA-noIkdF7UUVSwD953TDVO1
http://www.google.com/hostednews/ap/article/ALeqM5jtNMZIUgF_aKiZA-noIkdF7UUVSwD953TDVO1
http://www.eveningsun.com/ci_11243697
http://www.2theadvocate.com/news/36213049.html
http://www.news-record.com/content/2008/12/15/article/virus_a_risk_to_uncg_payroll_data
http://www.news-record.com/content/2008/12/15/article/virus_a_risk_to_uncg_payroll_data
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Missile Wing at F.E. Warren Air Force Base in Wyoming “rated unsatisfactory” on its 
nuclear surety inspection. Testers found fault with the missile unit’s “management and 
administration,” as well as its “tools, tests, tie-down and handling equipment.” In recent 
years, critics charge, the Air Force has grown increasingly sloppy in how it maintains, 
protects, and operates its nuclear weapons. After a series of atomic mishaps, a total of 15 
leading Air Force officers (including six generals) were disciplined. Nuclear surety 
inspections are now being graded much more harshly. The Project on Government 
Oversight notes, “This is the third Air Force nuclear unit to fail an inspection this year, 
and moreover, it now means that all three missile bases with deployed land-based 
Minuteman III intercontinental ballistic missiles (ICBM) have failed their security 
tests.”  
Source: http://blog.wired.com/defense/2008/12/confirmed-air-f.html 
 

[Return to top] 

Emergency Services Sector 
 

26. December 15, Federal Computer Week – (National) FEMA looks ahead on emergency 
warning system. The Federal Emergency Management Agency (FEMA) is seeking the 
best way to hire a vendor to help it implement an integrated emergency alert system that 
uses the latest information technology. FEMA published a request for information and a 
draft statement of work for support services for implementing the Integrated Public 
Alert and Warning System (IPAWS) December 10. The agency released a modified 
version of the notice today. The pre-solicitation notice said FEMA would use vendors’ 
responses to determine the appropriate contract mechanism for acquiring the needed 
services. Officials say IPAWS will improve the current emergency alert and warning 
systems, which rely on radio and TV broadcasts. IPAWS will use mobile media — such 
as cell phones, pagers, computers and other personal communications devices — to 
warn people through live or pre-recorded messages in audio, video and text and in 
multiple languages, including American Sign Language and Braille, FEMA officials 
said. 
Source: http://www.fcw.com/online/news/154685-1.html  

 
[Return to top]  

Information Technology 
 

27. December 16, PC World – (International) Internet Explorer is unsafe ... still. A 
malignant security flaw found in all versions of Microsoft’s Internet Explorer browser 
has yet to be fixed, and the problem is spreading. Microsoft detailed the flaw in a 
security update blog post six days ago. Since then, the problem has spread across the 
globe, hitting at least two million computers. Unlike other computer exploits, this one 
does not require users to click on fishy links or download mysterious software. Instead, 
it plagues computers that simply open an infected Web page. Internet Explorer is 
currently used by 69 percent of Web surfers. The flaw hides inside the data binding 
function of the browser and causes IE to quit unexpectedly and reopen vulnerable to 
hackers. So far, most of the attacks have been geographically centered on China and 

http://blog.wired.com/defense/2008/12/confirmed-air-f.html
http://www.fcw.com/online/news/154685-1.html
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have been used for the purposes of stealing computer game passwords. But with a flaw 
as wide as this, the possibilities of nefarious action could include the massive theft of 
personal information such as administrative computer passwords and financial data. 
Even though there is currently no patch for this problem, Microsoft has offered a variety 
of workarounds. Most involve disabling or crippling the “oledb32.dll” file. Other 
methods include setting Internet and local intranet security zones to “high” and 
configuring Internet Explorer to prompt before running Active Scripting or to disabling 
Active Scripting. 
Source: http://www.pcworld.com/article/155551/internet_explorer_is_unsafe_still.html 

 
28. December 16, DarkReading – (International) Zero-Day exploits on IE7 could spread 

to other Microsoft browsers. The zero-day vulnerability in Internet Explorer 7 can also 
be found in other versions of the Microsoft browser, but exploits can be avoided through 
a series of workarounds, Microsoft said yesterday. The zero-day vulnerability reported 
has led to exploits that are still in the wild, confirmed in a security bulletin issued 
December 15. Although the attacks so far have been only against versions of IE7, 
Microsoft also conceded that IE versions 5, 6, and the 8.2 beta are also potentially 
vulnerable. “The vulnerability exists as an invalid pointer reference in the data binding 
function of Internet Explorer,” Microsoft says. “When data binding is enabled (which is 
the default state), it is possible under certain conditions for an object to be released 
without updating the array length, leaving the potential to access the deleted object’s 
memory space. This can cause Internet Explorer to exit unexpectedly, in a state that is 
exploitable.” Attacks that exploit the vulnerability continue, and there are likely to be 
more, Microsoft says. “Current trending indicates that there may be attempts to utilize 
SQL injection attacks against Websites to load attack code on those Website,” the 
company says. Microsoft is recommending a series of “workarounds” that are designed 
to prevent the attacks: Protected Mode in Internet Explorer 7 and Internet Explorer 8 
Beta 2 in Windows Vista limits the impact of the vulnerability. By default, Internet 
Explorer on Windows Server 2003 and Windows Server 2008 runs in a restricted mode 
known as Enhanced Security Configuration. This mode sets the security level for the 
Internet zone to High. An attacker who successfully exploits this vulnerability could 
gain the same user rights as the local user. Users whose accounts are configured to have 
fewer user rights on the system could be less affected than users who operate with 
administrative user rights. 
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml;jsessionid=IB30
M5GKIBMCYQSNDLPCKHSCJUNN2JVN?articleID=212500604 

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us−cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 
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Communications Sector 
 

29. December 16, Associated Press – (Texas) Test to jam cell phones smuggled into 
prison nixed, citing federal law. A scheduled demonstration of an electronic device 
that jams cell phone signals, rendering a phone inside a prison useless, has been 
canceled four days before it was to have been held, according to Texas prison officials. 
The demonstration was scheduled at the state jail in Austin by Florida-based vendor 
CellAntenna but prison officials nixed it Monday, saying such a test would violate 
federal law. Death row has been the most highly visible source of illegal cell phone 
activity since a condemned inmate in October made threatening calls, prompting a 
statewide prison lockdown and shakedown for contraband that prison officials said 
turned up 132 phones, 118 phone chargers and 183 inmate-made weapons. More phones 
and phone equipment then turned up on death row after the lockdown ended last month. 
South Carolina recently had a successful demonstration of the jamming device. Officials 
said it successfully blocked cell calls inside a prison — without interfering with nearby 
cell traffic. 
Source: http://www.chron.com/disp/story.mpl/metropolitan/6166944.html  

 
[Return to top] 

Commercial Facilities Sector 
 

Nothing to report 
 
[Return to top] 

National Monuments & Icons Sector 
 

Nothing to report 
 
[Return to top] 

Dams Sector 
 

30. December 16, Telegraph Herald – (Iowa) Easement to allow repair of levee. The 
Cascade City Council has approved a construction easement to allow access to a 
damaged levee. The north part of the levee, located along the north fork of the 
Maquoketa River, will be accessed by a repair crew through the easement. A residential 
property and Sauser Farm Inc. own the land on the easement. In addition, the council 
approved an agreement with the U.S. Army Corps of Engineers and will pay 20 percent 
of the levee’s repair costs. The estimated cost for the city is $24,886. 
Source: http://www.thonline.com/article.cfm?id=226311 
See also: 
https://www.fbo.gov/index?s=opportunity&mode=form&id=4e1da774e0777ea9795ff16
8515dbebe&tab=core&_cview=1&cck=1&au=&ck= 

 
31. December 16, St. Petersburg Times – (Florida) Tampa Bay Water wants stopgap 

http://www.chron.com/disp/story.mpl/metropolitan/6166944.html
http://www.thonline.com/article.cfm?id=226311
https://www.fbo.gov/index?s=opportunity&mode=form&id=4e1da774e0777ea9795ff168515dbebe&tab=core&_cview=1&cck=1&au=&ck
https://www.fbo.gov/index?s=opportunity&mode=form&id=4e1da774e0777ea9795ff168515dbebe&tab=core&_cview=1&cck=1&au=&ck
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patches for reservoir. A permanent fix for Tampa Bay Water’s 15-billion-gallon 
reservoir could take five years and a still undetermined amount of money. Given the 
region’s “dire” water shortage, utility officials said Monday they can not wait that long. 
They want to put temporary patches on the reservoir’s cracked walls so they can refill it. 
Since August the utility has kept the reservoir less than half full, to allow engineers to 
investigate the cause of the cracking. The lack of rainfall during this past summer has 
left Tampa Bay Water struggling to keep up with the demands of the 2-million people 
who live in Pinellas, Hillsborough, and Pasco counties. In the past, local governments 
would just pump more water from the underground aquifer. However, such wholesale 
pumping damaged lakes, rivers, and wetlands, and Tampa Bay Water has agreed to 
reduce its pumping to 90-million gallons a day.  
Source: http://www.tampabay.com/news/environment/water/article939196.ece 

 
32. December 15, Columbus Dispatch – (Ohio) OSU worries removing dam will harm 

campus. Ohio State University (OSU) wants to make sure that removing the 5th Avenue 
dam does not harm the millions of dollars the school has invested in its stadium and 
other buildings and roads, or jeopardize its plan to expand its medical complex. 
Removing the dam will lower the level of the Olentangy River, speed up its flow, and 
expose 2 miles of riverbank. So Columbus plans to hire an engineering company for as 
much as $540,000 to assess the impact, while figuring out where it will get the money to 
demolish the dam. Ohio State wants to see what the study shows and then discuss 
whether it makes sense for the school to help pay for the removal, which he said OSU 
supports in concept. During the stadium’s $210 million expansion and renovation, crews 
lowered the field 14 feet and built a wall of impermeable concrete extending 40 feet 
down to make sure that groundwater did not flood it. The stadium is less than a quarter-
mile east of the river. Lowering the level of the river would lower the water table under 
the stadium. 
Source: 
http://dispatch.com/live/content/local_news/stories/2008/12/15/FIFTHDAM.ART_ART
_12-15-08_B1_BNC84CV.html?sid=101 
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DHS Daily Open Source Infrastructure Report Contact Information 

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

DHS Daily Open Source Infrastructure Report Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421 for more information. 

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Web page at www.us−cert.gov.  
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