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 According to the Associated Press, the number of governors’ offices receiving letters 
containing suspicious powder has topped 30. (See item 20) 

 Agence France-Presse reports that a suspect has been arrested in connection with a bomb 
attack on a bank Friday in Woodburn, Oregon, that left two police officers dead and two 
injured. (See item 32) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. December 15, Bloomberg – (National) Storm repairs in U.S. Northeast may be 
helped by warmer weather. Workers trying to restore power to more than half a 
million homes in the Northeastern United States may get a boost from temperatures 
about 20 degrees higher than last week. Crews from as far away as Ohio, Michigan, and 
Canada joined local efforts to return electricity to more than one million customers cut 
off by the December 11-12 ice storm, utility companies reported. Predicted wind gusts 
Monday of more than 40 miles per hour and continued icing of trees and power lines 
have the potential to slow work on downed cables, National Grid Plc. said in a statement 
on its Web site. However, in Maine, New Hampshire, and Massachusetts, workers may 
get some help from warmer temperatures. Temperatures across most of the six New 
England states will be well above the freezing mark. Monday’s high in central 
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Massachusetts may reach 54 degrees Fahrenheit in the afternoon, according to the 
weather service. States of emergency were declared in New York, Massachusetts, and 
New Hampshire.  
Source: 
http://www.bloomberg.com/apps/news?pid=20601103&sid=axn6GpSEVyqs&refer=usl 

 
2. December 15, Bloomberg – (National) Enterprise Independence line shut for hub 

maintenance. Enterprise Products Partners LP, the second-biggest U.S. pipeline 
partnership, shut the Independence Trail natural-gas pipeline while the Independence 
Hub that supplies it undergoes maintenance. The outage should last less than 24 hours, 
the company said. The mono ethylene glycol, or MEG, supply is being replenished, a 
company spokesman said in an interview December 15. The unit was shut down at 7:45 
a.m. The chemical cleans the pipeline and prevents the supplies from freezing during 
transportation, the spokesman said. The line transports natural gas from the 
Independence Hub in the Gulf of Mexico. The Independence Hub, with production 
capacity of one billion cubic feet a day, accounts for two percent of U.S. gas supplies 
and represents ten percent of deliveries from the Gulf, according to Enterprise. 
Source: 
http://www.bloomberg.com/apps/news?pid=20601072&sid=azCw2mLNN4lo&refer=en
ergy 

 
3. December 15, Associated Press – (Kansas) Plant blast injures 1. An investigation 

continues into a natural-gas plant explosion that left one person injured. A 
spokeswoman for Oneok, the natural gas distributor that operates the plant in Bushton in 
central Kansas, says the blast occurred about 7:30 a.m. Sunday. The victim was taken to 
a Wichita hospital and treated for injuries that were not life-threatening. The plant 
processes natural gas. Investigators are trying to determine what caused the blast. The 
spokeswoman said the fire from the explosion was small and occurred outdoors. The 
plant was shut down. It is not clear how long it will be closed. 
Source: http://www.nebraska.tv/Global/story.asp?S=9521446 

 
[Return to top] 

Chemical Industry Sector 
 
Nothing to report 
 

[Return to top] 

 
Nuclear Reactors, Materials, and Waste Sector 
 

4. December 15, Reuters – (Missouri) Ameren Mo. Callaway reactor shut again. 
Ameren Corp shut the 1,190-megawatt reactor at the Callaway nuclear power station in 
Missouri from 98 percent power on December 14 due to an electrical fault on a 
condensate pump, the company told the U.S. Nuclear Regulatory Commission in a 
report. At the time of the shutdown, the unit was ramping up after exiting an outage 
begun December 11. 

http://www.bloomberg.com/apps/news?pid=20601103&sid=axn6GpSEVyqs&refer=usl
http://www.bloomberg.com/apps/news?pid=20601072&sid=azCw2mLNN4lo&refer=energy
http://www.bloomberg.com/apps/news?pid=20601072&sid=azCw2mLNN4lo&refer=energy
http://www.nebraska.tv/Global/story.asp?S=9521446
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Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN15347746200
81215 

 
[Return to top] 

Defense Industrial Base Sector 
 

5. December 12, Fightglobal.com – (National) Lockheed demonstrates autonomous F-
16 landing. Lockheed Martin billed the autonomous landing of an F-16 as evidence of 
its preparations for developing unmanned combat air vehicles, but the demonstration 
could be a factor in a more near-term contract. The U.S. Air Force (USAF) plans to 
convert dozens of retired F-16s into aerial targets, replacing the dwindling supply QF-4 
drones by the middle of the next decade. Showing the ability to autonomously land the 
F-16 is a critical requirement to win the QF-16 conversion contract. The QF-4 is also 
programmed to land autonomously, but the USAF also operated a ground-based manual 
back-up for emergencies. The QF-16 contract removes the requirement for a manual 
back-up, making reliability of the autonomous landing feature a key competitive 
attribute. In a briefing chart dated in September, USAF officials described a “highly 
reliable QF-16 auto landing capability” as “critical to the program’s success.” A 
Lockheed spokeswoman acknowledged “there isn’t a specific UCAV project in mind.” 
The USAF plans to issue a request for proposals for the QF-16 contract in the third 
quarter of fiscal 2009, followed by contract award in the first quarter of FY10. 
Lockheed’s Skunk Works developed the autoland sequence to be initiated during flight 
by an onboard safety pilot. An onboard computer guides the F-16 through the landing 
sequence, Lockheed says, using algorithms to control attitude, glide slope, airspeed, and 
descent rates. 
Source: http://www.flightglobal.com/articles/2008/12/15/320143/lockheed-
demonstrates-autonomous-f-16-landing.html  

 
[Return to top] 

Banking and Finance Sector 
 
6. December 15, Insurance Daily – (National) Zurich pays $25m fraud settlement. 

Zurich Financial Services Group has agreed to pay a $25 million settlement to the US 
Securities and Exchange Commission (SEC) in connection with charges of civil 
securities fraud. A related charge was also settled against Converium Holding AG, 
which operated under the name Zurich Re until it was spun off in 2001. In paying out 
the settlement, the companies neither admitted nor denied any wrongdoing. The SEC 
accused the two companies of designing reinsurance transactions to make it appear that 
risk had been transferred to a third party, when, in truth, the risk remained with Zurich 
controlled businesses. This enabled Zurich Re and Converium to artificially inflate 
performance figures, allowing them to receive a significant windfall when Zurich Re 
was spun off as Converium in December 2001. 
Source: http://www.insurancedaily.co.uk/2008/12/15/zurich-pays-25m-fraud-settlement/  

 

http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1534774620081215
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1534774620081215
http://www.flightglobal.com/articles/2008/12/15/320143/lockheed-demonstrates-autonomous-f-16-landing.html
http://www.flightglobal.com/articles/2008/12/15/320143/lockheed-demonstrates-autonomous-f-16-landing.html
http://www.insurancedaily.co.uk/2008/12/15/zurich-pays-25m-fraud-settlement/
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7. December 14, Atlanta Business Chronicle – (National) Bankers: FDIC rules will ban 
new banks The Federal Deposit Insurance Corp. (FDIC) may be implementing what is 
effectively a ban on new banks in metro Atlanta and other distressed areas nationwide, 
as the financial industry’s and broader economy’s deterioration accelerates. The FDIC 
has increased scrutiny of new banks applying for deposit insurance in select areas of the 
Southeast and other regions, including Western states, industry insiders said. The new 
reviews, insiders said, make approval difficult in practice, if not impossible. “It is a de 
facto ban,” said the CEO of Alpharetta-based consultant T. Stephen Johnson & 
Associates Inc. Spurring the new rules are worsening industry performance and an 
increasing skepticism that new banks can succeed in the same places where others have 
failed this year, those familiar with the process said. However the FDIC’s Atlanta 
regional director, adamantly denied that a ban, either formal or informal, is in place. He 
said the FDIC is continuing to review new bank applications, and expects some to 
receive approval. The FDIC regional director did acknowledge deposit insurance 
approval is harder to get, and the FDIC is becoming more discriminating in whom it 
approves nationwide, including in metro Atlanta. 
Source: http://www.msnbc.msn.com/id/28232709/  

8. December 13, News and Observer – (North Carolina) Credit-card data leak in online 
buys. A Greensboro company, Innisbrook, has notified thousands of parents across the 
country that their credit card information may have been compromised. Some parents in 
the Triangle have found fraudulent charges on their accounts. Innisbrook works with 
thousands of schools nationwide and sells things like school supplies and wrapping 
paper to raise money for the schools. The security breach happened in August, when 
many customers were placing orders for bundles of back-to-school supplies. Twenty-
four schools in North Carolina were affected, and only information from customers who 
placed orders online and paid with a credit card was at risk. A customer service manager 
declined to provide a list of the affected schools but said that there were seven in Wake 
County and one in Durham County. The customer service manager stressed that the 
breach occurred on the company’s school supplies site, which is separate from the 
company’s main Web site and operates on different servers. Federal authorities have 
been notified of the incident, and the company sent a letter to all customers who had 
placed a school supplies order online at the end of October. 
Source: http://www.newsobserver.com/business/story/1332238.html  

9. December 12, Bucks County Courier Times – (National) Wachovia to reimburse 
victims of $150M fraud. Wachovia Bank has begun mailing checks totaling more than 
$150 million to customers, whose bank accounts were improperly accessed on behalf of 
telemarketers and their payment processors, including a defunct Newtown Township, 
Pennsylvania, company. The North Carolina-based bank will mail 742,870 checks worth 
$150,143,361 as part of an agreement with the Office of the Comptroller of the 
Currency, a Treasury Department agency that supervises and regulates the nation’s 
banks. The case began with an investigation by the U.S. Attorney’s Office in Eastern 
Pennsylvania and other agencies into Payment Processing Center, a Newtown Township 
company that took $50 million from customers in 2005 and 2006. In that case, 
telemarketers from India and the West Indies duped unknowing consumers into giving 
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up bank account information. The telemarketers then contracted with Payment 
Processing Center to withdraw money from the victims’ accounts. Payment Processing 
Center sent unsigned electronic bank drafts to Wachovia to process the payments. Last 
year, the company agreed to a permanent injunction and was shut down. Authorities 
allege Wachovia should have known the transactions from the Payment Processing 
Center and other processing companies which had accounts with the bank were not 
legitimate. A large number of transactions were returned to Wachovia by individuals or 
their financial institutions as unauthorized, according to the comptroller of the currency 
office.  
Source: http://www.phillyburbs.com/pb-dyn/news/111-12122008-1636919.html  

 
10. December 12, WIRED – (New York) Cyber crook pleads guilty to looting Citibank 

accounts with hacked ATM codes. A 28-year-old man caught in the act of using 
hacked ATM codes to loot Citibank accounts last May pleaded guilty this week to a 
single count of access device fraud, bringing to five the number of defendants who have 
entered guilty pleas in connection with an intrusion into an ATM processing server that 
led to at least $2 million in fraudulent withdrawals this year. The defendant was arrested 
May 8, after Citibank officials monitoring their network noticed suspicious ATM 
transactions coming through the five cash machines in the vestibule of a Citibank branch 
in New York’s Upper East Side. In late 2007, an unknown hacker penetrated a server 
that processes transactions from Citibank-branded ATMs at 7-Eleven convenience 
stores, and stole customer account numbers and PINs. According to court records, a 
Russian mastermind farmed out the stolen data to a small army of U.S. confederates, 
who made at least $2 million in fraudulent withdrawals, sending 70 percent of the profits 
back to Russia. 
Source: http://blog.wired.com/27bstroke6/2008/12/cyber-crook-ple.html  

 
 [Return to top]  

Transportation Sector 
 

11. December 15, Washington Post – (District of Columbia) Roads, trains can’t handle 
Jan. 20 droves. Even if only half of the projected 2 million to 4 million people show up 
for next month’s presidential inauguration, the Washington region’s roadways and 
transit systems will be too pressed to handle the crush, planners say. Officials are 
working out details of their transportation plan for the event, but the capacity of the 
area’s transit and road infrastructure, combined with strict security, means residents and 
potential visitors need to have realistic expectations about how quickly they will be able 
to move around on January 20, officials said. “If millions of people are coming to the 
National Mall, Metro can’t handle everyone. It’s impossible,” said a Metro 
spokeswoman. A huge section of the District should be made a no-drive zone, said a 
Metro Board Chairman, who also serves on the Arlington County Board.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2008/12/14/AR2008121402648.html?nav=rss_email%2Fcomponent
s  

 
12. December 14, Philadelphia Inquirer – (Pennsylvania) Plane makes emergency landing 

http://www.phillyburbs.com/pb-dyn/news/111-12122008-1636919.html
http://blog.wired.com/27bstroke6/2008/12/cyber-crook-ple.html
http://www.washingtonpost.com/wp-dyn/content/article/2008/12/14/AR2008121402648.html?nav=rss_email%2Fcomponents
http://www.washingtonpost.com/wp-dyn/content/article/2008/12/14/AR2008121402648.html?nav=rss_email%2Fcomponents
http://www.washingtonpost.com/wp-dyn/content/article/2008/12/14/AR2008121402648.html?nav=rss_email%2Fcomponents
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at Phila. airport. Because of trouble with its landing gear, a commuter jet carrying only 
a flight crew made an emergency landing yesterday at Philadelphia International 
Airport. None of the three people on board were hurt. The US Airways Express flight 
was flying to Philadelphia from Norfolk, Virginia. A spokesman for the airline said the 
only occupants were the captain, the first officer, and an attendant. The main gear under 
the left wing failed to come down, an airline spokeswoman said. The plane, which can 
carry up to 50 passengers, was delayed getting out of Norfolk, and its booked passengers 
had been put on earlier flights. A spokesman for the Philadelphia Fire Department said 
the plane created “a pretty impressive show of sparks” as it skidded in on a bed of fire-
retardant foam.  
Source: 
http://www.philly.com/philly/hp/news_update/20081214_Plane_makes_emergency_lan
ding_at_Phila__airport_Because_NO_HEAD_SPECIFIED.html  

13. December 13, Los Angeles Times – (California) Metrolink needs top-to-bottom 
improvements, report says. Top-to-bottom improvements in the safety culture of the 
Metrolink rail system are needed to reduce the odds of future accidents like the 
September disaster in Chatsworth that killed 25 people and injured 135 others, a panel of 
experts said Friday. A review of the commuter train operation found that a far greater 
focus on safety was needed, starting with oversight of the contract employees at the 
controls of locomotives and extending to involvement of agency board members in 
ensuring that safety policies are enforced. The September 12 catastrophe helped focus 
national attention on passenger rail safety and prompted landmark changes in federal 
law. Metrolink and other rail systems have been ordered to install high-tech, automated 
train control systems that can compensate for the kinds of human error suspected in the 
Chatsworth collision. The Peer Review Panel report presented to Metrolink board 
members Friday was part of an agency campaign to restore confidence in the 16-year-
old rail network, which carries about 48,000 passengers each weekday and has had one 
of the deadliest records in the nation in recent years. Key among the findings is that 
Metrolink needs to step up its monitoring of all “safety critical” workers, chiefly 
engineers and conductors. In addition to more frequent testing and live video monitoring 
of train crews, the agency needs to overhaul an antiquated record system that prevents it 
from rapidly identifying problems with workers and equipment in the field. 
Source: http://www.latimes.com/news/local/la-me-metrolink13-
2008dec13,0,5338329.story 

14. December 13, Sebring News-Sun – (Florida) Plane ‘just disintegrated in midair.’ Two 
men died Saturday when the small, single-engine plane they were in broke apart in the 
air and crashed at Golf Hammock Country Club. “The engine was making a sputtering 
sound,” a local resident said. “Some small parts came off first, then the wing came off 
and the tail shot off. It just disintegrated in midair.” The Federal Aviation 
Administration and Highlands County Sherriff’s Office are partnering with the 
investigation. 
Source: http://www.newssun.com/news/1214-tc-plane-crash-hammock  

15. December 12, California Fire News – (California) Fire-suppressant foam fills Long 

 

 

 

http://www.philly.com/philly/hp/news_update/20081214_Plane_makes_emergency_landing_at_Phila__airport_Because_NO_HEAD_SPECIFIED.html
http://www.philly.com/philly/hp/news_update/20081214_Plane_makes_emergency_landing_at_Phila__airport_Because_NO_HEAD_SPECIFIED.html
http://www.latimes.com/news/local/la-me-metrolink13-2008dec13,0,5338329.story
http://www.latimes.com/news/local/la-me-metrolink13-2008dec13,0,5338329.story
http://www.newssun.com/news/1214-tc-plane-crash-hammock


 - 7 -   

Beach airport hangar. Thousands of gallons of firefighting foam were accidentally 
released inside a hangar December 11 at the Long Beach airport, covering at least one 
police helicopter in fizzy bubbles. A Long Beach Fire Battalion Chief said a technician 
inadvertently set off the firefighting system on Thursday and minutes later the hangar 
was filled with foam up to 10 feet deep. He says the synthetic high-expansion foam is 
low in toxicity and biodegradable. Firefighters are waiting for it to dissipate and flow 
into drains and a catch basin underneath the airport. A fire spokesman says the foam 
filled the 130,000 square-foot building within minutes. 
Source: http://calfire.blogspot.com/2008/12/fire-suppressant-foam-fills-long-beach.html 

 
16. December 12, WCBD 2 Charleston – (South Carolina) Plane makes emergency 

landing, tires catch fire. A passenger jet filled with more than a hundred passengers 
reported smoke in the cockpit. Delta flight 1102 from Washington to Atlanta was 
diverted around 5 p.m. Thursday evening. The Delta flight then made an emergency 
landing at Greenville-Spartanburg International Airport (GSP), only to have its wheels 
burst into flames. Delta says 4 of the 10 tires blew and caught fire when landing. 
Emergency crews quickly surrounded the jet, evacuating the 145 passengers and crew. 
The runway at GSP was closed for an hour and 10 minutes, delaying some flights 
coming in and out. Officials do not know the source of the smoke, and announced that 
the National Transportation Safety Board will investigate. 
Source: 
http://www.counton2.com/cbd/news/state_regional/article/plane_makes_emergency_lan
ding_tires_catch_fire/18004/  

 
17. December 12, Associated Press – (North Carolina) Fatal blast at lake brings state 

fines. North Carolina labor officials have fined a Lake Norman marina and a charter 
boat service for an explosion that killed a man in June. The Labor Department last 
month fined Westport Marina $1,750 and Championship Yacht Charters $2,800, the 
Charlotte Observer reported Thursday. The department says the marina had improper 
gasoline dispensing nozzles and electrical equipment and the charter service failed to 
turn off the boat’s engines during refueling. The man was killed while refueling the 
charter boat Championship II. The man’s estate has sued the marina and the charter 
service. A Labor Department spokesman said the explosion is being investigated.  
Source: http://www.newsobserver.com/news/story/1330908.html 

 
 [Return to top] 

Postal and Shipping Sector 
 

18. December 14, KOLO 8 Reno – (Nevada) Bomb squad called to Renown. A suspicious 
package was found addressed to Renown Regional Medical Center’s security 
department Sunday morning, Reno Police said. A police lieutenant said the package was 
found near an entrance to a building near Kirman and East 2nd. He described the 
package as a one-foot by one-foot cardboard box with black electrical tape on it. Police 
condoned off part of a parking lot. However, he said the area is primarily only used by 
hospital employees so there was little or no disruption to the general public. He said an 
employee cafeteria was evacuated. The package also had a return address of a former 

http://calfire.blogspot.com/2008/12/fire-suppressant-foam-fills-long-beach.html
http://www.counton2.com/cbd/news/state_regional/article/plane_makes_emergency_landing_tires_catch_fire/18004/
http://www.counton2.com/cbd/news/state_regional/article/plane_makes_emergency_landing_tires_catch_fire/18004/
http://www.newsobserver.com/news/story/1330908.html
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hospital employee who was “disgruntled” about being fired. He said the former 
employee was contacted by phone, and the man said the box contained items related to 
his employment he wanted to return. However, officers followed protocol for a 
suspicious object and called in the Consolidated Bomb Squad. The Bomb Squad said the 
box was blasted apart with a water cannon and determined to have contained keys. The 
area sealed off was opened shortly after noon.  
Source: http://www.kolotv.com/home/headlines/36144484.html# 

  
19. December 14, Hartford Courant – (Connecticut) Southington: Suspicious letter found 

in mail. The FBI, the Joint Terrorism Task Force, and other local, state, and federal 
authorities were investigating a suspicious letter and substance a North Summit Street 
woman received in the mail Saturday evening. The woman told police that she and her 
husband found a suspicious letter and substance inside one envelope after she got the 
mail from their mailbox. A Southington police sergeant said the letter was threatening. 
The Southington Fire Department quarantined the couple and a neighbor in a vehicle, 
and police, fire, and emergency responders were on scene for much of the night. The 
FBI, the state Department of Environmental Protection, the state Department of Public 
Health, the state police emergency services unit, the postal inspector, and the Joint 
Terrorism Task Force were also on scene. Southington police and the FBI were still 
investigating, he said. Officials shut down a portion of North Summit Street between 
Mill Street and West Center Street. The street was later reopened. 
Source: 
http://www.courant.com/news/local/hc-copdigbrf1214.art1dec14,0,5955854.story 

  
20. December 13, Associated Press – (National) More governors get suspicious letters. 

The number of governors’ offices receiving letters containing suspicious powder has 
topped 30. The letters, all postmarked in Texas, began arriving at governors’ offices 
across the country on Monday, December 8. So far field tests have indicated the 
powders to be harmless, though further testing is under way, the FBI said Friday. “It’s 
likely there will be more” letters, an FBI special agent said in a statement. The Postal 
Inspection Service, which is working with the FBI, noted that sending hoax letters can 
result in up to five years in prison. States where the letters have been received, according 
to information provided by the FBI, are: Alabama, Alaska, Arizona, Colorado, 
Connecticut, Delaware, Florida, Georgia, Hawaii, Idaho, Indiana, Iowa, Kansas, Maine, 
Michigan, Minnesota, Mississippi, Missouri, Montana, Nebraska, Nevada, New 
Hampshire, New Jersey, New Mexico, North Carolina, North Dakota, Oklahoma, Rhode 
Island, South Carolina, South Dakota, Tennessee, Texas, Utah, Vermont, West Virginia, 
and Wyoming, plus Puerto Rico and the Virgin Islands.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5hRXPAI74ls3KjW2x2uc_l-
UtBfhwD951E7JO0 

 
 [Return to top] 

Agriculture and Food Sector  

 
21. December 15, USAgNet – (International) Japanese government bans beef from Green 

http://webmail.na.baesystems.com/exchweb/bin/redir.asp?URL=http://www.kolotv.com/home/headlines/36144484.html
http://webmail.na.baesystems.com/exchweb/bin/redir.asp?URL=http://www.courant.com/news/local/hc-copdigbrf1214.art1dec14,0,5955854.story
http://webmail.na.baesystems.com/exchweb/bin/redir.asp?URL=http://www.google.com/hostednews/ap/article/ALeqM5hRXPAI74ls3KjW2x2uc_l-UtBfhwD951E7JO0
http://webmail.na.baesystems.com/exchweb/bin/redir.asp?URL=http://www.google.com/hostednews/ap/article/ALeqM5hRXPAI74ls3KjW2x2uc_l-UtBfhwD951E7JO0
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Bay’s JBS Plant. Japan has suspended imports from a former Smithfield Beef Group 
meatpacking plant in Green Bay, Wisconsin, after it found meat that could not be 
verified as coming from cattle aged 20 months or less. The Japanese agency said last 
week it had asked the United States to look into the matter, adding that imports from the 
plant that shipped the cargo would be halted until it received a report on the issue. A 
Reuters news report stated that quarantine officials spotted a discrepancy in one package 
of a six-ton cargo of frozen beef tongue from the U.S. plant that arrived in Japan on 
November 17. The results of an inquiry by the importer, submitted to the ministry on 
Wednesday, showed it was not possible to trace the age of the cattle for a total of 25.6 
kg of meat from the cargo. Smithfield sold the Green Bay facility to Brazilian beef 
company JBS SA in October. JBS will work with both the U.S. Department of 
Agriculture and Japan to resolve the matter. 
Source: http://www.usagnet.com/story-national.php?Id=2906&yr=2008 
 

22. December 15, Meating Place – (National) FDA sets dates for label regulation 
compliance. The U.S. Food and Drug Administration has set January 1, 2010 as the 
deadline for complying with food labeling regulations issued between January 1, 2007 
and December 31, 2008. Companies will have until January 2, 2012 to comply with 
labeling regulations that are issued between January 1, 2009 and December 31, 2010. 
One of the changes the FDA is working on has to do with allergen advisory labeling, an 
effort to make those statements uniform across the United States. Although the FDA has 
primary authority on the issue of changing labeling requirements, such as declaration of 
allergens, USDA works closely with the FDA and generally follows its lead in such 
instances to ensure consistency across the two agencies. 
Source: 
http://www.meatingplace.com/MembersOnly/webNews/details.aspx?item=10755 
 

23. December 12, U.S. Food and Drug Administration – (International) FDA warns 
consumers and retailers of botulism risk from ungutted, salt-cured alewives 
(Gaspereaux) fish. The U.S. Food and Drug Administration is warning retailers and 
food service operators not to offer for sale ungutted, salt-cured alewives (also called 
gaspereaux fish) from Michel & Charles LeBlanc Fisheries Ltd., Cap-pele, New 
Brunswick, Canada, because the fish may contain the Clostridium botulinum (C. 
botulinum) toxin. Consumers should not consume the product. C. botulinum toxin can 
cause botulism, a serious and sometimes life-threatening condition. The toxin cannot be 
removed by cooking or freezing. The fish were imported into the United States and sent 
to four Florida distributors. The fish were packed in 30-pound, white plastic pails with 
green plastic lids. The brand name “Michel & Charles LeBlanc Fisheries Ltd.” appears 
on the side of the pails, as does the phrase “Product of Canada.” One hundred seventy-
three 30 lb. pails of fish were distributed. The fish may have been repacked or sold loose 
by retailers in Florida. To date, there have been no reported illnesses associated with this 
product. 
Source: http://www.fda.gov/bbs/topics/NEWS/2008/NEW01924.html 
  

24. December 12, U.S. Environmental Protection Agency – (National) Better approach to 
reporting hazardous substances from farm animal waste. The U.S. Environmental 

http://www.usagnet.com/story-national.php?Id=2906&yr=2008
http://www.meatingplace.com/MembersOnly/webNews/details.aspx?item=10755
http://www.fda.gov/bbs/topics/NEWS/2008/NEW01924.html
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Protection Agency (EPA) is announcing a final rule providing an administrative 
reporting exemption for air releases of hazardous substances from animal waste at 
farms. This rule will enable response authorities to better focus their attention on 
hazardous substance releases that require a response, while reducing reporting burdens 
on America’s farms. Notifications must still be made to response authorities when 
hazardous substances are released to the air from sources other than animal waste (e.g., 
ammonia tanks), and when hazardous substances are released to soil and water. 
Administrative exemptions from particular notification requirements are authorized 
under the Comprehensive Environmental Response, Compensation, and Liability Act 
(CERCLA, also known as Superfund) and the Emergency Planning and Community 
Right-to-Know Act (EPCRA). The EPA has never initiated a response based upon a 
notification of a hazardous substance release to the air from animal waste at farms. A 
number of states and localities have also indicated that they do not expect to take 
response actions as a result of a notification of releases of hazardous substances from 
animal waste at farms. Because of these findings, EPA is providing a full exemption to 
the reporting requirement under CERCLA and a limited exemption to the reporting 
requirement under EPCRA for releases of hazardous substances to the air from animal 
waste at farms. 
Source: 
http://yosemite.epa.gov/opa/admpress.nsf/0/6236c34a042f55378525751d00722e6a?Ope
nDocument 
 

25. December 12, Associated Press – (Rhode Island) Bird flu found in Rhode Island 
duck. A state veterinarian says a duck shot by a hunter in Johnston last month has tested 
positive for avian flu. The state Department of Environmental Management says the H5 
strain of the avian influenza virus detected in the mallard cannot be transmitted to 
humans, but it can infect other birds. Officials are asking hunters and poultry farmers to 
keep an eye out for birds that appear ill. Poultry farmers may notice some of their fowl 
with respiratory illnesses or a drop in egg production. A veterinarian told the Providence 
Journal the H5 strain appears to be nonfatal, but there is concern it could mutate into 
fatal form for birds. 
Source: http://www.foxnews.com/story/0,2933,465873,00.html 

 
[Return to top] 

Water Sector 
 

26. December 12, Pacific Business News – (Hawaii) Honolulu dumps 385,000 gallons of 
wastewater. More than 385,000 gallons of treated and untreated wastewater overflowed 
into Oahu streams, lakes, and the ocean as a result of Thursday’s heavy rainstorms in 
Hawaii. Approximately 226,000 gallons of fully treated and untreated wastewater went 
into Wahiawa Reservoir, according to Honolulu officials. The officials said Friday that 
37,500 gallons of untreated wastewater entered Kawa Stream via surface runoff, 
emptying into Kaneohe Bay. 
Source: http://www.bizjournals.com/pacific/stories/2008/12/08/daily80.html 

 
[Return to top] 

http://yosemite.epa.gov/opa/admpress.nsf/0/6236c34a042f55378525751d00722e6a?OpenDocument
http://yosemite.epa.gov/opa/admpress.nsf/0/6236c34a042f55378525751d00722e6a?OpenDocument
http://www.foxnews.com/story/0,2933,465873,00.html
http://webmail.na.baesystems.com/exchweb/bin/redir.asp?URL=http://www.bizjournals.com/pacific/stories/2008/12/08/daily80.html
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Public Health and Healthcare Sector 
 

27. December 14, Yuma Sun – (Arizona) Local TB cases up in Arizona and Sonora 
children. Members of the Binational Health and Environment Council are concerned 
about the increase of tuberculosis (TB) cases among children on both sides of the U.S.-
Mexico border. That concern was expressed by the council co-chair and a Yuma 
County, Arizona, state senator who is also the president of the Regional Center for 
Border Health (RCBH), during the 15th Binational Symposium on Tuberculosis held in 
this city last week. The senator reported that the incidence of tuberculosis in children 
has been on the rise in Arizona, primarily in Hispanic children who emigrated from 
Mexico. She indicated that currently in Yuma, the rate of TB cases is 10 times higher 
than the national rate, a situation that has them very worried. She added that among 
actions taken to cut the chain of tuberculosis infection in the community and to alleviate 
the suffering of those who already have TB, is keeping a very close collaboration with 
Sonora and San Luis Rio Colorado to trace contacts and families of those who migrate 
in both directions. 
Source: 
http://www.yumasun.com/articles/arizona_46490___article.html/cases_children.html  

 
28. December 12, Reuters – (New York) NY recoups $551 million in Medicaid fraud. 

New York State has recovered $551 million in Medicaid payments that were obtained 
through fraud and abuse, approximately half the amount that the Federal Government 
won back, New York’s governor said in a statement on Friday. The latest Department of 
Justice data show the current federal administration has only recouped a total of $1.1 
billion in the U.S. fiscal year, the governor said. The latest total for the Federal 
Government, which ended its fiscal year on September 30, falls short of the $1.5 billion 
it recovered last year and is only half of what it recovered in 2006, said the governor. 
The Federal Government requires states to root out Medicaid abuses, and New York 
agreed to find $215 million of wrongdoing. Last year, all 50 States recovered a 
combined $305 million, the governor said. 
Source: http://www.reuters.com/article/domesticNews/idUSTRE4BB66W20081212  

 
[Return to top] 

Government Facilities Sector 
 

Nothing to report 
 
[Return to top] 

Emergency Services Sector 
 

29. December 14, KTUU 2 Fairbanks – (Alaska) Responders spend weekend training in 
avalanche country. As the winter sporting season picks up, rescuers are making sure 
they are prepared for a worst-case scenario in Turnagain Pass, Alaska. With conditions 
prime for avalanches in the backcountry, a group of a group of first responders got 
caught up on their avalanche rescue skills by camping out there over the weekend. 

http://www.yumasun.com/articles/arizona_46490___article.html/cases_children.html
http://www.reuters.com/article/domesticNews/idUSTRE4BB66W20081212
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Police and fire departments, state troopers, and ski patrols all attended: they will likely 
be first on the scene of the next avalanche. 
Source: http://www.ktuu.com/Global/story.asp?S=9520827  

 
30. December 12, WCTV 2 Valdosta – (Georgia) Local first responders train for intense 

search and rescue missions. Valdosta, Georgia-area firefighters took part in extensive 
trench related search and rescue scenarios over the weekend. At the end of their 200 
hours of total training, the first responders will be certified Georgia Search and Rescue 
ready. Officials say every year nearly 200 people die in the United States from trench 
related accidents and many times the rescuers also become the victims.  Two Southwest 
Georgia teams made up of nearly 35 first responders are expected to be GSAR certified 
by June of next year, just in time for hurricane season. 
Source: http://www.wctv.tv/news/headlines/36083234.html  

 
[Return to top]  

Information Technology 
 

31. December 14, Computerworld – (International) New threats thrive on a changing 
Web. The Web and the growing popularity of Web 2.0 applications will continue to 
pose a huge threat to both consumers and enterprises, according to security firm Sophos 
Plc. “We’re finding over 15,000 new Web pages being infected every day and 90 
percent of Web threats reside on legitimate hacked sites while, about 1 percent of all 
Web searches deliver an infected Web page. So what you’ve got are these legitimate 
Web sites, how then do people protect themselves against this?” said the director of 
sales for Asia at Sophos. According to the official, the security threat landscape is 
changing, making it all the more difficult for IT managers to secure the network and end 
users. “We used to protect the endpoint at the gateway but what’s changed is now 
you’ve got Internet access, cloud computing, mobile workers and remote access, USB 
key and third-party devices being plugged in, a lot more outsourcing so you have 
contract workers, etc. So, all of a sudden, the whole security game has changed and IT 
managers now need to look at a lot of different factors in securing their endpoints,” he 
said. Social networking sites, for one, are proving to be a growing challenge for most IT 
managers or information security officers because, while some companies use these for 
their business, some employees use these for purely social reasons, which becomes both 
a productivity and a security issue. 
Source:  
http://www.pcworld.com/businesscenter/article/155449/new_threats_thrive_on_a_chang
ing_web.html 
 

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us−cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 

 

   

http://www.ktuu.com/Global/story.asp?S=9520827
http://www.wctv.tv/news/headlines/36083234.html
http://www.pcworld.com/businesscenter/article/155449/new_threats_thrive_on_a_changing_web.html
http://www.pcworld.com/businesscenter/article/155449/new_threats_thrive_on_a_changing_web.html
https://www.it%E2%88%92isac.org/
http://www.us%E2%88%92cert.gov
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Communications Sector 
 

Nothing to report 
 
[Return to top] 

Commercial Facilities Sector 
 

32. December 15, Agence France-Presse – (Oregon) Arrest in deadly Oregon bank 
bombing: police. A suspect has been arrested in connection with a bomb attack on a 
bank in Oregon that left two police officers dead and two injured, a statement said 
Monday. The Marion County Sheriff’s Department declined to give further information 
about the arrested suspect, citing the need to protect the ongoing investigation and 
officers involved in it. Two people — a bomb disposal expert and a police chief — were 
killed after a suspicious device exploded at a branch of the West Coast Bank in 
Woodburn, 30 miles south of Portland, on Friday. The bomb also seriously injured a 
police chief and a female bank employee, Oregon State Police said in a statement. No 
individual or group claimed responsibility for the bombing, and authorities on Saturday 
issued a $35,000 reward for information leading to the capture of those responsible. The 
bomb was discovered after a branch of the Wells Fargo bank in Woodburn received a 
threatening phone call early Friday. The bank was evacuated, but a suspicious object 
found at the site was not determined to be dangerous, police said. However, a further 
search of the area led police to the nearby West Coast Bank where another suspect 
device was discovered. The bomb exploded as officers examined it. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5hCyNevd3fDfyOo4QqWL7XI
HDIwhw 

 
33. December 13, Arizona Republic – (Arizona) Police: Bombs built to destroy Phoenix 

union hall. The homemade bombs and weapons that police found stockpiled at a 
northeast Phoenix home were built with the intent to destroy a local union hall, court 
records show. Police originally went to the man’s house Thursday to seize identifying 
information in the 2001 disappearance of his stepdaughter, who detectives believe was a 
victim of foul play. What they found was unrelated to the cold case. Investigators 
uncovered 32 improvised explosive devices, loaded guns, and homemade silencers at 
the house — a cache that will likely lead to felony weapons-misconduct charges, 
officials said. The discovery led to the rapid evacuation of more than 100 residents in 
dozens of surrounding homes. Phoenix police worked with federal investigators in the 
wake of the bomb scare to dig in the backyard, seize a van, and collect other evidence. 
The man told authorities he planned to use the bombs to target a local union with which 
he had an ongoing dispute, according to the probable-cause statement released Friday. 
Police did not specify which organization was targeted, though neighbors said the man 
was an electrician who often boasted about a brief stint as a Maricopa County Sheriff’s 
Office employee. 
Source: 

http://www.google.com/hostednews/afp/article/ALeqM5hCyNevd3fDfyOo4QqWL7XIHDIwhw
http://www.google.com/hostednews/afp/article/ALeqM5hCyNevd3fDfyOo4QqWL7XIHDIwhw
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http://www.azcentral.com/arizonarepublic/local/articles/2008/12/13/20081213turney121
3.html 
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National Monuments & Icons Sector 
 

34. December 13, WJLA 7 Washington – (Utah) Areas near parks dropped from oil 
drilling plan. The Bureau of Land Management (BLM) has dropped more than half the 
parcels it originally proposed for an oil and gas lease sale next week, many of which 
were criticized because of their proximity to southern Utah national parks. The agency’s 
final list for the December 19 sale was released on Friday and includes 132 parcels 
totaling 164,000 acres. The sale has been controversial since details were first 
announced November 4. The BLM at that time proposed lease sales on 359,000 acres in 
Utah. After the proposal was criticized by the National Park Service, a fellow federal 
agency, and environmental groups, the BLM removed more than 37,000 acres near 
Utah’s national parks. Another 80,000 acres in western Utah were dropped so the 
agency can conduct an environmental analysis. Environmental groups, the Outdoor 
Industry Association, the National Trust for Historic Preservation, and others protested 
portions of the proposed sale, saying drilling threatened some of the most prized 
landscapes in eastern Utah. A staff attorney for the Southern Utah Wilderness Alliance 
says the final list from the BLM still includes some of Utah’s most spectacular lands, 
including parcels near the White River, Desolation Canyon, and Nine Mile Canyon, 
which has thousands of prehistoric paintings and rock carvings.  
Source: http://www.wjla.com/news/stories/1208/577579.html 

 
[Return to top] 

Dams Sector 
 

35. December 14, Houma Today – (Louisiana) $30 million in levee work moves forward. 
An agreement to bolster flood-protection levees in Dulac will be signed this week. It is 
on the agenda for a special Terrebonne Parish Council meeting, the first of five meetings 
Monday night. The agreement among the U.S. Army Corps of Engineers, parish 
government, and local levee officials will put into motion more than $30 million the 
federal government promised Terrebonne Parish after Hurricane Katrina. The corps’ 
new timeline calls for upgrades to start by February on the Dulac levee, along the Susie 
and Orange street stretches, and to be completed in time for the 2009 hurricane season. 
Source: 
http://www.houmatoday.com/article/20081214/ARTICLES/812149979/1211/NEWS01?
Title=_30_million_in_levee_work_moves_forward 

  
36. December 14, Mankato Free Press – (Minnesota) Longtime water leak to be patched. 

For at least six years — perhaps as many as 30 —a steady stream of treated drinking 
water has been leaking from a reservoir on Good Counsel Drive. At its current rate of 3 
gallons per minute, 1,576,800 gallons a year escape from a hole somewhere beneath the 
reservoir, according to the water superintendant. That’s about $6,300 per year in lost 

http://www.azcentral.com/arizonarepublic/local/articles/2008/12/13/20081213turney1213.html
http://www.azcentral.com/arizonarepublic/local/articles/2008/12/13/20081213turney1213.html
http://www.wjla.com/news/stories/1208/577579.html
http://webmail.na.baesystems.com/exchweb/bin/redir.asp?URL=http://www.houmatoday.com/article/20081214/ARTICLES/812149979/1211/NEWS01?Title=_30_million_in_levee_work_moves_forward
http://webmail.na.baesystems.com/exchweb/bin/redir.asp?URL=http://www.houmatoday.com/article/20081214/ARTICLES/812149979/1211/NEWS01?Title=_30_million_in_levee_work_moves_forward
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drinking water revenue. At a recent council work session, the public works director had 
estimated the leak at 5 gallons per minute, leading to a city loss of more than $10,000 
annually. The reservoir holds about 1.5 million gallons and was built in 1978. The leak 
could have begun then or formed later due to water pressure. The public works director 
recommended fixing the leak, setting aside $130,400 for the task in next year’s budget. 
Source: http://www.mankatofreepress.com/local/local_story_349230250.html 
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