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 The Air Force Times reports that a federal court has charged executives of a San Diego 
titanium supply company with selling bum metal that was used in Air Force F-22s, F-15s, 
and C-17s and in NASA’s Kepler space probe, according to a December 4 indictment. (See 
item 6) 

 According to Cattle Network, the U.S. Department of Agriculture’s Office of Inspector 
General issued on Tuesday a report that points out serious and continued flaws in the Food 
Safety and Inspection Service’s ability to mitigate the risks of bovine spongiform 
encephalopathy in several large facilities across the country that slaughter older cows. (See 
item 16) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. December 12, Associated Press – (National) Storm cuts power to more than 1 million 
customers. An ice storm knocked out power to more than a million homes and 
businesses in New England and upstate New York on December 12, and authorities say 
it could take days for all of them to get service back. The governors of Massachusetts 
and New Hampshire declared states of emergency the morning of December 12, and 
schools were closed and travel disrupted across the region. Fire departments were 
responding to reports of transformer explosions, wires and utility poles down, and trees 
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falling on homes. Utility crews were so busy dealing with public safety hazards like live 
power lines that they weren’t immediately able to begin restoration efforts. Utilities 
reported 392,000 homes and businesses without power in New Hampshire, including 
300,000 served by the state’s largest utility, Public Service Company of New 
Hampshire. In eastern New York, particularly around Albany, the state capital, outages 
at National Grid and other utilities brought the total in the state to more than 235,000. 
Central Maine Power Co. said more than 190,000 customers were still in the dark as of 
late morning on December 12, mostly in southern and coastal areas. Bangor Hydro 
Electric Co. reported more than 11,000 outages. The governor of Maine declared a 
limited emergency allowing utility crews to work longer hours. In Vermont, 25,800 
customers were without power. Several inches of snow, caked with ice, toppled trees 
onto roads and power lines. The ice even extended to a small area of Pennsylvania, 
where about 4,700 PPL Corp. customers, most of them in the Poconos, were without 
electricity. 
Source: http://news.yahoo.com/s/ap/20081212/ap_on_re_us/ice_storm 

2. December 11, CNHI News Service – (Oklahoma) Blaze sets off tank blast at oil field 
service company in Woodward. Fire officials have determined a shear pin was the 
cause of a tank fire that erupted at J&R Transport, a Woodward, Oklahoma, oil field 
service company, Wednesday morning. No one was injured. “A truck driver was 
pumping fluids from the tank to the truck,” said a Woodward fire marshal, noting, “the 
truck had been iced over and they were trying to run saltwater through the system to get 
it unfrozen.” When the truck driver uncoupled the truck from the pump, “some ignitable 
liquids came out of the hose and dumped on the ground,” he said. Around the same 
time, something caused a shear pin underneath the truck to fall off, he said. “It ignited 
the ignitable liquids already on the ground,” he said. The fire quickly spread to a nearby 
chemical pit and “started the pit fire, which in turn caused the explosion of the tank right 
next to it,” he said. About 50 people at other businesses were evacuated from the area, 
according to the Woodward City/County emergency manager. A section of Oklahoma 
Avenue was closed for a little over an hour as fire crews worked to get the blaze under 
control, he said. 
Source: 
http://www.enidnews.com/localnews/local_story_346000006.html?keyword=topstory 

 
3. December 10, Florida Times Union – (Florida) Generator repairs set back JEA in 

‘08. JEA’s St. Johns River and Northside plants went offline in 2008 twice as much as 
the year before. To keep up with Jacksonville’s electricity demand amid a surge in plant 
outages, the city-owned utility spent $40 million above budget in the past fiscal year to 
burn pricier natural gas, the fuel needed for its backup equipment. That money factored 
into a $61 million fuel deficit that led JEA to raise consumer rates this year. In fiscal 
2008, which ended in September, JEA records show its main generators were forced to 
go offline about double the time they were in fiscal 2007. The generators are at the 
utility’s Northside and St. Johns River Power Park stations. Together, the stations are 
capable of producing around 2,500 megawatts, the bulk of the city’s power, using coal 
and petroleum coke. Repair costs, by themselves, were not quite as large an issue. 
Despite the cost break for repairs, Power Park’s generators were out during 7 percent of 
fiscal 2008, compared with 3.1 percent in the previous year. Northside’s two main 
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generators — which were built with $75 million in federal help and thought to put JEA 
on the map as an industry pioneer — were out 13.2 percent of the time, up from 6.8 
percent. 
Source: http://www.jacksonville.com/news/metro/2008-12-
10/generator_repairs_set_back_jea_in_08 
 

[Return to top] 

Chemical Industry Sector 
 
Nothing to report 
 

[Return to top] 

 
Nuclear Reactors, Materials, and Waste Sector 
 

4. December 12, Reuters – (Missouri) Ameren Mo. Callaway reactor shut. Ameren 
Corp’s 1,190-megawatt reactor at the Callaway nuclear power station in Missouri shut 
from full power on Thursday due to feed water transient, the company told the U.S. 
Nuclear Regulatory Commission in a report. In the report, the company said a 
condensate pump tripped due to an electrical problem which caused the feed water 
transient. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN12437405200
81212 

 
5. December 12, Seacoastonline.com – (New Hampshire) Firefighters respond to nuclear 

power plant. The Seabrook Fire Department responded on December 9, to a report of 
smoke in a building at FPL Energy Seabrook Station, the nuclear power plant, according 
to a firefighter. Personnel were evacuated from the office building at the plant after 
smoke came from a heating system, according to a Seabrook Station spokesman. The 
building is near the Science and Nature Center, on plant property, but well outside the 
nuclear power plant’s protected zone, he said. There was no fire, the spokesman said. 
“We turned a heater on, it started to smoke and stopped as soon as we turned it off,” he 
said. “In the time between, Seabrook fire and police responded to the site.” The smoke 
dissipated when the heating equipment was turned off, he said. “Nuclear plant 
operations were not affected in any way,” he said. The Seabrook fire station sounded its 
siren eight times, the number for the nuclear power plant, around 1:12 p.m. By 2:20 
p.m., personnel were back in the building, the spokesman said. 
Source: http://www.seacoastonline.com/articles/20081212-NEWS-812120386 

 
[Return to top] 

Defense Industrial Base Sector 
 

6. December 12, Air Force Times – (National) 4 accused of selling bum metal for jet 
parts. A federal court has charged executives of a titanium supply company with selling 

http://www.jacksonville.com/news/metro/2008-12-10/generator_repairs_set_back_jea_in_08
http://www.jacksonville.com/news/metro/2008-12-10/generator_repairs_set_back_jea_in_08
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1243740520081212
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bum metal that was used in Air Force F-22s, F-15s, and C-17s and in NASA’s Kepler 
space probe, according to a December 4 indictment. The federal court of the California’s 
southern district charged four executives of Western Titanium, a San Diego, California, 
metal supplier, with 15 counts of fraud and conspiracy for allegedly falsifying the 
quality certificates of titanium they supplied their customers. The indictment alleges that 
staff at Western Titanium provided test samples for high-grade titanium that were not 
the same quality as the bulk orders and sold titanium that was never tested. Among the 
allegations, the defendants are accused of providing the Air Force, Boeing, and Merco 
Manufacturing Inc. with substandard engine mounts for F-15s.  
Source: http://www.airforcetimes.com/news/2008/12/airforce_titanium_fraud_121208/ 

 
7. December 10, Aviation Week – (National) NRO delays Delta IV heavy launch. The 

National Reconnaissance Office (NRO) has delayed the planned Cape Canaveral launch 
next week of an advanced geosynchronous orbit Orion eavesdropping spacecraft on 
board a Boeing Delta IV Heavy booster. The delay to mid January comes as the U.S. Air 
Force is troubleshooting problems with its Northrop/Grumman Defense Support 
Program (DSP) 23 spacecraft already positioned in a stationary orbit. DSP ground 
controllers have lost at least some command and control capability due to a software or 
hardware failure on that satellite and NRO engineers want to make sure there is no 
commonality in software, hardware, or operations that also could affect the electronic 
intelligence satellite. Liftoff of the United Launch Alliance Delta IV Heavy carrying the 
highly upgraded Orion NROL-26 eavesdropping satellite had been set for December 16-
18 from Cape Canaveral’s Launch Complex 37. The combined cost of the NROL-26 
spacecraft and booster is upwards of $2 billion. 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=space&id=news/
NRODSP12108.xml 

 
[Return to top] 

Banking and Finance Sector 
 

8. December 12, Newsday – (New York) West Islip man accused of mortgage fraud. An 
ongoing probe into the home mortgage business by the Suffolk district attorney’s office 
has led to the indictment of a West Islip man on charges of scheming to defraud lenders 
out of about $2.5 million. “What we are seeing in Suffolk County is an explosion of 
fraud involving, depending on the scheme, every facet of the mortgage process,” the 
District Attorney said. The probe by the Mortgage Fraud Unit has resulted in 27 arrests 
and nine indictments since June. In the latest case the 39-year-old defendant pleaded not 
guilty Thursday to 13 counts, including grand larceny. Prosecutors accused the 
defendant of inflating the value of houses in West Islip, Babylon and Lindenhurst owned 
by him or his company, LaDonna Properties. Between 2006 and 2007 the defendant 
contacted people who found “straw buyers” to pretend to buy the houses, prosecutors 
said. The straw buyers received payments of $10,000 to $20,000 for acting as if they 
were actually purchasing the houses. “He engaged appraisers to inflate the values of all 
of the properties well beyond what they were worth,” the District Attorney said at a 
news conference. Using fake documents, the phony buyers overstated their incomes and 

http://www.airforcetimes.com/news/2008/12/airforce_titanium_fraud_121208/
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=space&id=news/NRODSP12108.xml
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=space&id=news/NRODSP12108.xml
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assets to qualify for no-down-payment mortgages, prosecutors said. When transactions 
were complete, the lenders - Mortgage-It and First Franklin Financial Corp. – paid the 
defendant for the houses. But the lenders only received two or three mortgage payments 
before the houses went into foreclosure. 
Source: http://www.newsday.com/news/local/suffolk/ny-
limort125961867dec12,0,5810962.story  

9. December 12, Salt Lake City Deseret News – (National) Utahns warned of phishing 
scam with U.S. Bank logos. The state Division of Consumer Protection warned 
Thursday of an e-mail phishing scam that claims to come from U.S. Bank. According to 
a news release, the scam e-mail contains U.S. Bank logos and graphics and tells 
recipients that they are required to sign up for a program called “Verified by Visa” and 
provide their personal account information through a Web link. The message also tells 
recipients that if they do not comply with the instructions, their account will be 
immediately disabled. The Utah Division of Consumer Protection said that the scam was 
tracked and discovered to have originated in Romania. Consumers in other states who 
entered their account numbers into the fake Web link had money transferred from their 
personal accounts, without their authorization, to a pre-paid debit card, the division said. 
Consumers who have received the phishing e-mail should delete the message from their 
inboxes without entering any information, the division said. People who have opened 
the message should run an anti-virus program on their computer immediately. 
Source: http://deseretnews.com/article/1,5143,705269884,00.html  

10. December 12, ITWeb – (International) German bank’s data breached. Warnings 
appeared of an enormous data breach in Germany this week. According to media 
reports, a hacking gang is selling the accounts of 21 million German bank account-
holders on the black market. In the course of the investigation for Wirtschaftswoche 
magazine, the two reporters said they were able to get hold of a CD-ROM containing the 
names, addresses and bank account numbers of 1.2 million people, although they had 
been offered data on 21 million people if they paid the criminals’ demands of 12 million 
Euros. “Incidents like this would not be possible if there were tougher data security 
laws, enforcing the use of encryption and user authentication solutions. In addition, 
businesses should log and monitor how data is used and moved inside their organization 
to get greater visibility of potential problem areas,” says the CEO of regional Sophos 
distributor, Sophos South Africa.  
Source: 
http://www.itweb.co.za/sections/techforum/2008/0812120858.asp?S=Malware&A=VIR
&O=google  

11. December 11, Wall Street Journal – (National) Many banks opt out of FDIC 
program. More than a fifth of U.S. banks opted out of a new program to guarantee bank 
debt, casting doubt on the program’s role in combating the financial crisis. Of the 8,384 
banks or thrifts insured by the Federal Deposit Insurance Corp., 2,027, or 24 percent, 
have chosen to drop out of the program, according to a list of the institutions released by 
the FDIC on Thursday. The 2,027 banks represent a small slice of the overall industry. 
They have a combined $701.67 billion in assets, representing roughly 5 percent of 
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industry assets. Meanwhile, the bulk of the industry opted to stay in a separate program 
that provides blanket insurance on certain business transaction accounts. Just 866 banks 
chose to discontinue the coverage. Banks declining to participate in the debt guarantee 
program were overwhelmingly smaller institutions. Many smaller firms have no use for 
the guarantee because they rely on funding sources other than debt issuance. The 
program’s cost and uncertainty about terms may have also damped participation, 
industry experts said. 
Source: 
http://online.wsj.com/article/SB122904547714200583.html?mod=googlenews_wsj  

 
12. December 11, New York Times – (New York) Prominent trader accused of 

defrauding clients. On Thursday morning, a trader was arrested at his Manhattan home 
by federal agents who accused him of running a multibillion-dollar fraud scheme — 
perhaps the largest in Wall Street’s history. The criminal complaint filed against the man 
on Thursday in federal court in Manhattan reports that he estimated the losses at $50 
billion. “We are alleging a massive fraud — both in terms of scope and duration,” said 
the director of the enforcement division at the Securities and Exchange Commission 
(SEC). According to the most recent federal filings, Bernard L. Madoff Investment 
Securities, the firm the trader founded in 1960, operated more than two dozen funds 
overseeing $17 billion. These funds have been widely marketed to wealthy investors, 
hedge funds, and other institutional customers for more than a decade. At the request of 
the SEC, a federal judge appointed a receiver on Thursday evening to secure the firm’s 
overseas accounts and warned the firm not to move any assets until he had ruled on 
whether to freeze the assets. The Madoff funds attracted investors with the promise of 
high returns and low fees. Competing hedge fund managers have wondered privately for 
years how the trader generated such high returns, in bull markets and bear, given the 
generally low-yielding investment strategies he described to his clients.  
Source: http://www.nytimes.com/2008/12/12/business/12scheme.html?em  

 
 [Return to top]  

Transportation Sector 
 

13. December 11, Associated Press – (New York) Report of smoke in cabin sends plane 
back to JFK. American Airlines says a plane returned to New York’s John F. Kennedy 
International Airport shortly after takeoff because there was smoke or haze in the cabin. 
An American Airlines spokesman said American Airlines Flight 85 landed without 
incident around 4 p.m. Thursday, about a half-hour after leaving for San Francisco. No 
one was hurt. The Boeing 767-300 jet has been taken out of service. The 110 passengers 
were to depart on another plane. Smith says it’s unclear what caused the smokiness in 
the cockpit and cabin, but such incidents sometimes are traced to electrical glitches. The 
Port Authority of New York & New Jersey says the airport’s operations weren’t 
disrupted.  
Source: 
http://hosted.ap.org/dynamic/stories/P/PLANE_SMOKE?SITE=NYONE&SECTION=
HOME&TEMPLATE=DEFAULT  

 

http://online.wsj.com/article/SB122904547714200583.html?mod=googlenews_wsj
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14. December 10, National Transportation Safety Board – (National) NTSB acting 
chairman urges vigilance in preventing excavation-related pipeline accidents. The 
acting chairman of the National Transportation Safety Board today challenged 
excavators and pipeline safety regulators to build on the progress already made in 
decreasing the number of pipeline and gas line excavation related accidents, and to be 
vigilant about safety to lower the accident rate further. Addressing the Damage 
Prevention Conference in Las Vegas today, the chairman called on every organization 
involved in excavation activities to make safe practices and procedures a top priority.  
Applauding the recent improvements in excavation practices, such as 811, the National 
Call-Before-You-Dig Number, and the growing use of GPS systems to more accurately 
identify the precise locations of underground pipelines, he cautioned that three safety 
issues “stubbornly persist” from year to year.  They are: inadequate one-call notification 
practices, even with 811; inadequate excavation practices; and failure to promptly notify 
authorities after a pipeline is damaged. The acting chairman called on the Department of 
Transportation to make it very clear to anyone doing excavation work that “it is 
inexcusable to damage a pipeline and not report the damage.”  
Source: http://ntsb.gov/Pressrel/2008/081210.html 

 
[Return to top] 

Postal and Shipping Sector 
 
15. December 11, Associated Press – (National) 9 more states, USVI get suspicious 

envelopes. Nine more states and the U.S. Virgin Islands have intercepted envelopes sent 
to government offices containing suspicious powder. On Thursday the letters arrived in 
Florida, Georgia, Kansas, New Mexico, North Dakota, South Carolina, Tennessee, Utah, 
and Wyoming. Letters in several of the states led to office shutdowns or evacuations. 
Tests indicate the powder found in Florida, Georgia, Kansas, North Dakota, and Utah is 
not harmful. Virgin Islands officials determined the powder there was corn starch. Tests 
were pending in the other states. Envelopes containing suspicious powder have already 
been received in a dozen other state capitals this week. Officials in some of those states 
say the powder was flour, corn starch or some other harmless food substance.  
Source: 
http://www.google.com/hostednews/ap/article/ALeqM5giqzbHkY5aUtwYUxwihgAvCt
sZLwD950SO600 

 
 [Return to top] 

Agriculture and Food Sector  

 
16. December 12, Cattle Network – (National) R-CALF: OIG again slams USDA for BSE 

mitigation failures at packing plants. The U.S. Department of Agriculture’s (USDA’s) 
Office of Inspector General (OIG) on Tuesday issued a report about USDA’s Food 
Safety and Inspection Service (FSIS) that points out serious and continued flaws in 
FSIS’ ability to mitigate the risks of BSE (bovine spongiform encephalopathy) in 
several large facilities across the country that slaughter older cows. Through December 
6, 2008, nearly 1.4 million Canadian cattle were imported into the United States, 

http://ntsb.gov/Pressrel/2008/081210.html
http://www.google.com/hostednews/ap/article/ALeqM5giqzbHkY5aUtwYUxwihgAvCtsZLwD950SO600
http://www.google.com/hostednews/ap/article/ALeqM5giqzbHkY5aUtwYUxwihgAvCtsZLwD950SO600
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including nearly 190,000 older cows and bulls that were imported for slaughter in U.S. 
slaughter facilities. These older Canadian cattle are known to be of higher risk for BSE, 
as they are part of the same Canadian cattle population in which nine of Canada’s 16 
BSE cases were detected, the latest case being confirmed on November 17, 2008. “This 
latest OIG report demonstrates that USDA has failed completely to protect the public 
health from the BSE that the agency itself predicts is being imported into the United 
States in these older Canadian cattle,” said the R-CALF USA CEO. 
Source: http://www.cattlenetwork.com/Content.asp?ContentID=275849 
 

17. December 12, Seattle Times – (National) After China scandal, random melamine 
tests in United States are planned. Processed meat and poultry products will be pulled 
from grocery shelves nationwide for limited, random tests for melamine. The U.S. 
Department of Agriculture on Thursday ordered spot checks on such perennial kid 
favorites as breaded chicken nuggets, hot dogs, packaged meatballs, pizza snacks and 
other processed foods that contain milk-based ingredients. The testing notice, which also 
covers baby food containing “significant” amounts of meat or poultry, does not specify a 
brand or make any distinction between domestic or imported products. The USDA will 
randomly test 45 samples a week from retail stores throughout the country, according to 
a notice issued by the USDA’s Food Safety Inspection Service. Testing is expected to 
begin in about two weeks, and will last for 12 weeks. The foods were singled out 
because they contain milk-based ingredients such as cheese, dried milk, casein and 
whey. The ingredients have been linked to contamination in foods and candies 
manufactured with milk from China. A USDA spokeswoman said testing will not be 
limited to products containing milk ingredients from China because the agency has no 
way of knowing the origin of the ingredients used in the manufacturing process. 
Source: 
http://seattletimes.nwsource.com/html/nationworld/2008499415_kidsfood12m0.html 
 

18. December 11, North Country Gazette – (National) Dioxin-contaminated fresh pork 
products recalled. Two food establishments, one from New York and one from Florida, 
are recalling fresh pork products that may be contaminated with dioxins, according to 
the U.S. Department of Agriculture’s Food Safety and Inspection Service. Rupari Food 
Services, a Deerfield Beach, Florida, establishment, is recalling approximately 41,020 
pounds of fresh pork while Tommy Moloney’s Inc., a Long Island City establishment, is 
recalling approximately 4,041 pounds of fresh pork products. Additionally, Dawn 
International, an Acton, Massachusetts, establishment, is recalling approximately 33,880 
pounds of fresh pork products that may be contaminated with dioxins. FSIS was notified 
by the Food Safety Authority of Ireland (FSAI) that routine surveillance tests indicated 
the presence of dioxin in pork products that were sent to multiple importers of record in 
the United States. FSIS believes the probability of adverse health effects related to 
consumption of these pork products to be low, and concurs with the conclusions of a 
risk assessment conducted by FSAI. 
Source: http://www.northcountrygazette.org/2008/12/11/pork_products/ 
See also:  
http://www.fsis.usda.gov/News_&_Events/Recall_050_2008_Release/index.asp 

 
[Return to top] 
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Water Sector 
 
19. December 11, Associated Press – (Pennsylvania) Ruling paves way for water plants 

to use chemical. A state court ruling leaves two Pennsylvania drinking water systems 
free to use a chemical disinfectant known as chloramine. Commonwealth Court on 
Wednesday turned down a legal challenge to Pennsylvania American Water Company’s 
use of the combination of chlorine and ammonia at water treatment facilities outside 
Harrisburg. The ruling upheld a prior decision by the state’s Environmental Hearing 
Board that had been challenged by a Camp Hill attorney. She argued the chemical is not 
safe and contended she did not get adequate notice of the issuance of construction and 
operation permits. She says she was not surprised by the decision and doubts she will 
appeal it.  
Source: http://www.ldnews.com/news/ci_11196894 

 
20. December 11, Casper Star-Tribune – (Wyoming) Report: Missile sites ‘likely’ source 

of water pollution. A new federal report provides the best evidence yet that a Cold 
War-era missile site near Cheyenne is the source of chemical contamination in the city’s 
drinking water. The report, released last week to some government officials, confirms 
the “likely” connection between a chemical used at the Atlas Number 4 missile site west 
of town and contamination in city water wells. “We have been able to confirm the 
probable connection between the source of the contamination and the wells,” said the 
public affairs officer for the Omaha District of the U.S. Army Corps of Engineers, which 
includes Cheyenne. City officials say Cheyenne drinking water is perfectly safe, but 
thousands of dollars have been spent removing trichloroethylene, or TCE, from the 
water since it was discovered about a decade ago. The Atlas Number 4 site has long 
been suspected as the source of the chemical. TCE was used during the Cold War to 
clean and lubricate nuclear missiles near Cheyenne. The chemical can affect the nervous 
system and cause liver and kidney damage. The new federal report all but rules out 
several alternative sources of TCE contamination in the area, including oil and gas 
drilling, industrial and chemical facilities, and private property owners. It points instead 
to the missile site as the source, while failing to provide a definitive conclusion. “Based 
on all currently available data, TCE from Site 4 has likely impacted water quality in the 
western portion of the [municipal] well field,” the report said. 
Source: 
http://www.casperstartribune.net/articles/2008/12/11/news/wyoming/31c604c76c3473ca
8725751d00099019.txt 

 
21. December 11, Water Tech Online – (Pennsylvania) Plant owner fined for SDWA 

violations. The Pennsylvania Department of Environmental Protection (DEP) has fined 
the owner and operator of a Venango County water treatment plant $186,374 for 
numerous violations of the Safe Drinking Water Act, according to a December 9 DEP 
news release. According to the DEP, the Emlenton Water Co. owner violated the Safe 
Drinking Water Act and failed to comply with a previous DEP order. The fine is to be 
applied toward costs the DEP has incurred in its attempt to bring the water system into 
compliance. The owner also has been ordered to submit permit applications to treat and 
discharge wastewater from the plant. It says the owner has been operating without 

http://www.ldnews.com/news/ci_11196894
http://www.casperstartribune.net/articles/2008/12/11/news/wyoming/31c604c76c3473ca8725751d00099019.txt
http://www.casperstartribune.net/articles/2008/12/11/news/wyoming/31c604c76c3473ca8725751d00099019.txt
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necessary permits. These latest DEP actions follow on the heels of an April DEP 
inspection that resulted in a boil-water advisory for the water supply’s customers. The 
boil-water advisory remains in effect. On November 20, the state Public Utility 
Commission appointed Aqua Pennsylvania as the certified operator for the Emlenton 
system.  
Source: http://watertechonline.com/news.asp?N_ID=71094 

 
[Return to top] 

Public Health and Healthcare Sector 
 

22. December 12, Reuters – (International) Fears of human bird flu cases rise in India’s 
Assam. India is sending bird flu experts to the northeastern state of Assam and setting 
up isolation units to treat up to 90 people showing signs of the virus, health authorities 
said on Friday. Health workers have yet to confirm any human cases of H5N1, but they 
said some patients were suffering from fever and respiratory infections, which are 
symptoms of the virus in humans. Veterinary officials in Assam state have slaughtered 
more than 250,000 chickens and ducks in the past two weeks, after the virus was 
detected in poultry last month in a village close to Guwahati, the region’s main city. 
New Delhi has rushed federal medical experts, including epidemiologists and 
microbiologists, to the affected areas. 
Source: http://www.reuters.com/article/healthNews/idUSTRE4BB36M20081212  

 
[Return to top] 

Government Facilities Sector 
 
23. December 12, WHEC 10 Rochester – (New York) Woman arrested for making 

college bomb threat. The Genesee County Sheriff’s Office has charged a 20-year-old 
woman with falsely reporting an incident in connection with a bomb threat yesterday on 
the campus of Genesee Community College. The defendant allegedly sent a text 
message to a GCC student while he was on campus stating, “I planted a bomb in the 
library last night, make sure you are out of the building by one.” The student receiving 
the text message reported it to GCC Security resulting in the evacuation of the campus 
and search for a device. 
Source: http://www.whec.com/article/stories/s702441.shtml?cat=565  

 
[Return to top] 

Emergency Services Sector 
 

24. December 11, Federal Bureau of Investigation – (National) E-Mail scammers continue 
to send fake FBI messages. Consumers continue to report receiving spam e-mail 
messages that claim to be sent by top FBI officials. As with previous spam attacks, the 
latest versions use the names of several high ranking executives within the FBI and even 
the Internet Crime Compliant Center (IC3) in an attempt to defraud consumers. These e-
mails are hoaxes, and recipients are urged not to respond.  Many of the spam e-mails 

http://watertechonline.com/news.asp?N_ID=71094
http://www.reuters.com/article/healthNews/idUSTRE4BB36M20081212
http://www.whec.com/article/stories/s702441.shtml?cat=565
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currently in circulation claim to: be from an “official order” from the FBI’s non-existent 
Anti-Terrorist and Monetary Crimes Division or from an alleged FBI unit in Nigeria; 
confirm an inheritance; or contain a lottery notification. The e-mails inform recipients 
they have been named the beneficiary of millions of dollars. To claim the large sum, 
recipients are instructed to furnish their personally identifiable information (PII) and are 
often threatened with some type of penalty, such as prosecution, if they fail to do so. 
Specific PII information requested includes, but is not limited to, the recipient’s name, 
banking information, telephone number, and a copy of their passport. 
Source: http://www.fbi.gov/pressrel/pressrel08/escams121108.htm  

 
[Return to top]  

Information Technology 
 

25. December 11, CXOtoday.com – (International) Your antivirus can be a backdoor for 
hackers. According to iViZ, an information security company, antivirus software when 
processing malformed packed executables can result in bugs that can cause security 
vulnerability and help back door entry for hackers. The president of iViZ said, “An 
attacker first crafts an email with malicious payload and sends it to the target user and 
when the email is scanned by the vulnerable antivirus software it can either crash the 
antivirus software or execute arbitrary code resulting in complete security bypass and 
remote system compromise.” iViZ said that it has discovered new classes of 
vulnerabilities in many popular commercial and open source antivirus software that 
potentially allow attackers to break into systems using the same antivirus software. The 
company said that it used various file fuzzing techniques and reported abnormal 
behavior in several security tools when handling complex or unusual executable header 
data especially in the case of executables packed with 3rd party packers like UPX, FSG 
etc. In such events, multiple bugs were found in antivirus software while processing 
malformed packed executables. Some of these bugs proved to be security vulnerabilities 
which could make the antivirus itself as a back door for hackers.  
Source: 
http://www.cxotoday.com/India/News/Your_Antivirus_can_be_a_Backdoor_for_Hacke
rs/551-96361-909.html 

 
26. December 11, DarkReading – (International) Zero-Day bug discovered in IE7. An 

unpatched security vulnerability in Internet Explorer 7 is being actively exploited in the 
wild, and could allow attackers to control remote PCs and access personal information 
without the user’s knowledge, security researchers say. The vulnerability takes 
advantage of Internet Explorer’s handling of specially crafted XML tags, which can 
leave the browser susceptible to a heap spray attack, according to researchers at 
ScanSafe. A successful exploit could result in the installation of a data theft Trojan with 
autorun worm capabilities, the company says. Release of the exploit appears to be 
intentionally timed to fall after Patch Tuesday, when Microsoft typically issues patches 
for newly discovered vulnerabilities. The first exploits appeared just 48 hours after 
Microsoft made this month’s patches available. So far the zero-day “does not appear to 
be wildly used, but the code is publicly available,” according to researchers at Qualys. 
Still, exploits that take advantage of IE7 — which was supposed to have been 

http://www.fbi.gov/pressrel/pressrel08/escams121108.htm
http://www.cxotoday.com/India/News/Your_Antivirus_can_be_a_Backdoor_for_Hackers/551-96361-909.html
http://www.cxotoday.com/India/News/Your_Antivirus_can_be_a_Backdoor_for_Hackers/551-96361-909.html
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Microsoft’s “safer” browser — are a concern, the researchers said. Two other zero-day 
vulnerabilities were discovered in the Microsoft environment this week. One impacts 
Microsoft SQL Server 2000 and is alleged to be remotely exploitable via SQL injection 
attacks. Unlike typical SQL injection attacks, which pose the greatest risk to site 
visitors, this particular attack would directly impact the server as well. A third zero-day 
vulnerability has been reported in WordPad’s text conversion feature. Microsoft has 
reported that there are “targeted attacks seeking to exploit this vulnerability” and 
released a patch for it on December 9. 
Source: 
http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml;jsessionid=2XI1
JGOOZJYH2QSNDLPSKH0CJUNN2JVN?articleID=212400508 
  

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us−cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

Website:  https://www.it−isac.org/.  
 
 
[Return to top] 

Communications Sector 
 

27. December 11, KXNT 840 Las Vegas – (Nevada) Most phone service restored after 
outage. A day after several telephone lines were accidentally cut in Las Vegas, state 
officials say all communication systems are back on-line. On Wednesday morning, 
service was disrupted to thousands of Embarq residential customers as well as all state 
offices, including the DMV. Construction workers were laying sewage lines when they 
accidentally cut fiber optic wires. It knocked out cell, land-line phone, and Internet 
services for the eastern half of the valley down to Boulder City and Laughlin. As of 
Thursday afternoon, service had been restored to all but about 5,000 residential 
customers.  
Source: http://www.kxnt.com/Most-Phone-Service-Restored-After-Outage/3476603  

 
28. December 11, Fairbanks Daily News-Miner – (Alaska) Fiber optic cable cut near 

Sitka prompts satellite switch. The shutdown of KATN in Fairbanks, Channel 2, on 
Wednesday was caused by a break in a fiber optic cable near Sitka, according to a 
KATN spokesman. “Alyeska Pipeline has all of their communication links within their 
system, including specifically the pump stations, through GCI’s fiber optic feed. If there 
is a disruption anywhere in the GCI system with the fiber optic line, by agreement and 
for security reasons, Alyeska Pipeline supersedes our television transmission and uses 
the satellite that we broadcast on to continue their communication links within the 
TAPS,” he said.  
Source: http://newsminer.com/weblogs/dermot-cole/2008/dec/11/fiber-optic-cable-cut-
near-sitka-prompts-satellite-switch-knocking-katn-off-the-air-signal-expected-to-be-
restored-later-today/ 

 

   

http://www.darkreading.com/security/vulnerabilities/showArticle.jhtml;jsessionid=2XI1JGOOZJYH2QSNDLPSKH0CJUNN2JVN?articleID=212400508
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http://www.kxnt.com/Most-Phone-Service-Restored-After-Outage/3476603
http://newsminer.com/weblogs/dermot-cole/2008/dec/11/fiber-optic-cable-cut-near-sitka-prompts-satellite-switch-knocking-katn-off-the-air-signal-expected-to-be-restored-later-today/
http://newsminer.com/weblogs/dermot-cole/2008/dec/11/fiber-optic-cable-cut-near-sitka-prompts-satellite-switch-knocking-katn-off-the-air-signal-expected-to-be-restored-later-today/
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[Return to top] 

Commercial Facilities Sector 
 

29. December 11, Orlando Sentinel – (National) SeaWorld sizes up terror risk over 
chemicals stored at park. SeaWorld Orlando could become a target for terrorists trying 
to obtain chemicals, according to a preliminary review of businesses, universities and 
other facilities across the country by the federal government. The finding by the U.S. 
Department of Homeland Security is tentative. The 200-acre theme park is one of about 
7,000 locations nationwide that Homeland Security identified this year as sites with 
potentially dangerous chemicals that could be vulnerable to attack or theft by terrorists. 
The continuing review is part of Homeland Security’s year-old Chemical Facility Anti-
Terrorism Standards, which are aimed at tightening oversight at locations where large 
amounts of one or more of more than 300 dangerous chemicals are stored. Everything 
from large chemical plants to poultry farms and universities have been at least 
tentatively screened. When the rules were first issued late last year, they touched off 
alarms at all of Orlando’s major theme parks — including Walt Disney World and 
Universal Orlando — which feared they could be unnecessarily labeled “high-risk” sites 
for chemical terrorism. SeaWorld, Disney and Universal were among more than 40,000 
locations throughout the country that had to submit inventories of their on-site chemicals 
— dubbed “top screens” — to Homeland Security by January of this year. The parks do 
not have large stockpiles of dangerous chemicals in any one location, but they do have 
many scattered throughout their sprawling resorts for use in everything from 
disinfectants to fireworks. 
Source: http://www.orlandosentinel.com/business/orl-
chemical1108dec11,0,2967482.story 

 
[Return to top] 

National Monuments & Icons Sector 
 

30. December 11, Associated Press – (Alaska) Chugach Forest officials warn of 
avalanches. Chugach National Forest officials are warning of avalanche danger south of 
Anchorage. They report that the huge dump of snow that put 3 feet of powder on the 
Alyeska ski resort also created weak layers in nearby Turnagain Pass, which received 27 
inches of snow in 24 hours. A Forest Service forecaster says anytime there’s a rapid 
change in snow conditions, users can expect natural and human-triggered avalanches. 
He says on the forest website that there is a lot of weight on top of a weak layer of snow. 
Forecasters stayed away from Turnagain Pass on Tuesday because of the hazard. They 
say they’re following the 24-hour rule — that 90 percent of avalanche accidents happen 
in the 24 hours following a storm. 
Source: http://www.ktuu.com/Global/story.asp?S=9504731  

 
31. December 11, Visalia Times-Delta – (Alabama) Reservation fire won’t be contained 

for several days. A wildland blaze that started on the Tule River Indian Reservation last 
week has blackened 87 acres and won’t be contained for several days, officials said. The 
cause remains under investigation. “We’re thinking it might be human-caused because 

http://www.orlandosentinel.com/business/orl-chemical1108dec11,0,2967482.story
http://www.orlandosentinel.com/business/orl-chemical1108dec11,0,2967482.story
http://www.ktuu.com/Global/story.asp?S=9504731
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of the time of the year,” said a battalion chief with the Tule River Fire Department. The 
fire, known as the Solo II blaze because it started near the reservation’s Solo Peak, is 
burning at the 6,500-foot elevation. It is being fought by both the Tule River Fire 
Department and crews from the Sequoia National Forest. About 70 firefighters are 
involved. The chief said the fire may not be contained until early next week, although 
the wet-weather forecast for this weekend might help containment efforts. The fire poses 
little threat to any nonfederal lands, officials said. 
Source: http://www.visaliatimesdelta.com/article/20081211/NEWS01/812110331 

 
[Return to top] 

Dams Sector 
 

32. December 11, News and Tribune – (Indiana) Wall of protection: Engineers say New 
Albany levee in good shape. A structural engineer with the U.S. Army Corps of 
Engineers spent Wednesday inspecting the New Albany’s floodwall with his crew and 
officials from New Albany Flood Control. Their mission, which began Monday and will 
likely end today, is to find chinks in the levee’s armor so the destruction that followed 
the killer flood 71 years ago can be avoided, if at all possible. Engineers from the Corps 
team up with city inspectors to examine the wall each year, but the periodic inspection is 
more detailed and usually happens every five years, he said. The Corps will provide city 
officials with an oral report on their initial findings before leaving New Albany. An 
official analysis will later be sent detailing what repairs are needed. The city owns the 
wall and therefore is responsible for upgrades and maintenance. 
Source: http://www.newsandtribune.com/local/local_story_346141501.html 

 
33. December 11, Contra Costa Times – (California) Oil company ordered to fix berm 

that’s holding back mercury. An East Coast oil company has been ordered to 
immediately shore up a fragile berm that is holding back mercury-laden water and mud 
at an abandoned mercury mine on Mount Diablo. It is the first time federal regulators 
have assigned responsibility for cleanup at the polluted mine, which county officials 
have sought to address for more than a decade but have not done so out of fear county 
taxpayers would get stuck with the full cost. The order from the U.S. Environmental 
Protection Agency (EPA) says that an earthen dam built to contain mercury from 
flowing into Marsh Creek is eroding and must be fixed before the rainy season and 
demands that a plan be submitted in two days. “(A dam failure) could result in a 
catastrophic failure of the impoundment berm and cause extensive contamination of 
mercury contaminated sediments ... to Marsh Creek and Marsh Creek Reservoir,” the 
EPA said in its order, which comes with rain forecast in a matter of days. 
Source: http://www.contracostatimes.com/ci_11200271?source=most_emailed 

 
34. December 10, WFLA 10 Tampa – (Florida) Tampa Bay Water sues over reservoir 

cracks. Tampa Bay Water filed a lawsuit today against three companies seeking 
compensation for cracks that have damaged the walls of the C.W. “Bill” Young 
Regional Reservoir in south Hillsborough County. The lawsuit alleges the cracks are the 
result of a faulty design by HDR Engineering Inc., that Barnard Construction Co. failed 
to build the reservoir according to the design, and cites poor construction maintenance 

http://www.visaliatimesdelta.com/article/20081211/NEWS01/812110331
http://www.newsandtribune.com/local/local_story_346141501.html
http://www.contracostatimes.com/ci_11200271?source=most_emailed
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by Construction Dynamics Group. The utility has spent about $1 million so far 
investigating and filling the cracks. The utility’s general manager said the costs could 
rise to $2 million by May. The cracks have had engineers puzzled since they first 
appeared in December 2006. The latest theory is that water underneath the soil-cement 
inner wall is not draining adequately. He said Tampa Bay Water engineers should be 
able to pinpoint the exact cause of the cracks and have a preliminary plan to repair them 
by June. Constructing a permanent fix may not be completed until 2013. The $146 
million reservoir went into operation in June 2005. Larger-than-expected cracks first 
appeared in December 2006. Some measured 4 inches wide and up to 300 feet long. 
Tampa Bay Water poured a grout mixture into the cracks. In many cases, the repairs did 
not hold.  
Source: http://www2.tbo.com/content/2008/dec/10/101854/tampa-bay-water-reservoir-
repair-unlikely-2011/ 
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