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 The Treasure Coast Palm reports that Molotov cocktails were thrown at or near law 
enforcement vehicles parked at investigators’ homes in Port St. Lucie, Florida, on 
Saturday. (See item 20) 

 According to the San Francisco Chronicle, a city-funded study says that without a seismic 
retrofit, 80 percent of San Francisco’s weakest wood-frame buildings are expected to 
collapse or to suffer damage beyond repair in the large earthquake scientists say will hit the 
city within decades. (See item 28) 
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Energy Sector 
 

 Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED  Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 

 [http://www.esisac.com] 

1. December 11, Bloomberg – (Louisiana; Texas) Tanker flow through Sabine Pass 
resumes after storm. Pilots resumed guiding tankers and other ships through Sabine 
Pass on the Texas-Louisiana border after a winter storm swelled seas and reduced 
visibility, the U.S. Coast Guard said. High seas halted unloading at the largest U.S. oil-
import terminal. Sabine boardings restarted at 10 a.m. local time, a Coast Guard 
spokeswoman said in an interview Thursday. Boardings in some areas remained 
suspended at the Calcasieu Ship Channel at Lake Charles, Louisiana, she said. The 
Louisiana Offshore Oil Port stopped unloading tankers Thursday morning, a 
spokeswoman said. Deliveries to customers from onshore inventories are not affected, 
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and unloading probably will resume later Thursday, she said. Boarding by pilots serving 
Houston, the largest U.S. petroleum port, was not disrupted by the storm, the Coast 
Guard spokeswoman said. 
Source: 
http://www.bloomberg.com/apps/news?pid=20601072&sid=arqZ_BQlDcvc&refer=ener
gy 
 

[Return to top] 

Chemical Industry Sector 
 
2. December 11, New York Times Union – (New York) Acid spills into the Hudson. The 

state Department of Environmental Conservation (DEC) is investigating the spill of a 
small amount of hydrochloric acid into the Hudson River from Momentive Performance 
Materials. A total of 89 pounds, or about 10 gallons, of acid leaked from a processing 
pipe, said a DEC spokesman. Momentive is a manufacturer of silicone products located 
in Waterford. Officials in that town and neighboring Halfmoon said they do not believe 
that the spill poses any serious health hazard. But they allege there was a two-hour lag 
between when the spill occurred and when it was reported by the company. The spill 
occurred about a mile from the Waterford water treatment plant, and the Town 
Supervisor said staff at that town’s treatment plant was in the process of testing the 
water. Town supervisors said they are furious because Momentive, by agreement, is 
supposed to immediately notify the towns if there is any spill or incident on factory 
property that could affect the river. 
Source: 
http://timesunion.com/AspStories/story.asp?storyID=749251&category=REGION 
 

3. December 10, Tri-City Herald – (New York) Wilbur-Ellis sulfur fire prompts 
evacuations in Pasco. Granulated sulfur used at a Pasco fertilizer processing company 
caught fire Tuesday, forcing two businesses to evacuate and firefighters to be 
decontaminated after extinguishing the flames. Employees apparently were moving 
some granulized sulfur with a front-end loader when the fire started, the fire captain on 
the scene said. They suspect the bucket on the front-end loader scraped the wall and 
created some sparks, he said. Sulfur is not highly flammable in a solid state, but when it 
is moved dust develops and it can be explosive. Employees at Stemilt, a business just 
east of the fire, were evacuated as a precaution because of possible irritants in the plume 
of smoke. Firefighters also warned employees at the Pasco Processing Center, but they 
did not evacuate. The building never caught fire, only the material burned. 
Source: http://www.tri-cityherald.com/kennewick_pasco_richland/story/411592.html 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

4. December 11, KCNC 4 Denver – (Colorado) Truck crashes on I-76, spills radioactive 
supplies.  A rolled-over semi truck on Interstate 76 near 88th Avenue closed the 
eastbound lanes of the highway for several hours Wednesday morning as emergency 

http://www.bloomberg.com/apps/news?pid=20601072&sid=arqZ_BQlDcvc&refer=energy
http://www.bloomberg.com/apps/news?pid=20601072&sid=arqZ_BQlDcvc&refer=energy
http://timesunion.com/AspStories/story.asp?storyID=749251&category=REGION
http://www.tri-cityherald.com/kennewick_pasco_richland/story/411592.html
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workers cleaned up some low-level radioactive medical supplies. The state patrol said 
the truck’s driver was distracted by his cell phone when the crash happened. The semi 
hit a guard rail and buckled it so badly that it was pushed into two adjacent lanes of 
traffic. Two cars and another truck struck the debris. No one was hurt. Hazardous 
material crews were called to check for radioactive contamination and clean the spilled 
supplies. No danger to the public was reported. Officials had the entire highway 
reopened by noon. 
Source: http://cbs4denver.com/local/semi.crash.radioactive.2.884299.html 
 

5. December 10, U.S. Nuclear Regulatory Commission – (Montana) NRC staff proposes 
$3,250 fine for security violations at Glaxosmithkline Biologicals. The U.S. Nuclear 
Regulatory Commission (NRC) staff has proposed a $3,250 fine against 
GlaxoSmithKline Biologicals, in Hamilton, Montana, for failing to institute certain 
security measures. An inspection conducted by the NRC staff in August identified two 
violations of NRC security requirements associated with that order. “The $3,250 fine is 
being proposed because the company failed to take the necessary security precautions 
intended to properly safeguard radioactive materials in their possession and for failing to 
immediately correct the violations identified by the NRC inspector,” said the NRC 
Region IV administrator. “Ultimately, the company transferred its radioactive material 
to another authorized user and is no longer required to follow those NRC security 
requirements.”  
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2008/08-042.iv.html 

 
[Return to top] 

Defense Industrial Base Sector 
 

6. December 11, Desert Warrior – (National) MALS-13 partners with Boeing for more 
efficient maintenance. The Marine Aviation Logistics Squadron 13 supply department 
in Yuma, Arizona, began renovating their warehouse last week for the Boeing Company 
to store AV-8B Harrier maintenance materials in order to speed up parts repair and 
delivery. Boeing signed a contract with the Department of Defense in June 2007 to serve 
as a middle man between original equipment manufacturers and depot level vendors to 
keep Harriers from being grounded due to repairs. Boeing will be able to present those 
original manufacturers with a long-term contract, and thus a steady source of income, 
explained a Boeing contractor working at MALS-13. This gives the manufacturers time 
and money to prepare and expedite the materials, as well as make repairs. Previously, if 
a Harrier part needed to be repaired, the squadron often had to order the piece from 
vendors as far as the United Kingdom, which can take up to a month to receive, said the 
MALS-13 assistant supply officer in charge. While Boeing will keep most of the Harrier 
parts in a warehouse in North Carolina, a Boeing contractor working on MALS-13 will 
manage a storefront in Yuma for the most commonly needed parts. 
Source: http://yuma.usmc.mil/?PgId=desertwarrior,2008,12,11,feature3 

 
[Return to top] 
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Banking and Finance Sector 
 

7. December 11, Amarillo Globe-News – (Texas) Text scam targets Sprint users, asks 
for ANB card information. Amarillo police and the FBI are investigating a scam to 
cheat Amarillo National Bank customers. Sprint mobile phone customers whose 
numbers have 517 and 206 prefixes have received text messages from someone claiming 
to be the bank using the number 806-553-5778, said a fraud investigator. The messages 
say customers’ cards have been deactivated and they must call a number to reactivate it, 
the fraud investigator said. When they call, a recording picks up, and they are told to 
input their 16-digit card number, the CV number and then their pin, he said. The fraud 
investigator said as of Wednesday, the scam has cost ANB about $3,000.  
Source: http://www.amarillo.com/stories/121108/new_news8.shtml  

 
8. December 10, Baltimore Business Journal – (National) Federal government unveils 

credit union initiatives. The National Credit Union Administration (NCUA) unveiled a 
plan Tuesday to bring liquidity to the credit union system. Under the plan, called the 
Credit Union System Investment Program, retail credit unions will get money from the 
NCUA that they must invest in corporate credit unions. Corporate credit unions lend 
money to retail credit unions, but have run into liquidity problems of late and are unable 
to lend as much money as retail credit unions need. The investment from retail credit 
unions will allow corporate credit unions to pay off other debts and free up collateral, 
allowing them to turn around and lend more money into retail credit unions. The NCUA 
took the roundabout approach because it is not allowed lend money directly into 
corporate credit unions. It is not clear how much money the NCUA would lend to 
through the program, which will be funded on a monthly basis from January through 
June 2009 through the agency’s Central Liquidity Facility. The NCUA also gave details 
Tuesday on a separate $2 billion plan to help credit unions modify mortgages for 
delinquent borrowers. The plan, called the Credit Union Homeowners Affordability 
Relief Program, was first announced in November and aims to provide relief to 10,000 
households. 
Source: http://www.bizjournals.com/baltimore/stories/2008/12/08/daily35.html  

 
9. December 10, WKZO 590 Kalamazoo – (Michigan; National) Spicy Pickle secures 

transactions. The Spicy Pickle restaurant in Portage, Michigan, was recently the target 
of computer hackers who stole credit and debit card numbers of customers and used the 
numbers fraudulently. The restaurant has a secure system in place. The co-owner says 
the FBI has been investigating fraud cases across the country for seven months and they 
were just the latest victims. “There is a similar thread to all of it and it keeps leading to 
one particular software manufacturer,” says the co-owner, adding that he is not at liberty 
to say which manufacturer that is. “It is a popular software that is used by thousands of 
restaurants throughout the country.” Another co-owner says the FBI told them it was 
likely the work of an international group, possibly in Romania. “They were able to get 
the numbers and then they were able to reproduce the cards and then sell off the cards 
online,” says the other co-owner. 
Source: http://wkzonews.blogspot.com/2008/12/spicy-pickle-secures-transactions.html  
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Transportation Sector 
 

10. December 11, Associated Press – (National) Helicopter with 5 aboard crashes off 
Texas coast. The Coast Guard (USCG) says a helicopter carrying five people has 
crashed off the Texas coast, and rescue crews have picked up one survivor and continue 
to search for the others. A USCG petty officer says the USCG was alerted Thursday 
morning by a call from the helicopter leasing company Rotorcraft. It reported that a pilot 
had not checked in as scheduled. A rescue helicopter crew found one man and debris in 
the Gulf of Mexico, about two miles off the coast. His condition is unknown. The petty 
officer says the helicopter was headed toward an unmanned oil platform about 18 miles 
offshore. It was carrying the pilot and four passengers. Sabine Pass is about 90 miles 
east of Houston. 
Source: http://www.huffingtonpost.com/huff-wires/20081211/helicopter-crash/ 

 
11. December 11, Associated Press – (California) Pilot dies when plane clips power lines 

in Lompoc. The pilot of a single-engine Cessna has been killed after his plane clipped 
power lines and crashed into a field a mile east of the runway at Lompoc Municipal 
Airport. The pilot, a member of Lompoc’s airport commission, was flying alone when 
the plane crashed Wednesday afternoon. He was declared dead a short time later at 
Lompoc Valley Medical Center. Eyewitnesses told authorities the plane was flying low 
and erratically before the crash. The Cessna’s fuselage was buckled and there was 
damage to the propeller, wing, and cockpit door, but there was no fire. The National 
Transportation Safety Board is investigating.  
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/n/a/2008/12/11/state/n050550S12.DTL 

 
[Return to top] 

Postal and Shipping Sector 
 
12. December 11, Dallas Morning News – (Texas) Governor’s office receives package 

containing suspicious powder. The Texas governor became the latest state executive to 
receive a suspicious package containing white powder. The Dallas FBI office has been 
investigating the letters that usually have a Dallas postmark and now have been mailed 
to governors in Texas, Oklahoma, Hawaii, Rhode Island, Michigan, Mississippi, 
Alabama, Minnesota, Montana, Missouri, Alaska, and Maine. The Texas package 
arrived at a state office building about 100 yards from the Capitol addressed to the 
governor’s office. The mail room had been put on alert Monday when the first rash of 
the packages began appearing in other states. “A staffer realized that it was a white 
powdery substance and notified emergency personnel,” said the governor’s 
spokeswoman. “Hazmat was immediately on the scene.” Testing showed that the 
envelope’s contents “appears to be a harmless powdery substance,” she said. The 
package was noticed about 11 a.m. “We have a standard procedure for the office should 
anything like this occur,” she said. The third floor of the state office building was 
cleared for three hours while the substance was evaluated.  
Source: 

http://www.huffingtonpost.com/huff-wires/20081211/helicopter-crash/
http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2008/12/11/state/n050550S12.DTL
http://www.sfgate.com/cgi-bin/article.cgi?f=/n/a/2008/12/11/state/n050550S12.DTL
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http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-
powder_11tex.ART.State.Edition1.4ab800d.html 

 
 [Return to top] 

Agriculture and Food Sector  

 
13. December 11, USAgNet – (National) FDA: Ban on animal antibiotics called off.  The 

Food and Drug Administration said it would continue to allow the widespread use of a 
class of powerful antibiotics in food-producing animals, making a last-minute reversal 
after referring to the practice a public-health risk in July. The agency’s bid this summer 
to ban many uses of cephalosporin drugs in cows, swine, chickens and other animals 
came under fire from the industry, reports the Wall Street Journal. Agriculture groups 
and animal-drug makers, including Pfizer Inc., said the antibiotics are needed to prevent 
many infectious diseases in animals. Public-health officials and the American Medical 
Association are worried that excessive use of antibiotics — including in animals — can 
promote resistance and produce strains of bacteria that threaten human life. 
Cephalosporins treat respiratory diseases in cattle and swine but are also often given 
“off-label” for uses not approved by the FDA to poultry or more generally in livestock 
for non-approved infectious diseases. The American Veterinary Medical Association 
complained to the FDA that the data on the human impact it used to support the ban 
were flawed. The FDA’s statement said the agency received many comments and 
needed more time to review them. A spokeswoman said the agency still could impose 
restrictions later. 
Source: http://www.usagnet.com/story-national.php?Id=2880&yr=2008 
 

14. December 11, Fence Post – (Colorado) Mesa County ranch quarantined, swine 
disease found. A Mesa County ranch has been quarantined by the Colorado Division of 
Wildlife and the Colorado Department of Agriculture following the discovery of a 
serious and contagious disease that poses risks to wildlife and livestock. The quarantine 
order follows the Nov. 17 seizure by state wildlife and agriculture officials of a livestock 
trailer containing 20 exotic sheep and 16 feral hogs as it was about to enter the Little 
Creek Ranch in Collbran. The exotic hogs are illegal to transport in Colorado and the 
driver did not possess required permits for importation or transportation of any of the 
animals. Fourteen of the 16 hogs tested positive for pseudorabies, a disease that poses 
threats to livestock, wildlife and pets. All of the seized animals are being held by the 
state at a secure location. The DOW quarantine order for the Little Creek Ranch 
specifies that no animals, alive or dead, may be removed from or enter the ranch until 
further notice. The quarantine orders also require veterinary inspection of all animals 
currently being held at the ranch. At this time, the investigation of the incident is 
continuing. The establishment of feral hog populations has become a major concern for 
state wildlife agencies across the country. Packs of these hogs can devastate wildlife 
habitat by rooting up areas of ground and destroying native vegetation. Diseases from 
the wild hogs can also be passed to wildlife species, impacting populations and 
spreading throughout an area. 
Source: 
http://www.thefencepost.com/article/20081211/NEWS/812109941/1001&title=Mesa%2

http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-powder_11tex.ART.State.Edition1.4ab800d.html
http://www.dallasnews.com/sharedcontent/dws/news/texassouthwest/stories/DN-powder_11tex.ART.State.Edition1.4ab800d.html
http://www.usagnet.com/story-national.php?Id=2880&yr=2008
http://www.thefencepost.com/article/20081211/NEWS/812109941/1001&title=Mesa%20County%20Ranch%20Quarantined,%20Swine%20Desease%20Found
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15. December 10, Packer – (National) APHIS’ new Web site lists U.S. import 
requirements. Helping both U.S. quarantine officials and industry stakeholders, the 
U.S. Department of Agriculture has unveiled a database of U.S. fruit and vegetable 
import requirements. Known as FAVIR, for fruits and vegetables import requirement, 
the USDA’s Animal and Plant Health Inspection Service said in a news release the 
searchable database allows users to quickly determine the general requirements for 
imports of fresh produce into the United States. The USDA said the database will also 
include emergency pest notifications to alert users if there is a change in the import 
status of a commodity or country. FAVIR, the release said, allows APHIS officials and 
Department of Homeland Security’s Customs and Border Protection agricultural 
inspectors to better process fruit and vegetable imports by making information on 
conditions of authorized entry available through the database. 
Source: http://www.thepacker.com/icms/_dtaa2/content/wrapper.asp?alink=2008-
133950-637.asp&stype=topnews&fb 

 
[Return to top] 

Water Sector 
 
16. December 10, Kansas City Business Journal – (Missouri) KC water department gets 

$1.4M for ‘green’ storm-water project. The Kansas City Water Services Department 
has received a $1.4 million grant from the Environmental Protection Agency for “green” 
storm-water infrastructure improvements in conjunction with the Beacon Hill 
Redevelopment Project. The project, west of Bruce R. Watkins Drive from 22nd to 27th 
streets, will include features such as rain gardens and landscaped, graded areas built 
with a special soil mix that absorbs and filters storm-water runoff, the department said in 
a release Wednesday. The landscaping helps reduce storm-water runoff, removes 
pollutants, and replenishes the aquifer. The department will work with residents to 
design and build rain gardens on 50 sites throughout the project area. The assistant city 
manager and acting director of the department said in the release that the project is 
among the largest housing redevelopment projects in the nation using green 
infrastructure. 
Source: http://www.bizjournals.com/kansascity/stories/2008/12/08/daily30.html 

 
[Return to top] 

Public Health and Healthcare Sector 
 

17. December 10, Agence France-Presse – (International) Toddler becomes Indonesia’s 
113th bird flu victim: WHO. A two-year-old Indonesian girl has died of bird flu, the 
country’s 113th fatality from the disease, the World Health Organization said 
Wednesday. A spokeswoman said the toddler from east Jakarta contracted the deadly 
strain of the virus on November 18, was hospitalized on November 26 and died three 
days later. “Laboratory tests have confirmed infection with the H5N1 avian influenza 
virus. Initial investigations into the source of her infection suggest exposure at a live 

http://www.thefencepost.com/article/20081211/NEWS/812109941/1001&title=Mesa%20County%20Ranch%20Quarantined,%20Swine%20Desease%20Found
http://www.thepacker.com/icms/_dtaa2/content/wrapper.asp?alink=2008-133950-637.asp&stype=topnews&fb
http://www.thepacker.com/icms/_dtaa2/content/wrapper.asp?alink=2008-133950-637.asp&stype=topnews&fb
http://www.bizjournals.com/kansascity/stories/2008/12/08/daily30.html
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bird market,” the WHO said in a statement. It said the Indonesian health ministry had 
confirmed the death but officials were not immediately available to comment. 
Source: 
http://www.google.com/hostednews/afp/article/ALeqM5gjLY6v7QUeFz38PKsOUAc92
i9eNQ  

 
[Return to top] 

Government Facilities Sector 
 
18. December 11, Associated Press – (Hawaii) Hawaii man arrested for threatening to 

kill Obama. A Hawaii man is in custody after allegedly threatening to kill the U.S. 
President-elect when he visits Hawaii this month. A criminal complaint says the man 
allegedly made the threats to a doctor who is treating him for a schizophrenic disorder. 
The doctor alerted the U.S. Secret Service about the threats last week. The man then 
allegedly made more threats when Secret Services agents interviewed him at his home. 
The agents arrested the man and confiscated a Russian SKS assault rifle from his home 
in Kaneohe.  
Source: http://www.kpua.net/news.php?id=16652 

 
19. December 10, Associated Press – (Maryland) Mortar rounds uncovered at Baltimore 

armory. Baltimore firefighters and police are at the Maryland National Guard’s 5th 
Regiment Armory, where fire officials say 2 or 3 possible unexploded 14 inch mortar 
rounds were found during building renovations. The fire department spokesman says 
about 100 people were evacuated from the building as a precaution. It is unknown if the 
rounds are live or inert. The Guard said in a statement the rounds were found at the 
bottom of an airshaft behind a basement wall which was exposed during the renovation 
work. The rounds were said to be very old and partially covered with dirt and debris. 
The Guard says that it and other state and local agencies are conducting an investigation 
to determine the circumstances behind the discovery of the rounds. 
Source: http://www.wtop.com/?nid=25&sid=1544849 
 

[Return to top] 

Emergency Services Sector 
 

20. December 11, Treasure Coast Palm – (Florida) Molotov cocktails thrown at 2 law 
enforcement vehicles parked at homes. In Port St. Lucie, Florida, Molotov cocktails 
reportedly were thrown at or near law enforcement vehicles parked at investigators’ 
homes Saturday night, and federal authorities are offering a $5,000 reward for 
information that leads to the arrest and conviction of those responsible, according to a 
police spokesman Wednesday. The incidents happened Saturday between 10:25 p.m. 
and 10:55 p.m. at residences about 3 miles apart in the city’s southwest section. The first 
involved a Molotov cocktail discovered about 100 feet from a marked Martin County 
Sheriff’s Office patrol car. The second involved a Molotov cocktail thrown at an 
unmarked Port St. Lucie police vehicle. The cocktail appears to have landed a couple of 
feet away from the white vehicle before bursting into flames. “It’s obviously a concern 

http://www.google.com/hostednews/afp/article/ALeqM5gjLY6v7QUeFz38PKsOUAc92i9eNQ
http://www.google.com/hostednews/afp/article/ALeqM5gjLY6v7QUeFz38PKsOUAc92i9eNQ
http://www.kpua.net/news.php?id=16652
http://www.wtop.com/?nid=25&sid=1544849
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of ours that someone could be possibly targeting law enforcement,” said a police 
spokesman. The vehicles were unoccupied at the time, and no one was injured. Police 
are investigating several leads. The spokesman said the same type of bottles was used in 
the incidents. The bottle did not break in the first incident. Two witnesses gave similar 
descriptions of a suspect vehicle, a light colored sport utility vehicle, possibly a Jeep 
Cherokee.  
Source: http://www.tcpalm.com/news/2008/dec/11/molotov-cocktails-thrown-law-
enforcement-vehicles-/ 

 
21. December 11, Boston Herald – (Massachusetts) Blast knocks off Boston’s 911 service. 

A manhole explosion sent a power surge into Boston Police Department Headquarters, 
plunging cops and emergency crews into a communications blackout and momentarily 
eliminating the city’s 911 service, police said. Cops and EMTs were forced to use their 
personal cell phones as emergency radios to respond to calls, meanwhile the screens of 
the mobile computers used inside police cruisers also went dark, meaning police could 
not run license plate information or background and warrant checks on suspects, 
potentially allowing wanted criminals to walk free if stopped. “It is a huge public safety 
threat,” one police officer said during the outage. A BPD spokeswoman said a manhole 
fire in Roxbury caused a power surge that jolted the computer system that controls radio 
communications. She said it knocked 911 service out for three seconds, but radios were 
down for about 30 minutes between 7 and 8 p.m., while the system rebooted. A police 
source said a battery backup that is supposed to seamlessly transition radio and 911 
service in the event of power loss had been taken off line recently after it caused a 
hazardous-materials scare at headquarters when the batteries began leaking. A BPD 
spokeswoman confirmed the battery leak but said it was too soon to say what role it 
played Wednesday night. 
Source: 
http://news.bostonherald.com/news/regional/view.bg?articleid=1138275&srvc=home&p
osition=active  

 
22. December 11, Associated Press – (Massachusetts) State claims Hamilton cops 

falsified EMT training. A Massachusetts state investigation has found that members of 
the Hamilton Police Department, including the chief, have been routinely falsifying 
EMT training records, claiming to have taken classes that were never held. The Salem 
News reports Thursday that state Office of Emergency Medical Services found that the 
pattern of alleged deception has been going on for as long as 10 years. The agency 
found that the department’s actions “endangered public health and safety” and has 
suspended the EMT licenses of one former and eight current officers. The agency 
alleges that the fraud was known to town officials. Police have provided the town’s 
ambulance service for at least 40 years. 
Source: 
http://news.bostonherald.com/news/regional/view/2008_12_11_State_claims_Hamilton
_cops_falsified_EMT_training/srvc=home&position=recent  
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Information Technology 
 

23. December 11, VNUNet.com – (National) U.S. authorities crack down on scareware 
scam. The Federal Trade Commission has succeeded in getting a court to freeze the 
activities of two companies that have been behind a massive scareware scam. Innovative 
Marketing, Inc. and ByteHosting Internet Services, LLC were named in the legal case as 
being behind a scam where computer users were told that their computers were infected 
with viruses when they visited a Web page. The virus warning includes a link to a Web 
page where the viewer could buy antivirus software such as WinFixer, WinAntivirus, 
DriveCleaner, ErrorSafe, and XP Antivirus for $39.95 or more. Up to one million 
Americans may have fallen for the scam. The U.S. District Court for the District of 
Maryland heard that the two companies duped advertising networks into believing that 
they were running legitimate advertising. However, code was inserted into adverts that 
redirected viewers to Web pages that claimed to have detected the viruses. The court has 
now frozen the activities of the two companies and is trying to get financial 
compensation for those people fooled by the scam. However, this may be difficult as 
Innovative Marketing is a company incorporated in Belize that maintains offices in 
Kiev, Ukraine. ByteHosting Internet Services is based in Cincinnati, Ohio, and the court 
is taking action against that company. 
Source: http://www.vnunet.com/vnunet/news/2232404/ftc-cracks-scareware-scam 

 
24. December 11, CXOtoday.com – (International) Data leak risks due to improper tape 

destruction. Patient health records, social security numbers, bank account numbers and 
internal auditing procedures are examples of the kinds of information that is 
unknowingly leaking out of data centers. This trend is the result of companies 
improperly disposing of used data storage products at end-of-life, including a growing 
practice of selling used computer tape cartridges to recertifiers. “All used data storage 
products, whether optical discs, flash, hard drives, or tape media, must be properly 
retired and disposed of in order to protect against possible data leaks. Despite the data 
storage industry’s warnings, companies continue to put themselves at risks. Imation 
wants to remind data centers that the only way to securely dispose of used tape media is 
through a reputable tape destruction service that provides a ‘certificate of destruction.’” 
said a vice president at Global Commercial Business, R&D and Manufacturing, Imation. 
“Tests in our lab of more than 100 commercially obtained tape cartridges confirmed that 
significant data “leakage” is occurring as a result of the practice of recertifying instead 
of properly destroying used tape. We take this issue seriously, because Imation’s 
business is centered on security in data storage and our products are being resold and 
reused in ways that can compromise a company’s information.” With today’s high-
capacity cartridges, significant amounts of data may be left intact and exposed to 
unwanted breaches. According to the Privacy Rights Clearinghouse, as of early October 
2008, more than 245 million personal records have been exposed as the result of data 
breaches in the last three years alone, and that number is on the rise. In addition, the 
Ponemon Institute study found that more than 90 percent of data breaches occur in 
digital form and the costs associated with data loss are rising into the billions of dollars 
each year.  
Source: 

http://www.vnunet.com/vnunet/news/2232404/ftc-cracks-scareware-scam
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http://www.cxotoday.com/India/News/Data_Leak_Risks_due_to_Improper_Tape_Destr
uction/551-96408-909.html 

 
25. December 10, DarkReading – (International) Koobface Worm targets MySpace, other 

sites. The Koobface worm which has plagued the Facebook social networking site 
during the past week, is now targeting MySpace, Bebo, and other sites as well, security 
researchers warn. Researchers at security vendor F-Secure said December 9 in a blog 
about the Koobface worm that the new infection is designed to spread to other popular 
social networking sites, including MyYearbook.com, BlackPlanet.com, and 
Friendster.com. But with the ever-increasing effort to find zombies to work in botnets, 
such large-scale attacks are making a comeback, experts say. Social networks are an 
obvious target for such attacks because users are more likely to click on links or be 
duped by messages if they come from individuals they believe to be “friends,” they say. 
Facebook says it is deleting content generated by the worm, and officials say the social 
networking site has “again contained” the worm. The company also is posting updates to 
the Facebook security page and is publishing best practices to help users avoid phishing 
attacks.  
Source: 
http://www.darkreading.com/security/attacks/showArticle.jhtml;jsessionid=2QZLCBQL
E3IAQQSNDLRSKH0CJUNN2JVN?articleID=212400218 

 
26. December 9, SC Magazine – (International) Hackers will move to use rich content 

files next year. PDF and Flash files will be used by cybercriminals much more in 2009. 
Finjan’s Malicious Code Research Center has predicted that rich content files will be 
used to distribute malicious code. In its web security trends report, MCRC claimed that 
cybercriminals are taking advantage of the specific functionality available in Flash 
ActionScript that enables the Flash file to interact with its hosted web page (DOM). 
They embed their malicious code in Flash files and dynamically inject it into the hosting 
DOM to exploit a browser-vulnerability and to install a Trojan. Although Flash supports 
the functionality to prevent such interactions, many site owners are not using it. The 
report further reveals that large advert networks that serve Flash-based banner ads do 
not prevent their ads from interacting with the hosting webpage. The lack of 
configuration by advertising networks to prevent this interaction, between the served 
Flash-based ad’s ActionScript and the DOM, has become a new vector for 
cybercriminals to serve their malicious code undetected.  
Source: http://www.scmagazineuk.com/Hackers-will-move-to-use-rich-content-files-
next-year/article/122302/  

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us−cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 
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Communications Sector 
 

27. December 11, Las Vegas Review Journal Press – (Nevada) Construction mishap 
disrupts phones. Phone service to as many as 60,000 Embarq Corp. customers, 
including all state offices in Southern Nevada, will be disrupted for as long as two days 
because of a construction mishap, the phone company said Wednesday. Embarq, the 
dominant local telephone exchange serving Southern Nevada, lost service Wednesday 
morning when a construction equipment operator accidentally cut through underground 
phone lines. Full restoration of phone service may take two days, a spokeswoman said. 
She called it the biggest telephone outage she could recall in 11 years at the telephone 
company in Southern Nevada. The break interrupted mobile phone service, long-
distance land-line service, and Internet service for the eastern area of Las Vegas to 
Boulder City and Laughlin, said Embarq’s director of network operations. 
Source: http://www.lvrj.com/business/35952294.html  

 
[Return to top] 

Commercial Facilities Sector 
 

28. December 11, San Francisco Chronicle – (California) SF ‘soft-story’ buildings at risk 
in quake. Without a seismic retrofit, 80 percent of San Francisco’s weakest wood-frame 
buildings are expected to collapse or to suffer damage beyond repair in the large 
earthquake scientists say will hit the city within decades. Results from an ongoing 
seismic safety study show that 2,800 wood-frame buildings that house nearly 60,000 
residents and 7,000 employees would sustain $4 billion in damage. Retrofits, the study 
estimates, would dramatically reduce the damage but could cost more than $130,000 per 
property. So far, the city-funded study has focused on less than 10 percent of the city’s 
residential units that are believed to be seismically unsafe. The initial study results 
announced Wednesday are part of the city’s first endeavor to fully understand the health, 
safety, and economic risk posed by the city’s buildings during a major earthquake. The 
work factored in a temblor of magnitude 6.9 (Loma Prieta) to 7.9 (1906 quake). A 
Chronicle report in June highlighted the fact that the city had no strategy for fixing the 
vulnerable structures despite the fact that the danger had been known for decades. 
Earthquake experts said the study demonstrated that the soft-story structures represent a 
tremendous risk to the city. The study will continue for at least another year and a half 
and will examine other building types. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2008/12/10/MNHF14LOBK.DTL&tsp=1 

 
29. December 11, Tampa Bay Online – (Florida) Security huddle promises safe Super 

Bowl. A meeting Wednesday included representatives from the FBI, Homeland Security 
and Energy departments, and the Coast Guard who met to discuss Super Bowl XLIII, set 
to be played February 1 at Raymond James Stadium. The meeting at the stadium drew 
about 100 law enforcement officers from more than a dozen organizations. Ultimately, 
about 900 agents and officers will help keep the game safe, organizers say.  It is not 
clear how much the involvement of public agencies, including the Tampa Police 

http://www.lvrj.com/business/35952294.html
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2008/12/10/MNHF14LOBK.DTL&tsp=1
http://www.sfgate.com/cgi-bin/article.cgi?f=/c/a/2008/12/10/MNHF14LOBK.DTL&tsp=1
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Department, Tampa Fire Rescue and the Hillsborough County Sheriff’s Office, will cost 
taxpayers, but Ahlerich said the NFL alone has budgeted more than $6-million for the 
effort.  Tampa’s mayor has pledged to keep the city’s in-kind contribution to the Super 
Bowl, including police and fire protection, at $1-million. A 300-foot security area 
around the stadium will close Tampa Bay Boulevard between Dale Mabry Highway and 
Himes Avenue, beginning January 7. On game day, portions of Dale Mabry and Himes 
also will be closed. Anyone who enters the security fence on game day will face a pat-
down, bag search and sweep with a metal detector. Dogs will sniff packages brought 
into the stadium, including gear carried by reporters. “The No. 1 priority of the FBI is to 
prevent the next terrorist attack, and that is what we are doing with our intelligence,” 
said an FBI agent. 
Source: http://www.tampabay.com/news/publicsafety/article933452.ece 
 

30. December 11, Associated Press – (Connecticut) State police probe bomb scare at 
Mansfield mall. State police are investigating a bomb scare at a Mansfield, 
Connecticut, shopping mall. State police say that a suspicious, threatening note was 
found outside of the rear of Kohl’s Department Store in the Eastbrook Shopping Mall 
Wednesday afternoon. State police say a note was written on a box with the words 
“BOMB IN MALL.” The mall was evacuated, and state police bomb sniffing dogs were 
brought in to conduct a complete search. The state police major crime squad is 
continuing to investigate the incident, and police are looking for anybody who might 
have information about the threatening note.  
Source: http://www.newstimes.com/ci_11194020 

 
[Return to top] 

National Monuments & Icons Sector 
 

Nothing to report 
 
[Return to top] 

Dams Sector 
 

31. December 11, Associated Press – (National) Committee to urge inventory of nation’s 
levees, safety standards to defend against floods. The United States needs a complete 
inventory of all levees and a national safety standard for the last line of defense against 
floods, say members of the National Committee on Levee Safety. “The flooding this 
year in the Midwest provided a good reminder to committee members of the importance 
of the task before us and the importance of getting a handle on our levee system,” a 
committee member said Wednesday during a teleconference with the media. This 
summer, heavy rains led to record flooding in parts of Iowa and floods in Missouri and 
Illinois that approached record levels of 1993. Hundreds of private levees were breached 
or overtopped. While the Army Corps of Engineers completed an inventory of levees it 
maintains or helps fund, there is no such inventory of the thousands of private levees. 
Officials do not know how many there are or what shape they are in. A second 
committee member who is chief of flood control projects for the New York Department 

http://www.tampabay.com/news/publicsafety/article933452.ece
http://www.newstimes.com/ci_11194020
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of Environment Conservation, said the task of inventorying every levee is daunting. For 
example, California alone has 14,000 miles of levees, and 80 percent of them are 
privately owned, he said. The committee wants levees placed into one of three risk 
categories — high, significant, or low — depending upon factors like the number of 
people that could be flooded if the levee fails or is overtopped, the critical structures 
behind the levee, and the depth of the potential flooding. The committee also sees a need 
for improvement in the way risk is defined. The committee, which formed in 2007 and 
is chaired by the corps, will make recommendations to Congress in January. 
Source: http://www.orlandosentinel.com/news/nationworld/sns-ap-levee-
improvements,0,3969573.story 

 
32. December 11, Winchester Star – (Virginia) Dam spillway needs upgrade. Thirty-nine 

inches of rain in a 72-hour period likely would wash away many portions of the 
community. However, state regulations say the dam at Lake Holiday in northern 
Frederick County must be able to handle such a massive downpour without allowing the 
overflow to flood 32 homes in the spillway’s path. That requirement means the owners 
of about 800 homes in the private residential community must pay more than expected 
for an upgrade to the dam’s spillway. “It is a high-hazard dam because it is a big lake 
and, now, because of all of the property developed downstream,” said the president of 
the board of directors of Lake Holiday Country Club Inc. He said that when the earthen 
dam was constructed in the early 1970s, it was not considered a high hazard because 
few, if any, houses were located downstream along Isaac Creek. Now, he said, the 
dam’s spillway must be upgraded to meet state safety regulations, but such a move will 
cost $500,000 to $1 million just for design and engineering.  
Source: 
http://www.winchesterstar.com/showarticle_new.php?sID=6&foldername=20081211&f
ile=Dam%20spillway%20_article.html 
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DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
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To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
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