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 The Associated Press reports that analysts see a worrying trend in airport incursions. The 
editor of Aviation Security International said there was an “increasing trend for 
demonstrators to shut down airports.” (See item 10) 

 According to USA Today, a report released Tuesday by the Trust for America’s Health 
says that the economic crisis is jeopardizing the nation’s ability to handle public-health 
emergencies and possible bioterrorist attacks. (See item 21) 
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Energy Sector 
 

 Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
 Cyber:  ELEVATED 

 Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. December 10, Bloomberg – (National) U.S. Gulf LNG ports face risk of ‘choke point’ 
as supplies rise. Liquefied natural gas tankers are being stranded off the U.S. coast 
because of logistical constrictions at receiving terminals used by multiple shippers. 
Terminals such as Gulf, Sabine, and Cameron in Louisiana and Freeport in Texas run 
the risk of creating a “choke point” as an oversupply of tankers attempt to deliver to the 
region at the same time, said a Washington-based partner at Sutherland Asbill & 
Brennan LLP and a member of the law firm’s energy and environmental practice in an 
interview Wednesday. Bottlenecks tend to form at all ports in a region when tankers are 
simultaneously drawn there because of high demand and attractive prices for their 
cargoes, he said.  
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Source: 
http://www.bloomberg.com/apps/news?pid=20601072&sid=advIbGx3PTHE&refer=ene
rgy 

 
2. December 10, New Jersey Star-Ledger – (New Jersey) 850 homes are still without 

power in Monmouth, Ocean. Most of the thousands of customers who lost power in 
much of Monmouth County and parts of Ocean County in New Jersey have had their 
electricity restored, utility spokesmen said. About 90,000 Jersey Central Power & Light 
(JCP&L) customers were without electricity at the height of the outage Tuesday, and all 
but 850 of them had been restored by 10:30 p.m. Those remaining customers, located 
mostly in Neptune Township in Monmouth County, were expected to be restored by 3 
a.m. Authorities said a fire in Neptune triggered the outage, which disabled traffic lights 
during rush hour on several major roads. A utility spokesman said there are two 
transformers at the utility’s Oceanview substation. One blew up around 5:30 p.m. 
Tuesday and spewed oil onto the contact point and the second transformer. JCP&L 
workers took the second transformer offline for safety reasons, he said. He said the 
transformer and contact point were being cleaned late Tuesday and early Wednesday 
morning. The cause of the transformer fire has not been determined, utility spokesmen 
said.  
Source: http://www.nj.com/news/index.ssf/2008/12/electricity_restored_to_most_o.html 
 

[Return to top] 

Chemical Industry Sector 
 
3. December 8, Associated Press – (North Dakota) Cleanup slow going after derailment 

near Page. The Cass County sheriff says clean-up operations at the site of a train 
derailment involving more than 30 freight cars near Page is slow going. The sheriff says 
the area remains sealed off and sightseers are being told to stay away. Thirty-seven cars 
and two locomotives of the westbound BNSF train went off the tracks Sunday 
afternoon. No one was hurt. But one tanker carrying methane gas exploded, sending a 
huge fireball into the air. Two other cars carrying liquefied petroleum burned.  
Source: http://www.kxmc.com/News/306570.asp 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

4. December 10, FOX News – (National) Miniature nuclear reactors could provide 
energy — and opportunity for terrorists. Miniature nuclear reactors being developed 
by Hyperion Power Generation of Santa Fe, New Mexico; NuScale Power of Corvallis, 
Oregon; and Japanese conglomerate Toshiba use different nuclear fuels, but all rely on 
the same basic design: a self-contained cylindrical nuclear reactor that is factory-sealed 
and produces electricity for years without any human oversight or maintenance. Each 
reactor would be transported to a site, buried underground, hooked up to a power grid, 
and started up. After five to 20 years, depending on the design, the nuclear fuel would 
exhaust itself and the cool reactor would be dug up and shipped back to the 

http://www.bloomberg.com/apps/news?pid=20601072&sid=advIbGx3PTHE&refer=energy
http://www.bloomberg.com/apps/news?pid=20601072&sid=advIbGx3PTHE&refer=energy
http://www.nj.com/news/index.ssf/2008/12/electricity_restored_to_most_o.html
http://www.kxmc.com/News/306570.asp
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manufacturer. The companies hope to have their mini reactors on the market and 
running within the next decade. But critics say there are safety and security risks, as well 
as the possibility that the reactors could fall into the hands of terrorists. Hyperion’s CEO 
insists the reactors will be safe. While a senior scientist with the Union of Concerned 
Scientists said the mini reactors “…are vulnerable to being hijacked, sabotaged,” a 
spokesman for NuScale said that the danger of a terrorist snatching a reactor is 
“extremely unlikely.” “Our plants are not designed to be mini-nukes that you put 
downtown. They’re built and sited the same way existing nuclear power plants would 
be” he said. 
Source: http://www.foxnews.com/story/0,2933,464625,00.html 

5. December 10, Gannett News Service – (Tennesee) Nuclear reactor’s licensing 
challenged. The electric industry’s effort to fast-track a new design for nuclear reactors 
has triggered complaints about transparency and questions about the suitability of a 
Tennessee Valley Authority (TVA) site in Alabama. Just over a year ago, the TVA, 
backed by a consortium of other electric utilities, applied for a license to build along the 
Tennessee River the first of a new generation of nuclear reactors. But the U.S. Nuclear 
Regulatory Commission (NRC) has raised questions about TVA’s environmental 
assessment of the Bellefonte site, saying the power producer’s flooding studies couldn’t 
be verified. Environmental and anti-nuclear advocates have launched a challenge with 
the NRC to the licensing process, saying the commission should halt review because the 
never-built reactor proposed for this and other sites is still undergoing design changes. 
The effort to gain a license to build the Westinghouse AP1000 nuclear power plant is 
significant because once it is approved; other utilities will be able to apply to build the 
same model with less paperwork. Westinghouse has said the AP1000 plant uses a 
simpler system than previous reactors, making it less expensive to build, operate and 
maintain and safer. But critics say that Westinghouse’s design is constantly changing, 
with revisions under way since the NRC certified it in 2006. The lack of complete 
information about the design leaves the groups and public unable to acquire information 
and assess its safety and viability. 
Source: http://www.theleafchronicle.com/article/20081210/NEWS01/812100325 

6. December 10, Kalamazoo Gazette – (Michigan) Radioactive tritium persists in well at 
Palisades nuclear plant. For an unknown reason, there’s still detectable radioactive 
tritium in one well at the Palisades nuclear plant. The public affairs and communications 
director for Palisades, told the Van Buren County Board of Commissioners on 
December 9 that 13 of its monitoring wells are below the “minimal detectable activity,” 
or MDA, for the substance. But one well still has detectable levels. “All of the 14 wells, 
save the one, continue to show MDA,” the director said. He said that one well is close to 
MDA, but “continues to show slight fluctuations up and down even with all the repairs 
that we’ve made.” The most recent level was 3,000 picocuries per liter of water, 
according to the director. He said Palisades is investigating the possibility there may be 
another undetected leak that is causing the problem. 
Source: 
http://www.mlive.com/kzgazette/news/index.ssf/2008/12/radioactive_tritium_persists_i.
html 

 

 

 

http://www.foxnews.com/story/0,2933,464625,00.html
http://www.theleafchronicle.com/article/20081210/NEWS01/812100325
http://www.mlive.com/kzgazette/news/index.ssf/2008/12/radioactive_tritium_persists_i.html
http://www.mlive.com/kzgazette/news/index.ssf/2008/12/radioactive_tritium_persists_i.html
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[Return to top] 

Defense Industrial Base Sector 
 

Nothing to report 
 
[Return to top] 

Banking and Finance Sector 
 

7. December 10, AXcess News – (National) Companies open to “Zombie attacks” 
following mass layoffs. In a press announcement Monday, Framingham, 
Massachusetts-based identity management solutions provider Courion said that “the 
financial services sector over the last few months has created a ticking time bomb in the 
industry, putting confidential consumer or corporate information at risk thanks to 
massive layoffs in the industry.” Courion said there were potentially ‘millions of zombie 
accounts’ which could be accessed by disgruntled ex-employees if not addressed 
immediately. The firm explained that employees can accumulate an average of 15 to 20 
user accounts over the course of employment and it typically takes an enterprise three to 
five minutes to manually turn off each account upon termination. Organizations faced 
with having to terminate hundreds of thousands, or even millions of accounts, may think 
that simply terminating an employee’s network access is sufficient protection. “Laid-off 
employees can easily exploit the lag time between being laid off and having all of their 
accounts closed to access sensitive company information. Even worse, usernames and 
passwords pertaining to zombie accounts could be shared or even sold to the highest 
bidder, giving cyber-criminals access to sensitive information without the need for 
sophisticated hacking techniques.” 
Source: http://www.axcessnews.com/index.php/articles/show/id/17162  

 
8. December 10, St. Paul Star Tribune – (Minnesota) Bogus text messages warn of US 

Bank accounts being closed. An untold number of cell phone users are receiving 
unsolicited text messages saying that their US Bank account has been closed because of 
“unusual activity,” in what the Minneapolis-based financial institution said today is a 
“phishing” scam to try and steal vital personal information.” One of the bogus text 
messages reads: “Dear US Bank member, your account with us is closed due to unusual 
activity, call us at 13365100853.” Another says: “You need to verify your US Bank acct 
(unusual activity), call at 8664330632.” 
Source: 
http://www.startribune.com/local/stpaul/35867039.html?elr=KArksLckD8EQDUoaEyq
yP4O:DW3ckUiD3aPc:_Yyc:aULPQL7PQLanchO7DiUr  

 
 [Return to top]  

Transportation Sector 
 

9. December 10, The Register – (National) Delta Boeing 777 engine suffers 
‘uncommanded rollback.’ The U.S. National Transportation Safety Board is probing 

http://www.axcessnews.com/index.php/articles/show/id/17162
http://www.startribune.com/local/stpaul/35867039.html?elr=KArksLckD8EQDUoaEyqyP4O:DW3ckUiD3aPc:_Yyc:aULPQL7PQLanchO7DiUr
http://www.startribune.com/local/stpaul/35867039.html?elr=KArksLckD8EQDUoaEyqyP4O:DW3ckUiD3aPc:_Yyc:aULPQL7PQLanchO7DiUr
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an “uncommanded rollback” on a Rolls-Royce Trent 895 engine which affected a Delta 
Air Lines Boeing 777-200ER on November 26, Flight International reports. NTSB 
explains that Delta Flight 18, from Shanghai to Atlanta, experienced loss of thrust on the 
right-hand engine at 39,000ft. Its initial report elaborates: “Initial data indicates that 
following the rollback, the crew descended to FL310 (approximately 31,000ft) and 
executed applicable flight manual procedures. The engine recovered and responded 
normally thereafter. The flight continued to Atlanta where it landed without further 
incident.” A senior investigator - due to meet Boeing regarding the incident - is 
apparently “looking into” the possibility there might be similarities to the Heathrow 777 
incident which saw BA038 (G-YMMM) suffer reduced thrust in both Rolls-Royce 
RB211 Trent 895-17 engines while coming into land and fall short of the runway. An 
Air Accidents Investigation Branch (AAIB) report into BA038 concluded “that the fuel 
flow to both engines was restricted; most probably due to ice within the fuel feed 
system”. It added: “The ice is likely to have formed from water that occurred naturally 
in the fuel whilst the aircraft operated for a long period, with low fuel flows, in an 
unusually cold environment.” Flight International notes that in light of the AAIB 
findings, the Federal Aviation Administration back in September “issued an 
airworthiness directive calling on operators of 777-200 and -300 aircraft equipped with 
Trent engines to revise flight manuals to include in-flight procedures for pilots to follow 
during certain cold-weather conditions and for operations on the ground.” Investigators 
are now examining the Delta aircraft’s flight data recorder “and other applicable data 
and components” 
Source: http://www.theregister.co.uk/2008/12/10/delta_777_incident/ 

10. December 9, Associated Press – (International) Analysts see worrying trend in airport 
incursions. Protesters stormed the tarmac at one of Britain’s busiest airports, shut down 
two airports in Thailand, and invaded a runway in Athens — and some experts see a 
worrisome pattern. In the post 9/11 era, protests at sensitive international airports have 
become an effective way to rattle nerves and publicize causes. The editor of Aviation 
Security International said there was an “increasing trend for demonstrators to shut 
down airports.” Environmental action group Plane Stupid targeted Stansted Airport, 
northeast of London, in the most recent protest, cutting through its perimeter fence 
Monday and briefly knocking out Britain’s third-busiest airport. Police said Tuesday 
they had charged 49 people with aggravated trespass. Last month, a massive group of 
Thai anti-government protesters invaded Bangkok’s two main airports, leaving more 
than 300,000 travelers stranded and paralyzed the nation’s tourism industry. It was too 
early to tell whether the Thai protest would inspire others elsewhere, but, in Britain at 
least, activists vowed to keep up the pressure on the country’s airports. Protests 
undermine safety by distracting security workers from the more serious threat of 
terrorism and by forcing airlines to pour more money into perimeter defense, said one 
analyst. Tarmac incursions are particularly difficult to police because airports have huge 
surface areas. “The amount of time and money you would have to put into perimeter 
security is enormous,” an expert said. “Some airports are spending 40 percent of their 
entire budget on security, and that number is going to go up.” The additional cost would 
“undoubtedly” be paid for by the traveling public, he said. 
Source: http://www.forbes.com/feeds/ap/2008/12/09/ap5799498.html  

 

http://www.theregister.co.uk/2008/12/10/delta_777_incident/
http://www.forbes.com/feeds/ap/2008/12/09/ap5799498.html
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11. December 9, Memphis Commercial Appeal – (Tennessee) Twin-engine plane crashes, 

pilot injured at Millington Jetport. A distressed pilot who radioed that he might try 
landing on U.S. 51 crashed instead at Millington Jetport this morning. The unidentified 
pilot was injured but talking to emergency workers who pulled him from the heavily 
damaged twin turboprop, the Millington Asst. fire chief said. The light Mitsubishi MU-2 
— moving sideways in the distance at a tilted angle — plowed through grass after 
running out of runway, crashed through the chain-link security fence, and ground to a 
halt more than 100 yards off the asphalt. The aircraft did not flip, but the left wing broke 
and folded down, the left propeller sliced into the fuselage, and the nose lay on the 
ground. Local authorities were awaiting the arrival of the investigators from the FAA 
and National Transportation Safety Board. 
Source: http://www.commercialappeal.com/news/2008/dec/09/twin-engine-plane-
crashes-pilot-injured-millington/  

 
[Return to top] 

Postal and Shipping Sector 
 
12. December 10, Associated Press – (National) Maine governor’s office receives 

suspicious powder. Police in Maine say a letter containing suspicious powder has 
arrived at the governor’s office and it had a Texas postmark like similar mailings to 
eight other governors this week. The powder is not believed to be toxic. Maine State 
Police say the letter was intercepted Tuesday by the governor’s staff, which had been 
alerted to watch for the letter. A similar letter was intercepted Tuesday in Alaska. 
Envelopes containing white powder were received Monday at governor’s offices in 
Alabama, Michigan, Minnesota, Mississippi, Missouri, Montana, and Rhode Island. 
Source: http://www.wdam.com/Global/story.asp?S=9497586 
See also: 
http://www.google.com/hostednews/ap/article/ALeqM5giqzbHkY5aUtwYUxwihgAvCt
sZLwD94VK0280  

 
13. December 9, NWF Daily News – (Florida) ‘Joke’ brings FBI to Niceville post office. A 

man told a postal worker Tuesday afternoon that he had a pipe bomb in his package, 
which brought the FBI and Eglin Air Force Base’s bomb squad to the post office. All he 
really had was a poster, said the Niceville Fire Chief. “When we got there, I asked him a 
few questions and he actually said it was a joke,” he said. Bomb technicians wearing 
bomb suits X-rayed the package to discover its contents. Police did not immediately 
release the man’s name or say if he was arrested. 
Source: 
http://www.nwfdailynews.com/news/bomb_13406___article.html/niceville_post.html 

 
 [Return to top] 

Agriculture and Food Sector  

 
14. December 10, American Free Press – (International) Hong Kong studies effectiveness 

http://www.commercialappeal.com/news/2008/dec/09/twin-engine-plane-crashes-pilot-injured-millington/
http://www.commercialappeal.com/news/2008/dec/09/twin-engine-plane-crashes-pilot-injured-millington/
http://www.wdam.com/Global/story.asp?S=9497586
http://www.google.com/hostednews/ap/article/ALeqM5giqzbHkY5aUtwYUxwihgAvCtsZLwD94VK0280
http://www.google.com/hostednews/ap/article/ALeqM5giqzbHkY5aUtwYUxwihgAvCtsZLwD94VK0280
http://www.nwfdailynews.com/news/bomb_13406___article.html/niceville_post.html
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of vaccine after bird flu outbreak. Hong Kong’s government said Wednesday it was 
looking at whether there was a need to change the vaccine used to protect chickens 
against avian flu after the latest outbreak at a local poultry farm. The health secretary 
said the bird flu virus had mutated, a day after the government confirmed that some 
chickens from a farm in the New Territories area of Hong Kong, near the border with 
mainland China, had died of the H5 virus. “This virus has mutated slightly over the last 
six years, although it has not turned into a human-to-human, or more serious type of 
virus,” he told reporters. “Because of the mutation of the virus, we have asked the 
University of Hong Kong and the mainland to conduct research to find out if there is a 
need to (replace the H5N2 vaccine) by the H5N1 vaccine.” The H5N2 vaccine currently 
used on chickens is manufactured in the Netherlands and was considered to be the most 
effective vaccine of its type during the last outbreak in Hong Kong in 2003, he said.  
Source: 
http://news.yahoo.com/s/afp/20081210/wl_asia_afp/healthfluhongkong;_ylt=Ai9wM8M
giPIbGlaatF5OyAcBxg8F 
 

15. December 10, Farm Futures – (National) Inspector general completes slaughter 
investigation. Following the Hallmark/Westland recall of 143 million pounds of beef 
products earlier this year, the Secretary of Agriculture requested an investigation by the 
Office of the Inspector General. The results of that investigation have been made known. 
The report says that while problems are not systemic, there are vulnerabilities in the 
inspection system that can lead to situations like Hallmark/Westland where there are 
humane handling and inspection violations. Vulnerabilities identified include the 
inability of the Food Safety and Inspection Service to effectively demonstrate that its 
verification of establishment oversight is adequate, that non-veterinarians have 
performed ante-mortem inspection without formal training or direct supervision, and the 
Public Health Veterinarian assigned to the plant took shortcuts in his inspection duties. 
Chairman of the Senate Ag Committee, says this report proves that personnel from the 
front-line supervisor to the public health veterinarian were over-tasked and understaffed. 
They could not keep up with all of the inspection procedures they were charged with 
carrying out. The IG audited 10 so-called “cull” slaughter plants in the United States to 
determine how widespread inspection problems are at these plants. At five 
establishments, inspectors improperly allowed establishment employees to control the 
verification process of inspected animals going to slaughter. 
Source: 
http://www.farmfutures.com/ME2/dirmod.asp?sid=CD26BEDECA4A4946A1283CC77
86AEB5A&nm=News&type=news&mod=News&mid=9A02E3B96F2A415ABC72CB
5F516B4C10&tier=3&nid=1A8165B39A6F4EA9AECECAA7FB60F01F 

 
[Return to top] 

Water Sector 
 
16. December 9, Environment News Service – (National) USGS: Chemicals remain in 

public drinking water after treatment. Low levels of manufactured chemicals remain 
in public water supplies even after they have been treated in selected community water 
facilities across the country, according to new research conducted by the U.S. 

http://news.yahoo.com/s/afp/20081210/wl_asia_afp/healthfluhongkong;_ylt=Ai9wM8MgiPIbGlaatF5OyAcBxg8F
http://news.yahoo.com/s/afp/20081210/wl_asia_afp/healthfluhongkong;_ylt=Ai9wM8MgiPIbGlaatF5OyAcBxg8F
http://www.farmfutures.com/ME2/dirmod.asp?sid=CD26BEDECA4A4946A1283CC7786AEB5A&nm=News&type=news&mod=News&mid=9A02E3B96F2A415ABC72CB5F516B4C10&tier=3&nid=1A8165B39A6F4EA9AECECAA7FB60F01F
http://www.farmfutures.com/ME2/dirmod.asp?sid=CD26BEDECA4A4946A1283CC7786AEB5A&nm=News&type=news&mod=News&mid=9A02E3B96F2A415ABC72CB5F516B4C10&tier=3&nid=1A8165B39A6F4EA9AECECAA7FB60F01F
http://www.farmfutures.com/ME2/dirmod.asp?sid=CD26BEDECA4A4946A1283CC7786AEB5A&nm=News&type=news&mod=News&mid=9A02E3B96F2A415ABC72CB5F516B4C10&tier=3&nid=1A8165B39A6F4EA9AECECAA7FB60F01F


 - 8 -   

Geological Survey and released today. Water from nine selected rivers used as sources 
for public water systems was analyzed for the study. The populations in communities 
served by these water treatment plants vary from 3,000 to over a million. Testing sites 
include the White River in Indiana; Elm Fork Trinity River in Texas; Potomac River in 
Maryland; Neuse River in North Carolina; Chattahoochee River in Georgia; Running 
Gutter Brook in Massachusetts; Clackamas River in Oregon; Truckee River in Nevada; 
and Cache La Poudre in Colorado. Scientists tested water samples for about 260 
commonly used chemicals, including pesticides, solvents, gasoline hydrocarbons, 
personal care and household products, disinfection by-products, and manufacturing 
additives. Low levels of about 130 of the chemicals were detected in streams and rivers 
before treatment in the source water at the public water facilities. Nearly two-thirds of 
those chemicals were also detected after treatment. The most commonly detected 
chemicals in the source water were herbicides, disinfection by-products, and fragrances. 
Most of the chemicals found were at levels equivalent to one thimble of water in an 
Olympic-sized pool.  
Source: http://www.ens-newswire.com/ens/dec2008/2008-12-09-093.asp 

 
17. December 8, Ledger – (Florida) Eagle Lake cited for copper in water system. The 

county Health Department has cited Eagle Lake for having elevated copper levels in two 
of 10 samples of the city’s water system. At the same time, the health officials said the 
city’s water is safe for drinking and cooking. “It wasn’t a significant digression from the 
health standard,” said an environmental specialist for the Polk County Health 
Department. “If the problem continues, it could be treated with a chemical solution.” 
The city tested the water in 10 homes in September, and two came up higher than the 
federal standard. By that standard, water should have no more than 1.3 milligrams of 
copper per liter. The two faucets in Eagle Lake registered about 1.7 milligrams. As a 
result, the city has to test the water at 20 sites simultaneously two times in 2009 — once 
in the first six months, and again in the second. Normally, the Health Department 
monitors testing for lead and copper every three years. The samples taken in September 
showed no problem with lead levels. 
Source: http://www.theledger.com/article/20081208/NEWS/812080343/-
1/NEWS36?Title=Eagle_Lake_Cited_for_Copper_in_Water_System 

 
[Return to top] 

Public Health and Healthcare Sector 
 

18. December 9, Homeland Security Today – (National) New national vaccine plan draft: 
problems persist. Noting that “emerging and pandemic infections and bioterrorist 
threats pose new challenges for vaccine development and regulation, manufacturing, 
vaccine delivery, and access in the US and abroad,” the Department of Health and 
Human Services’ (HHS) 85-page draft of its updated national vaccine strategy – 
coordinated by the National Vaccine Program Office - released this week is intended to 
update the nation’s vaccine plan mandated by Congress and first released more than a 
decade ago. Once finalized, the new national vaccine plan will guide the government’s 
policy decisions on infectious disease vaccines and vaccinations. HHS’s vaccine plan 
urges large-scale vaccine distribution drills for the nation’s workforce and public at 

http://www.ens-newswire.com/ens/dec2008/2008-12-09-093.asp
http://www.theledger.com/article/20081208/NEWS/812080343/-1/NEWS36?Title=Eagle_Lake_Cited_for_Copper_in_Water_System
http://www.theledger.com/article/20081208/NEWS/812080343/-1/NEWS36?Title=Eagle_Lake_Cited_for_Copper_in_Water_System
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large in preparation for a possible biological-weapon attack or infectious disease 
outbreak, like a flu pandemic. The strategy calls for the United States to develop safer 
and more effective vaccines, guarantee the steady production of vaccines while 
expanding their global distribution, and advise policy-makers, health care professionals 
and individuals on vaccine-related issues. HHS’s draft plan notes that, “despite an 
increased number of vaccine manufacturers, several routinely recommended vaccines 
are produced by single manufacturers and intermittent supply shortages continue to 
occur.” The plan also points out that despite the strides that have been made in meeting 
the goals of the 1994 strategy, vaccine shortages still occur. 
Source: http://www.hstoday.us/content/view/6377/149/  

 
19. December 9, WPBN 7 Traverse City – (Michigan) Traverse City chemical spill. A 

medical facility was evacuated and a Hazmat team was called in after a chemical spill 
Tuesday afternoon in Traverse City, Michigan. Investigators say the chemical was 
phenol, or carbolic acid, which experts say can cause skin burns and is very dangerous 
to the lungs if inhaled. The chemical was being used for a medical procedure and as a 
disinfectant when a one liter glass bottle was dropped by an employee.  
Source: http://www.upnorthlive.com/news/news_story.aspx?id=23325  

 
[Return to top] 

Government Facilities Sector 
 
20. December 10, Miami Herald – (Florida) Suspicious package found outside Dade 

center is destroyed. Almost 90 minutes after the discovery of a suspicious package in 
the east parking lot of the Miami-Dade Government Center Tuesday, a city of Miami 
bomb squad performed a controlled explosion. The contents of the package, a two-by-
two cardboard box left atop two Miami Herald news racks, are being examined. 
Metrorail and Metromover systems ground to a halt after the suspicious package was 
found. The Miami police bomb squad cleared the area between Northwest First and 
Second streets at First Avenue after the package was discovered at 11 a.m. The large 
county building was not evacuated, according to police. 
Source: http://www.miamiherald.com/news/breaking-news/story/805788.html  
 

[Return to top] 

Emergency Services Sector 
 

21. December 10, USA Today – (National) Economy puts emergency readiness in peril. 
The economic crisis is jeopardizing the nation’s ability to handle public-health 
emergencies and possible bioterrorist attacks, according to government leaders and a 
new report. Federal and state governments are cutting programs that help communities 
respond to disease outbreaks, natural disasters, and bioterrorism incidents, and that 
“could lead to a disaster for the nation’s disaster preparedness,” a report released 
Tuesday warns. “The economic crisis could result in a serious rollback of the progress 
we’ve made since Sept. 11, 2001,” said the executive director of the Trust for America’s 
Health, a non-partisan research group. Federal funds are down, 11 states have already 

http://www.hstoday.us/content/view/6377/149/
http://www.upnorthlive.com/news/news_story.aspx?id=23325
http://www.miamiherald.com/news/breaking-news/story/805788.html
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cut public-health budgets, and more could follow as the economic crisis worsens. If 
emergency medical supplies are not maintained or if hospitals can not handle a huge 
influx of patients, the result will be more deaths and illnesses, he said.  
Source: http://www.usatoday.com/news/health/2008-12-09-biocutbacks_N.htm  

 
22. December 10, Nelson County Times– (Virginia) Pandemic exercise prepares county. 

Last month, Nelson County participated in a statewide pandemic flu exercise with the 
Virginia Department of Emergency Management to demonstrate emergency 
preparedness if an outbreak were to happen. In the scenario, the governor declared a 
state of emergency due to a flu outbreak on November 19 after a woman died in 
Charlottesville, 818 people were admitted to local hospitals with flu like symptoms — 
175 of those being in the Central region — and healthcare, police, and fire personnel 
were reporting severe understaffing. The county keeps a store of emergency supplies, 
such as cots and food, in centralized locations to be used in a situation like this. Schools 
and fire houses would be used as emergency vaccination stations as well. The Nelson 
County Emergency Services coordinator said in this drill he learned the county does not 
keep a surplus stock of personal protective equipment like face masks and latex gloves 
and that could put the county in a bind. “We would be able to pull from some rescue 
squads and things like that, enough to get us through it and then hope the health 
department would be able to supply more,” he said. “We’re going to look at some things 
that we want to start to stockpile and have in the event of any kind of situation.”  
Source: 
http://www.nelsoncountytimes.com/nco/news/local/article/pandemic_excercise_prepare
s_county/11403/  

 
[Return to top]  

Information Technology 
 

23. December 10, IDG News Service – (International) Another Microsoft bug revealed on 
huge patch day. Along with its biggest patch release in five years, Microsoft warned on 
December 9 of another potentially dangerous vulnerability in its software. The problem 
lies within the WordPad Text Converter for Word 97 files, Microsoft said in an 
advisory. The systems affected include Windows 2000 Service Pack 4, Windows XP 
Service Pack 2, Windows Server 2003 Service Pack 1 and Windows Server 2003 
Service Pack 2, Microsoft said. XP Service Pack 3 and the Vista operating systems are 
not affected. The company said it has seen limited, targeted attacks. If exploited, a 
hacker could gain the same rights on a PC as a local user and could remotely execute 
code. Microsoft is investigating the problem. 
Source: 
http://www.pcworld.com/businesscenter/article/155253/another_microsoft_bug_reveale
d_on_huge_patch_day.html 

 
24. December 8, Tech Herald – (International) Firefox 2.0 loses anti-Phishing protection 

in final release. In the final release of Firefox 2, version 2.0.0.19, Mozilla has 
confirmed that there will be no anti-Phishing protection, as this feature will be removed. 
The removal is due in part to a request from Google, which asked that the feature be 

http://www.usatoday.com/news/health/2008-12-09-biocutbacks_N.htm
http://www.nelsoncountytimes.com/nco/news/local/article/pandemic_excercise_prepares_county/11403/
http://www.nelsoncountytimes.com/nco/news/local/article/pandemic_excercise_prepares_county/11403/
http://www.pcworld.com/businesscenter/article/155253/another_microsoft_bug_revealed_on_huge_patch_day.html
http://www.pcworld.com/businesscenter/article/155253/another_microsoft_bug_revealed_on_huge_patch_day.html
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disabled, as the company will no longer support the older version of the SafeBrowsing 
protocol. The 2.0 branch of Mozilla’s browser will see one last security update and the 
end of support on December 16, according to present plans. The planned removal of 
SafeBrowsing 1.x from Firefox 2.0 is nothing sinister, and only enforces the end of life 
for the browser. Users who have not moved to Firefox 3.0 by the time 2.0.0.19 is 
released will see a notice that SafeBrowsing has been removed. Versions 2.0.0.18 and 
earlier still support the Phishing filter.  
Source: http://www.thetechherald.com/article.php/200850/2582/Firefox-2-0-loses-anti-
Phishing-protection-in-final-release 

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
 Website:  https://www.it−isac.org/. 
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Communications Sector 
 

Nothing to report 
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Commercial Facilities Sector 
 

Nothing to report 
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National Monuments & Icons Sector 
 

Nothing to report 
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Dams Sector 
 

25. December 10, Charleston Daily Mail – (West Virginia) Officials say W.Va. dam can 
stand pressure. Heavy rains in the forecast might have riverside dwellers on edge. But 
it’ll take a rainstorm of catastrophic proportions to tip over the Bluestone Dam, which 
offers flood protection to the Kanawha Valley, the U.S. Army Corps of Engineers says. 
An elaborate multimillion-dollar overhaul of the dam system has been going on since 
2001. It’s not expected to be complete until 2016. With work under way on the 60-year-
old structure, the U.S. Army Corps of Engineers in Huntington says it fields many calls 
from concerned residents along the river any time appreciable rainfall is on the horizon, 

   

http://www.thetechherald.com/article.php/200850/2582/Firefox-2-0-loses-anti-Phishing-protection-in-final-release
http://www.thetechherald.com/article.php/200850/2582/Firefox-2-0-loses-anti-Phishing-protection-in-final-release
https://www.it%E2%88%92isac.org/
http://www.us%E2%88%92cert.gov
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including this week. About an inch of rainfall was expected for the Charleston area by 
this morning, and the forecast called for an additional inch by the end of the day today. 
The big worry among the public is that the dam could fail, giving way for roaring waters 
to inundate more than 115,000 people living near the New River Gorge and Kanawha 
Valley. That nightmarish scenario has lingered for years, but Corps officials reassure 
that the 60-year-old Bluestone Dam is sturdy enough to withstand massive precipitation.  
Source: http://www.dailymail.com/News/200812100272 

 
26. December 9, Appeal-Democrat – (California) California budget mess may affect levee 

work. California’s warning it may halt most state construction projects within weeks 
could freeze part of the Mid-Valley’s levee rebuilding drive, as area officials wonder 
what other projects may shut down. The California State Treasurer on Tuesday warned 
the state would cut off nearly $5 billion in public works loans and bond funds — unless 
the Legislature can craft a budget to reverse a deficit of $11 billion and counting. What a 
cutoff would mean for projects in Yuba-Sutter remains mostly unclear, but at least one 
faces a shutdown of a year or more — the setback levee at Star Bend, on the Feather 
River in Yuba City. Long a weak spot among the Feather’s flood walls — only a huge 
sandbagging effort prevented a levee burst there in the 1997 flood — Star Bend is due 
for construction of a new, straighter levee behind the current one. 
Source: http://www.appeal-
democrat.com/news/projects_72003___article.html/california_levee.html 
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DHS Daily Open Source Infrastructure Report Contact Information 

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

DHS Daily Open Source Infrastructure Report Contact Information 
Content and Suggestions: Send mail to NICCReports@dhs.gov or contact the DHS Daily 
 Report Team at (202) 312-3421 
  
Subscribe to the Distribution List:  Visit the DHS Daily Open Source Infrastructure Report and follow 
 instructions to Get e-mail updates when this information changes. 
  
Removal from Distribution List: Send mail to NICCReports@dhs.gov or contact the DHS Daily 

Report Team at (202) 312-3421 for more information. 

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 
Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Web page at www.us−cert.gov.  
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perspersoonnelnnel e enngagagedged i inn i innffrrastastrruuccttuure re prprototectectiioon. n. FuFurtrtheher r repreprrodoductuctiioon n oror re reddiiststriributbutiioon in iss s suubbjjectect t too o orriiggiinnalal copy copyririgghhtt  
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