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 According to FOX News, a New York City dialysis center was shut down by the state 
health department after one patient tested positive for hepatitis C. Nearly 700 patients of 
the center in Manhattan are being urged to get tested for both hepatitis B and C strains, as 
well as HIV. (See item 27) 

 The Washington Post reports that over a five-year period, the Bureau of Alcohol, Tobacco, 
Firearms, and Explosives lost dozens of weapons and hundreds of laptops that contained 
sensitive information, according to a report issued Wednesday by the U.S. Justice 
Department. (See item 29) 
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Energy Sector 
 

 Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 

 Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com]  

 
1. September 18, Platts – (National) Sabine Pipe Line lifts force majeure at Louisiana 

mainline point. Henry Hub operator Sabine Pipe Line has lifted force majeure at the 
Multifuels/Lake Arthur 291155 point on its Louisiana mainline as it continues to reopen 
its gas pipeline system following the impact of Hurricane Ike over the weekend. Sabine 
earlier rescinded its force majeure declaration at the Acadian, Columbia Gulf, Gulf 
South, Jefferson Island, Southern, NGPL, and Texas Gas interconnects with Henry Hub 
and at the Louisiana Gas System, Texaco, and Midcoast/Westlake points on its 
Louisiana mainline. The company reiterated that compression at Henry Hub remains 
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unavailable. Henry Hub is a pricing point for natural gas futures contracts. The complex 
in Erath, Louisiana, connects with nine interstate and four intrastate pipelines. 
Source:http://www.platts.com/Natural%20Gas/News/8037145.xml?sub=Natural%20Ga
s&p=Natural%20Gas/News&?undefined&undefined 

 
2. September 17, Reuters – (National) Texas utilities slow to restore power after Ike. 

Texas utilities reported slow progress on Wednesday in restoring power to customers in 
the dark after Hurricane Ike, while most who had lost power in the Midwest were 
reconnected or expecting lights soon, company and federal reports showed. CenterPoint 
Energy, the major utility serving Houston, said it has restored power to 38 percent of its 
customers by Wednesday afternoon. Entergy Texas, which serves a larger area – but 
fewer people – in southeast Texas, has restored electricity to about 15 percent of its total 
customer base. The U.S. Department of Energy said on Wednesday morning that about 
three million remained without power in seven states, including 1.9 million in Texas and 
one million in Ohio and Kentucky. Utility crews from more than three dozen states and 
Canadian provinces have converged on Texas to cut trees and make repairs to solve the 
biggest power outage in state history. Total restoration may take a month in the most 
heavily damaged areas near the coast.  
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN17464653200
80917?pageNumber=1&virtualBrandChannel=0 

 
[Return to top] 

Chemical Industry Sector 
 
3. September 18, Star-Ledger – (New Jersey) Branchburg worker hit, hurt by molten 

plastic. A worker was listed in satisfactory condition Wednesday after he was sprayed 
in the face and arms with 500-degree molten plastic at a factory in Branchburg, New 
Jersey, police said. The accident occurred at Polycel Structural Foam Inc. and involved 
one machine, a sergeant said. The federal Occupational Safety and Health 
Administration (OSHA) has initiated an investigation into the incident, according to a 
regional spokeswoman. OSHA previously cited Polycel for hazards.  
Source: http://www.nj.com/news/ledger/somerset/index.ssf?/base/news-
3/122171198024890.xml&coll=1 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

4. September 18, Associated Press – (Vermont) Cooling tower woes continue at 
Vermont Yankee. The Vermont Yankee nuclear plant is suffering from another 
problem with its cooling towers, with leaks of more than 60 gallons of water a minute 
attributed to faulty packing in pipe joints, officials said Wednesday. Spokesmen for 
Vermont Yankee owner Entergy Nuclear and the U.S. Nuclear Regulatory Commission 
(NRC) said the leaks were in sections of the Vermont Yankee’s east cooling tower not 
considered key to plant safety. An Entergy spokesman said Vermont Yankee was 

http://www.platts.com/Natural%20Gas/News/8037145.xml?sub=Natural%20Gas&p=Natural%20Gas/News&?undefined&undefined
http://www.platts.com/Natural%20Gas/News/8037145.xml?sub=Natural%20Gas&p=Natural%20Gas/News&?undefined&undefined
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1746465320080917?pageNumber=1&virtualBrandChannel=0
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN1746465320080917?pageNumber=1&virtualBrandChannel=0
http://www.nj.com/news/ledger/somerset/index.ssf?/base/news-3/122171198024890.xml&coll=1
http://www.nj.com/news/ledger/somerset/index.ssf?/base/news-3/122171198024890.xml&coll=1
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operating at 60 percent of its capacity as a precaution while the cause of the leaks is 
investigated and repairs made. Late Wednesday, Vermont Yankee said the investigation 
of the leak discovered that three vertical support columns for the cooling tower had 
degraded and needed to be replaced while the packing in the pipe joint was being 
replaced. The NRC and Entergy spokesmen said it was not unusual to have the pipe 
joints leak. While some leaking is considered OK, 60 gallons a minute was deemed 
serious enough to warrant the power reduction and repair, they said. 
Source: http://www.forbes.com/feeds/ap/2008/09/18/ap5441021.html 

5. September 17, Greenville News – (South Carolina) Oconee nuke plant incident raises 
safety concerns. The Union of Concerned Scientists said Tuesday that Oconee Nuclear 
Station workers were exposed to “dangerous” levels of radiation due to “mishaps” 
during an April incident – allegations Duke Energy denies. A Duke spokeswoman said 
Tuesday that areas of the reactor building were evacuated as a precaution, and workers 
were not sent into high-radiation areas. The director of nuclear safety projects for the 
union said that during the shutdown “the company had damaged two reactor coolant 
pumps, unknowingly exceeded reactor cool-down limits and triggered a potentially 
disastrous loss-of-coolant accident.” For 8 1/2 hours, personnel overlooked an alarm 
blinking in the control room indicating high levels of radiation inside the reactor 
containment building and sent workers in, exposing them to high levels of 
radioactivity,” he continued. A Duke spokeswoman said workers were not exposed to 
dangerous levels of radiation and no coolant was lost. Some water leaked through a 
pump seal but was contained, she said. The allegations stem from incidents triggered by 
pump vibrations during an April shutdown of Oconee’s Unit 1 reactor for routine 
maintenance and refueling. High temperatures caused cracks on seals on some pumps. 
All the seals were replaced and the pumps were modified to run cooler, the U.S. Nuclear 
Regulatory Commission said. The Duke spokeswoman said that to prevent another 
missed alarm, Duke has increased the number of “formal control room walk downs” on 
each shift to be sure workers in the control room see all the alarms.  
Source:http://www.greenvilleonline.com/apps/pbcs.dll/article?AID=/20080917/NEWS0
1/809170360/1001 

6. September 17, U.S. Nuclear Regulatory Commission – (Minnesota) NRC monitoring 
unusual event at Monticello nuclear power plant. The U.S. Nuclear Regulatory 
Commission (NRC) Region III office in Lisle, Illinois, activated its Incident Response 
Center Wednesday to monitor an unusual event declared at the Monticello Nuclear 
Power Plant in Minnesota. The unusual event was declared at 10:30 a.m. when a 
contractor struck a power line, which resulted in a loss of power to non-safety 
equipment. The contractor was taken to an area hospital and pronounced dead, 
according to local authorities. The loss of power affected equipment necessary to 
provide cooling water to the reactor. Around 11:30 a.m., the plant restored the 
equipment necessary to provide cooling water support to the reactor in a shutdown 
condition. The Monticello plant was already in a forced shutdown due to a forced 
maintenance outage before the unusual event was declared. The plant plans to exit the 
unusual event when normal power supplies are returned. There have been no unplanned 
radioactive releases. NRC Region III and resident inspectors are monitoring the situation 
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at the plant. 
Source:http://www.nrc.gov/reading-rm/doc-collections/news/2008/08-035.iii.html 

 
7. September 17, Union of Concerned Scientists – (National) Thirty science, nuclear 

security and environmental organizations urge Senate to strike nuclear fuel 
reprocessing provision from energy bill. Thirty science, nuclear security, and 
environmental organizations Wednesday urged the U.S. Senate to reject a provision in 
pending energy legislation that would fund the construction of a nuclear waste 
reprocessing facility. In a joint letter to lawmakers, the organizations targeted a 
provision in the New Energy Reform Act of 2008 that would establish an Energy 
Department-estimated $1.5 billion research and development facility for reprocessing 
spent nuclear fuel. They cited exorbitant costs, the threat of nuclear terror, technology 
flaws, and pollution risks as the main reasons Congress should strike the provision from 
the bill.  
Source:http://www.ucsusa.org/news/press_release/30-groups-tell-senate-to-nix.html 

 
[Return to top] 

Defense Industrial Base Sector 
 

8. September 18, Air Force Times – (National) Tanker bids could take 4 more years. The 
Air Force is preparing a list of ways the next administration could replace the KC-135 
aerial tanker fleet, including blueprints for competitions that would last as few as eight 
months to ones that could span 48 months. On September 10, the Defense Secretary 
halted a competition between Boeing and a team composed of Northrop Grumman and 
EADS for a $35 billion, 179-plane contract. That race was launched earlier this summer 
after congressional auditors upheld Boeing’s protest of the Air Force’s decision on 
February 29 to buy the flying gas stations from the Northrop-EADS team. 
Source: http://www.airforcetimes.com/news/2008/09/defense_tanker_091708/ 

9. September 17, Associated Press – (Washington) Pentagon approves spy satellite 
program. The Pentagon has approved plans to buy and launch two commercial-class 
imagery satellites to complement its classified constellation of spy craft. The Pentagon 
will also increase the amount of imagery purchased from private companies operating 
similar satellites already in the sky. The decision last week caps months of wrangling 
between the Air Force, the National Reconnaissance Office, the National Intelligence 
Directors Office, and the Office of the Secretary of Defense over whether to buy and 
operate commercial satellites, or to pump the money into buying dramatically more 
imagery from the commercial companies that already have similar satellites in orbit. The 
National Reconnaissance Office will buy two commercial satellites for about $1.7 
billion. The satellites are to be launched around 2012, according to Pentagon documents 
obtained by the Associated Press. 
Source: 
http://ap.google.com/article/ALeqM5gM4mwPQcU0j446qIew8P7ZmifwNgD938QM8
O0 

10. September 18, Wall Street Journal – (National) U.S. may wait to award chopper pact. 

 

 

http://www.nrc.gov/reading-rm/doc-collections/news/2008/08-035.iii.html
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http://ap.google.com/article/ALeqM5gM4mwPQcU0j446qIew8P7ZmifwNgD938QM8O0
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The Pentagon may hold off on awarding a $15 billion U.S. Air Force rescue-helicopter 
contract this fall if it is likely that the losing bidders could successfully protest the 
decision for a third time, the Pentagon’s top weapons buyer said Wednesday. The Air 
Force had hoped the helicopter contract, known as CSAR-X, would showcase its 
weapons-buying prowess. Instead, the contract has been successfully protested twice 
since the government picked Boeing Co. to build the helicopters. Losing bidders 
Lockheed Martin Corp. and United Technologies Corp.’s Sikorsky helicopters both filed 
protests with the Government Accountability Office that were upheld, resulting in a new 
competition. 
Source: 
http://online.wsj.com/article/SB122169686064850241.html?mod=googlenews_wsj 

  
[Return to top] 

Banking and Finance Sector 
 

11. September 17, Bloomberg – (National) SEC stiffens short-selling rules amid market 
turmoil. The U.S. Securities and Exchange Commission (SEC) stiffened rules against 
manipulative short-selling after a market rout pushed American International Group Inc. 
to the brink of collapse and triggered Lehman Brothers Holdings Inc.’s bankruptcy. The 
SEC adopted two regulations Wednesday forcing traders and brokers to close out short 
sales on all stocks, amid concern investors are driving down prices by flooding markets 
with sell orders. A third rule makes it a securities fraud when sellers deceive brokers 
about delivering borrowed shares to buyers. In traditional short sales, traders borrow 
shares that they then sell. If the price drops, they profit by buying back the stock, 
repaying the loan and pocketing the difference. The SEC rules target so-called naked 
short- selling, in which traders never borrow shares from their brokers. The agency is 
concerned that such a strategy can free investors to manipulate prices by placing 
unlimited sell orders. 
Source: 
http://www.bloomberg.com/apps/news?pid=20601087&sid=atc9nbq59jIw&refer=home 

12. September 17, Associated Press – (National) Former Mercury Interactive directors 
settle. Three former board members of Mercury Interactive, a business software 
company acquired by Hewlett-Packard Co. for $4.9 billion in 2006, have each agreed to 
pay $100,000 fines in a settlement with federal regulators over stock options tampering. 
The Securities and Exchange Commission said Wednesday that it filed civil fraud 
charges against the former directors alleging they knew the company’s compensation 
records were faulty but “recklessly” signed off on them anyway. Mercury eventually had 
to wipe out more than $530 million in profits to correct the accounting problems. The 
company also shelled out $28 million to settle civil fraud charges with the SEC and 
$117.5 million to settle a group of shareholder lawsuits. 
Source: 
http://ap.google.com/article/ALeqM5hS8yU_owgZmYFjaIv3XelSLbLMXAD938PV08
0 

13. September 17, Associated Press – (National) Judge OKs Lehman-Barclays deal. A 

 

 

http://online.wsj.com/article/SB122169686064850241.html?mod=googlenews_wsj
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http://ap.google.com/article/ALeqM5hS8yU_owgZmYFjaIv3XelSLbLMXAD938PV080


 - 6 -   

bankruptcy judge on Wednesday gave Lehman Brothers initial approval to sell key 
North American businesses to Barclays for $1.7 billion in cash. The approval came just 
two days after Lehman Brothers Holdings Inc. filed the biggest bankruptcy in U.S. 
history. The judge’s approval sets in motion the asset sales but leaves open the 
possibility of a competing bid. Lehman plans to seek final court approval Friday. British 
bank Barclays said Tuesday that it would buy Lehman’s investment banking and capital 
markets businesses for $250 million in cash, as well as Lehman’s New York 
headquarters and two data centers in New Jersey for an additional $1.5 billion. Lawyers 
for creditors and bondholders objected to the speed of the process, saying two days was 
not enough time to evaluate the deal much less put together a competing bid. 
Source: 
http://money.cnn.com/2008/09/17/news/companies/lehman_bankruptcy.ap/index.htm 

 
 [Return to top]  

Transportation Sector 
 

14. September 18, Associated Press – (Minnesota) New interstate bridge in Minneapolis 
opens. A steady stream of motorists crossed the new Interstate 35W “smart bridge” as it 
opened early Thursday, a little more than a year after the old one collapsed into the 
Mississippi River and killed 13 people. The old bridge fell August 1, 2007, killing more 
than a dozen people and injuring 145 others. The state put the replacement on the fast 
track, and contractors had it ready for traffic in just 11 months. The new $234 million 
bridge contains hundreds of sensors that will collect data. The purpose of the “smart 
bridge” technology is not to warn of another impending disaster; it is to detect small 
problems before they become big ones, said a design manager for the project with Figg 
Engineering Group Inc. The new bridge is concrete instead of steel and is built with 
redundant systems so that if one part fails it will not collapse. The old bridge, finished in 
1967, was called “fracture critical,” which meant that a failure of any number of 
structural elements would bring down the entire bridge. 
Source: 
http://news.yahoo.com/s/ap/20080918/ap_on_re_us/bridge_collapse;_ylt=Air7fJupfsXy
5LUnyOJ_ys2s0NUE 

15. September 18, Associated Press – (California) Authorities: Engineer texting on day of 
wreck. Federal authorities investigating why a commuter train engineer ran through a 
red signal and into an oncoming freight train confirmed that the engineer was text 
messaging while working on the day of the fatal collision. The revelation came a day 
before the California Public Utilities Commission was scheduled to vote on a proposed 
emergency order banning the use of cell phones while operating a train.  
Source: 
http://news.yahoo.com/s/ap/20080918/ap_on_re_us/train_collision;_ylt=An4mlxwBo39
CEiVEofroyA.s0NUE 

16. September 18, Centre Daily Times – (Pennsylvania) Clinton County gas well fire leads 
to flight restrictions. Officials say a gas well fire sending up treetop-high flames and a 
plume of smoke over rural north-central Pennsylvania could burn as long as two weeks. 
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Crews are working to plug the well at Dominion Transmission Inc. in Leidy Township, 
40 miles north of State College. The Federal Aviation Administration has issued a 
temporary flight restriction against any aircraft flying below 10,000 feet in a radius of 3 
nautical miles around the fire, state police advised. 
Source: http://www.centredaily.com/news/breaking_news/story/849075.html 

17. September 17, Associated Press – (National) FAA approved new jet despite safety 
concerns. Federal aviation officials approved a new type of small jet despite problems 
with the plane’s design and production, overruling safety concerns voiced by 
government engineers, inspectors, and test pilots, according to federal and congressional 
investigators. The Transportation Department Inspector General said in testimony 
prepared for a congressional hearing Wednesday that Federal Aviation Administration 
officials hastily certified the Eclipse 500 very light jet for flight despite “unresolved 
design problems” and such significant production problems that the manufacturer had 
difficulty reproducing the jet. The House transportation committee’s staff, which also 
investigated FAA’s approval of the Eclipse, said in a briefing paper for panel members 
that “there is a disturbing suggestion that there was a ‘cozy relationship’ and reduced 
level of vigilance” by the agency during the jet’s approval process. Even though the 
plane represented a new type of aircraft, powered by a new technology, and produced by 
a new manufacturer, the FAA appears to have exercised much less scrutiny than when it 
certifies new aircraft produced by more established manufacturers, the briefing paper 
said. It recommended a review of FAA’s entire aircraft certification program. 
Source: 
http://news.yahoo.com/s/ap_travel/20080917/ap_tr_ge/travel_brief_faa_eclipse;_ylt=Ak
r46YA.qkFafkA0qlVb2wms0NUE 

18. September 17, Associated Press – (National) Sleep-related crash prompts fed call for 
research. Trucking companies should work harder to enforce that their drivers get rest, 
and the government should move toward mandating the use of alarm systems to alert 
exhausted truckers, the National Transportation Safety Board said Tuesday. The board 
hearing was held in response to an early-morning crash in western Wisconsin three years 
ago in which a bus carrying a high school band slammed into an overturned semitrailer, 
killing five people. NTSB investigators concluded that the truck driver fell asleep at the 
wheel and began to drift off the interstate’s shoulder. When he swerved back onto the 
road, the rig overturned. The bus then plowed into the truck. 
Source: 
http://news.yahoo.com/s/ap/20080917/ap_on_re_us/trucking_safety;_ylt=Ali.xWizb2m2
tT3BW2pCEnlvzwcF 

19. September 17, Associated Press – (Maryland) Southwest pilots to test biometric 
screening. More than 200 Southwest Airlines pilots will test a biometric-screening 
security system designed to positively identify aircraft crew members, the airline said 
Wednesday. The company said the first pilot would be screened Wednesday by the 
Transportation Security Administration, and the test will run 60 days. The pilots are 
based at Baltimore-Washington International Airport. The screening technology was 
developed by Priva Technologies. The president of the pilots’ union at Southwest 

 

 

 

http://www.centredaily.com/news/breaking_news/story/849075.html
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Airlines, said he expected to see biometric screening used nationwide to improve 
security aboard planes. A federal law passed after the 2001 terror attacks required the 
TSA to improve security by properly identifying authorized airline crew members at 
screening checkpoints. 
Source: http://www.forbes.com/feeds/ap/2008/09/17/ap5436705.html 

 
20. September 17, USAgNet – (National) House passes bill to end Mexican cross-border 

truck program. The House passed legislation to terminate the U.S. Department of 
Transportation program that allows Mexican trucks to operate throughout the United 
States. The bill was approved by a wide margin on a vote of 395 to 19. DOT announced 
on August 4 that it would continue the program for an additional two years. The White 
House issued a statement on September 9 saying the president intends to veto the bill 
because of implications of NAFTA. The administration noted that “if DOT was forced 
to terminate the cross-border trucking demonstration project, opportunities and 
investment returns currently afforded U.S. motor carriers participating in the project 
would be compromised.” No companion legislation has been introduced in the Senate. 
Source: http://www.usagnet.com/story-national.php?Id=2172&yr=2008 

 
[Return to top] 

Postal and Shipping Sector 
 
21. September 17, San Antonio Express-News – (Texas) Fire department investigates 

substance at post office. The San Antonio Fire Department was investigating a 
suspicious substance found at the post office on Houston and Alamo streets in 
downtown San Antonio, Texas. There were no details available, but one official at the 
scene said the substance was possibly white powder. The substance was found by a trash 
can inside the building. As a precaution, the fire department called in a hazardous 
materials crew to investigate further.  
Source: http://www.mysanantonio.com/news/28549894.html  

 
 [Return to top] 

Agriculture and Food Sector  

 
22. September 17, Associated Press – (Texas) Ag commissioner seeks funding from feds. 

The state’s top agriculture official on Wednesday asked his federal counterparts for 
money to help southeast Texas ranchers and farmers deal with the long-term needs 
created by Hurricane Ike. No dollar amount was specified but it will be in the 
“millions,” said a spokesman for the Texas Department of Agriculture commissioner. 
Crop acreage and pasturelands for cattle were inundated with seawater and it will take 
time to dilute the soil’s saline content. Rain will help but not now, not after the storm 
surge and rains from Ike deluged the area. The request to the U.S. Agriculture 
Department includes money for animal feed, protein feed cubes, access to federally 
protected lands with forage for grazing and haying, debris removal, rebuilding of fences, 
indemnity for livestock losses, and help with carcass disposal. Ag officials have said 
that about 4,000 cows died in the storm, which hit the Texas coast Saturday. The Texas 

http://www.forbes.com/feeds/ap/2008/09/17/ap5436705.html
http://www.usagnet.com/story-national.php?Id=2172&yr=2008
http://www.mysanantonio.com/news/28549894.html
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Department of Agriculture commissioner wants a crop disaster program activated and 
money to help rehabilitate forest lands. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/6007830.html 

 
[Return to top] 

Water Sector 
 

23. September 18, Associated Press – (North Dakota) Ranchers worry oil wells will use up 
water. North Dakota officials are trying to assess future water needs for oil development 
amid ranchers’ fears they will run out. The Water Commission’s director of water 
appropriations and the state hydrology manager said the department has been working 
with the state Department of Mineral Resources to try to determine the size of the future 
water demand from oil drilling. The state has about 85 rigs, and other applications for 
water depots are pending around the state’s oil patch. Drillers prefer well water because 
untreated lake or river water could “sour” wells by injecting bacteria into the oil 
formations. The state already knows the Fox Hills aquifer, which underlies most of the 
West, is declining about two feet a year. In Dunn County, the state will monitor 17 wells 
in the Killdeer Aquifer, which curves from southeast of Killdeer up toward the Killdeer 
Mountains.  
Source: http://www.grandforksherald.com/ap/index.cfm?page=view&id=D938J7HO0  
 

24. September 17, Pacific Northwest National Laboratory – (Washington) Sophisticated 
monitoring array to address mystery of uranium plume. In Washington, scientists 
have puzzled for years about why uranium contamination in groundwater continues to 
exceed drinking water standards in an area located at the south end of the Hanford Site. 
The U.S. Department of Energy (DOE) wants answers to why the uranium persists. 
Now, a system has been installed for field experiments to better understand this complex 
site and to support future cleanup decisions. The site is one of three Integrated Field 
Research Challenge locations supported by DOE’s Office of Science to investigate 
fundamental science issues important to contaminant transport and groundwater 
remediation. The waste originated from nuclear fuel fabrication facilities that supported 
the nation’s weapons program decades ago.  
Source: http://www.eurekalert.org/pub_releases/2008-09/dnnl-sma091708.php  
 

25. September 17, Reuters – (Louisiana) Citgo fined $13 million after pollution plea. 
Petroleum refiner Citgo was fined $13 million after pleading guilty to violating U.S. 
water-pollution laws at a facility in Sulphur, Louisiana, the U.S. Justice Department said 
on Wednesday. The department said Citgo pleaded guilty to a misdemeanor criminal 
violation of the federal Clean Water Act for failing to maintain storm water tanks and 
failing to maintain adequate storm water capacity at the plant. As a result of the failures, 
about 53,000 barrels of oil were discharged into two rivers after a heavy rainstorm in 
2006, temporarily limiting commercial transportation on the rivers.  
Source: http://www.reuters.com/article/rbssEnergyNews/idUSN1728992320080917  
 

26. September 16, KPVI 6 Pocatello – (Idaho) Investigation of INL/Snake River aquifer 
contamination completed. The Snake River Plain Aquifer is the second largest aquifer 

http://www.chron.com/disp/story.mpl/ap/tx/6007830.html
http://www.grandforksherald.com/ap/index.cfm?page=view&id=D938J7HO0
http://www.eurekalert.org/pub_releases/2008-09/dnnl-sma091708.php
http://www.reuters.com/article/rbssEnergyNews/idUSN1728992320080917
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in the United States. And it is also one of the best understood, after more than fifty years 
of research. The U.S. Department of Energy (DOE), the Environmental Protection 
Agency, and the State of Idaho have just completed their own study of the aquifer, 
beneath DOE’s East Idaho desert site. After a four year investigation, DOE says the 
Idaho National Lab (INL) has not contaminated any groundwater that would make it 
unsafe for workers or any of the public. It was determined that what is called 
“contaminant plumes” could one day join together, but are not a risk to workers, 
especially with water monitoring programs. So despite any concerns people may have 
had, the study concludes that water leaving the INL boundaries is safe for drinking and 
agriculture.  
Source: http://www.kpvi.com/Global/story.asp?S=9022444  

 
[Return to top] 

Public Health and Healthcare Sector 
 

27. September 17, FOX News – (New York) New York City dialysis center exposes 
nearly 700 patients to Hepatitis C. A New York City dialysis center was shut down by 
the state health department after one patient tested positive for hepatitis C. Now, nearly 
700 patients of the Life Care Dialysis Center in Manhattan are being urged to get tested 
for both hepatitis B and C strains, as well as HIV. In a press release, the Health 
Department said they uncovered poor conditions, including “blood on the treatment 
chairs and dialysis machines, lack of proper hand hygiene, and inadequate disinfection 
of equipment.” 
Source: http://www.foxnews.com/story/0,2933,423882,00.html  

 
[Return to top] 

Government Facilities Sector 
 

28. September 18, CNN – (International) U.S. woman among embassy attack victims.  
Non-essential U.S. Embassy officials are being urged to leave Yemen after it was 
revealed that an American woman was among those killed in Wednesday’s attack. 
Yemeni forces have reportedly rounded up at least 25 suspects connected to the attack. 
Diplomatic sources told CNN Thursday they are aware of the reports. They noted that 
usually after such incidents, Yemeni security forces cast a broad net “bringing in the 
usual suspects, and then nothing comes out of it.” The U.S. State Department issued a 
similar directive in April after attacks against the embassy and a residential compound. 
That order was lifted last month, but has again been re-instated. 
Source: 
http://www.cnn.com/2008/WORLD/meast/09/18/embassy.yemen.blast/index.html  
 

29. September 18, Washington Post – (National) ATF lost guns, computers. Over a five-
year period, the Bureau of Alcohol, Tobacco, Firearms, and Explosives (ATF) lost 
dozens of weapons and hundreds of laptops that contained sensitive information, 
according to a scathing report issued Wednesday by the U.S. Justice Department. An 
inspector general identified “serious deficiencies” in ATF’s response to lost or stolen 

http://www.kpvi.com/Global/story.asp?S=9022444
http://www.foxnews.com/story/0,2933,423882,00.html
http://www.cnn.com/2008/WORLD/meast/09/18/embassy.yemen.blast/index.html
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items and called the agency’s control of classified data “inadequate.” From 2002 to 
2007, ATF lost 418 laptop computers and 76 weapons, according to the report. A 
regular audit of weapons and other sensitive items has been conducted since a study in 
2001 revealed that the Federal Bureau of Investigation and other agencies had misplaced 
hundreds of firearms. Many of the missing laptops contained sensitive or classified 
material, according to the report. ATF began installing encryption software only in May 
2007. ATF did not know what information was on 398 of the 418 lost or stolen laptops. 
The report called the lack of such knowledge a “significant deficiency.” ATF employees 
did not report the loss of 365 of the 418 laptops. The report was less critical of ATF’s 
control of explosives, but when the inspector general reviewed inventory records, he 
found that amounts “on hand did not correspond with the amounts recorded” in records 
at eight of 16 locations. 
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2008/09/17/AR2008091703662.html?nav=rss_politics/fedpage  
 

30. September 18, Anchorage Daily News – (Alaska) Hacker gets into Palin’s Yahoo e-
mail account. A hacker broke into the Yahoo e-mail account that a vice presidential 
candidate uses for official business as Alaska’s governor as well as for personal 
communications. The intrusion apparently began early Tuesday morning. Internet 
security experts were not surprised that her Yahoo account on the Web was vulnerable. 
The Federal Bureau of Investigation (FBI) is investigating what happened along with the 
Secret Service, said an FBI spokesman in Anchorage. Cyber agents are looking into it as 
a possible “computer intrusion” crime, he said. In a post that it called “Today’s Viral 
Thing,” Time magazine said hackers who are part of a “cryptic Internet posse known for 
its attacks on Scientology” apparently were responsible. Some blogs say the group 
consists of people who chat on the same bulletin board. Some reports say the candidate’s 
e-mail address and password were posted on that bulletin board.  
Source: http://www.adn.com/sarah-palin/story/529606.html 

31. September 17, Associated Press – (Michigan) Secret Service investigating Obama 
threat letters. The U.S. Secret Service said Wednesday it is investigating two 
threatening letters against the Democratic presidential candidate – one sent to the 
Livingston County, Michigan, Democratic Party and another to a local business. The 
resident agent in charge of the federal agency’s Saginaw office said authorities are 
trying to determine the nature and extent of the threats. The letter sent to the party office 
reportedly expresses a wish that the candidate “gets a bullet.” The second to the 
unidentified Howell business owner includes racial slurs – preceded by a warning that 
the owner should “think hard about who you are trying to elect.” 
Source: http://www.chicagotribune.com/news/chi-ap-mi-obama-
threatinves,0,3949651.story  
 

32. September 17, Associated Press – (Colorado) Plutonium spill prompts changes at 
NIST lab. A Boulder, Colorado, laboratory has made several changes following a 
plutonium spill in June, including disposing leftover chemicals and closing four labs and 
a machine shop until their safety can be ensured. One of those labs at the National 
Institute of Standards and Technology (NIST) has been reopened. Also Tuesday, the lab 

 

http://www.washingtonpost.com/wp-dyn/content/article/2008/09/17/AR2008091703662.html?nav=rss_politics/fedpage
http://www.washingtonpost.com/wp-dyn/content/article/2008/09/17/AR2008091703662.html?nav=rss_politics/fedpage
http://www.adn.com/sarah-palin/story/529606.html
http://www.chicagotribune.com/news/chi-ap-mi-obama-threatinves,0,3949651.story
http://www.chicagotribune.com/news/chi-ap-mi-obama-threatinves,0,3949651.story
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announced the appointment of a new deputy director of NIST. 
Source: http://www.krdo.com/Global/story.asp?S=9022928  
 

33. September 17, Associated Press – (International) 4 die in crash of plane carrying 
border officials. All four people on board a plane that crashed in Mexico after taking 
off from Texas are dead, the International Boundary and Water Commission said 
Wednesday. The dead included the leaders of its U.S. and Mexican branches. The 
agency maintains the border between the two countries. The plane had been missing 
since Monday, when it took off from El Paso to check out flooding on the Rio Grande. 
Source: http://www.msnbc.msn.com/id/26746770/  
 

34. September 16, Associated Press – (International) Woman crashes car through FBI 
gates in Puerto Rico. A woman was arrested Monday for crashing her car through the 
gates of Federal Bureau of Investigation (FBI) headquarters in the Puerto Rican capital 
after guards refused to let her speak with the local director of the U.S. law enforcement 
agency. The woman was quickly surrounded and arrested on suspicion of destruction of 
U.S. government property, said a spokesman for the FBI. She was fleeing Puerto Rican 
police when she arrived at the gates of the U.S. federal building and said she wanted to 
speak with the head of the FBI’s office in Puerto Rico. 
Source: 
http://ap.google.com/article/ALeqM5jnBkEMIQ0V9WBUdELVGxRjzNJdpwD937A8
K80  

 
[Return to top] 

Emergency Services Sector 
 

35. September 18, Washington Post – (National) Charities unprepared for major 
disaster, GAO says. The American Red Cross and other disaster relief charities are 
unprepared to meet projected mass casualty needs during a natural catastrophe or 
terrorist attack in major U.S. cities, a government report has found. A large-scale 
disaster would “overwhelm” the Red Cross and other nonprofit organizations that have 
federal responsibilities for assisting the government in feeding and sheltering victims of 
natural disasters, concludes the analysis, which is to be released today by the 
Government Accountability Office. The report also faults the Federal Emergency 
Management Agency for not fully assessing the capacities of relief groups and for not 
clearly documenting the roles that each should play in a disaster. The executive director 
of the National Voluntary Organizations Active in Disasters defended relief groups. “I 
wouldn’t say that they are ill-equipped at all,” she said. “But I would say that no one 
organization can carry the weight. It does require a collective effort.” A professor at 
New York University who tracks the Red Cross said he thinks Congress and the agency 
should negotiate a long-term plan to use public money to help the charity modernize.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2008/09/17/AR2008091703628.html?hpid=sec-nation 

36. September 17, Brattleboro Reformer – (Vermont) Panel seeks timely VY event 
reporting. The executive director of Windham Regional Commission is concerned that 

 

http://www.krdo.com/Global/story.asp?S=9022928
http://www.msnbc.msn.com/id/26746770/
http://ap.google.com/article/ALeqM5jnBkEMIQ0V9WBUdELVGxRjzNJdpwD937A8K80
http://ap.google.com/article/ALeqM5jnBkEMIQ0V9WBUdELVGxRjzNJdpwD937A8K80
http://www.washingtonpost.com/wp-dyn/content/article/2008/09/17/AR2008091703628.html?hpid=sec-nation
http://www.washingtonpost.com/wp-dyn/content/article/2008/09/17/AR2008091703628.html?hpid=sec-nation
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an event that may not need to be reported according to U.S. Nuclear Regulatory 
Commission standards could cause a cascade of events requiring the notification of 
emergency planners and possible implementation of evacuation procedures. Emergency 
drills are required on a regular basis in the preparedness zone around Yankee. While 
several drills have been performed, no drills with even a partial evacuation have been 
attempted. He also said notification procedures between Vermont Yankee nuclear power 
plant and emergency planners are a mish-mash of guidelines that prove to be confusing. 
Vermont Emergency Management (VEM) is hoping to clarify and improve the paths 
down which information travels, said the VEM director. Because VEM does not have 
any engineers on staff, some notifications go to Vermont’s Department of Public Service 
before being forwarded to VEM, while emergency notifications go directly to VEM. To 
address these issues of concern, the Windham Regional Commission, VEM, and 
Vermont Yankee are meeting September 23 to discuss the notification system.  
Source: http://www.reformer.com/ci_10484926 

 
37. September 17, WALB 10 Albany – (Georgia) First responders learn more about 

explosives. South Georgia sheriff deputies, police officers, and firefighters participated 
in a Georgia Bureau of Investigation Special Operations Unit training session 
Wednesday to learn about the capabilities of bombs. “We put on these demonstrations to 
show first responders what they can expect when it comes to a suspicious package. Let 
them see what the parameters are. And their primary function is to take action that will 
immediately save lives,” said a GBI Special Operations Agent. And these are bombs that 
could one day be in the schools they patrol. “If you get a call from a school, you can 
immediately add on 1,500 lockers and an untold amount of backpack and containers,” he 
said. 
Source: http://www.walb.com/Global/story.asp?S=9028288&nav=5kZQ  

 
38. September 17, Federal Computer Week – (National) DHS will test multiband radios. 

The Homeland Security Department will soon begin testing newly engineered multiband 
radios for first responders in New York City and other locations as part of its efforts to 
improve emergency communications, officials said. Historically, firefighters, police, and 
other first responders have used radios that operate on only one frequency or on 
different bands. The new radios, which will operate across different bands and in both 
digital and analog modes, will make it possible for them to communicate in cases where 
they need to work together. DHS’ Office for Interoperability and Compatibility, the 
Federal Emergency Management Agency, and responder groups developed the 
requirements for the radios, which are being produced by several manufacturers. The 
prototypes will be tested this year and in 2009, the director of DHS’ Command, Control, 
and Interoperability Division and director of the DHS Office of Emergency 
Communications, told the House Communications, Preparedness, and Response 
Subcommittee September 16. The pilot program testing will involve radio operation 
across multiple systems, such as analog, conventional, digital, and Project 25 systems, 
as well as across multiple agencies that include federal, state, local, tribal, and military. 
Source: http://www.fcw.com/online/news/153824-1.html  
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http://www.reformer.com/ci_10484926
http://www.walb.com/Global/story.asp?S=9028288&nav=5kZQ
http://www.fcw.com/online/news/153824-1.html
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Information Technology 

39. September 17, Computerworld – (International) Hacker posts QuickTime zero-day 
attack code. A hacker has released attack code that exploits an unpatched vulnerability 
in Apple Inc.’s QuickTime, just a week after the company updated the media player to 
plug nine other serious vulnerabilities, a security researcher said Wednesday. The 
exploit, which was published on the milw0rm.com site Tuesday, takes advantage of a 
flaw in the “<? quicktime type= ?>“ parameter in QuickTime, which is not prepared to 
handle excessively-long strings, said a researcher with Symantec Corp.’s DeepSight 
threat notification network. In its present form, the exploit triggers a QuickTime crash, 
but it may be more serious. “The exploit suggests that code execution may be possible,” 
the researcher added, “[and] if this flaw were to allow arbitrary code to run, it may pose 
a significant risk, because attackers may be able to exploit the issue by embedding a 
malicious file into a site.” The researcher had little advice for users beyond urging them 
to be wary while browsing and to consider disabling the QuickTime plug-in, which is 
commonly found on Windows machines and installed by default on all Macs.  
Source:http://www.computerworld.com/action/article.do?command=viewArticleBasic&
articleId=9114999&intsrc=hm_list 

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
 Website:  https://www.it−isac.org/. 
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Communications Sector 
 

40. September 17, Associated Press – (National) Hurricane Ike causes record Internet 
outage. The power blackouts that followed Hurricane Ike have caused the widest outage 
for U.S. Internet service since 2003, according to a firm that tracks Internet connectivity. 
Internet connections in Texas, Ohio, and Pennsylvania were the hardest hit, according to 
Renesys Corp. But the storm also caused outages in Arkansas, Louisiana, Missouri, 
Kentucky, Illinois, and Indiana. Surrounding states had scattered outages as well. It was 
the largest area to lose its connections to the Internet since the Northeast blackout of 
2003, said a data engineer at Renesys. The company does not track Internet connectivity 
by the number of people using it, but by “autonomous networks,” which roughly equates 
to the “neighborhoods” of the global network. At the peak Monday, Ike had taken out 
more than 400 such networks for at least an hour each. Some of the outages persisted 
Wednesday, with Time Warner Cable Inc.’s network in Ohio and NASA’s Johnson 
Space Center in Houston, Texas, being affected, according to Renesys. By comparison, 
the Northeast blackout took out 2,500 networks.  
Source: 
http://www.cnn.com/2008/TECH/09/17/ike.internet.outage.ap/index.html?eref=rss_tech 

    

http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9114999&intsrc=hm_list
http://www.computerworld.com/action/article.do?command=viewArticleBasic&articleId=9114999&intsrc=hm_list
http://www.cnn.com/2008/TECH/09/17/ike.internet.outage.ap/index.html?eref=rss_tech
https://www.it%E2%88%92isac.org/
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41. September 17, Reuters – (National) Qwest expects more phone customers to cut the 

cord. U.S. phone company Qwest Communications International Inc’s CEO expects 
more consumers to disconnect their landlines in favor of mobile phones over the next 
several years, but he said the company could survive. He said cost cuts were buffering 
the impact of falling landline sales and Qwest’s partnership with Verizon Wireless 
would help it grow. On Wednesday, media research company Nielsen Co. forecast 20 
percent of U.S. households would rely only on mobile phones by the end of this year. 
Analysts have forecast that could rise to as high as 30 percent by around 2012. 
Source: 
http://www.reuters.com/article/rbssTechMediaTelecomNews/idUSN1731461620080917 

 
[Return to top] 

Commercial Facilities Sector 
 

Nothing to report 
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National Monuments & Icons Sector 
 

42. September 18, Las Vegas Review-Journal – (National) National Park Service shuts 
abandoned mine. The National Park Service closed one of Death Valley’s most well-
known abandoned mines because of mounting safety concerns. The Keane Wonder 
Mine and the ruins surrounding it will remain off limits to all vehicle and foot traffic 
until safety concerns can be addressed, park officials said. The Park Service purchased 
the network of tunnels and mining ruins in the Funeral Mountains in 1970. A recent 
inspection of the site revealed that the remains are in an advanced state of collapse and 
that the erosion of surface features near the mill site has exposed other hazards 
associated with the processing of ore. Dangers include crumbling tunnels, rock slides, 
unstable wooden structures, and the presence of heavy metals and residue from toxic 
chemicals. No significant safety improvements have been made at the Keane Wonder 
Mine for two decades.  
Source: 
http://www.redorbit.com/news/business/1559512/national_park_service_shuts_abandon
ed_mine/ 

43. September 18, Idaho Statesman – (Idaho) Dry forests prompt warnings of fire 
danger. Fire danger is extremely high, and fire managers are asking campers to be 
vigilant about preventing human-caused fires. With no rain falling in the Boise National 
Forest for the past 57 days, the threat of wildfire continues to rise. The National Weather 
Service issued a red flag warning Wednesday for the mountains north of Boise including 
the Payette National Forest and Boise National Forest. The National Weather Service 
issues a red flag warning when critical fire-hazard weather conditions are either 
occurring or will shortly. 
Source: http://www.idahostatesman.com/102/story/506369.html 

 

http://www.reuters.com/article/rbssTechMediaTelecomNews/idUSN1731461620080917
http://www.redorbit.com/news/business/1559512/national_park_service_shuts_abandoned_mine/
http://www.redorbit.com/news/business/1559512/national_park_service_shuts_abandoned_mine/
http://www.idahostatesman.com/102/story/506369.html
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44. September 17, Reuters – (National) Lawmakers unveil bill to reform Interior Dept. 

U.S. lawmakers unveiled legislation on Wednesday that would suspend a federal 
program that collects and sells oil and natural gas from energy companies drilling on 
federal lands until the Interior Department conducts an extensive review of its 
operations. The Interior Department’s Minerals Management Service, which runs the 
royalty-in-kind program, came under fire last week after its inspector general reported 
that employees used illegal drugs and accepted gifts from workers at the oil companies 
they were hired to oversee. The royalty-in-kind program collects and sells about $4 
billion a year in oil and gas turned over by energy companies as royalties for using 
federal land. 
Source: 
http://www.reuters.com/article/politicsNews/idUSN1725085420080917?feedType=RSS
&feedName=politicsNews 

 
[Return to top] 

Dams Sector 
 

45. September 17, WWMT 3 Grand Rapids – (Michigan) Dam gives way in Van Buren 
County. A dam in Van Buren County, Michigan, gave way, along with the barrier that 
ran along its side on Wednesday morning, when water came crashing through a berm 
after the village dam could not handle the water flow from the village pond. Officials 
say all the water and debris were pushing against the dam and berm so hard that 
something had to give. There was some concern Wednesday morning about debris that 
had pushed up against a bridge which has a natural gas pipeline attached to it, but 
Consumer’s Energy came out, inspected the pipeline, and did not find any damage.  
Source: 
http://www.wwmt.com/articles/dam_1353522___article.html/village_along.html  
 

46. September 17, Daily Iberian – (Louisiana) Frankline leaders address levee failures 
during Ike. City leaders in Franklin, Louisiana, wasted no time in the wake of 
Hurricane Ike’s storm surge into the Franklin Canal Saturday and are already meeting to 
discuss further alternatives on how to handle over-flow water levels in the channel. The 
Franklin mayor said that “regardless of whether we had signed agreements earlier this 
year to begin a levee project, or a lock project, something to keep out high water levels 
— neither would have been completed in time for this hurricane season.” The lack of 
flood protection to keep rising tides from the Gulf of Mexico at bay caused more than 
1,000 homes in St. Mary Parish to take in water from Hurricane Ike’s surge along the 
coast Saturday afternoon. The impacted area stretched east to Garden City.  
Source: 
http://www.iberianet.com/articles/2008/09/17/news/doc48d12999ad98d386410165.txt  
 

47. September 17, Zanesville Times Recorder – (National) Dam rehabilitation legislation 
passes committee. The House version of an Ohio senator’s Dam Rehabilitation and 
Repair Act — legislation to establish a program within the Federal Emergency 
Management Agency to fund dam rehabilitation and repairs — passed the Environment 

http://www.reuters.com/article/politicsNews/idUSN1725085420080917?feedType=RSS&feedName=politicsNews
http://www.reuters.com/article/politicsNews/idUSN1725085420080917?feedType=RSS&feedName=politicsNews
http://www.wwmt.com/articles/dam_1353522___article.html/village_along.html
http://www.iberianet.com/articles/2008/09/17/news/doc48d12999ad98d386410165.txt
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and Public Works Committee. The program would award grants to states to repair, 
rehabilitate, or remove publicly-owned deficient dams. It will next come before the full 
Senate for a vote. Ohio currently has 825 dams identified as deficient, including the 
Buckeye Lake Dam in Fairfield and Licking counties, and the Somerset Reservoir Dam 
near Somerset in Perry County.  
Source: 
http://www.zanesvilletimesrecorder.com/apps/pbcs.dll/article?AID=/20080917/UPDAT
ES01/80917026  
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