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 According to Business First of Buffalo, the Federal Reserve Board late Tuesday confirmed 
it would authorize the Federal Reserve Bank of New York to lend as much as $85 billion to 
American International Group Inc., which has unraveled in the face of mounting losses. 
(See item 15) 

 CNN reports that suspected Al Qaeda militants disguised as security forces launched an 
explosive assault on the U.S. Embassy in Yemen’s capital, Sanaa, Wednesday killing 10 
Yemeni police and civilians. (See item 30) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Le vels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale:  LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 

 [http://www.esisac.com] 

 
1. September 17, Reuters – (International) Nigeria militants threaten broader “oil war” 

in Delta. Nigerian militants threatened on Wednesday to broaden their “oil war” to 
offshore oilfields and announced attacks on a crude oil pipeline in the Niger Delta and 
another Shell-operated facility. The Movement for the Emancipation of the Niger Delta 
(MEND) said it would launch attacks outside Rivers state for the first time since clashes 
began on Saturday. The heaviest fighting between militants and security forces in more 
than two years has spread to about 10 villages, but has remained in Rivers state, home to 
oil city Port Harcourt. Militants have bombed pipelines, platforms, gas plants, and 
oilfields, halting up to 115,000 barrels per day of oil production in the last five days, 
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government officials said. Nigeria’s oil is popular in the United States and Europe 
because it is easily refined into gasoline, diesel, and other crude products. MEND 
attacked Shell’s Orubiri flow station late on Tuesday with help from the Niger Delta 
Volunteer Force, another militant group in the region. MEND said it also attacked a key 
crude oil pipeline, possibly operated by Agip and Shell, at Rumuekpe in Rivers state 
earlier on Wednesday. Militants said their next targets would be major offshore oilfields. 
Source: http://www.cnbc.com/id/26753214 

2. September 17, Reuters – (International) Aboriginals threaten blockades if pipeline 
company doesn’t hire native workers. Aboriginal leaders from across western Canada 
are threatening blockades if a major energy company does not hire more native workers 
on a $2 billion pipeline project. Two dozen chiefs meeting in Edmonton Tuesday said 
Enbridge Inc. has broken a promise to employ hundreds of aboriginal workers on the 
Alberta Clipper pipeline that will carry crude oil across the Prairie provinces into 
Wisconsin. The meeting was organized by the chief of Saskatchewan’s Red Pheasant 
First Nation, who says he will make one last attempt to negotiate a settlement with 
Enbridge before they begin targeting the company’s operations. The situation came to a 
head recently as construction began on the 994-mile pipeline that will feed U.S. 
refineries. Enbridge is eager to engage in talks with Red Pheasant leaders in hopes of 
avoiding any protest action. The chief says the Red Pheasant band is also preparing to 
file a lawsuit in Saskatchewan against Enbridge.  
Source: http://canadianpress.google.com/article/ALeqM5hcTJXaU3lpa7GtZTrvNMl-
EYYqFA 

3. September 15, Glenwood Springs Post-Independent – (Colorado) Colorado Oil and 
Gas Conservation Commission rules may be a model for other states. Colorado Oil 
and Gas Conservation Commission (COGCC) members’ tentative endorsement of 
several new rules last week and last month may garner the attention of several states as 
they look to regulate the ongoing energy boom in the American West, the head of the 
agency said Friday. The acting director of the COGCC said several states may look to 
Colorado about how to regulate that energy boom after the commission’s initial 
endorsement of several rules that he said “mark some new approaches on some issues.” 
The rules he cited would mandate that companies inform the state of which chemicals 
are being used at a drilling location, encourage operators to use a comprehensive drilling 
plan, and require companies in three counties in northwest Colorado to use green 
completion techniques. That is a process that recovers gas that would otherwise be 
vented or flared during the completion phase of a natural gas well. Colorado’s oil and 
gas commission has given tentative approval to about 80 rules during five hearings in 
August and last week. Two more days of hearings will be held on September 22 and 23. 
That is when commissioners are expected to begin deliberation on wildlife and waste pit 
rules.  
Source: 
http://www.postindependent.com/article/20080915/VALLEYNEWS/109159995/1083&
ParentProfile=1074 

4. September 15, Bloomberg – (Texas) BP fined for safety lapses in Texas refinery 
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death. BP Plc. was fined $28,000 by the U.S. Occupational Safety and Health 
Administration (OSHA) for “serious” safety violations in January at a Texas refinery 
where an explosion in 2005 killed 15 people. BP agreed not to contest the findings or 
penalty and did not admit wrongdoing, according to a copy of the settlement. BP has 
been making improvements at the Texas City refinery as part of an OSHA settlement 
that included a $21 million fine for 300 safety violations related to the 2005 blast. In the 
January violations, OSHA cited London-based BP for failing to document safe operating 
limits and procedures and for using inadequate bolts on a water-filtration unit that blew 
its lid, killing one worker. OSHA issued the citations July 11.   
Source: 
http://www.bloomberg.com/apps/news?pid=20601102&sid=ak8QNSk0rpSI&refer=uk 

 
[Return to top] 

Chemical Industry Sector 
 
5. September 17, Myrtle Beach Sun News – (South Carolina) 3V process suspected in 

blast halted. Chemical plant 3V Inc. is still working to estimate the cost of damage 
caused by last week’s reactor explosion and has shut down the process believed to have 
caused the incident. The explosion, which occurred about 8:30 p.m. Thursday, was a 
result of a chemical mixture that ignited causing some smoke but no fire. No one was 
injured. It was an experimental process the company was working on that went awry, 
causing the chemicals to decompose and overheat, said a spokesman. One of the plant’s 
safety officers said the plant has taken measures to prevent a similar incident. “The 
process for the manufacture of the new product has been shut down,” he said in a 
statement released Tuesday. “It will not be restarted until additional evaluation is 
completed to improve the safety of the process.” He said earlier reports that one of the 
chemicals involved in the explosion was sulfur trioxide were wrong. He declined to 
release the name of the chemicals. “The product being produced and involved in the 
explosion was a new product,” he said. “The explosion had a very short-term gaseous 
release of no off-site consequence. The fallout from the release was limited to the 
confines of the facility and has been cleaned up. The process is shut down, so there is no 
need for concern from the public.” He said the South Carolina Occupational Safety and 
Health Administration (OSHA) inspected the plant the day after the explosion. OSHA is 
conducting an investigation into the incident that is expected to take about six weeks. 
Source: http://www.myrtlebeachonline.com/news/local/story/597288.html 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

6. September 17, Reuters – (Arizona) APS Ariz. Palo Verde 3 reactor shut. Arizona 
Public Service’s (APS) Unit 3 at the Palo Verde nuclear power station in Arizona was 
shut as of early Wednesday, the U.S. Nuclear Regulatory Commission (NRC) said in its 
daily reactor status report. On Tuesday, the unit was operating at full power. In an event 
notification report to the NRC, APS said the reactor was manually tripped late Tuesday 
during an investigation into abnormalities with the control rod drive mechanism motor 
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generators. The event was classified as a nonemergency, and the unit was in hot standby 
mode, the event report said. 
Source:http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN17392
92720080917 

7. September 17, Associated Press – (Vermont) Cooling tower woes continue at Vt. 
Yankee. The Vermont Yankee nuclear plant has been reduced to 55 percent power after 
another problem with one of its cooling towers. A spokesman for the U.S. Nuclear 
Regulatory Commission says three sections of the plant’s east cooling tower were found 
to be leaking Tuesday evening, forcing that cooling tower to be shut down and the plant 
to reduce power. A Vermont Yankee spokesman says it appears that the leak of about 60 
gallons per minute is due to faulty packing material in an expansion joint, and is not 
related to structural problems in the towers.  
Source:http://www.boston.com/news/local/vermont/articles/2008/09/17/cooling_tower_
woes_continue_at_vt_yankee/ 

8. September 16, St. Cloud Times – (Minnesota) Faulty cable is cause of nuclear plant 
shutdown. The Monticello nuclear plant will not be producing power at least until later 
this week, an Xcel Energy spokesman said Tuesday. The plant automatically shut down 
Thursday night after a breaker on a transformer that feeds electricity to the plant failed. 
There were no injuries or radiation leaks. A spokesman for Xcel Energy, which owns 
the plant, said crews have found the cause of the problem – a faulty cable that leads to 
the transformer. They are replacing the cable and then will begin the startup process for 
the plant, he said. 
Source:http://www.sctimes.com/apps/pbcs.dll/article?AID=/20080916/NEWS01/10916
0047/1009 

9. September 16, U.S. Nuclear Regulatory Commission – (Connecticut) NRC proposes 
$6,500 fine for Buffalo, NY, firm for failure to adhere to requirements for use of 
radioactive materials. The U.S. Nuclear Regulatory Commission (NRC) staff is 
proposing a $6,500 civil penalty for Quality Inspection Services, Inc. (QISI) for a 
violation of NRC requirements involving the use of an industrial radiography facility it 
owns in Manchester, Connecticut. Specifically, the NRC found there was a willful 
failure on the part of a QISI site radiation safety officer (RSO) to maintain utilization 
logs for each sealed radioactive source at the site. NRC reviews determined that the 
RSO performed radiographic operations at the Manchester site on several occasions 
between November 15, 2006, and March 2, 2007, without keeping such logs. Among 
other things, these logs capture whether safety procedures were followed. The violation 
was discussed with QISI during a predecisional enforcement conference in the NRC 
Region I Office on August 27, 2008. At that meeting, QISI discussed corrective actions 
it had taken in response to the apparent violations.  
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2008/08-052.i.html 

 
10. September 16, Platts – (Michigan) Shaw Group to provide maintenance services for 

Palisades. The Shaw Group will provide maintenance services for the Palisades nuclear 
power plant under an amendment to an existing contract with Entergy Nuclear 
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Operations, Shaw said September 16. Shaw said the amendment means it now provides 
“routine maintenance/modifications, refueling maintenance/modifications and capital 
construction services fleetwide for Entergy’s 11 nuclear units.”  
Source:http://www.platts.com/Nuclear/News/7309208.xml?sub=Nuclear&p=Nuclear/N
ews&?undefined&undefined 

 
[Return to top] 

Defense Industrial Base Sector 
 

11. September 16, Reuters – (National) US Air Force eyes big satellite contract this fall. 
The U.S. Air Force still plans to award Boeing Co. or Lockheed Martin Corp. a contract 
worth billions of dollars this fall to build a group of advanced military communications 
satellites, the general in charge of Air Force Space Command said on Tuesday. The 
general told reporters that the future of the Transformational Satellite program for which 
both companies are bidding was entwined with that of another program, the Advanced 
Extremely High Frequency satellite program, run by Lockheed.  
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN16421678200
80916 

 
12. September 16, Military Times – (National) Army plans to buy next-gen Humvees. In 

2009 and 2010, the Army plans to spend about $4.5 billion to buy more than 10,000 
Humvees and next-generation variants called the Expanded Capacity Vehicle-2, 
according to the service’s August 25 Wheeled Tactical Vehicle strategy. Now 
undergoing Army testing, the five to six ton ECV-2 is designed to offer the same 
payload — 3,500 pounds — as existing Humvees did before extra armor ate into their 
cargo capacity. And at about half the cost of the Army’s planned Joint Light Tactical 
Vehicle, ECV-2 purchases might replace some JLTV orders. Each JLTV is expected to 
cost $418,000, a hefty price tag that could lead the Army to buy more ECV-2s, 
especially for general-purpose, non-combat use, in which the JLTV’s electronics, 
protection, exportable power and optional trailer are less crucial. The price of the 
various ECV-2 variants will range from $133,000 to $230,000. A typical vehicle might 
cost roughly $150,000, plus $30,000 for electronics and radios, plus more thousands for 
armor, an industry source said. Three development contracts for the JLTV are expected 
in October, with first deployment expected in 2012. 
Source: http://www.militarytimes.com/news/2008/09/army_humvees_091408w/ 

13. September 16, Navy Times – (National) Troubled DDG 1000 faces shipyard 
problems. One month after the Defense Department signaled that it was changing the 
Navy’s position on whether to build a third Zumwalt-class destroyer, confusion remains 
as to why the Navy backed off the program in the first place — and now whether the 
Navy will be able to build the first two ships. Sources familiar with the issue say that 
problems have arisen in guaranteeing the seals between the composite construction 
panels of the ship’s huge deckhouse. The structure — one of ten key engineering 
development models — is to be built by Northrop Grumman’s dedicated composite 
facility at Gulfport, Mississippi. 
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Source: http://www.navytimes.com/news/2008/09/navy_zumwalt_091508w/ 
 
14. September 17, Strategy Page – (National) Angel Fire toasts Constant Hawk. Last 

year’s competition between the U.S. Air Force and Army, over which new aerial 
surveillance system the U.S. Marines should use, is over. The Army was pushing its 
Constant Hawk system, while the Air Force offered a somewhat similar system called 
Angel Fire. The Marines went with the Air Force deal, partly because it would cost them 
less money. Angel Fire uses wide angle, high resolution (11 megapixel) cameras 
mounted in aircraft, and streaming the live video to hard drives. This system is basically 
airborne security cameras that cover large areas below. The Army system, called 
Constant Hawk, is an image analysis system that is basically just another pattern 
analysis application. It is not really comparable to Angel Fire at all. However, it has 
been very successful. The Army named Constant Hawk one of the top ten inventions for 
2006.  
Source: http://www.strategypage.com/htmw/htmurph/articles/20080917.aspx 

  
[Return to top] 

Banking and Finance Sector 
 

15. September 17, Business First of Buffalo – (National) Fed bails out AIG in $85B deal. 
The Federal Reserve Board late Tuesday confirmed it would authorize the Federal 
Reserve Bank of New York to lend as much as $85 billion to American International 
Group Inc., which has unraveled in the face of mounting losses related to insurance on 
complex financial instruments and credit downgrades that forced the company to raise 
billions in capital. The New York insurance company is the largest in the world. Bailing 
out a private company not under its direct purview is an extraordinary and historic move 
for the Federal Reserve, whose primary roles include setting United States monetary 
policy and banking supervision and regulation. In a statement, the Federal Reserve said, 
“The Board determined that, in current circumstances, a disorderly failure of AIG could 
add to already significant levels of financial market fragility and lead to substantially 
higher borrowing costs, reduced household wealth and materially weaker economic 
performance.” 
Source: http://www.bizjournals.com/buffalo/stories/2008/09/15/daily22.html  

16. September 17, Toronto Star – (National) FBI’s mortgage fraud caseload grows to 24. 
The FBI is investigating 24 cases of potential corporate fraud related to mortgage 
lending, up from 21 cases disclosed by the Bureau in July, the Bureau director told 
Congress Tuesday. He did not identify specific targets as lawmakers expressed new 
concern about the impact of fraud cases in the wake of fresh turmoil in global financial 
markets tied to the collapse of the U.S. mortgage lending industry. The director said the 
FBI was looking at all levels of the mortgage systems. 
Source: http://www.thestar.com/Business/article/500435  

17. September 16, New York Times – (International) Billionaire sues UBS, claiming fraud. 
A billionaire property developer filed a complaint against UBS and nearly a dozen 
current and former executives of the bank in federal court in Santa Ana, California. The 
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lawsuit accuses UBS, a small Swiss firm, and two private firms based in Liechtenstein 
and their employees of luring the plaintiff into becoming a client and a participant in a 
deceptive investment scheme intended to cheat the Internal Revenue Service of millions 
of dollars in taxes. The civil case is thought to be the first to be filed by a wealthy 
American client of UBS, which is under investigation by the Justice Department over 
whether it allowed its customers to evade United States taxes by hiding money offshore. 
Source: 
http://www.nytimes.com/2008/09/17/business/worldbusiness/17ubs.html?ref=worldbusi
ness  

 
18. September 16, Associated Press – (District of Columbia) Central figure in DC tax 

scam pleads guilty. A former manager in the District of Columbia tax office admits she 
cut more than 200 fraudulent property tax refund checks in a scheme that drained more 
than 48 million dollars from the city’s treasury over almost two decades. The woman 
has pleaded guilty to wire fraud, conspiracy to commit money laundering and tax 
evasion. The agreement calls for her to serve from 15 to 18 years in prison and to pay 
restitution. A federal judge has accepted the plea provisionally, but has not set a 
sentencing date. Nine other people have pleaded guilty in the tax scam. 
Source: http://www.kgan.com/template/inews_wire/wires.national/3b56768e-
www.kgan.com.shtml  

 
 [Return to top]  

Transportation Sector 
 

19. September 15, Aviation Week – (National) Panel wants changes in FAA regulatory 
culture. The Federal Aviation Administration’s (FAA) aviation safety field office staff 
has a “remarkable degree of variation in regulatory ideologies,” an Independent Review 
Team (IRT) told the Department of Transportation in a new report, adding that such 
differences could lead to mistakes in regulatory decision-making. The Transportation 
Secretary called for an IRT review after the FAA came under intense scrutiny from 
Capitol Hill for its handling of Southwest Airlines airworthiness directive compliance 
issues. The IRT praised FAA’s commitment to safety and fully backed voluntary 
disclosure programs by the aviation. But the IRT was troubled by some of its findings 
stemming from the culture within FAA, concluding that the agency’s safety staff has an 
“unusually broad” range of views regarding regulatory style and choice, the IRT said. 
That finding echoes a recent complaint by the National Air Transportation Association 
that the lack of consistency within FAA is costing aviation businesses hundreds of 
millions of dollars (BA, Aug. 25/89).The IRT also expressed concern about discord 
within individual FAA offices that stems from differing individual regulatory 
approaches.  
Source:http://www.aviationweek.com/aw/generic/story.jsp?id=news/REG09158.xml&h
eadline=Panel%20Wants%20Changes%20In%20FAA%20Regulatory%20Culture&cha
nnel=busav 

20. September 17, CNN – (California) Commuter train engineer didn’t apply brakes in 
fatal crash. The National Transportation Safety Board said a Metrolink train that 
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slammed head-on into a freight train Friday did not apply its brakes, according to 
preliminary data from the investigation. Investigators use stand-in engines on Tuesday 
to study what happened in Friday’s train crash near Los Angeles. The freight train, 
operated by Union Pacific, did hit its brakes, said a member of the NTSB assigned to the 
investigation, on Tuesday. She said that the data was collected from recorders aboard 
each train and physical examinations of the brakes but investigators were seeking 
additional data from two other damaged recorders. Investigators also found that the train 
operators had only 4 to 5 seconds to react before impact, she said. The Metrolink was 
traveling at 42 mph in a 40 mph zone at the time of the collision. 
Source:http://www.cnn.com/2008/US/09/16/california.train.collision/index.html?eref=rs
s_us 

 
21. September 17, Moscow-Pullman Daily News – (Washington) Police close Spring Street 

after ‘suspicious device’ found on bridge. Pullman Police closed off Spring Street 
between Main Street and Reaney Park for several hours Tuesday night after a suspicious 
device was discovered attached to the bridge. The device turned out to be a Washington 
State University graduate student’s project, according to the Pullman Police Chief, 
although he wasn’t sure about the nature of the project. The Spokane Bomb Squad 
assessed pictures of the device and advised Pullman Police officers how to safely 
determine whether it was dangerous. Police said the item was discovered shortly after 7 
p.m. by a group of juveniles. It was described as wires and tubes that were attached to 
the bridge with duct tape and was believed to be near a natural gas line that runs along 
the bridge.  
Source: http://www.dnews.com/breaking-news/606/ 

 
22. September 16, Belleville News-Democrat – (Illinois) U.S. 50 closed over Silver Creek 

near Lebanon. On Tuesday, the Illinois Department of Transportation closed U.S. 50 at 
Silver Creek near Lebanon due to flooding over the road. The creek was out of its banks 
and over the bridge and road carrying U.S. 50 over the area. The region was hit with 
torrential rain Sunday from the remnants of Hurricane Ike. A detour was put in place via 
Illinois 4, Interstate 64 and Illinois 158 to circumvent the closure. The department will 
continue to monitor state roads in Calhoun, Jersey, Madison and Randolph counties 
throughout the week as flooding of creeks and rivers continues to rise. Flood projections 
of the Mississippi and Illinois rivers may require the closure of additional state 
highways and ferries in the next few days.  
Source: http://www.bnd.com/breaking_news/story/474021.html 

 
[Return to top] 

Postal and Shipping Sector 
 
23. September 16, Dallas Morning News – (Texas) Plano police and fire remove 

suspicious package. Plano, Texas, police and fire departments answered a suspicious-
package call at the ViewPoint Bank call center Tuesday morning. A bomb technician 
donned a protective suit complete with oxygen supply to enter the building in support of 
the bomb squad’s robot. The robot removed the package from the store. Two 
unidentified fire department hazmat technicians in special protective suits packaged the 
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suspect material – described as an unknown liquid in a small bottle – and removed it 
from the scene. A police spokesman said the package would be taken to a lab for 
analysis. He declined to say whether there were any suspects or if there was a message 
in the package containing the liquid. Federal agents representing the postal service and 
the Federal Bureau of Investigation were at the scene.  
Source: http://crimeblog.dallasnews.com/archives/2008/09/plano-police-and-fire-
remove-s.html  

 
 [Return to top] 

Agriculture and Food Sector  

 
24. September 17, Souderton Independent – (Pennsylvania) Bacteria infection results in 

milk recall from Franconia farm. Three Montgomery County, Pennsylvania, residents 
have been stricken with a bacteria infection that may be linked to raw milk produced and 
sold at a Franconia farm, according to health officials. Acting on the recommendation of 
the state Department of Agriculture, the Hendricks Farm and Dairy of Franconia has 
voluntarily suspended the sale of raw milk until laboratory results of milk samples 
gathered last week are complete, according to the state agriculture press secretary. An 
update on the company’s Web site on Monday stated that test results had just been 
phoned in from U.S. Food and Dairy Lab, which is its normal lab that does its weekly 
test. Tests performed September 11 by the company’s normal laboratory did not detect 
anything beyond the legal limits, according to the Web site. The farm sells 600 gallons 
of raw, unpasteurized milk a week to more than 300 families, according to the web site 
Source: 
http://www.soudertonindependent.com/site/news.cfm?newsid=20124401&BRD=1306&
PAG=461&dept_id=187822&rfi=6  

 
[Return to top] 

Water Sector 
 

25. September 16, Chicago Tribune – (Illinois) 90 billion gallons of storm runoff let into 
Lake Michigan. Engineers opened regional flood gates last weekend in order to prevent 
widespread flooding in the Chicago area. On Monday, with the gates just beginning to 
close and officials saying the Deep Tunnel temporary reservoir system had barely begun 
to empty, communities that drink Lake Michigan water are scrutinizing it for bacteria, 
and some are adding chlorine just in case. By Monday evening, there were no signs that 
storm water was carrying traces of sewage into Chicago intakes. And therefore, city 
officials said, there was no need for additional chemicals, a decision affecting Chicago 
and a host of suburbs. The weekend rain quickly overwhelmed the normal outfall, a 
channel at Lockport that by Sunday morning had already shunted 13 billion gallons of 
treated water toward the Mississippi River.  
Source: http://www.chicagotribune.com/news/local/chi-flooding-
lakesep16,0,4800426.story  
 

26. September 15, Associated Press – (New Hampshire) Drinking water had uranium in 
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http://www.soudertonindependent.com/site/news.cfm?newsid=20124401&BRD=1306&PAG=461&dept_id=187822&rfi=6
http://www.soudertonindependent.com/site/news.cfm?newsid=20124401&BRD=1306&PAG=461&dept_id=187822&rfi=6
http://www.chicagotribune.com/news/local/chi-flooding-lakesep16,0,4800426.story
http://www.chicagotribune.com/news/local/chi-flooding-lakesep16,0,4800426.story
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it. The water company in Tamworth, New Hampshire, has been charged with knowingly 
delivering water to customers that was contaminated with uranium. An indictment in 
Superior Court in Ossipee accuses the Lakes Region Water Co. of delivering the 
contaminated water during a three-week period last year. A second indictment accuses 
the Moultonborough-based company of knowingly providing water from a well that 
state environmental officials had ordered shut off. Separately, some residents in 
Tamworth are suing the company based on a month-long fecal bacteria scare in the 
summer of 2007. The suit says businesses, including two inns, lost customers last 
August because the water was contaminated.  
Source: http://www.seacoastonline.com/articles/20080915-NEWS-80915042  
 

27. September 15, Flint Journal – (Michigan) Flushing discharges more than 400,000 
gallons of sewage into Flint River; Flint, Grand Blanc also reports overflows into 
river. The city of Flushing, Michigan, discharged more than 400,000 gallons of 
untreated sewage into the Flint River Sunday, fallout from the weekend’s rains. The 
cities of Flint and Grand Blanc also reported overflows into the river from their sewer 
systems, the state Department of Environmental Quality said this morning. Meanwhile, 
Flint received more than 400 calls of water and sewer backups into basements, an 
official said. A news release from Grand Blanc Department of Public works described 
its sewage discharge as “diluted” and said it came from a pumping station. The sewage 
entered Thread Creek through a public drain. The county’s sewer system had one spill – 
about 10 gallons – onto land.  
Source: 
http://www.mlive.com/flintjournal/index.ssf/2008/09/flushing_discharges_more_than.ht
ml  

 
[Return to top] 

Public Health and Healthcare Sector 
 

28. September 17, Washington Post – (National) Scientists link chemical used in plastics 
to health problems. The first large study in humans of a chemical widely used in 
everyday plastics has found that people with higher levels of bisphenol A had higher 
rates of heart disease, diabetes, and liver abnormalities, a finding that immediately 
became the focus of the increasingly heated debate over the safety of the chemical. The 
research, published Tuesday in the Journal of the American Medical Association by a 
team of British and American scientists, compared the health status of 1,455 men and 
women with the levels of the chemical, known as BPA, in their urine. The researchers 
divided the subjects into four statistical groupings according to their BPA levels and 
found that those in the quartile with the highest concentrations were nearly three times 
as likely to have cardiovascular disease than those with the lowest levels, and 2.4 times 
as likely to have diabetes. Higher BPA levels were also associated with abnormal 
concentrations of three liver enzymes. Although the researchers described them as 
preliminary, the findings were the buzz of a public hearing the Food and Drug 
Administration held Tuesday to discuss whether BPA is safe for continued use in food 
packaging and liquid containers. 
Source: 

http://www.seacoastonline.com/articles/20080915-NEWS-80915042
http://www.mlive.com/flintjournal/index.ssf/2008/09/flushing_discharges_more_than.html
http://www.mlive.com/flintjournal/index.ssf/2008/09/flushing_discharges_more_than.html
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http://www.startribune.com/lifestyle/health/28484464.html?elr=KArksLckD8EQDUoaE
yqyP4O:DW3ckUiD3aPc:_Yyc:aUnciatkEP7DhUsX  

 
29. September 17, Associated Press – (International) Ranbaxy vows to resolve US import 

ban on generics. India’s largest pharmaceutical company, Ranbaxy Laboratories, said 
Wednesday that it will resolve problems that led the U.S. Food and Drug Administration 
to ban the import of more than 30 of its generic drugs. On Tuesday, the FDA barred 
Ranbaxy from importing a raft of drugs – including generic versions of the popular 
antibiotic Cipro and the cholesterol pill Zocor – citing poor quality at two Ranbaxy 
factories in India. The warning comes amid mounting concern in the U.S. about the 
safety and effectiveness of imported drugs. Western pharmaceutical companies 
squeezed by dwindling drug pipelines and price pressures have outsourced a growing 
share of drug testing, manufacture and development to Indian companies. Ranbaxy, 
which says it has been working for two years to redress FDA concerns, said it was “very 
disappointed” by the Tuesday action and looks forward to continued cooperation with 
the U.S. drug regulator. 
Source: 
http://ap.google.com/article/ALeqM5htWSH7PG2LRz9z1trF_IpHmU49FQD938BLPO
0 

 
[Return to top] 

Government Facilities Sector 
 

30. September 17, CNN – (International) Al Qaeda blamed for U.S. Embassy attack.  
Suspected Al Qaeda militants disguised as security forces launched an explosive assault 
on the U.S. Embassy in Yemen’s capital, Sanaa, Wednesday killing 10 Yemeni police 
and civilians, officials said. The attack involved two car bombs, a spokesman for 
Yemen’s embassy in Washington said. Six attackers, including a suicide bomber 
wearing an explosive vest, were also killed in the attack. There were at least four 
explosions – including at least one car bomb – and sniper fire, a senior State Department 
official said. The heavily fortified compound in the capital of Yemen has previously 
been targeted in attacks. A U.S. official told CNN the attackers initially opened fire 
outside the embassy’s security gate, then there was the main explosion followed by a 
secondary explosion. At some point, snipers positioned across the street from the 
embassy opened fire on Yemeni first responders as they arrived on the scene, the official 
said. Those killed include six Yemeni policemen and four civilians, he said, noting that 
the number of wounded is unclear. No U.S. Embassy employees were killed, the official 
added. 
Source: 
http://www.cnn.com/2008/WORLD/meast/09/17/yemen.blast/?iref=mpstoryview  

 
31. September 16, Aviation Week – (Texas) Ike damage to NASA-JSC light. NASA’s 

Johnson Space Center in Houston came through Hurricane Ike in fairly good order, but 
power, water, and other issues are likely to keep it closed to normal operations until next 
week, with the effect on upcoming shuttle missions remaining to be seen. Part of the 
Building 30 roof sheltering Mission Control Center-Houston was damaged during the 

http://www.startribune.com/lifestyle/health/28484464.html?elr=KArksLckD8EQDUoaEyqyP4O:DW3ckUiD3aPc:_Yyc:aUnciatkEP7DhUsX
http://www.startribune.com/lifestyle/health/28484464.html?elr=KArksLckD8EQDUoaEyqyP4O:DW3ckUiD3aPc:_Yyc:aUnciatkEP7DhUsX
http://ap.google.com/article/ALeqM5htWSH7PG2LRz9z1trF_IpHmU49FQD938BLPO0
http://ap.google.com/article/ALeqM5htWSH7PG2LRz9z1trF_IpHmU49FQD938BLPO0
http://www.cnn.com/2008/WORLD/meast/09/17/yemen.blast/?iref=mpstoryview
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storm, but a rideout team that stayed behind after the base was shut down September 11 
was able to redirect the intruding water away from computers and other sensitive 
hardware, the spokesman said. While there was some damage to hangar roofs at 
Ellington Field, where astronaut training jets are housed, the facility housing the Neutral 
Buoyancy Lab where crews train underway for extravehicular activities “appeared to be 
undamaged.” 
Source: 
http://www.aviationweek.com/aw/generic/story.jsp?id=news/Hurri091608.xml&headlin
e=Ike%20Damage%20To%20NASA-JSC%20Light%20&channel=space  
 

32. September 16, KSBY 6 Santa Maria – (California) Bomb scare at San Luis Obispo 
Veterans Memorial Building. The bomb squad was called out to the Veterans Hall in 
San Luis Obispo around 3:00 p.m. Tuesday. Both the San Luis Obispo Police 
Department and the San Luis Obispo County Sheriff’s Department got word of a 
suspicious package left in one of the men’s rooms. Detectives said the package was a 
box with a threatening note on top. Because of that, they sent in the bomb detection 
robot. In minutes, the robot uncovered that the package was nothing more than a box of 
miscellaneous papers. Officers are now investigating the notes and the papers to see who 
left them. Once they can identify who left the box, investigators said charges may be 
filed. 
Source: http://www.ksby.com/Global/story.asp?S=9022796  

 
33. September 16, Associated Press – (International) Search continues for border 

officials’ plane. Mexican and U.S. authorities were searching Tuesday for a small plane 
that disappeared while carrying the U.S. and Mexican heads of the International 
Boundary and Water Commission (IBWC). Mexico’s Foreign Relations Department 
said in a statement late Tuesday that search crews from the two nations have been 
combing both sides of the border near the town of Ojinaga, across the border from 
Presidio, Texas.  “Unfortunately ... the search has not yielded any results,” the 
department said. It said the swelling of the Conchos and Bravo Rivers have made the 
search difficult. A spokeswoman for the IBWC in El Paso said the plane left El Paso just 
after 10 a.m. Monday and was scheduled to pass over the Luis Leon Reservoir in 
northern Mexico so the men could get a view of floodwaters that are threatening levees 
on both sides of the border near Presidio. Officials started looking for the plane Monday 
after it did not land as scheduled in Presidio.  
Source: 
http://news.yahoo.com/s/ap/20080917/ap_on_re_la_am_ca/plane_border_officials;_ylt=
AjV0zWIaDjmjDtM5xrPg7kS3IxIF  

 
[Return to top] 

Emergency Services Sector 
 

34. September 17, Associated Press – (Illinois) Emergency response agency loses 
accreditation. The East St. Louis Emergency Services Disaster Agency has lost its 
accreditation. The mayor said Tuesday the Illinois Emergency Management Agency 
stripped the city of its accreditation because it lacks a revised and updated emergency 

http://www.aviationweek.com/aw/generic/story.jsp?id=news/Hurri091608.xml&headline=Ike%20Damage%20To%20NASA-JSC%20Light%20&channel=space
http://www.aviationweek.com/aw/generic/story.jsp?id=news/Hurri091608.xml&headline=Ike%20Damage%20To%20NASA-JSC%20Light%20&channel=space
http://www.ksby.com/Global/story.asp?S=9022796
http://news.yahoo.com/s/ap/20080917/ap_on_re_la_am_ca/plane_border_officials;_ylt=AjV0zWIaDjmjDtM5xrPg7kS3IxIF
http://news.yahoo.com/s/ap/20080917/ap_on_re_la_am_ca/plane_border_officials;_ylt=AjV0zWIaDjmjDtM5xrPg7kS3IxIF
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operating plan. As a result, St. Clair County is now the official emergency responder and 
also the official emergency director and coordinator.  
Source: http://www.chicagotribune.com/news/chi-ap-il-eaststlouis,0,6538789.story  

 
35. September 16, WRTV 6 Indianapolis – (Indiana) 911 calls unanswered at height of 

weekend storms. Too many calls and not enough operators caused some 911 calls to go 
unanswered at the height of Sunday’s storms, police said. The Marion County 911 
center had 5,000 calls on Sunday, much more than the 3,500 on an average weekend 
day. At one point, 911 operators had 75 people on hold. Police admitted that there were 
problems Sunday night and said there simply were not enough operators to answer all of 
the calls.  
Source: http://www.theindychannel.com/news/17490589/detail.html  

 
36. September 16, KFYR 5 Bismarck – (North Dakota) Emergency flood simulation. More 

than a dozen agencies are coming together to practice what would happen if the Devils 
Lake, North Dakota, area were to flood. About a thousand feet above Devils Lake from 
an Army National Guard Blackhawk helicopter, you can see where roads were raised as 
Devils Lake continues to take in water. Those roads are now acting as dams holding 
back some 12 feet of water. On the ground, the Department of Emergency services is 
simulating an emergency flood scenario, so they will be ready, just in case there is a 
breach. The simulation has taken months of planning to coordinate agencies so the 
emergency is handled as efficiently as possible. Since 1993, Devils Lake has risen 
nearly 25 and a half feet and the volume of water has quadrupled. 
Source: http://www.kfyrtv.com/News_Stories.asp?news=22380  

 
[Return to top]  

Information Technology 
 

37. September 16, Register – (National) Adobe yanks speech exposing critical 
‘clickjacking’ vulnerabilities. Two prominent security researchers have pulled a 
scheduled talk that was to demonstrate critical holes affecting anyone who uses a 
browser to surf the web.  They say they planned to demonstrate serious “clickjacking” 
vulnerabilities involving every major browser during a presentation scheduled for 
September 24 at OWASP’s  AppSec 2008 Conference in New York. They canceled 
their talk at the request of Adobe, one of the developers whose software is vulnerable to 
the weakness, they say. The pair planned to disclose flaws in the architecture of all of 
today’s web browsers that allow malicious websites to control the links visitors click on. 
Once lured to a fraudulent address, a user may think he’s clicking on a link that leads to 
Google – when in fact it takes him to a money transfer page, a banner add that is part of 
a click-fraud scheme, or any other destination the attacker chooses. The technique can 
also forge the address that appears on a status bar at the bottom of a web browser, so 
even those who are careful to check referring address before clicking can be tricked, one 
researcher says. 
Source: http://www.theregister.co.uk/2008/09/16/critical_vulnerability_demo_pulled/  

38. September 16, Computerworld – (New York) Forever 21 says nearly 99,000 cards 
 

http://www.chicagotribune.com/news/chi-ap-il-eaststlouis,0,6538789.story
http://www.theindychannel.com/news/17490589/detail.html
http://www.kfyrtv.com/News_Stories.asp?news=22380
http://www.theregister.co.uk/2008/09/16/critical_vulnerability_demo_pulled/
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compromised in data thefts. Nearly 99,000 payment cards used by customers at 
several Forever 21 Inc. retail stores may have been compromised in a series of data 
thefts dating back to August 2004. In a statement released last week and posted on its 
Web site, the Los Angeles-based discount retailer said it discovered the thefts only after 
being notified of them by the U.S. Department of Justice in Boston on August 5. There 
was no explanation for why the company waited more than a month after it discovered 
the compromise to notify affected customers. The DOJ last month filed indictments 
against three people who allegedly hacked into computer systems belonging to 12 
retailers to steal payment card data. The incidents covered in the indictments included a 
much-publicized breach at TJX Companies Inc. Forever 21 said it was notified by the 
DOJ that it was one of the victims of those attacks and was given a disk containing 
“potentially compromised file data.” 
Source: 

http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9114839&taxonomyId=17&intsrc=kc_top  

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us−cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

Website:  https: //www.it−isac.org/. 

 
 
[Return to top] 

Communications Sector 
 

39. September 17, Globe and Mail – (National) U.S. iPhone traffic seen clogging up 
RIM’s Bold plans. Research In Motion Ltd.’s BlackBerry Bold has yet to launch with 
its exclusive U.S. carrier and it appears that Apple Inc.’s latest iPhone may be the reason 
why. Even though the Bold is available in more than a dozen countries, AT&T Inc. has 
yet to offer the device in the U.S. because iPhone data traffic is clogging the telecom 
giant’s networks, according to analysts. Both devices use the same next generation (3G) 
network technology, but it now appears AT&T was not prepared for the bandwidth 
requirements of the Apple device and does not have the resources to launch the Bold 
until it cures its iPhone issues. 
Source: 
http://www.theglobeandmail.com/servlet/story/LAC.20080917.RTICKERBOLD17/TPS
tory/Business  

40. September 15, Aviation Week – (International) U.K. report finds emerging threats in 
space. Disruptive technologies such as directed energy weapons and the use of electro-
magnetic pulse are being identified as “emerging issues” for space security in a key 
U.K. industry report. British space industry lobby group U.K. Space will formally 
launch its “Space Secures Prosperity” report September 16. The study is intended to 
highlight the extent to which the U.K. is dependent on space systems to support its 
military and security capabilities. Many of these systems, the report stresses, are foreign. 

 

    

http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=security&articleId=9114839&taxonomyId=17&intsrc=kc_top
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=security&articleId=9114839&taxonomyId=17&intsrc=kc_top
http://www.theglobeandmail.com/servlet/story/LAC.20080917.RTICKERBOLD17/TPStory/Business
http://www.theglobeandmail.com/servlet/story/LAC.20080917.RTICKERBOLD17/TPStory/Business
https://www.it%E2%88%92isac.org/
http://www.us%E2%88%92cert.gov
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U.K. industry wants to see the government step up its investment in military space.  In 
examining potential emerging threats to space infrastructure the report notes: “It is 
feasible that illegal organizations will seek to disrupt states ability to exploit the use of 
space by threatening not only the ground stations themselves, but also the 
communications links between them and their satellites.” 
Source: 
http://www.aviationweek.com/aw/generic/story_channel.jsp?channel=space&id=news/
DIS09158.xml&headline=U.K.%20Report%20Finds%20Emerging%20Threats%20In%
20Space  

 
[Return to top] 

Commercial Facilities Sector 
 

Nothing to report 
 
[Return to top] 

National Monuments & Icons Sector 
 

41. September 16, Associated Press – (Wyoming) Yellowstone releases plan for cell 
phone towers. Yellowstone National Park has released a draft plan for guiding the 
development of wireless communication within its 3,500 square miles, including a 
limited increase in cell phone coverage. The environmental assessment addresses cell 
phone service, wireless Internet service, park radio systems, and resource monitoring 
stations. The proposal includes restricting cell phone towers from the backcountry, from 
park road corridors, and from smaller developed areas. It calls for providing cell phone 
service and wireless Internet in developed areas with hotels. Yellowstone will hold 
public meetings early next month in Idaho and Montana to gather feedback on the plan. 
Source: http://www.signonsandiego.com/news/state/20080916-1230-wst-yellowstone-
cellphones.html 

 
42. September 17, Associated Press – (Oregon) Fire forces evacuations in Central 

Oregon. A wildfire burning in the Deschutes National Forest forced residents in the 
community of Crescent Lake Junction to evacuate. The 600-acre blaze also closed a 12-
mile stretch of state Highway 58. A spokeswoman of the Central Oregon Interagency 
Dispatch Center in Prineville, said strong winds caused the Royce Butte fire to blow 
across retardant and bulldozer lines late Tuesday afternoon. She said Crescent Lake 
Junction was evacuated as well as nearby campgrounds, the East Odell Lodge, the 
Diamond Peak subdivision and summer homes at Crescent and Odell lakes. In all, about 
120 people had to leave. A Red Cross shelter has been set up at the community center in 
Crescent. 
Source: http://www.kptv.com/news/17493711/detail.html#- 
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Dams Sector 
 

43. September 17, Associated Press – (Texas) Flood threatens west Texas border town.  
A levee holding back the swelling Rio Grande near Presidio, Texas, is in danger of 
bursting as the river continues to rise. The mayor said Tuesday night that the river could 
top the levee designed for a 25-year flood at any time. “The levee breaking is our 
biggest concern. What comes after that we’ll have to see,” said the mayor, who spent 
part of Tuesday night answering phone calls at City Hall and listening to news reports of 
flooding to the south, in neighboring Ojinaga, Mexico. The recent rains and flooding is 
not related to Hurricane Ike, which hit hundreds of miles to the east. Since the heavy 
rains, Mexican officials have been forced to release water from the Luis Leon Reservoir 
into the Rio Conchos, which flows into the Rio Grande not far from Presidio.  
Source: 
http://ap.google.com/article/ALeqM5jecAEBKw9EKDhIv14zDClTQ2W_JgD938CGS0
0  
 

44. September 16, WWL 4 New Orleans – (Louisiana) Efforts underway to plug 
Terrebonne levee.  It was an unusual site over the bayous of lower Terrebonne: Army 
National Guard heavy-lift helicopters, toting giant sandbags to plug a hole in the levee in 
Chauvin, Louisiana. Right now, the levee is only accessible by airboat and most of the 
surrounding neighborhood is still underwater. Once the sandbags are in place, the parish 
hopes to get one of the pumping stations back on line. The pumping station failed during 
Hurricane Ike, which made the flooding problems in Chauvin even worse. The parish is 
using a different dewatering technique along the Falgout Canal in lower Dularge; crews 
intentionally breached the levee there to help drain the water that overtopped the flood 
control structures during Ike. Engineers say it would take a lot longer if the parish relied 
on pumps alone to draw down the water. Parish leaders said it could take weeks, not 
days, to drain some of the worst hit parts of lower Terrebonne.  
Source: http://www.wwltv.com/topstories/stories/wwl091608mlterre.8219eaf3.html  
 

45. September 16, St. Louis Business Journal – (Missouri) Chesterfield eyes agricultural 
levee breach.  In Missouri, Chesterfield and Monarch Levee District officials are 
keeping their eye on the city’s agricultural levee amid the highest river levels in more 
than a decade. If the agricultural levee does breach in the aftermath of Hurricane Ike 
remnants, it would result in flooding outside the city’s main levee north of Highway 40 
and potentially harm crops, said the city’s planning and public works director.  
Source: http://www.bizjournals.com/stlouis/stories/2008/09/15/daily25.html  
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DHS Daily Open Source Infrastructure Report Contact Information 

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

DHS Daily Open Source Infrastructure Report Contact Information 
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Report Team at (202) 312-3421 
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Contact DHS 

To report physical infrastructure incidents or to request information, please contact the National Infrastructure 

Coordinating Center at nicc@dhs.gov or (202) 282−9201. 

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or 

visit their Web page at www.us−cert.gov. 
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