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 Reuters reports that utilities worked on Monday to restore power to the nearly four million 
customers from Texas to New York that lost power as a result of Hurricane Ike, most of 
them in Texas where the storm hit. (See item 4) 

 According to the Navy Times, some of the U.S. Navy’s newest ships have cruised without 
the Phalanx Close In Weapons System (CIWS) in hot spots throughout the world. A retired 
Office of Naval Intelligence analyst said that destroyers without CIWS were not as 
prepared to deal with threats close aboard. (See item 8) 
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Energy Sector 
 

 Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED  Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. September 16, Bloomberg – (International) Nigerian rebels attack Shell, Chevron oil 
facilities. Nigerian militants attacked a pipeline operated by a unit of Royal Dutch Shell 
Plc. and clashed with soldiers near a Chevron Corp. oil field as raids against the oil 
industry in the Niger River delta entered a fourth day. The Movement for the 
Emancipation of the Niger Delta (MEND) used explosives to destroy the pipeline at 
Bakana in Rivers state on Monday, a spokesman said. A Shell spokesman on Tuesday 
confirmed the attack, saying the link is part of the Bonny Light crude system. MEND 
said it was also involved in a “minor skirmish” with soldiers near Chevron’s Idama oil 
field. A spokesman for the region’s joint military task force said gunmen traveling in six 
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speed boats attacked the field. A Chevron spokesman said a shooting incident near the 
field on Tuesday had no impact on production which was already shut-in for pipeline 
repairs. Nigeria is the fifth-biggest source of U.S. oil imports.  
Source: 
http://www.bloomberg.com/apps/news?pid=20601116&sid=ahB6YdNLpXt8&refer=afr
ica 

2. September 16, Kingsport Times News – (Virginia) Protesters target Southwest 
Virginia power plant site. Eleven protesters were arrested Monday after shackling 
themselves to barrels outside two gates leading to the construction offices of Dominion 
Virginia Power’s power plant site in St. Paul, Virginia. Since its inception, 
environmental activists have opposed the 580 megawatt coal-fired facility – intended by 
Dominion to be operational by 2012. “We do not condone illegal acts such as protesters 
trespassing on our property, chaining themselves to our fences, and blocking roads that 
prevent our employees and contractors coming to work,” said the statement read by a 
Dominion spokesman. Wise County Commonwealth’s attorney said the 11 protesters 
taken into custody were primarily charged with unlawful assembly and trespassing.  
Source: http://www.timesnews.net/article.php?id=9008153 

3. September 15, Land Line – (National) Oil companies forced to draw from Strategic 
Petroleum Reserve after Ike. According to a report released on Hurricane Ike by the 
U.S. Department of Energy (DOE) on Monday, 14 refineries in Texas and Louisiana, 
which have a total operating capacity of 3.6 million barrels per day, are shut down 
because of Ike. The DOE report also said that at least 99.6 percent of the Gulf’s crude 
production, accounting for more than almost 1.3 million barrels of oil per day, remained 
shut down on Monday. The DOE press secretary told Land Line on Monday, September 
15, that three oil companies have received oil from the Strategic Petroleum Reserve 
(SPR) as a result of hurricane damages. Both Ike and Gustav have caused supply 
disruptions. The latest request, received late Sunday, September 14, to draw from the 
SPR was from Citgo, which requested to draw from the SPR after Gustav, but later 
withdrew its request. On Sunday, September 14, the DOE press secretary said SPR 
began delivery of emergency oil to Marathon Petroleum Company, Placid Oil, and 
ConocoPhillips. Marathon will receive 500,000 barrels following supply disruption after 
Hurricane Gustav, while Placid Oil’s Port Allen refinery will receive 239,000 barrels 
and ConocoPhillips’s Wood River refinery Company will receive 200,000 barrels after 
Gustav and Ike. She said the replaced oil will not be transferred back into the SPR until 
after January 1, 2009, because of legislation Congress passed recently. Besides 
disruption to the oil industry, the DOE is reporting that 91.9 percent of the Gulf Coast’s 
natural gas production remains shut down.  
Source: http://www.landlinemag.com/todays_news/Daily/2008/Sep08/091508/091508-
02.htm 

4. September 15, Reuters – (National) Utilities working to restore power after Ike. 
Utilities worked on Monday to restore power to the nearly four million homes and 
businesses from Texas to New York that lost power as a result of Hurricane Ike, most of 
them in Texas where the storm hit on Saturday morning, according to U.S. government 
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and utility company reports. The Sabine Power Station in southeast Texas power plant 
will be out for weeks after it was flooded with four feet of water and became a refuge 
for snakes and other animals, said plant owner Entergy Corp. The U.S. Department of 
Energy (DOE) said that at the height of outages on Monday, as many as 3.8 million 
customers lacked power in a nine-state swath from Texas to New York. On Monday, 
crews worked to restore power to about 1.8 million homes and businesses in Texas, 
785,000 in Ohio, 472,500 in Kentucky, 126,000 in Louisiana, and 108,000 in Arkansas, 
company and DOE figures showed. Smaller numbers were reported out in Illinois, 
Missouri, Pennsylvania, and New York, where many by Monday night had already had 
power restored, utility companies said. On Sunday, Texas officials warned that some 
homes and businesses were likely to be without power for a month or more in the 
hardest-hit coastal areas. Entergy said it restored power to nearly 255,000 of the 705,400 
customers that lost power from Ike in Texas, Louisiana, and Arkansas.  
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN15323673200
80916?pageNumber=1&virtualBrandChannel=0 

 
[Return to top] 

Chemical Industry Sector 
 
5. September 16, Plastemart – (Louisiana; Texas) Chemical plants shuttered by 

Hurricane Ike to take time to come on stream. Shortage of raw materials and 
personnel, along with transportation problems, could result in weeks of delay in start up 
of chemical plants shuttered in the wake of Hurricane Ike, as per ICIS. Dow’s plants on 
the Texas Gulf coast suffered no significant damage, but it and other chemical producers 
did not offer a restart schedule. Celanese’s Texas facilities in Clear Lake, Pasadena, and 
Bay City had experienced minimal to no damage. Shell’s Norco and Geismar chemical 
plants in Louisiana are still in start-up mode after Gustav but added that production will 
be constrained by availability of dependent resources that were affected by Hurricanes 
Gustav and Ike. Bayer MaterialScience said its Baytown plant in Texas incurred no 
apparent structural damage but some damage was identified within the site’s utilities. 
Bayer is inspecting its Texas sites in Channelview and Spring, which also remained 
closed. Rohm and Haas said its Deer Park plant in Texas maintained power. There was 
some minor flooding in parts of the Deer Park and Lone Star facilities. The Weeks 
Island complex in Louisiana was evacuated on Friday, and it remained shut down. 
Heavy local flooding has prevented site visits to assess damage; however the complex 
did retain electricity throughout the storm. DuPont, which has nine plants in the Texas 
coast area, said plant assessments were still being made.  
Source: http://www.plastemart.com/plasticnews_desc.asp?news_id=13074&P=P 

6. September 15, Caller-Times – (Texas) Firefighters douse blaze at waste disposal site. 
A potential toxic chemical fire late Saturday at a waste disposal site landfill midway 
between Robstown and Petronila prompted Texas Commission on Environmental 
Quality officials to investigate. The fire, at the U.S. Ecology Texas facility, a hazardous-
waste disposal company, was reported by facility officials to be in a nonhazardous 
portion of the landfill, said the regional director with the Corpus Christi office of the 
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commission. A pit filled with “junk” was extinguished by Robstown and Annaville 
volunteer firefighters within an hour, said a firefighter for the Robstown responders. A 
waste section work leader for the commission said that the thick, black smoke was 
caused by plastic and rubber hoses burning and that early off-site air quality samples 
taken by the Annaville firefighters showed no cause for concern. An investigator with 
the commission will gather more information today, said the regional director.  
Source: http://www.caller.com/news/2008/sep/14/potential-toxic-chemical-fire-
robstown/ 
 

[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

7. September 16, U.S. Nuclear Regulatory Commission – (Arkansas) Fitness for duty – 
illegal drugs. A non-licensed employee with occasional supervisory responsibilities at 
the Arkansas Nuclear One power plant had a confirmed positive for illegal drugs during 
a random fitness-for-duty test. The employee’s site access was suspended.  
Source: http://www.nrc.gov/reading-rm/doc-collections/event-
status/event/2008/20080916en.html#en44490 

 
[Return to top] 

Defense Industrial Base Sector 
 

8. September 16, Navy Times – (National) Analyst: DDGs without CIWS vulnerable. 
The 20 most recent Arleigh Burke-class destroyers have arrived from the shipyard 
missing something – the distinctive white domes of the Phalanx Close In Weapons 
System. The first 34 Burkes carry two of the 20mm, six-barrel Gatling guns, known as 
CIWS, which can find and shoot down air targets that slip through the outer defenses of 
a ship or task group. But since 2002, destroyers have come from the builders without the 
guns, as plans called for a new missile, the Evolved Sea Sparrow (ESSM), to take their 
place. But technical problems delayed the missile’s fleet introduction, so commanders 
decided in 2002 to outfit new ships with the standard CIWS until the ESSM came 
online. Eventually, every DDG 51-class destroyer will carry both. In the interim, some 
of the Navy’s newest ships have cruised without CIWS in hot spots throughout the 
world, including the 5th Fleet area of operations and the Western Pacific. Navy officials 
say the destroyers were capable of carrying ESSMs in their vertical launch tubes, giving 
them the ability to shoot down incoming missiles. But whether the ships actually had the 
weapons aboard – and whether they could hit nearby targets on the surface, as CIWS 
can – is unclear. A retired Office of Naval Intelligence analyst said there was no 
question that destroyers without CIWS, or with just one aft, were not as prepared to deal 
with threats close aboard. “We should not be sending any ships into range of potentially 
hostile missile attacks without 360-degree CIWS coverage,” he said.  
Source: http://www.navytimes.com/news/2008/09/navy_ciws_091508w/ 

 
[Return to top] 
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Banking and Finance Sector 
 

9. September 16, Los Angeles Times – (California) SEC sues three in alleged Ponzi 
scheme. Federal securities regulators sued a lawyer and two former partners Monday, 
accusing them of a scheme to use at least $20 million of investors’ money “as their own 
personal piggy bank.” In its civil complaint, the Securities and Exchange Commission 
accused the men of taking in $52.7 million from more than 150 investors. The trio had 
promised to put the money in securities known as private investment in public equity, or 
PIPEs, which they said would return as much as 54 percent in 12 to 16 weeks, according 
to the SEC’s lawsuit, which was filed in U.S. District Court in Santa Ana, California. 
“Instead, the defendants engaged in a Ponzi scheme, used investor funds to pay off other 
investors and misappropriated investor funds for their own personal use,” read the 
complaint, which alleges fraud and other securities violations. 
Source: http://www.latimes.com/business/la-fi-ponzi16-2008sep16,0,5771642.story  

 
10. September 15, Atlanta Journal-Constitution – (Georgia) 12 indicted in Atlanta 

mortgage fraud scheme. Local authorities said Monday they charged 12 men with an 
elaborate mortgage fraud scheme in Atlanta’s West End neighborhood and seized more 
than $200,000 of assets. In indictments filed last week, Fulton County’s District 
Attorney accused the men of buying and selling nine homes using false appraisals that 
were more than double the homes’ actual value. Five men have been arrested and 
charged with racketeering and residential mortgage fraud. Investigators are looking for 
the other seven, who are wanted on the same charges. Under the alleged scheme, one of 
the participants would buy a home for about $100,000 and then get an inflated appraisal 
for $250,000 to $300,000, authorities said. That person would then find a fictitious 
buyer, to file a false mortgage application to obtain a loan. Another person would help 
facilitate the entire transaction and receive kickbacks from the false deal, authorities 
said. 
Source: 
http://www.ajc.com/news/content/metro/atlanta/stories/2008/09/15/atlanta_mortgage_fr
aud.html 
 

 [Return to top]  

Transportation Sector 
 

11. September 16, Associated Press – (California) Cell-phone ban sought for Calif. train 
operators. California’s top rail safety regulator said he would seek an emergency order 
banning train operators from using cell phones, as federal investigators sought to 
determine whether the engineer of a commuter train was text messaging before a crash 
that killed 25 people. The president of the California Public Utilities Commission said 
some railroad operators have policies prohibiting the personal use of cell phones, but 
they are widely ignored.  The collision on Friday between the Metrolink commuter train 
and a Union Pacific freight train was the deadliest rail disaster in the U.S. in 15 years. 
Metrolink has blamed its engineer for not heeding a red light signal designed to prevent 
such wrecks. Federal rail investigators said Monday tests at the crash site showed the 
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signals are working properly and there were no obstructions that may have prevented the 
engineer from seeing the red light. Metrolink prohibits rail workers from using cell 
phones on the job, but there is no existing federal regulation regarding the use of cell 
phones by railroad employees on the job, a Federal Railroad Administration spokesman 
said. 
Source: http://www.msnbc.msn.com/id/26732536/  

12. September 16, Saint Cloud Times – (National) Firms recommend OK of airline 
merger. Four advisory firms are recommending that shareholders approve Delta Air 
Lines Inc.’s proposed purchase of Eagan-based Northwest Airlines Corp. Shareholders 
from both companies are meeting separately September 25 to vote on the deal, which 
would create the world’s largest airline. The carriers also need antitrust approval, which 
they have said they hope to get by the end of this year. 
Source: 
http://www.sctimes.com/apps/pbcs.dll/article?AID=/20080916/BUSINESS/109160020/
1003  

13. September 16, Associated Press – (Pennsylvania) Delaware prisoner flees at 
Philadelphia airport. A man sentenced to a life term in Delaware is at large after his 
escape at Philadelphia International Airport. The Delaware Department of Correction 
says the man was being transported from California back to Delaware by a private 
prisoner transportation service when he escaped.  The department says the escape 
happened about midnight Friday but department officials were not informed until 
Sunday. 
Source: 
http://cbs3.com/delawarewire/22.0.html?type=nplocal&state=DE&category=News&file
name=DE--EscapedPrisoner.xml  

14. September 15, Associated Press – (Texas) Houston port closed, airports reopen. The 
Port of Houston will remain closed Monday as electric power remains out in the wake of 
Hurricane Ike. Continental Airlines will resume flights in and out of Houston the same 
day, but Southwest Airlines did not plan to resume operations in Houston until Tuesday. 
Both airlines and other carriers halted flights to and from Houston’s two major airports 
hours before Hurricane Ike slammed into the Gulf Coast. Nearly 20,000 of Continental’s 
44,000 employees are based in Houston, which was hit with flooding and wind damage. 
Southwest planned a “limited schedule” for Tuesday and Wednesday. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/6002143.html  

15. September 15, Star-Ledger – (New Jersey) Route 46 shut, homes evacuated when 
overturned tanker spills gas. A partially filled tanker overturned around 3 p.m. 
Monday in Washington Township, shutting the eastbound and westbound lanes of Route 
46 and forcing the evacuation of homes while responders cleaned up spilled gasoline, 
police said. Ten homes and one business evacuated as a result of the spill, and more 
evacuations were possible, police said. The tanker driver had minor injuries and was 
taken to Morristown Memorial Hospital, police said. Emergency responders said the 
tanker had the capacity to carry at least 8,000 gallons of fuel. Officials said they did not 
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know how long it would take to clean up and contain the spill, or how long the 
eastbound highway would be closed. 
Source: 
http://www.nj.com/news/index.ssf/2008/09/route_46_shut_homes_evacuated.html  

 
[Return to top] 

Postal and Shipping Sector 
 

Nothing to report 
 

 [Return to top] 

Agriculture and Food Sector  

 
16. September 16, USAgNet – (International) China arrests brothers in milk powder 

probe. Chinese officials made their first arrests in connection with an investigation into 
contaminated milk powder and said two infants died after drinking it, while 1,253 are 
known to have fallen ill. The Washington Post reports that officials arrested two 
brothers who are suspected of mixing a substance known as melamine into milk to try to 
fool buyers who tested its protein content. Although the chemical, which is used in the 
manufacturing of plastics, does not add any nutritional value, it boosts readings on tests. 
The use of melamine in food products is banned. It is the same substance that had been 
illegally added to pet food exported to the United States last year that sickened 
thousands of cats and dogs. The official New China News Agency said the men, who 
run a milk collection business, sold about three tons of the contaminated milk daily. At 
least some of the milk is thought to have been sold to Sanlu Group, the country’s biggest 
producer of powdered milk. 
Source: http://www.usagnet.com/story-national.php?Id=2160&yr=2008  

17. September 15, Las Cruces Sun-News – (New Mexico) USDA downgrades NM cattle. 
About 82,000 Doña Ana County cattle could be affected by recent restrictions after a 
bovine tuberculosis infection was found in a cow 300 miles away. Two infections since 
May 2007, in Roosevelt and Curry counties in eastern New Mexico, prompted the U.S. 
Department of Agriculture downgrade, to reduce the possible spread of the infection 
outside of the state. Doña Ana County is home to 91,000 cattle, almost six percent of the 
state’s total, according to the New Mexico Agricultural Statistics Service. Though 
untreatable, cooking meat and pasteurizing milk kill the bacteria that causes bovine TB. 
The bacteria that causes it can be transmitted between infected animals and humans 
through drinking raw milk or breathing, according to the USDA. The state’s legislators 
estimate the downgrade, which affects breeding cattle six months old or older that are 
headed for feedlots or pastures, could cost the state’s producers more than $4 million a 
year. 
Source: http://www.lcsun-news.com/ci_10465717  

18. September 15, Red Orbit – (International) Additional food safety measures needed for 
imported produce. The U.S. Food and Drug Administration (FDA) suspects a packing 
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plant in northern Mexico, along with its warehouse in McAllen, Texas, are the sources 
of the largest U.S. outbreak of food borne illness during the last ten years. The outbreak 
infected more than 1,440 people with a rare form of salmonella. The packing plant sits at 
the end of a dirt road, where the conveyer belts that process hundreds of tons of 
vegetables each year for Mexican and U.S. markets are openly exposed to the elements, 
sheltered only by a corrugated metal roof. An Associated Press report said the plant’s 
manager confirmed that workers handling chili peppers are not required to separate the 
vegetables according to the sanitary conditions in which they were grown. This might 
explain how such a large outbreak was caused by such a rare strain of salmonella. The 
Associated Press probe discovered that while some Mexican producers operate under 
stringent sanitary conditions, many others do not, but export their produce to the United 
States nonetheless. Neither the Mexican nor U.S. governments impose safety 
requirements on farms and processing plants. In fact, Mexican companies need only 
register online to be able to sell their produce in the United States. Some Mexican farms 
and processing plants have set high sanitation standards, certified by private companies, 
so they can sell to U.S. supermarket chains that wouldn’t purchase produce from 
uncertified ones. However, there is no public record of those chains that mandate these 
sanitary practices, therefore there is no way to know whether the produce in a particular 
store is certified. 
Source: 
http://www.redorbit.com/news/science/1555661/additional_food_safety_measures_need
ed_for_imported_produce/  

 
[Return to top] 

Water Sector 
 

19. September 15, Highline Times – (Iowa) Des Moines paying for leaky gas tanks. 
Fourteen years later, the city of Des Moines is still paying the cost for leaky gasoline 
tanks. Gasoline contamination was discovered in the soil and groundwater near the two 
city gas tanks at the Des Moines City Public Works Building in 1992. The tanks, which 
were found to have been leaking, were removed, and cleanup work was started on the 
site. A pump and treat system for cleaning the groundwater was started, which has 
continued until recently. The clean water was then discharged to the Midway Sewer 
District system. Thirteen monitoring wells were installed, two of which were used for 
groundwater extraction. Only seven of the wells initially indicated contamination above 
cleanup levels. Today, only the two extraction wells are showing contamination above 
the cleanup levels.  
Source: http://www.highlinetimes.com/articles/2008/09/15/news/local_news/news05.txt  
 

20. September 15, Government Executive – (National) Cybersecurity is crucial to 
protecting nation’s water supply, official says. The greater use of computer systems to 
monitor and control the U.S. water supply has increased the importance of cybersecurity 
to protect the country’s utilities, a top official for a large water company said on 
Monday. “There are new vulnerabilities and threats every day of the week,” said the 
security director for American Water, one of the country’s largest water service 
companies. “The technology has advanced, along with the threat’s access.” The water 
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industrial control systems and other utility companies use common technology platforms 
such as Microsoft Windows, which leaves them vulnerable to attacks from hackers or 
enemy states seeking to disrupt the country’s water supply. In addition, a major natural 
disaster such as a hurricane could shut down servers, forcing a disruption in the supply 
of water and wastewater services. Most of the nation’s water supply infrastructure is 
privately owned so the U.S. Homeland Security Department must work with industry as 
well as state and local agencies to help protect critical infrastructure. To that end, the 
American Water Works Association released a roadmap earlier this year detailing its 
plans to secure all water control systems. Part of the difficulty is water companies vary 
greatly in terms of size and mission; while many have fully staffed IT departments, 
others rely on only a handful of people or are without a dedicated tech specialist. 
American Water’s security director said ensuring continuity of control systems was 
crucial to protecting the nation’s water supply. He suggested that agencies and 
companies have backup servers, computers, and parallel IT infrastructures in place in 
the event of an attack or natural disaster to prevent disruption of service. For guidance, 
he said the water sector was turning to other public utility industries, which have been 
working on similar issues for years.  
Source: http://www.govexec.com/dailyfed/0908/091508n1.htm  

 
[Return to top] 

Public Health and Healthcare Sector 
 

21. September 16, News Day – (New York) NYC hospital agrees to $89M settlement in 
fraud case. In a massive settlement involving the treatment of thousands of patients 
from the New York City area, Staten Island University Hospital has agreed to fork over 
nearly $89 million to the federal and state governments to clear up allegations it 
defrauded health care programs. The settlement, believed to be the biggest for one 
hospital, came in a lawsuit filed in federal court in Brooklyn by the federal government 
claiming that the hospital ripped off the Medicare, Medicaid, and military health 
insurance program through years of false billing practices. Under the terms of the 
settlement, the hospital, without admitting wrongdoing, agreed to repay $74 million to 
the federal health care systems. It also agreed to pay $12.4 million to the state attorney 
general’s office to cover damage claims to the state Medicaid program. About a third of 
the false billing settlement involved the hospital’s stereotactic body radiosurgery 
treatment given on an outpatient basis. Federal investigators said that from 1996 to 
2004, the hospital defrauded Medicare and the military-family medical system by using 
incorrect billing codes. The hospital said in a statement that the settlement would not 
hurt its continuing operations and construction of a new trauma center. 
Source: http://www.newsday.com/services/newspaper/printedition/tuesday/news/ny-
nymeds165845199sep16,0,5884309.story  

22. September 16, Associated Press – (International) Togo: Recent bird flu outbreak is 
deadly H5N1. Tests performed after an outbreak of bird flu in the West African nation 
of Togo have confirmed the presence of the virulent H5N1 strain of the virus, state 
media said Monday. The virus was detected at a poultry farm housing more than 4,500 
birds in the village of Agbata outside the capital, Lome, according to the government. 
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The presence of the deadly strain raises special concern because it has the potential to 
infect humans. At least 235 people have died of bird flu worldwide since 2003, 
according to the World Health Organization. Togo state television reported the lab tests 
were carried out by experts in Ghana and Italy after the outbreak was discovered last 
week. The Health Ministry said that “precautionary measures have been taken to contain 
the situation.” 
Source: 
http://ap.google.com/article/ALeqM5ijHXcssRTwpilkrwuURZECPGZ_bgD937NK9G0  

 
[Return to top] 

Government Facilities Sector 
 

23. September 16, Stars and Stripes – (International) Naples tests evacuation skills with 
drill. Sailors and Marines in Naples, Italy, conducted an evacuation exercise Monday to 
test their ability to keep track of everyone in the event of a disaster. The Navy Exchange 
food court on the support site in Gricignano was transformed into an evacuation 
processing center. Computer stations were set up to record information on each 
individual and to issue barcode bracelets to ensure all evacuees were tracked and 
accounted for between in-processing and evacuation. The drill is part of the training 
requirements for Navy and Marine Corps personnel. “This is a perishable skill that we 
need to practice a few times a year,” said the exercise planner for Commander, Naval 
Forces Europe/6th Fleet. “Do the computers work, do we have 110 power and 220 
appliances — that’s the kind of detail that we need to be prepared for. The time to learn 
this is not during an actual disaster.” 
Source: http://www.stripes.com/article.asp?section=104&article=57440&source=rss  
 

24. September 15, Government Executive – (National) Homeland Security to direct 
cybersecurity initiative. The U.S. Homeland Security Department (DHS) will lead the 
president’s largely classified governmentwide cybersecurity initiative, an agency official 
said on Monday morning. A deputy secretary of DHS told attendees of an Information 
Technology Association of America forum in Washington that DHS will coordinate “the 
protection of federal networks” that fall within the .gov, .mil, and .ic domains. The 
undersecretary for national protection and programs at DHS will direct the effort, and 
the U.S. Defense Department and intelligence agencies will play a supporting role. Until 
Monday, the administration had not clarified which agency would take the reins of the 
12-part Comprehensive Cybersecurity Initiative, signed into law in January 2008. 
Initially, DHS officials will focus on guarding the perimeter of civilian federal computer 
networks, primarily through the Trusted Internet Connection initiative, which seeks to 
reduce network access points to fewer than 100. The United States Computer 
Emergency Readiness Team will watch for intrusions using Einstein, an automated 
system that monitors online activity and collects, correlates, analyzes, and shares 
information. Enhancements to Einstein will help officials prevent breaches rather than 
merely detect them. 
Source: http://www.nextgov.com/nextgov/ng_20080915_3583.php  
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Emergency Services Sector 
 

25. September 15, U.S. Army News – (Texas) Texas Guardsmen focus on rescue missions 
in Ike’s wake. Search and rescue missions began immediately Saturday in areas of 
Texas left in Hurricane Ike’s trail and continue to be the main focus of relief efforts 
today, a Texas National Guard spokesperson told American Forces Press Service 
Sunday by phone. Texas air assets consist of 16 of their own helicopters and another 55 
from nine other state National Guards. The final reports Saturday stated 397 rescues 
were made. Galveston Island, Houston, and Port Author were the top-priority areas. 
Guard members airlifted victims to higher grounds in Texas City and Southeast Texas 
Regional Airport for transportation to shelters and evacuation hubs in San Antonio, 
Austin, Houston, Dallas, and other areas. The shelters provide space, food, water, and 
medical attention. 
Source: http://www.army.mil/-news/2008/09/15/12403-texas-guardsmen-focus-on-
rescue-missions-in-ikes-wake/  

 
26. September 15, Daily Citizen – (Georgia) Whitfield County working on problem with 

some cell phones and 911 calls. Whitfield County emergency officials say some cell 
phone users are still not able to call 911. The problem lies with carriers Sprint and 
Verizon, said the Emergency Services director. “Verizon is working on the problem 
right now,” he said shortly before noon. The problem is also affecting Murray and 
Gordon counties.  The lines coming into the 911 Center are fully operational, according 
to a news release from the county. The Georgia Emergency Management Agency, which 
coordinates 911 services within the state, has been notified and is working with the 
carriers in an attempt to get the problem solved quickly. 
Source: 
http://www.northwestgeorgia.com/local/local_story_259132137.html?keyword=topstory  

 
[Return to top]  

Information Technology 
 

27. September 15, Computerworld – (International) Apple releases Mac OS X 10.5.5, 
patches nearly 70 bugs. On Monday Apple Inc. released Mac OS X 10.5.5 to patch at 
least 34 security vulnerabilities, about a third of them considered critical, and to fix 
another 34 reliability and stability bugs – including several in the services that 
synchronize Macs with other Macs, iPhones, and Palm PDAs. The security portion of 
the update patched bugs in the operating system’s font mechanism, Finder, image 
processor, kernel, log-in process, system configuration utility, and Time Machine 
backup application. Apple labeled nine of the 34 with its usual “arbitrary code 
execution” phrase. Unlike other OS makers, Apple does not rank the vulnerabilities it 
reports; the tag, however, puts those bugs into a category most would consider critical. 
Among the most notable fixes were a pair that plugged a serious hole in Apple’s 
implementation of the Domain Name System (DNS), the Internet’s traffic cop. “This 
finally patches the Dan Kaminsky exploit,” said the  director of security operations at 
security vendor nCircle Network Security Inc. “This was the piece that was missing on 

http://www.army.mil/-news/2008/09/15/12403-texas-guardsmen-focus-on-rescue-missions-in-ikes-wake/
http://www.army.mil/-news/2008/09/15/12403-texas-guardsmen-focus-on-rescue-missions-in-ikes-wake/
http://www.northwestgeorgia.com/local/local_story_259132137.html?keyword=topstory
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the client side.” 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9114798&taxonomyId=17&intsrc=kc_top  

 
28. September 15, CNet News – (International) Alleged TJX hacker pleads guilty. One of 

the hackers accused of involvement in the massive data breach targeted at major retailer 
TJX reportedly pleaded guilty on Thursday to wire fraud, credit-card fraud, and 
aggravated identity theft. He will be released subject to electronic monitoring, according 
to a report on the Wall Street Journal’s website. Eleven defendants in total are facing 
charges in federal court in Boston. TJX Companies, the parent company of the UK’s TK 
Maxx and Marshall’s in the U.S., said in March 2007 that 45.7 million accounts were 
compromised over nearly a two-year period. The company said — and U.S. federal 
investigators subsequently confirmed — it believed the hackers gained access to 
millions of credit card and debit card numbers through inadequately protected Wi-Fi 
networks, and then put the numbers up for sale. 
Source: http://news.zdnet.co.uk/security/0,1000000189,39488205,00.htm  

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website:  http://www.us−cert.gov. 
 
 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 
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Communications Sector 
 

29. September 15, InformationWeek – (National) Satellite phones pitch in during 
Hurricanes Gustav, Ike. Hurricane Katrina taught New Orleans and the Gulf states that 
they did not know how to use their reliable satellite phones. This time, when hurricanes 
Gustav and Ike struck Texas and the Gulf states, first responders and public safety forces 
had been testing their satellite phones and knew how to use them. In the two weeks 
before the storms, sat-phone provider Iridium shipped 5,000 phones to its service 
providers, and the majority of those went to the Gulf states. “During Katrina we heard 
reports of truckloads of phones that had been bought, but no one knew how to use 
them,” said a spokeswoman at Iridium Satellite, in an interview Monday. “We’ve had a 
year-long company program for testing the systems.” She explained that first responders 
have been testing the satellite systems in recent months and intensified their tests in the 
days leading up to the hurricanes’ approach to the U.S. 
Source: 
http://www.informationweek.com/news/mobility/smart_phones/showArticle.jhtml?articl
eID=210601743  
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Commercial Facilities Sector 
 

30. September 15, Reuters – (Texas) Houston’s corporate giants idled by Hurricane Ike. 
It is not quite business as usual in Houston on Monday after Hurricane Ike knocked out 
power to millions, shattered skyscraper windows, and wiped out water pressure in the 
nation’s energy hub. In the midst of an oil boom, the storm’s destruction has largely 
paralyzed the nation’s fourth largest city, which has seen its economy grow even as the 
nation’s has faltered. Most office workers were asked to stay at home. Two days after 
the Category 2 storm made landfall in Galveston, streets were filled with fallen trees and 
debris and most traffic lights do not work, making the office commute a hazardous 
affair. The 75-story JPMorgan Chase Tower in downtown Houston lost hundreds of its 
window in the hurricane and is home to the energy investment banking arms of several 
firms. Many energy trading floors, which expanded in recent years to capitalize on rising 
energy prices, were said to be working with skeleton staffs. One major oil trading 
operation said it had “computer issues.” The world’s largest company Exxon Mobil 
Corp., which owns a 44-story building in downtown Houston, has shuttered its office 
tower and other Houston offices to nonessential personnel. A spokeswoman for 
Continental Airlines Inc. said the company’s headquarters building downtown was open 
to essential workers. Other companies that have Houston offices operating with limited 
personnel include Anadarko Petroleum Corp., Hess Corp., and oil major 
ConocoPhillips. 
Source: http://www.reuters.com/article/rbssEnergyNews/idUSN1551266820080915  
 

31. September 15, Philadelphia Inquirer – (Pennsylvania) Bomb found at West Chester 
garage was “designed to injure.” Authorities are working to determine who placed a 
“dangerous” bomb outside a well-used, downtown West Chester parking garage, 
prompting building evacuations and detouring traffic for hours Monday. The head of the 
Montgomery County Bomb Squad said officials determined about 1 p.m. that a 
suspicious package, which had been found earlier by the parking attendant, was a device 
“that can maim and cause death.” A spokesman for the federal Bureau of Alcohol, 
Tobacco and Firearms, which is involved in the investigation, said the bomb was 
“designed to injure...this was not a device used by someone who was playing around.” 
Police were called to the Mosteller garage at 7:25 a.m. Monday by the garage attendant, 
who noticed a “suspicious package” outside the west entrance. Officers who searched 
the premises found two additional packages inside, prompting the closure of several 
nearby businesses. The West Chester Police chief said the door to the 24-hour garage’s 
electrical panel, which is normally locked, was open. He said he did not know yet 
whether the open door was related to the explosive. 
Source: 
http://www.philly.com/philly/hp/news_update/20080915_Part_of_West_Chester_evacu
ated_after_discovery_of_suspicious_devices_in_garage.html  
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National Monuments & Icons Sector 
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32. September 15, Redlands Daily Facts – (California) Forest marijuana bust nets 1,000 
pounds. A marijuana farm spread across a mountainside was eradicated Monday, 
marking it as the 33rd such farm discovered this year in the San Bernardino National 
Forest in California. That is a record amount for the forest. “Our job is to protect the 
natural resources and they’re introducing chemicals and poison to the water, which 
affects the plants and animals,” said a U.S. Forest Service spokesman. “It’s a huge 
issue.” In a recent push to dissuade drug cartels from setting up on forest lands, the U.S. 
Forest Service has pushed $40 million into marijuana eradication this year. At least six 
new employees are being trained for the San Bernardino National Forest and a 
crackdown is expected next year.  
Source: http://www.redlandsdailyfacts.com/sanbernardinocounty/ci_10473775  
 

33. September 15, U.S. Forest Service – (Texas) National forests remain closed in wake 
of Hurricane Ike. The four National Forests in Texas remain closed to the public as 
damage from Hurricane Ike is assessed, according to the Forest supervisor in Texas. 
“The Angelina, Sabine, Davy Crockett and Sam Houston National Forests sustained 
hurricane force winds from Ike and chainsaw crews are working to remove downed trees 
and limbs from roads and campgrounds,” he said. “Many employees are without power, 
and indications are that the Sam Houston and Davy Crockett Ranger District Offices and 
employees may be without power for 2 to 4 weeks,” he said. “To improve 
communications and continue damage assessments, our greatest immediate need is to 
power up our offices and radio towers.” Damage assessments to endangered species 
such as the red-cockaded woodpecker are also being made.  
Source: 
http://www.lufkindailynews.com/local/content/news/stories/2008/09/16/Forest_service_
PR.html  
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Dams Sector 
 

34. September 16, Associated Press – (Michigan) Dam breaks as flooding hits southern 
Michigan. Days of heavy rain across southern and western Michigan caused a dam to 
fail in Berrien County and led to massive sewage overflows and flooded streets, 
authorities say. An eight-foot section of an earthen dam gave way Monday night on the 
Dowagiac River, the Niles Township fire department said Tuesday. It said the Niles 
Dam break forced the evacuation of about a dozen homes. The weather service issued 
flood warnings for the Grand, Kalamazoo, and St. Joseph rivers. Allegan County 
authorities said precautionary sandbagging was taking place in Plainwell, Otsego, and 
Allegan.  
Source: 
http://www.mlive.com/weather/index.ssf/2008/09/dam_breaks_as_flooding_hits_so.htm
l  
 

35. September 16, Gary Post-Tribune – (Indiana) Levee break blamed in Hammond. The 
Indiana Department of Transportation (INDOT) is reporting that the Little Calumet 
River levee in Hammond failed late Sunday morning, causing the closure of the Borman 

http://www.redlandsdailyfacts.com/sanbernardinocounty/ci_10473775
http://www.lufkindailynews.com/local/content/news/stories/2008/09/16/Forest_service_PR.html
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http://www.mlive.com/weather/index.ssf/2008/09/dam_breaks_as_flooding_hits_so.html
http://www.mlive.com/weather/index.ssf/2008/09/dam_breaks_as_flooding_hits_so.html
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Expressway. Early INDOT reports said that floodwater broke the levee, while the Little 
Calumet River Basin Development Commission and the U.S. Army Corps of Engineers 
said they thought the water only topped the levee. “There was an area that looked like it 
broke,” said an INDOT spokeswoman. The Little Calumet commission is reporting that 
the levee was also topped at several other points in Hammond. The failed sections were 
part of the 50-year-old earthen levee system, not the new $215 million levee project. 
Source: http://www.post-trib.com/news/1165590,flood-littlecal.article  
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