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•	 According to USA Today, police are trying to figure out why a man walked into the 
Democratic Party headquarters in Little Rock, Arkansas, and fatally shot the state party 
chairman. (See item 32) 

•	 The Fairbanks Daily News-Miner reports that Alaska State Troopers are investigating how 
someone caused $20,000 worth of damage to AT&T fiber optic cables, which were under a 
manhole. (See item 40) 

DHS Daily Open Source Infrastructure Report Fast Jump 
Production Industries: Energy; Chemical; Nuclear Reactors, Materials and Waste; 

Defense Industrial Base; Dams


Service Industries: Banking and Finance; Transportation; Postal and Shipping; 

Information Technology; Communications; Commercial Facilities


Sustenance and Health: Agriculture and Food; Water; Public Health and Healthcare


Federal and State: Government Facilities; Emergency Services; National Monuments and 

Icons


Energy Sector 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1.	 August 14, Associated Press – (International) BP reopens Georgia gas pipeline. BP 
PLC said Thursday it has resumed pumping gas into a pipeline that runs through 
conflict-stricken Georgia. Two oil pipelines that also run through the country remain 
closed. A BP spokeswoman said the company began pumping gas into the Baku-Tbilisi-
Erzurum, or South Caucasus, pipeline – which runs from the Caspian Sea through 
Georgia into Turkey – earlier Thursday. BP had stopped pumping gas into the pipeline 
on Tuesday because of security fears. She said that BP’s Baku-Supsa oil pipeline – 
which runs through the center of Georgia from Baku in Azerbaijan to Supsa on 
Georgia’s Black Sea coast – remains closed and that the company continues to assess 
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the security situation surrounding that line. The Baku-Supsa pipeline was also shut 
down on Tuesday. Another pipeline, the larger Baku-Tbilisi-Ceyhan (BTC) line, 
remains out of action after a fire earlier this month on the Turkish section of the line. 
Kurdish rebels took responsibility for sabotaging the pipeline. The BTC pipeline usually 
provides around one million barrels of Caspian crude to international markets. BP has 
said it has no evidence that Russian forces attempted to bomb the BTC line, despite 
reports to that effect by Georgian officials.  
Source: http://www.forbes.com/feeds/ap/2008/08/14/ap5323521.html 

2.	 August 13, Associated Press – (New York) N.Y. tackling flood, heat threats from 
warming. A panel of scientists, government officials, and private sector representatives 
are studying how New York City’s infrastructure will hold up to climate change. The 
Climate Change Adaptation Task Force met Tuesday for the first time as part of the 
mayor’s plan to address global warming in New York City. Experts on the panel said the 
potential consequences of global warming could include more frequent storms, flooding 
throughout the city’s coastal and lowland areas, repeated blackouts on a power grid 
stressed to its limits, and bridges that deteriorate under the heat. “The city was built with 
an assumption of an environmental baseline, and climate change in many ways changes 
that baseline,” said a panel co-chair, the director of The Institute for Sustainable Cities at 
Hunter College. “Some of these transformations can potentially be catastrophic as large 
storms; others might be more subtle and difficult to discern over the short term,” he said. 
The mayor has asked the group to produce a report and inventory of existing at-risk 
infrastructure, plus plans to make those areas more secure, in one year. 
Source: http://www.msnbc.msn.com/id/26178568/ 

3.	 August 13, Reuters – (California) Sempra 620-MW plant in Mexico back after out a 
day. Sempra Energy’s 620-megawatt Termoelectrica de Mexicali natural gas-fired 
power station in Mexico was back on-line by Wednesday afternoon after showing out of 
service on Tuesday, a report by the California grid operator showed. The plant near 
Mexicali, Baja California, has a combined-cycle power unit that opened in 2003. It is 
about 115 miles east of San Diego, and supplies power to the U.S. market. One 
megawatt powers about 650 homes in southern California. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN13333817200 
80813 

4.	 August 13, WCTV 6 Tallahassee – (Florida) Power outages on St. George Island. 
Power remains out on St. George Island Wednesday night. Residents say that a water 
spout took out four or five power poles in the bay Wednesday. Power is out for the 
entire island, and tourists are being evacuated. It is not clear when power will be 
restored, but the Franklin Co. Sheriff’s Department says they hope to have power up and 
running by Thursday morning. 
Source: http://www.wctv.tv/news/headlines/26936579.html 

[Return to top] 
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Chemical Industry Sector 

5.	 August 14, Worcester Telegram & Gazette – (Massachusetts) Toxic chemical vapors 
send 4 men to hospitals. Four men were taken to area hospitals after being exposed to 
chemical vapors yesterday afternoon at a plastics factory at Jytek Industrial Park in 
Leominster. The plastic injection molding company operates a 70,000-square-foot 
facility at the industrial park. The deputy fire chief said the workers apparently inhaled 
polyvinylidene fluoride vapors. The fluorocarbon polymer is melted for use in injection 
molding, he said, but if the solid material is overheated it can emit toxic vapors. “On a 
scale of zero to four, four being the worst, this presents as a three,” he said. The 
employees working in the immediate area of the vapors became ill, with burning in their 
throats and tightness in their chests, the deputy chief said. An alarm was activated inside 
the building, and a hazardous material response was initiated. Power was cut to the 
building to stop the processes that produced the vapors, the deputy chief said. The 
injured employees were decontaminated, and their clothing was removed and replaced 
by disposable garments before they were taken to the hospitals. The measure was 
necessary to prevent exposing hospital staff to any toxic compounds.  
Source: http://www.telegram.com/article/20080814/NEWS/808140575/1004/NEWS04 

6.	 August 13, WTVY 4 Dothan – (Alabama) Fertilizer plant fire causes evacuation of 
school. A fire at a fertilizer plant prompted the evacuation of a Dothan elementary 
school in Wednesday afternoon. Fire officials say a downed high-voltage line set off a 
blaze in a warehouse at Tri-state Plant Food plant. Plant workers were evacuated and 
students at nearby Faine Elementary School also evacuated as a precaution. Firefighters 
had the blaze under control in just over an hour. No injuries have been reported. 
Source: http://www.wtvynews4.com/news/headlines/26930734.html 

[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 

7.	 August 13, Professional Reactor Operator Society – (National) Managing personnel 
fatigue at nuclear power reactor sites. Recently one plant has submitted a change to 
their Technical Specifications that would switch the station’s Fatigue Rules from 82-12 
to the new Nuclear Energy Institute document. This document provides guidance for 
managing fatigue in accordance with 10 CFR 26, subpart I, Managing Personnel 
Fatigue. 
Source: http://www.nucpros.com/?q=node/4918 

8.	 August 13, U.S. Nuclear Regulatory Commission – (Wisconsin) Fitness for duty. A 
licensed employee at the Kewaunee nuclear power plant had a confirmed positive for 
alcohol during a follow-up fitness-for-duty test. The employee’s access to the plant has 
been suspended. 
Source: http://www.nrc.gov/reading-rm/doc-collections/event-
status/event/2008/20080814en.html#en44409 
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9.	 August 13, Associated Press – (New York) Indian Point nuclear plant to miss target 
date on sirens. Another deadline will come and go Thursday without a new emergency 
siren system in service around the Indian Point nuclear power plant, 35 miles north of 
midtown Manhattan. Plant owner Entergy Nuclear pledged in January that the state-of-
the-art, 172-siren system would be completed, reviewed, and approved by Thursday. It 
says the system is ready to go, but the Federal Emergency Management Agency 
(FEMA) announced Wednesday that its approval process, which is required by the U.S. 
Nuclear Regulatory Commission, would take longer than that. The sirens are meant to 
alert residents within ten miles to any emergency at the plant, which is in Buchanan. An 
older siren system, plagued in recent years by test failures, remains in place and would 
be used in case of an emergency. Entergy’s problems with the sirens have helped foster 
opposition to its application for 20-year license extensions for the two Indian Point 
reactors. Opponents also claim the site could be a terrorist target and the surrounding 
area could never be evacuated in an emergency. A FEMA spokesman would not give a 
likely completion date for the agency’s review and approval, but he said, “Typically a 
30- to 60-day review period is prudent and normal.” Entergy’s final report was received 
August 6, he said. 
Source: 
http://www.myfoxny.com/myfox/pages/News/Detail?contentId=7201845&version=1&l 
ocale=EN-US&layoutCode=TSTY&pageId=3.2.1 

10. August 12, Facing South – (National) New high-level nuclear waste dump could be 
slated for the South. The Nuclear Energy Institute (NEI) is in the process of selecting 
at least two rural U.S. communities to serve as potential dump sites for highly 
radioactive spent fuel from the nation’s nuclear power plants. The NEI refuses to 
identify the communities being considered or even say what region they are in. But 
while a representative of the group has said New England is not a candidate, he refuses 
to say the same about the South. He recently disclosed to a reporter from Connecticut 
that her region was not home to the communities being considered, according to a 
spokesperson for watchdog group Beyond Nuclear. NEI initially considered seven sites 
and narrowed the choice to two, Beyond Nuclear reports. The communities under 
consideration already have nuclear installations of some kind. The sites would serve as 
storage facilities for the spent fuel currently being stored on the grounds of nuclear 
power plants until – and if – the U.S. Department of Energy’s Yucca Mountain high-
level radioactive waste dump opens in Nevada.  
Source: http://southernstudies.org/facingsouth/2008/08/new-high-level-nuclear-waste-
dump-could.asp 

[Return to top] 

Defense Industrial Base Sector 

11. August 13, Knoxville News Sentinel – (National) Y-12 completes first unit for Trident 
warhead after long delay. Federal officials confirmed Thursday that workers at the Y-
12 nuclear weapons plant had completed the first set of refurbished parts for the W76 
warhead. The milestone is an indication that the life-extension project is back on track 
after unspecified technical problems delayed Y-12’s work on the warheads for more 
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than a year. The Oak Ridge plant specializes in so-called secondaries - the second stage 
of thermonuclear warheads. W76 warheads are deployed on Trident submarine missiles, 
and they are considered an essential part of the U.S. nuclear defense strategy in the post-
Cold War era. The W76 life-extension program is expected to take years to complete. 
Workers are taking apart old warheads that were manufactured many years ago and 
refurbishing parts to make sure the weapons work as intended if they are ever used. 
There have been numerous news reports and much speculation during the past year 
about what delayed work on the W76, with some reports focusing on a mysterious 
material code-named “fogbank.”  
Source: http://www.knoxnews.com/news/2008/aug/13/y12-completes-first-unit-trident-
warhead/ 

12. August 13, Reuters – (National) U.S. Army eyes cuts to ground vehicles to fund FCS. 
The U.S. Army plans to cut billions of dollars from the Abrams tank built by General 
Dynamics Corp and other heavier vehicle programs to fund its Future Combat Systems 
(FCS) modernization effort and other technologies, sources familiar with Army plans 
said. The funding shifts, part of the Army’s six-year budget plan for 2010 through 2015, 
must still be approved by top Pentagon leaders before being incorporated into the 2010 
defense budget proposal. The plan would cut funding for the Abrams tank, Stryker 
wheeled vehicles, and the M-2 Bradley infantry fighting vehicle, said the sources who 
asked not to be named. The money would be used to help pay for the $160 billion FCS 
modernization effort, and other technologies aimed at moving toward a lighter future 
force. FCS, the centerpiece of Army modernization, is a family of 14 manned and 
unmanned aerial and ground systems tied together by communications and information 
links. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN13399943200 
80813?sp=true 

13. August 13, Air Force Print News – (National) Missile successfully launches from 
Vandenberg. A Minuteman III intercontinental ballistic missile configured with a 
National Nuclear Security Administration (NNSA) test assembly was launched from 
North Vandenberg, California. The launch was an operational test to determine the 
weapon system’s reliability and accuracy. The missile’s three unarmed re-entry vehicles 
traveled approximately 4,220 nautical miles to pre-determined targets in the Pacific 
Ocean. Operational tasks were conducted by maintenance and operations Airmen from 
the 341st Missile Wing, Malmstrom Air Force Base, Montana. In the past, maintenance 
teams from missile wings supported the missile testing mission here; however, the 
program was discontinued several years ago. This mission marks a return to this model 
in which the maintenance task force has the opportunity to perform jobs unique to test 
operations while validating the work they perform at their home base. Members of the 
576th Flight Test Squadron installed tracking, telemetry and command destruct systems 
on the missile to collect data and meet safety requirements. The data collected will be 
used by the entire inter-continental ballistic missile community, including the U.S. 
Strategic Command planners and NNSA and Department of Energy laboratories.  
Source: http://www.af.mil/news/story.asp?id=123110643 
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[Return to top] 

Banking and Finance Sector 

14. August 14, CNNMoney – (National) Nation’s foreclosure plague widens. Foreclosures 
rose in July as banks took back 77,295 homes - up 8 percent in a month and 183 percent 
in a year, a report issued Thursday shows. Total foreclosure filings - delinquency 
notices, auction sale notices and bank repossessions - were up 8 percent from June and 
55 percent year-over-year, according to RealtyTrac, an online marketer of foreclosed 
homes. Foreclosure activity in Nevada, surpassing all other states, touched one in every 
106 households in July. Foreclosures in the state were up 15 percent for the month and 
were almost double the rate of last July. Other hard-hit states included California, 
Florida and Arizona. California led the other states with a total of 72,285 filings. 
Source: 
http://money.cnn.com/2008/08/14/real_estate/foreclosures_up_in_july/index.htm 

15. August 13, USA Today – (National) Financial stocks suffer after protection ends. The 
Securities and Exchange Commission ‘s emergency curb on short selling of 19 major 
financial services firms stocks expired before Wednesday trading, leaving investors to 
wonder if the measure helped protect the strained system. Since July 21, the SEC rule 
banned “naked” short sales on those 19 stocks. Short sellers hope to profit by selling 
borrowed shares and replacing them at lower prices. In naked short sales, traders do not 
actually borrow the shares; that can intensify the downward pressure on a stock. The 
rule’s expiration appeared to have some effect Wednesday as financial stocks suffered 
sizable losses. That could mean short sellers have been at least partly behind big drops 
in shares of some financial companies. Traders are torn on the value of the controversial 
rule as the SEC prepares to formally examine short selling and perhaps consider a 
permanent rule.  
Source: http://www.usatoday.com/money/markets/2008-08-13-naked-short-
sales_N.htm?loc=interstitialskip 

[Return to top] 

Transportation Sector 

16. August 14, USA Today – (National) TSA screener testing labeled ‘a waste’. A 
government program to find gaps in airport screening is “a waste of money” because it 
does not follow up on why screeners failed to spot guns, knives and bombs on 
undercover agents, the head of the House Homeland Security Committee says. A 
Government Accountability Office report obtained by USA Today says Transportation 
Security Administration inspectors posing as passengers do not record why individual 
screeners failed to spot weapons. The TSA ran 20,000 covert tests at the USA’s 450 
commercial airports from 2002 to 2007, and the results ought to be used to improve 
screening, the report says. The TSA disputed the report and said it has adopted many 
new screening practices and technologies to close holes revealed by testing. Results of 
the covert tests are classified, but recent reports made public have alarmed lawmakers. A 
November GAO report said investigators repeatedly smuggled liquid explosives and 
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detonators past airport checkpoints in 2006. An internal TSA report said screeners in 
Los Angeles and Chicago airports missed fake bombs on agents in more than 60 percent 
of tests in 2006. 
Source: http://www.usatoday.com/travel/flights/2008-08-13-tsatests_N.htm 

17. August 13, Aviation Web – (District of Columbia) FAA mandates special training for 
pilots in D.C. area. The Federal Aviation Administration (FAA) issued a final rule this 
week that requires “special awareness” training for any pilot who flies under VFR 
within a 60-nautical-mile radius of the Washington, District of Columbia. The training 
consists of an hour-long online course that focuses primarily on the procedures for 
flying in and around the DC Metropolitan Area Defense Identification Zone (ADIZ) and 
the DC Metropolitan Area Flight Restricted Zone (FRZ). Since the ADIZ was created, in 
2003, there have been over 3,000 incursions, the FAA says. The agency hopes the new 
rule will reduce the number of unauthorized flights into the ADIZ and FRZ by educating 
the pilot community. The free course will be available at FAASafety.gov, and pilots can 
print out a certificate of completion, which would have to be presented upon request to 
authorized representatives of the FAA, NTSB, TSA, or any federal, state, or local law-
enforcement officer. The final rule is effective on Feb. 9, 2009. 
Source: 
http://www.avweb.com/avwebflash/news/FAAMandatesSpecialTrainingForPilotsInDC 
Area_198590-1.html 

18. August 13, Associated Press – (California) American says oil residue caused smoke 
on flight. American Airlines said Wednesday that oil residue heated by the engine 
caused a Honolulu-bound airliner to make an emergency landing earlier this month in 
Los Angeles. American said a smoky haze, along with an odor of the oil, was taken into 
the cabin through the air conditioning system. No sign of fire was found. 
Source: 
http://money.cnn.com/news/newsfeeds/articles/apwire/f90ff74de84bbcff0771a78e4d52e 
d75.htm 

[Return to top] 

Postal and Shipping Sector 

19. August 14, Stamford Advocate – (Connecticut) Anthrax scare evacuates Greenwich 
building. Dozens of workers at One Greenwich Plaza were evacuated Wednesday 
morning after police received a report that a package containing a white powder had 
been found in the building. Test results on the substance were expected Thursday, and 
three exposed workers showed no ill effects, emergency personnel said. A special 
operations vehicle, a bomb squad truck, four Greenwich Emergency Services 
ambulances, and two fire trucks responded to just south of the Greenwich train station. 
Several emergency personnel put on bright yellow protective suits before entering the 
building to investigate. 
Source: http://www.stamfordadvocate.com/localnews/ci_10197325 

20. August 14, WZVN 7 Fort Myers – (Florida) Charlotte jail back to normal operations. 
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The Charlotte County Jail has returned to normal operations since being locked down 
Wednesday afternoon after a white powder fell out of a letter in the mail room. The 
eleven people that were in the mail room were decontaminated and released. The 
substance was transported to the Department of Health in Tampa to be tested.  
Source: http://www.abc-7.com/articles/readnews.asp?articleid=21033&z=2 

21. August 13, Lake Powell Chronicle – (Arizona) White powder causes NPs to evacuate 
headquarters. According to the chief ranger of Glen Canyon National Recreation Area, 
an employee opened a letter addressed to Glen Canyon’s Natural History Association, 
which contained a large quantity of a white powder. The building was immediately 
evacuated, and the National Park Service Fire Department, along with Page Fire 
Department, was called in to decontaminate the scene. The employee who opened the 
envelope was decontaminated, along with another employee who was in the same office. 
The building was closed for six hours while the powder was analyzed. Test results came 
back benign, but it is unclear exactly what the substance in the envelope was.  
Source: 
http://www.lakepowellchronicle.com/fe_view_article.php?story_id=1400&page_id=77 
&heading=0

 [Return to top] 

Agriculture and Food Sector 

22. August 12, Reuters – (National) Food prices unlikely to see relief: USDA’s Schafer. 
The recent plunge in corn and soybean prices and the cost of fuel to transport products 
to stores will not bring relief to soaring U.S. food prices this year, the Agriculture 
secretary told Reuters on Tuesday. Food prices are forecast to rise by five percent this 
year, the largest annual increase since 1990. In its first estimate for 2009, the U.S. 
Agriculture Department (USDA) said prices would rise by 4.5 percent, led by higher 
costs of red meat and poultry. A broad range of commodities posted record high prices 
this year. Among them were corn and soybeans, but they have since declined more than 
25 percent each as concerns over smaller crops due to a wet spring have dissipated. 
Despite the declines, the secretary said he did not anticipate prices going down from 
USDA’s forecast for 2008. The cost of energy -- used to transport, package and process 
foods -- is still affecting food prices, he said, even though energy prices have dropped. 
Americans spend more than $1 trillion a year on groceries, snacks, carry-out food, and 
meals in restaurants. Farmers get 20 cents of the food dollar. The rest goes to 
processing, labor, transportation, and distribution.  
Source: http://www.reuters.com/article/politicsNews/idUSN1252462720080812 

23. August 12, Reuters – (National) Regulation will not curtail risks to food: Schafer. 
After several meat recalls this year, the U.S. Department of Agriculture (USDA) does 
not see passing new regulations as a solution to curtail risks to food, the Agriculture 
secretary told Reuters on Tuesday. Despite headlines that question the safety of U.S. 
food supply, including the recall of a record 143 million pounds of meat in February and 
last week’s recall of beef suspected of E. coli contamination sold by Whole Foods, the 
number of contaminated products has declined in recent years, he said. He noted the 
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many innovative ways the industry has stepped up to control bacteria in its facilities, 
from using 87,000 lbs of water pressure to kill bacteria to using black light to detect 
contamination. A USDA spokesman said less than half a percent of samples have E. 
coli. Satisfied with USDA’s requirements for food safety procedures and testing, he 
opposed calls for mandatory recall authority. Legislation proposed would require 
hearings, comment periods and paperwork that would delay when a mandatory recall 
could be enforced. A new USDA plan would list retail stores that receive tainted 
products linked to recalls only when there is a good chance a person will become ill or 
die by consuming the meat or poultry product, so-called Class I recalls. Critics see 
USDA’s proposed rule as inadequate because it does not cover all recalls, such as 
February’s recall which stemmed from the mistreatment of animals rather than 
contamination so posed low risk to consumers.  
Source: 
http://www.reuters.com/article/domesticNews/idUSN1250525620080812?sp=true 

[Return to top] 

Water Sector 

24. August 13, KRGV 5 Brownsville – (Texas) High levels of cancer-causing chemicals 
found in Donna Lake. Federal officials warn everyone not to eat fish caught in Donna 
Lake or the irrigation canals because they contain high levels of chemicals known to 
cause cancer. The government has yet to figure where the chemicals are coming from. 
But they have designated the area as a Superfund area. This means finding financing for 
the cleanup is a top priority. The chemicals, called PCBs or Poly-Chlorinated Biphenyls, 
are used as insulation for electrical equipment. Fish in the canal have tested positive for 
PCB levels more than 1,500 times higher than the concentration thought to pose a health 
risk to an adult, according to a report by the U.S. Environmental Protection Agency. 
Signs have been posted to warn people not to eat the fish. 
Source: http://www.newschannel5.tv/2008/8/13/996357/High-Levels-of-Cancer-
Causing-Chemicals-Found-in-Donna-Lake 

25. August 13, WFAA 8 Dallas – (Texas) Crypto spreads to private pools. 
Cryptosporidium, a microscopic parasite that can cause illness and death, has now made 
its way into private pools. There are more than 400 cases of cryptosporidium across 
north Texas now. Several of those people also swam in home and apartment pools, 
spreading the parasite to the private sector. Residents of the Retreat at Fossil Creek 
apartments received a warning over the weekend about a person positive for crypto 
swimming in the pool. The notice says the complex is taking proper precautions. 
According to the CDC, step one in hyperchlorinating is to close the pool to swimmers. 
Chemical levels must be raised to a certain level before the parasite is inactivated. 
Source: 
http://www.wfaa.com/sharedcontent/dws/wfaa/latestnews/stories/wfaa080813_lj_stjame 
s.42d762e2.html 

26. August 13, Associated Press – (Idaho; Washington) Idaho sewage could affect 
Spokane water source. Up to 130,000 gallons of raw sewage has been spilled from the 
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Post Falls wastewater system, and tests are planned to determine the potential impact on 
the Spokane Valley-Rathdrum Prairie Aquifer. The Post Falls Public Works director 
says some of the sewage from the spill last weekend is still in the soil. He says a 
hydrologist has been hired to look at whether it could reach the aquifer, which provides 
drinking water for the Spokane, Washington, area. Police reported the spill early 
Monday morning at the Idahline Lift Station, which raises sewage to a higher elevation 
before it is treated. Officials say the spill went undetected earlier because of a broken 
wire in the alarm system. 
Source: http://seattlepi.nwsource.com/local/6420ap_id_post_falls_sewage.html 

27. August 12, Patriot Ledger – (Massachusetts) In wake of technical glitch, Pembroke 
officials reexamine notification system. Two hundred people in Pembroke did not 
receive an emergency phone alert Friday night telling them to boil tap water they use. 
Four of the 144 lines the Plymouth County Sheriff’s Department used to send out the 
alerts through its communicator system failed on Friday, a spokeswoman said. Besides 
the communicator, the town notified the public about the E. coli problem through cable 
access, its Web site, and the press. Some food service businesses were also given 
handwritten notices. 
Source: http://www.enterprisenews.com/archive/x169545422/In-wake-of-technical-
glitch-Pembroke-officials-reexamine-notification-system 

28. August 12, Gillette News-Record – (Wyoming) Water research worries drillers, 
ranchers. A paper published by University of Wyoming (UW) researchers has some oil 
and gas companies in the Powder River Basin worried about water discharge permits 
and some Wyoming ranchers worried the water they have been using for years will no 
longer be considered safe for livestock to drink. The UW bulletin summarizes how 11 
common contaminants found in ground water are metabolized by livestock and wildlife 
and at what levels they are toxic to animals. The study, funded by the Wyoming 
Department of Environmental Quality (DEQ), was prompted by concerns about the 
water being discharged by coal-bed methane production. The DEQ Surface Water 
Standards program coordinator said the report has helped DEQ to revise the rules and 
regulations on the water quality standards for surface waters in the state. He said 
although significant effects to livestock have been observed in scientific studies as 
described in the UW report, the vast majority of testimony from individuals and 
stakeholder groups suggest that livestock health and production have not been impacted 
by produced water discharges at the current levels allowed. He said the report is helping 
them revise the standards for water discharge permits allowed to oil and gas companies. 
“Some (new) limits might affect the ability to get permits,” he said. 
Source: 
http://www.gillettenewsrecord.com/articles/2008/08/12/news/sunday/news09.txt 

29. August 12, Associated Press – (National) Underground FEMA fuel tanks could leak. 
The government owns hundreds of underground fuel tanks – many designed for 
emergencies back in the Cold War – that need to be inspected for leaks of hazardous 
substances that could be making local water undrinkable. The Federal Emergency 
Management Agency (FEMA) has known since at least the 1990s that tanks under its 
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supervision around the country could be leaking fuel into soil and groundwater, 
according to Associated Press interviews and research. The agency knows of at least 150 
underground tanks that need to be inspected for leaks, according to a spokeswoman. 
FEMA also is trying to determine by September whether an additional 124 tanks are 
underground or above ground and whether they are leaking. The FEMA tanks are part of 
a larger problem. More than 500,000 leaking storage tanks – most of which are filled 
with fuel and oil – are buried across the country, according to Environmental Data 
Resources. That is about half of all the underground tanks in the country, the consulting 
company says. Those tanks are owned privately or by local, state, and federal agencies. 
Source: http://www.msnbc.msn.com/id/26161567/ 

[Return to top] 

Public Health and Healthcare Sector 

30. August 14, NewsDay – (New York) Homeland Security might close Plum Island 
center. The Department of Homeland Security has ruled out keeping the Plum Island 
Animal Disease Center open to continue its current research if a proposed National Bio 
and Agro-Defense Facility (NBAF) is built in another state. Until now, the agency has 
maintained it might keep the Plum Island facility going even if NBAF opened elsewhere 
in 2015, although the prospects were considered slim. But following a hearing in 
Greenport Tuesday, a Homeland Security spokeswoman said: “our general position has 
been that we intend to operate a single integrated facility.” 
Source: http://www.newsday.com/news/printedition/longisland/ny-
liplum145800537aug14,0,1060244.story 

31. August 14, CanWest News Service – (International) Aggressive strain of ‘Clostridium 
difficile’ similar to disease found in Quebec hospitals infects Nanaino hospital. 
Health experts suspect that the Nanaimo Regional General Hospital (NRGH) has an 
aggressive strain of Clostridium difficile (C. difficile), similar to the one that has killed 
1,400 people in Quebec since 2003. The disease has killed three people at NRGH since 
April and infected 50 others. Incidents of C. difficile doubled to 16 patients in July, up 
from eight in June. So far in August there have been 15 reported infections. Ten patients 
still had the infection as of Wednesday, according to an infection control expert for the 
Vancouver Island. The latest version of the disease has been in North America for more 
than a decade, according to the B.C. Centre for Disease Control. About 30 urban centers 
in seven provinces across Canada have confirmed cases of what is known commonly as 
the Montreal strain, though Quebecers refer to it as the Pittsburgh strain. 
Source: 
http://www.canada.com/vancouversun/news/westcoastnews/story.html?id=9a97eefb-
2721-421c-ae74-106b2a4437d4 

[Return to top] 

Government Facilities Sector 

32. August 14, USA Today – (Arkansas) Head of Ark. Democrats dies in shooting; 
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suspect killed. Police in Little Rock are trying to figure out why a man walked into the 
Democratic Party headquarters there, calmly asked for the state party chairman, and 
fatally shot him. A police official said the shooter later pointed a gun inside a nearby 
church and then led police on a 30-mile chase that ended with officers shooting and 
killing him. 
Source: http://www.usatoday.com/news/nation/2008-08-13-arkansas-democrats-
shooting_N.htm?csp=34 

33. August 13, WLOX 13 Biloxi – (Mississippi) Picayune man charged with making 
school bomb threats. In Mississippi, police say a 41-year-old man made two bomb 
threat calls to Picayune Junior High School Tuesday. The first call came in shortly 
before 11:30 a.m. “Just a few minutes later, another bomb threat came in from the same 
person, advising that there were numerous bombs in Picayune Junior High School,” the 
police chief said. Police searched the school, but found nothing suspicious. The chief 
said investigators arrested the suspect within a few hours, thanks in part to technology at 
the school. The suspect has no children at the school, and police are still trying to pin 
down a motive for the bomb threats. Typically, kids call in bomb threats to get out of 
school. State Department of Education leaders say it is a serious problem. Last year, 600 
fake bomb threats were phoned in to Mississippi’s 152 school districts. Five of those 
were made to the Picayune School District. Bomb threats are disruptive and expensive. 
State education leaders estimate it costs a community $20,000 in manpower, time, and 
equipment to handle a bomb threat.                  
Source: http://www.wlox.com/Global/story.asp?S=8836896&nav=menu40_2 

[Return to top] 

Emergency Services Sector 

34. August 14, San Francisco Chronicle – (California) Response to 911 medical calls has 
not improved. San Francisco emergency officials have been unable to make significant 
improvements in responding to 911 medical calls despite their pledges to reduce the 
city’s ambulance delays. The city’s mayor promised in April to improve response times 
after a special report by The Chronicle found that the city’s first responders were failing 
27 percent of the time to meet the city’s goal of getting help to the scene of urgent 
medical calls within 6 1/2 minutes. At least 439 people have died in the city since 2004 
while waiting for a late ambulance or after delayed medical help arrived, the paper 
found. New statistics from the city show little improvement has been made in response 
times. In May and June, none of San Francisco’s 11 emergency response districts was 
able to meet the city’s standard of responding to 90 percent of potentially life-
threatening medical calls - most of which are known as Code 3 - within 6 1/2 minutes. 
In addition, 40 percent of urgent calls in the two-month period took longer to dispatch 
than the city’s goal of two minutes, the city report said. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?file=/c/a/2008/08/14/MNOL11UHK1.DTL 

35. August 13, KSAT 12 San Antonio – (Texas) New 911 plan to reduce response time. A 
new initiative unveiled by the city Wednesday is designed to speed up public safety 
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response times throughout San Antonio, said city officials. The plan, known as the 
Strategic Management for Accelerated Response Times plan, would allow dispatchers to 
determine which 911 calls would be routed to police or other various city departments 
based on public safety needs. City leaders jointly said they hoped the new plan would 
reduce redundant calls and response times for police and EMS responders. 
Source: http://www.ksat.com/news/17184261/detail.html 

36. August 13, Daily Bulletin – (California) Area gets ready for big drill. A countdown has 
begun for the Great Southern California ShakeOut on November 13. Leaders hail it as 
the biggest earthquake drill ever planned in the state. Organizers sent local leaders away 
Wednesday with a half-joking plea to share the message with 25,000 people each. The 
goal is to involve five million people. A major earthquake is long overdue on the 
southern section of the 800-mile long San Andreas Fault. The southern section stretches 
from Palmdale to the Salton Sea. Scientists for two years have studied the anticipated 
impact of a 7.8 quake originating near the Salton Sea and spreading 200 miles up the 
fault to Lake Hughes, just west of Lancaster. The magnitude 5.4 quake that hit July 29 in 
Chino Hills is nothing compared to what is likely in store for Southern California, 
experts say. 
Source: http://www.dailybulletin.com/ci_10195741 

[Return to top] 

Information Technology 

37. August 14, VNUNet – (International) Malware heats up in July. Spammed malware 
activity boomed during the month of July, according to Google. The company’s Postini 
security branch recorded a major spike in malicious spam traffic over the month, 
peaking at 10 million messages logged on 24 July. The numbers are the highest recorded 
all year. Previous spikes logged by the company in March and April had only reached 
numbers of approximately four million.  One of the prime offenders cited for the spike 
was an attack centered on fake UPS invoices. The user was asked to download malware 
disguised as software to track the supposed parcel. Also cited was the wave of attacks 
touting phony news articles. Attackers sent out spam messages containing links to 
supposed news sites. When the user visited the fake site and attempted to watch a movie 
file, the malware was installed. 
Source: http://www.vnunet.com/vnunet/news/2223897/malware-heats-july 

38. August 14, VNUNet – (International) Dutch police smash Shadow botnet. The Dutch 
High Tech Crime Unit has arrested two people and shut down the Shadow botnet, which 
is thought to contain over 100,000 compromised computers. A 19-year-old Dutch 
national is accused of running the botnet and police also arrested a Brazilian man who 
was trying to buy the use of it. The police have now asked security software vendor 
Kaspersky Labs to help shut the botnet down. The Dutch police are asking anyone who 
finds that they were part of the Shadow botnet to contact them and register a complaint. 
Kaspersky Labs have set up a web page detailing how to remove the Shadow malware. 
The Federal Bureau of Investigation is also reported to have taken part in the case, as the 
organization is mounting a major campaign against criminal use of botnets. Previous 
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successes have included the arrest of a teenager in New Zealand who was writing botnet 
code. 
Source: http://www.vnunet.com/vnunet/news/2223909/dutch-police-smash-shadow-
botnet 

39. August 13, ComputerWorld – (International) Hackers spoof MSNBC alerts in new 
twist on massive malware ruse. Hackers trying to plant malware on PCs have switched 
from touting news supposedly from CNN in come-on messages to pushing breaking 
stories said to be from rival network MSNBC, security experts said today. The fake 
messages pose with subject headings that include the phrase “Breaking News,” along 
with phony headlines, such as “Jerry Yang relinquishes control over Yahoo,” “Mary-
Kate Olsen responsible for Heath Ledger’s death” and “Plane crashes into prep school, 
hundreds of kids killed,” said researchers at F-Secure Corp. and Sophos PLC. Last 
week, security vendors had warned users of a massive scam that used messages 
masquerading as news alerts from CNN. At its peak, the blitz dumped nearly 11 million 
messages an hour on users. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono 
myName=security&articleId=9112553&taxonomyId=17&intsrc=kc_top 

Internet Alert Dashboard 

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Website:  http://www.us−cert.gov. 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
Website:  https://www.it−isac.org/. 

[Return to top] 

Communications Sector 

40. August 14, Fairbanks Daily News-Miner – (Alaska) Vandals cut fiber optic cables in 
Fairbanks. Alaska State Troopers are investigating how someone caused thousands of 
dollars worth of damage to AT&T fiber optic cables. Troopers received a call Tuesday 
from an AT&T technician who discovered cables had been cut. The cables were under a 
manhole and so would have had to have been intentionally cut. The cost of repairs and 
service outages was estimated at $20,000. 
Source: http://newsminer.com/news/2008/aug/14/vandals-cut-fiber-optic-cables-
fairbanks/ 

41. August 13, Abilene Reporter News – (Alaska) Verizon Internet service interrupted. 
Thousands of Verizon DSL customers were without high-speed Internet access 
Wednesday because of a fiber line cut that occurred between Midland and Andrews, 
officials said. The line was reportedly cut at 10:48 a.m., and Internet service was shut 
down for customers in the 325 area code. The fiber optic line is owned by the Texas 
Lone Star Network. The interruption affected more than 17,000 customers in 
Brownwood, San Angelo, and surrounding communities, said the Verizon office in 
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Brownwood. The outage affected all of downtown Brownwood as well as locations 
throughout the city. 
Source: http://www.reporternews.com/news/2008/aug/13/verizon-internet-service-
interrupted/ 

42. August 13, Pioneer Press – (Minnesota) Local utilities have never before dealt with 
anything as massive as the GOP convention. Qwest will have lain close to 20 miles of 
communications wiring inside the Xcel Energy Center in St. Paul by the time 
preparations for the Republican National Convention are finished. The Xcel Energy 
Center has state-of-the-art telecommunications, but phone company Qwest 
Communications International built a bigger network on top of it just for the Republican 
National Convention. Big enough to handle 60,000 new phone lines — one for every 
man, woman, and child in Burnsville. Meanwhile, Xcel Energy pulled an extra high-
voltage underground power line into the St. Paul arena that bears the utility company’s 
name. For the Sept. 1-4 convention, it plans to pump enough electricity inside the arena 
and to nearby media trailers to light up 8,000 homes. The power and 
telecommunications upgrades are necessary to feed the convention’s technology, 
ranging from the latest in high-definition video to e-mail. 
Source: http://www.twincities.com/ci_10181257?source=most_emailed 

[Return to top] 

Commercial Facilities Sector 

Nothing to report 

[Return to top] 

National Monuments & Icons Sector 

43. August 13, Black Hills Today – (Ohio) Wayne National Forest land purchase 
completed in Ohio. The U.S. Forest Service, the Nature Conservancy, and forest users 
gathered Wednesday to celebrate the successful completion of a partnership that has 
added more than 4,100 acres of land to the Wayne National Forest in southeastern Ohio. 
The final phase of the project, in which the Conservancy transferred 1,665 acres in 
Lawrence County and 514 acres in Gallia County to the U.S. Forest Service, completes a 
land protection project that began in 2004, when the Conservancy began buying the land 
from Mead-Westvaco Corp. The Conservancy completed the purchase in 2005. The 
4,117 acres is now part of the Wayne National Forest. The property was purchased by 
the U.S. Forest Service in four acquisitions over 3 years, bringing the total acreage of 
the Ironton Ranger District to 104,257 acres and the Wayne National Forest to 240,979 
acres. The property has historic value as well - the Underground Railroad was active in 
this area and the historic Pioneer Iron Furnace stack is located on the property. 
Numerous beaver ponds and picturesque sandstone rock outcroppings are scattered 
about the property. 
Source: http://www.blackhillsportal.com/npps/story.cfm?ID=2739 
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44. August 13, FoxNews – (National) MOST WANTED: Josephine Sunshine Overaker 
on eco-terrorism charges. Along with several other environmental extremists, a 
suspect slipped into the Willamette National Forest and struck the U.S. Forest Service’s 
station in Detroit, Oregon, officials said. Clad in black, they allegedly left graffiti and 
burned several Forest Service vehicles for a branch of the Earth Liberation Front that 
called itself “the Family,” investigators said. Two days after the attack in Detroit, 
investigators said the suspect and fellow extremists struck 140 miles away in Oakridge, 
planting within another ranger station an incendiary device fashioned from milk jugs 
and sponges with fuses made of incense sticks. It ignited the accelerant and burned the 
Oakridge Ranger Station to the ground. Five-gallon pails replaced milk jugs and digital 
timers took the place of incense sticks as members of the Family honed their terrorism 
skills with weekend seminars on computer encryption and lock-picking, a Federal 
Bureau of Investigation special agent said. “They have these small autonomous groups 
that don’t know each other, and they just go out and commit acts and usually the groups 
are four or five max,” he said. That silence made it difficult to track down the members, 
but after a nine-year investigation, federal detectives were able to begin rounding up 
members of the group. The suspect, however, has managed to elude authorities.  
Source: http://www.foxnews.com/story/0,2933,402922,00.html 

[Return to top] 

Dams Sector 

45. August 13, Gazette – (Iowa) Corps identifies 20 levees needing repair. Up to 20 levees 
have been identified for repair following this year’s record flooding, a U.S. Army Corps 
of Engineers official said Wednesday. A project manager in the Corps’ Rock Island 
District said he did not have an estimate for the potential cost of the repairs, but he 
expects the projects will be funded on a priority basis via the Corps’ emergency money 
or a supplemental spending measure awaiting congressional action this fall. He told a 
state task force that communities with damaged levees are at risk for future flooding, 
and the goal in identifying needed repairs would be to return the levees to at least their 
pre-flood levels of protection before the next flooding season in spring 2009. The levee 
discussion came on a day when the task force members considered recommendations to 
the Rebuild Iowa Advisory Commission for short-term action following this year’s 
record flooding that topped or breached half of the protective structures along 
waterways in central and eastern Iowa. The commission is compiling information to be 
contained in a September 2 report to the governor that could become part of a recovery 
plan that may see action during a special session of the Iowa Legislature as early as next 
month. 
Source: 
http://www.gazetteonline.com/apps/pbcs.dll/article?AID=/20080814/NEWS/14646666

 [Return to top] 
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DHS Daily Open Source Infrastructure Report Contact Information 

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
infrastructure issues. The DHS Daily Open Source Infrastructure Report is archived for ten days on the Department of 
Homeland Security Website: http://www.dhs.gov/iaipdailyreport 

DHS Daily Open Source Infrastructure Report Contact Information 
 Content and Suggestions: 	 Send mail to NICCReports@dhs.gov or contact the DHS Daily

Report Team at (202) 312-3421 
Send mail to NICCReports@dhs.gov or contact the DHS Daily Removal from Distribution List: Report Team at (202) 312-3421 for more information. 

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 


Coordinating Center at nicc@dhs.gov or (202) 282−9201. 

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or 


visit their Web page at www.us−cert.gov. 

Department of Homeland Security Disclaimer 
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personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
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