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• According to USA Today, five years after the worst blackout in U.S. history, the nation’s 
electrical system is far better equipped to prevent another big outage, but significant 
shortcomings remain, federal officials, grid operators, and consultants agree. (See item 5) 

• KSN 3 Wichita reports that four people have been arrested on felony explosives charges 
after a bomb squad found four acid bombs that had detonated on the grounds of a high 
school in Wichita, Kansas. (See item 30) 

DHS Daily Open Source Infrastructure Report Fast Jump 
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Energy Sector 

Current Electricity Sector Threat Alert Le vels:  Physical:  ELEVATED, 
Cyber:   ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. August 13, Reuters – (International) BTC oil pipeline damage study may take a week 
– BP. It could take a week to judge how long the Baku-Tbilisi-Ceyhan (BTC) oil 
pipeline in Turkey will remain closed after a fire at the start of August, a major 
shareholder in the pipeline said on Wednesday. The pipeline stopped carrying Azeri 
crude through Georgia after an explosion on Turkish territory, for which Kurdish 
separatist guerrillas claimed responsibility, two days before conflict over the South 
Ossetia region began. After waiting for the pipeline to cool down following the fire, 
Turkish pipeline operator Botas has started assessing the damage, a spokesman for 
British oil major BP said. Other stakeholders of BTC include U.S. companies Chevron 
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and ConocoPhillips. Another BP spokesman said the British oil major’s Caspian oil 
pipeline from Baku in Azerbaijan to Supsa in Georgia remained closed on Wednesday 
as the company awaited word from Georgian authorities that it was safe to reopen. “The 
oil line to Supsa remains closed as a precaution but there is no damage,” the spokesman 
said. The closure on Tuesday of the Western Route Export Pipeline, which takes crude 
from the Caspian Sea to the Georgian port of Supsa on the Black Sea, further limits 
BP’s export options after the BTC fire.  
Source: http://www.forbes.com/afxnewslimited/feeds/afx/2008/08/13/afx5319034.html 

2. August 13, Webwire – (Arizona) Ariz. power plant agrees to install controls to 
reduce harmful emissions; Settlement also requires power plant to pay a $950,000 
civil penalty. The Salt River Project Agricultural Improvement and Power District 
(SRP) has agreed to install state-of-the-art air pollution controls at an estimated cost of 
$400 million, pay a $950,000 civil penalty, and spend $4 million on environmental 
improvement projects in Arizona to settle alleged violations of the Clean Air Act at its 
Coronado coal-fired power plant near St. Johns, Arizona. The settlement, filed 
Wednesday concurrently with the complaint, requires SRP to install two scrubbers to 
control SO2, burners to limit NOx, and a selective catalytic reduction (SCR) unit to 
further control NOx emissions. This is the first settlement ever to require an SCR retrofit 
of an existing coal-fired electric generating unit in the western United States. The 
controls will reduce combined emissions of SO2 and NOx by over 21,000 tons each 
year. This is the fifteenth settlement secured by the federal government as part of its 
enforcement initiative to control harmful emissions from coal-fired power plants under 
the Clean Air Act’s New Source Review requirements.  
Source: http://www.webwire.com/ViewPressRel.asp?aId=72257 

3. August 13, Dow Jones Newswires – (California) Chevron: Snag didn’t impact output. 
Chevron Corp. said that the shuttering of one of its plants at the El Segundo, California, 
refinery has not affected output, a company spokesman said Tuesday afternoon. The 
plant pretreats feedstocks, but the refinery has plenty of feedstocks in its inventory, so 
the issue has not affected production, he said. Rumors on the Los Angeles spot carbob 
gasoline market that the refinery’s fluid catalytic cracking unit was down are untrue, he 
said.  
Source: 
http://money.cnn.com/news/newsfeeds/articles/djf500/200808130928DOWJONESDJO
NLINE000554_FORTUNE5.htm  

4. August 13, Austin American-Statesman – (Texas) Austin’s biomass power plans raise 
questions. Local environmentalists and businesspeople are raising concerns about the 
cost and environmental impact of a proposed east Texas biomass plant that would 
provide power to Austin Energy. The city-run utility is on the verge of going forward 
with a $2.3 billion, 20-year contract for the power that includes paying for the 
construction of the plant, which will be fueled by wood waste. The executive director of 
Public Citizen said he likes the basic concept behind the project but still has concerns 
about pollution and the amount of wood waste that might be available to fuel the plant. 
Although wood waste burns cleaner than other fuels, he said, it is still burning, and 
smoke could have an effect on air quality. Others have also raised questions about how 
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far trucks would have to travel – presumably emitting carbon dioxide – to bring wood 
waste to the plant. A professor of chemical engineering at Texas A&M University said 
that wood waste can generate carbon-neutral power because the amount of carbon 
released in burning is the same as that absorbed by trees as they grow. The burning of 
wood waste releases very little, if any, sulfur, which is often found in the air around 
fossil fuel plants; and the resulting ash can be filtered and put back onto the land as 
fertilizer, he said.  
Source: 
http://www.statesman.com/news/content/news/stories/local/08/13/0813biomass.html 

5. August 12, USA Today – (National) U.S. power grid in better shape 5 years after 
blackout. Five years after the worst blackout in U.S. history, the nation’s electrical 
system is far better equipped to prevent another big outage, but significant shortcomings 
remain, federal officials, grid operators, and consultants agree. Since the blackout on 
August 14, 2003, which affected 50 million people in the Northeast, Midwest, and part 
of Canada, federal regulators have approved standards for upkeep of the power grid. 
And utilities have new systems to monitor the network. But there are still concerns. The 
U.S. still does not have enough power plants and transmission lines to meet surging 
demand for electricity, which strains the grid, says an energy adviser for Deloitte 
Services and a former Federal Energy Regulatory Commission (FERC) member. 
Utilities have canceled plans for dozens of coal plants amid global-warming concerns; 
environmentalists have opposed new transmission lines. While new computer systems 
better monitor network glitches, “the grid doesn’t have a brain” that “makes sense of it 
in a holistic way” and responds, says the chief executive officer of Optimal 
Technologies. The FERC chairman says cyberterrorism is a threat and that his agency 
needs authority to prevent it without publicizing its measures.  
Source: http://www.usatoday.com/money/industries/energy/2008-08-12-blackout-
power-outage_N.htm 

6. August 12, Reuters – (California; International) Sempra 620-MW plant in Mexico off-
line. Sempra Energy’s 620-megawatt Termoelectrica de Mexicali natural gas-fired 
power station in Mexico was off-line by Tuesday afternoon, a report by the California 
grid operator showed. The unit was fully shut on Tuesday after having only ten 
megawatts out of service on Monday, according to reports by the California Independent 
System Operator. The plant near Mexicali, Baja California, has a combined-cycle power 
unit that opened in 2003. It is about 115 miles east of San Diego, and supplies power to 
the U.S. market. One megawatt powers about 650 homes in southern California. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN12518595200
80813 

 
[Return to top] 

 

 

Chemical Industry Sector 
 
7. August 13, Morning Journal – (Ohio) Crews work for six hours to contain spilled 

chemical. A small chemical spill of styrene at the Pilot gas station in Avon, Ohio, shut 
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down the station and had 25 semitrailers out of service for up to six hours Tuesday while 
hazardous material units contained the spill and decontaminated the area. A US Express 
truck carrying 45,740 pounds of liquid styrene from Minnesota to New Jersey was 
attempting to transfer the load by switching cabs with another truck at the busy truck 
stop. The truck driver opened the back of the truck and was overcome by fumes from a 
drum that might have punctured and had spilled. Officials say about 35 gallons of 
styrene spilled. The truck was carrying 50 drums and seven totes of liquid styrene. The 
substance also leaked through cracks on the floor of the truck on to the ground below, 
but was contained to the area by HAZMAT crews. According to the Agency for Toxic 
Substances and Disease Registry, styrene is a colorless liquid used to make plastics and 
rubber. If inhaled in levels more than 1,000 times higher than normal levels in the 
environment, it can cause nerve and vision problems, tiredness, slowed reaction time, 
concentration problems and/or balance problems. 
Source: 
http://www.morningjournal.com/site/news.cfm?newsid=20013942&BRD=1699&PAG=
461&dept_id=46371&rfi=6  

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

8. August 12, EmpireStateNews.Net – (National) Lack of safeguards exist on “potentially 
deadly” highly enriched uranium, say King, Cuomo. A U.S. representative for New 
York and the New York attorney general warned that current restrictions on access to 
highly enriched uranium (HEU) are too lax and could potentially lead to terrorists 
acquiring the potentially lethal material. There are seven civilian facilities across the 
country that continue to use HEU even though safer alternative materials exist. On 
Tuesday, they called on the U.S. Nuclear Regulatory Commission to ban the civilian use 
of HEU. These restrictions would decrease access to HEU in order to keep it out of 
terrorists’ hands and reduce the risk of a nuclear terrorist attack. Currently, there are 
seven civilian facilities across the nation that still utilizes HEU, according to the Natural 
Resources Defense Council. While four of the facilities are already in the process of 
phasing out the usage of HEU, three facilities have made no commitment to eliminating 
the use of the potentially dangerous material. These include the Massachusetts Institute 
of Technology’s Nuclear Research Reactor, the Heavy Water Test Reactor at the 
National Institute of Standards in Maryland, and the Missouri University Research 
Reactor. The representative and attorney general noted that all three facilities have the 
ability to use safer alternatives to HEU.  
Source: http://www.empirestatenews.net/News/20080813-1.html 

9. August 12, Pottstown Mercury – (Pennsylvania) NRC: Nuclear plant guard hid 
arrests. About a year after a security guard at Exelon’s Limerick Nuclear Generating 
Station (LGS) was fired for sleeping on the job, another was fired for altering his 
driver’s license to hide the fact that he had been charged by police with three separate 
offenses. The guard fired for sleeping in July 2006 and the one fired in 2007 both 
worked for Wackenhut Corp., a private security company that previously provided 
security for all Exelon nuclear power plants but lost the contract in December. An 
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Exelon spokesman confirmed the incident, first revealed in an August 1 U.S. Nuclear 
Regulatory Commission (NRC) letter to Exelon’s chief nuclear officer. He said Exelon 
discovered the problem “one year ago when we learned about a discrepancy with one of 
the guards.” He said the guard was fired “close to one year ago as a Wackenhut 
employee.” According to the NRC letter, after learning of the discrepancy, Exelon 
performed an audit of all guard driver’s licenses and “one security guard’s license was 
found to be altered. During a follow-up of the discovery, it was determined that the 
security officer had not reported arrests as required by the LGS Security Plan,” the letter 
read. According to the NRC letter, the guard’s attempts to hide the arrests “may have 
had an impact on his trustworthiness or reliability, thereby causing LGS to be in 
violation of its security plan.” The letter said the guard had “unescorted access to vital 
areas of the plant.” Although the NRC considered handing Exelon a “notice of 
violation” for the incident, several mitigating circumstances reduced the penalty to a 
“non-cited violation.”  
Source: 
http://www.pottstownmercury.com/site/news.cfm?newsid=19904214&BRD=1674&PA
G=461&dept_id=18041&rfi=6 

 
10. August 11, U.S. Nuclear Regulatory Commission – (National) NRC issues 

supplemental proposed rule improving reactor vessel requirements. The U.S. 
Nuclear Regulatory Commission has issued a supplemental proposed rule improving the 
methods pressurized-water reactor (PWR) licensees use to account for some effects of 
aging on their reactor vessels. The rule increases the realism of calculations used to 
examine a PWR’s susceptibility to a phenomenon known as pressurized thermal shock 
(PTS). The other type of U.S. nuclear power plant design, a boiling-water reactor, is not 
susceptible to PTS. The proposed rule allows licensees of operating PWRs to voluntarily 
adopt a more realistic technical approach for determining the probability of vessel 
failure during a PTS event. This revised approach was derived using data from research 
on currently operating PWRs that indicate the overall risk of PTS-induced vessel failure 
after 60 years of reactor operation is much lower than previously estimated.  
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2008/08-147.html 

 
[Return to top] 

Defense Industrial Base Sector 
 

11. August 12, KGTV 10 San Diego – (National) Navy agrees to limit use of sonar. The 
U.S. Navy agreed in a settlement approved Tuesday to limit where it operates certain 
sonar systems criticized by environmentalists as a threat to whales and other marine 
mammals. The settlement approved Tuesday by a federal judge in San Francisco 
restricts the Navy’s use of low-frequency sonar to specific military training areas near 
Hawaii and in the western Pacific Ocean. In February, a U.S. magistrate found that low-
frequency sonar blasted beneath the ocean’s surface to detect submarines threatens the 
animals’ ability to find food and avoid predators. A lawsuit filed by conservation groups 
last year argued that regulators violated multiple federal environmental laws by issuing a 
permit allowing the Navy to use the sonar systems around the world. Environmentalists 
argued that the extremely loud, low-pitch sounds used to detect submarines at great 

http://www.pottstownmercury.com/site/news.cfm?newsid=19904214&BRD=1674&PAG=461&dept_id=18041&rfi=6�
http://www.pottstownmercury.com/site/news.cfm?newsid=19904214&BRD=1674&PAG=461&dept_id=18041&rfi=6�
http://www.nrc.gov/reading-rm/doc-collections/news/2008/08-147.html�


 - 6 -   

distances disrupted the behavior of whales hundreds of miles away. In a separate case, 
the Navy is asking the U.S. Supreme Court to reconsider a federal appeals court ruling 
limiting the use of mid-frequency sonar in training exercises off southern California’s 
coast. The Navy argues that the decision by the 9th U.S. Circuit Court of Appeals in San 
Francisco threatens the readiness of sailors and Marines while providing limited 
environmental benefit.  
Source: http://www.10news.com/news/17173705/detail.html 
 

[Return to top] 

Banking and Finance Sector 
 

12. August 13, Associated Press – (National) U.S. Federal Reserve auctions $25B in 
loans. The U.S. Federal Reserve has auctioned another $25 billion in loans to U.S. 
banks and given them more time to pay the money back in an effort to combat a serious 
credit squeeze. The central bank has loaned billions since the credit squeeze hit a year 
ago. The Fed announced Tuesday that the money would be loaned at a rate of 2.754 
percent. In the latest auction, the Fed offered the loans for an extended period of 84 
days, rather than the 28-day period for the previous loans. The latest Fed auction was 
held on Monday with the results announced Tuesday. It saw 64 bidders seeking a total 
of $54.8 billion in funds. The Fed had announced that it would auction off $25 billion 
for 84 days. In two weeks the Fed will auction $75 billion in loans for 28 days.  
Source: http://www.cnn.com/2008/US/08/12/fed.auction.ap/index.html  

13. August 13, Xinhua – (International) China central bank to blacklist foreign 
bankcards involved in fraud. The People’s Bank of China will blacklist foreign 
bankcards found involved in fraud cases, as one of the country’s efforts to curb bankcard 
crimes and create an Olympics-friendly payment environment. The list would help the 
card issuer banks, merchants and other agencies to stop service for suspects, the director 
general of the Payment and Settlement Department of the People’s Bank of China, told a 
press conference on Wednesday. A joint action between the central bank and police 
started in April. The authorities have registered 1,600 cases and arrested 342 suspects, 
implicating more than 40 million yuan. 
Source: http://news.xinhuanet.com/english/2008-08/13/content_9278360.htm  

14. August 13, Associated Press – (National) 2 North Texas men accused of securities 
fraud. Two North Texas men face securities fraud charges in connection with an alleged 
“pump and dump” stock-fraud scheme that resulted in more than $32 million in losses 
for duped investors. The two are charged with fraud, according to court documents filed 
July 15 in the U.S. Northern District Court in Dallas by the Securities and Exchange 
Commission. One of the suspects was president of Sniffex Inc., which the SEC alleges 
was a shell company that produced a hand-held bomb detector called the Sniffex. Its 50-
year-old Bulgarian inventor allegedly designed it to emit an electromagnetic field to 
detect gunpowder and other explosives as far away as 300 feet and the device was 
promoted as an anti-terror breakthrough. But the device did not live up to its claim. The 
SEC says the suspects created a fake promotional campaign designed to inflate the share 
price and trading volume of the company’s stock, between May 17, 2005 and April 6, 
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2006. The SEC is investigating Sniffex’s partners in Bulgaria and Denmark. Sniffex Inc. 
is now Homeland Safety International. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/5940626.html  

 
15. August 13, Reuters – (National) Countrywide sued by West Virginia over mortgages. 

Countrywide Financial, now owned by Bank of America Corp, has been sued by West 
Virginia, which accused the lender of making risky and costly loans to consumers who 
could not afford them. West Virginia is at least the fifth U.S. state to sue Countrywide 
over its business practices, joining California, Connecticut, Florida and Illinois. Another 
state, Washington, has threatened to revoke Countrywide’s lending license. 
Countrywide had been the largest U.S. mortgage lender before Bank of America bought 
it on July 1 for $2.5 billion. A copy of the lawsuit was not immediately available. 
Source: http://www.reuters.com/article/fundsFundsNews/idUSN1331914320080813  

 
[Return to top]  

Transportation Sector 
 

16. August 13, USA Today – (National) Fliers without ID placed on TSA list. The 
Transportation Security Administration has collected records on thousands of passengers 
who went to airport checkpoints without identification, adding them to a database of 
people who violated security laws or were questioned for suspicious behavior. The TSA 
began storing the information in late June, tracking many people who said they had 
forgotten their driver’s license or passport at home. The database has 16,500 records of 
such people and is open to law enforcement agencies, according to the TSA. Asked 
about the program, the TSA chief told USA TODAY in an interview Tuesday that the 
information helps track potential terrorists who may be “probing the system” by trying 
to get though checkpoints at various airports. Later Tuesday, the official called the 
newspaper to say the agency is changing its policy effective today and will stop keeping 
records of people who do not have ID if a screener can determine their identity. He said 
he had been considering the change for a month. The names of people who did not have 
identification will soon be expunged, he said. The TSA has been expanding an 
electronic database that started a couple of years ago to keep track of people who 
violated security regulations, most often by bringing a dangerous item to a checkpoint. 
The agency then began adding names of people who were questioned by police but not 
necessarily charged after an airport screener saw them acting suspiciously. In those 
cases, the TSA can keep records for 15 years of someone’s name, address, Social 
Security number, nationality, race and physical features, as well as identifying 
information about a traveling companion, according to a report by the Homeland 
Security Department privacy office. The official said the database will still be used but it 
will not contain people’s names who forgot their identification. Such a database helps 
the TSA spot patterns of activity that may indicate terrorist planning and refer people to 
the FBI for possible questioning.  
Source: http://www.usatoday.com/tech/news/surveillance/2008-08-12-
tsa_N.htm?loc=interstitialskip  

17. August 13, Associated Press – (International) Qantas grounds 6 planes to check 
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maintenance files. Australia’s airline safety body said Wednesday it would expand its 
investigation of Qantas after the company announced it temporarily pulled six aircraft 
from service because of irregularities in maintenance records. Three flights were 
canceled Tuesday night after Qantas pulled the planes. It was the latest in a spate of 
incidents with the airline since one of its planes made an emergency landing in Manila 
last month after an explosion tore a large hole in the fuselage. Qantas said the six B737-
400s would be removed from service while the airline cross-checks maintenance records 
relating to work carried out at one of its Australian facilities. 
Source: 
http://ap.google.com/article/ALeqM5hyMwb2AkOW3y1vGZ9AJRPghSa4dQD92H7SF
G0  

18. August 12, Los Angeles Times – (California) Homeland Security Secretary to inspect 
safety upgrades at LAX today. Homeland Security Secretary is scheduled Tuesday to 
inspect new improvements to security systems and customs facilities at Los Angeles 
International Airport, which has been listed as one of the top terrorist targets in the U. S. 
The tour will include the recent installation of security barriers at Terminal 1 – a 
measure designed to prevent terrorists from crashing vehicles into the building. The 
horseshoe-shaped streets that provide public access to the airport’s terminals have been 
identified as the most vulnerable parts of LAX. Additional barriers are set to be added 
this fall at other strategic locations near terminals. The official will inspect the airport’s 
perimeter fence, which was built with a sturdy concrete base, tighter and stronger steel 
mesh, and barbed wire along the top. He also will visit a vehicle checkpoint where 
security officers are assisted by computer, and is to discuss plans to equip all gates to the 
airfield with hydraulic barriers. At the Tom Bradley International Terminal, he is 
scheduled to view improvements to the customs arrival hall for international travelers – 
one of the busiest in the nation. The facility has been enhanced with better lighting, 
more ventilation, baggage carousels to accommodate large aircraft and a revamped 
computer system to better process passengers. 
Source: http://travel.latimes.com/articles/la-trw-chertoff13-2008aug13  

19. August 11, Post and Courier – (South Carolina) Covering the Waterfront. Project 
SeaHawk, a federally funded security task force for the Port of Charleston, is a model 
for other seaports around the nation. A pilot program established in 2003 as a long-term 
response to al-Qaida, Project SeaHawk puts federal, state and local law enforcement 
together — in the operations center, in weekly briefings and in boats. The project does 
not advertise its location, and a green film covers each window to deflect spy cameras. 
Officials wonder what will happen to the program, the first of its kind funded by 
Congress to fill in potentially deadly security gaps. Project SeaHawk operates through 
the Department of Justice, with the U.S. Attorney’s Office managing its finances. By 
next fall, its $46 million in funds will run out, and the project will fall under the custody 
of the Department of Homeland Security, an agency that did not exist when SeaHawk 
launched.  40 percent of ammunition and vehicles bound for the Middle East pass 
through here, the SeaHawk Deputy Director said. And nearly all the mine-resistant, 
armored-protected trucks — also known as MRAPs — roll through Charleston. Every 
Wednesday for a half-hour, representatives from 47 law-enforcement agencies meet at 
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SeaHawk headquarters. Ports around the country have followed Charleston’s model, and 
some of Project SeaHawk’s technology will become nationally streamlined under the 
SAFE Port Act. Savannah began a SeaHawk spin-off called the Maritime Interagency 
Center of Operations last year and, without its own funding, uses some of the 
technology developed in Charleston.  
Source: http://www.charleston.net/news/2008/aug/11/covering_waterfront50322/ 
 

[Return to top] 

Postal and Shipping Sector 
 
20. August 12, WZTV 17 Nashville – (Tennessee) White powder scare downtown. 

Someone sent a letter filled with white powder to the sheriff’s department’s civil warrant 
office in Nashville, Tennessee. The woman who opened it was decontaminated, and 11 
co-workers were partially scrubbed down by the fire department’s hazmat unit. Officials 
say no one is showing signs of exposure to any kind of toxin. The Federal Bureau of 
Investigation was among the agencies on the scene. 
Source: http://www.wztv.com/newsroom/top_stories/vid_4064.shtml  
 

21. August 12, KRIS 6 Corpus Christi – (Texas) Beeville inmate sends bloody mail to 
local judge. A state jail inmate from Beeville is being investigated for sending a letter 
covered in bodily fluids to a federal judge in Corpus Christi. The Texas Department of 
Criminal Justice said the judge received mail from the prisoner that appeared to have 
blood all over it. The inmate has been accused of sending the bloody mail, and he has 
claimed he is infected with AIDS. The Department of Criminal Justice said prisoner 
mail to family and friends is always inspected, although, to protect the criminal’s 
constitutional rights, they do not inspect correspondences to judges, courts, attorneys, or 
the media. Now, all of the inmate’s mail will be inspected. 
Source: http://www.kristv.com/Global/story.asp?S=8830572  

 
 [Return to top] 

Agriculture and Food Sector  
 

22. August 12, Daily Herald – (Illinois) Health departments warns of spreading fish 
virus. The Lake County Health Department and forest preserve district are urging Lake 
Michigan recreational boaters and anglers to follow new rules to ward off spreading a 
deadly fish virus to inland lakes. The health department recently put out the advisory to 
reinforce emergency regulations issued by the Illinois Department of Natural Resources 
(IDNR) after testing confirmed Viral Hemorrhagic Septicemia was present in two fish 
species sampled at Winthrop Harbor in June. Since 2005, the virus has been found in all 
the Great Lakes except Lake Superior. It is not a threat to humans, but can severely 
impact a lake’s aquatic life and overall health. So far, it has not been found in any inland 
lake in Lake County or anywhere else in the state, an IDNR spokesman said Monday. 
Under the new rules, boaters must drain natural water and clean out all equipment when 
leaving any body of water. Fishermen are also required to empty bait buckets, livewells, 
baitwells, bilges, or any compartment that can hold natural waters before heading from 
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lake to lake. Though Lake County is a focal point, the new regulations apply to boaters 
and anglers throughout the state. The IDNR has one conservation officer per county 
monitoring 91,000 lakes and ponds, 126,000 miles of streams, and one million acres of 
Lake Michigan.  
Source: http://www.dailyherald.com/story/?id=227008&src=3 

 
23. August 12, All Headline News – (National) Supermarket chain recalls tuna salad for 

possible bacterial contamination. On Sunday, the U.S. Food and Drug Administration 
(FDA) announced the recall of 4,890 pounds of Home Made and Stop and Shop tuna 
salad brands as there was a chance for it to be contaminated with Listeria. No cases of 
infections have been reported yet, company officials said. The tuna salad was distributed 
to stores in Massachusetts, Rhode Island, Connecticut, Maine, New Hampshire, and 
New Jersey.  
Source: http://www.gantdaily.com/news/35/ARTICLE/28022/2008-08-12.html 

 
[Return to top] 

Water Sector 
 

24. August 13, PSU Ag Science News – (Pennsylvania) Deep-well gas drilling a concern 
for state’s water sources. The current boom in natural-gas well drilling is a concern for 
Pennsylvania’s streams and groundwater, according to an expert in Penn State’s College 
of Agricultural Sciences. This latest wave of gas-well drilling is unlike other previous 
exploration because the wells are so deep, tapping the Marcellus shale formation, which 
is a mile or more below the surface of much of Pennsylvania, West Virginia, Ohio, and 
New York. Scientists have known for years the gas was there, but it was not until new 
drilling technology was developed that it could be extracted. This method uses hydraulic 
pressure to fracture the shale layer so trapped gas can escape. In other states, fracking 
water has been found to contain numerous hazardous and toxic substances, including 
formaldehyde, benzene, and chromates. Most municipal sewage-treatment plants cannot 
or will not accept gas-well waste fluids. Another potential hazard from gas-well 
wastewater is the release of radon and other naturally occurring radioactive materials. 
Source: http://www.solanconews.com/Farm/2008/080813_PSU_deepwellgas.htm  
 

25. August 12, Atlanta Journal-Constitution – (Georgia) Question of right to water central 
in Lanier case. The central question in the 18-year-old, tri-state water war could be 
answered by the end of this year: Does metro Atlanta have the legal right to depend on 
Lake Lanier as its primary source of drinking water? In a four-page order issued 
Tuesday, a U.S. District Court judge said the answer may render other disagreements in 
the case “obsolete, or at the very least may invalidate” them. He said a federal appellate 
court decision invalidating the region’s short-term future claims to additional Lanier 
water “will undoubtedly affect this litigation.” Debate about the legal rights to Lanier’s 
water has raged since Alabama filed the first federal lawsuit against the U.S. Army 
Corps of Engineers in 1990 to stop the Corps from giving metro Atlanta more water 
from Lanier. Alabama and Florida say Congress established only three purposes for the 
60-year-old federal reservoir: to control floods, float barges downstream, and generate 
power. Supplying Atlanta’s drinking water was a secondary benefit, they say. Georgia 
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strongly disagrees and has promised to prove in court that Congress intended drinking 
water supply as a main function of the lake. Lanier supplies water to more than three 
million Atlantans. 
Source:  
http://www.ajc.com/wireless/content/metro/stories/2008/08/12/georgia_water_lake_lani
er.html  
 

26. August 12, San Mateo County Times – (California) Fire retardant discovered in 
wastewater plants that discharge into the Bay. A new fire retardant product with 
unknown long-term impacts on human health and the environment has been discovered 
in two wastewater treatment plants that discharge into San Francisco Bay, according to a 
scientist with the San Francisco Estuary Institute who made the find. The product, 
Firemaster 550, is one of California’s most widely used brominated fire retardants and is 
routinely added to the polyurethane foam used in upholstered furniture to meet the 
state’s stringent open-flame household fire protection rules. Little is known about its 
chemical components, which were made public for the first time two weeks ago in a 
study that reported finding large concentrations of it in the dust of 19 Boston homes. But 
the fact that it is now also being found in wastewater plants has given scientists pause 
and prompted calls for more testing. 
Source: http://www.insidebayarea.com/oaklandtribune/localnews/ci_10170552  
 

27. August 11, Florida Times-Union – (Florida) Leaky sewers taint Goodbys Creek. 
Leaking sewer systems are spilling fecal bacteria into Goodbys Creek, according to 
researchers studying contamination in the Southside Jacksonville waterway. Overflows 
from nearby sewers have spilled thousands of gallons of dirty water, but those probably 
are not a key problem, a draft of a report for the Florida Department of Environmental 
Protection says. Hidden failures in buried lines and septic tanks probably feed into the 
creek as it meanders through a neighborhood of about 8,400 homes, the study says. It 
notes bacteria levels are fairly constant in some areas. People sickened by the bacteria, 
often through boating, skiing or swimming, can have flu-like symptoms. Among the 
dozens of northeast Florida waterways loaded with bacteria, contamination in Goodbys 
Creek is not especially intense. But the waterway is a hub for development in the 
middle-class neighborhoods north of Mandarin, and contamination there has the 
potential to affect many people. The new report’s authors could not identify specific 
leaking sewers, but by next month JEA expects to be able to use digital maps of the lines 
to begin the search. The computerized maps are being updated to show the age of sewer 
lines, when they were repaired, and what problems have been documented. That will 
help the utility spot areas that should be checked by a remotely controlled camera that 
navigates through lines. 
Source: http://www.jacksonville.com/tu-online/stories/081208/met_317421506.shtml  

 
[Return to top] 

Public Health and Healthcare Sector 
 

28. August 13, San Francisco Chronicle – (California) Final S.F. budget cuts in health 
programs, pay. The mayor’s office revealed on Tuesday nearly $5 million in final cuts 
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to the San Francisco budget, most of them targeting public health programs and pay for 
certain union employees. The mayor signed the $6.8 billion budget late last month, but 
announced at the time that he would need to shave an additional $4.8 million in 
spending to preserve the city’s emergency funds. The biggest single budget hit is to the 
Department of Public Health, which loses $2 million. Most of those cuts will come from 
two sources: reducing operating room hours at San Francisco General Hospital and 
scaling back funding for nonprofit outpatient service programs for mental health and 
substance abuse. The Health at Home program, which provides public health nurses for 
chronically ill, homebound people, will lose three nurses. Public health officials said it’s 
too soon to say whether they will simply eliminate vacant positions or lay off 
employees. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2008/08/12/BARE129VFH.DTL  

29. August 12, Science News – (National) H9N2 avian flu strain has pandemic potential. 
Pandemic planners may have been looking at the wrong avian influenza virus as the 
source of the next worldwide flu epidemic. A type of avian flu virus known as H9N2 
could become transmissible in humans with just a few changes, a new study shows. 
“The H9 may be a silent virus that doesn’t get noticed until it’s too late,” said a 
virologist at the University of Maryland, College Park. He and his colleagues analyzed 
the pandemic potential of the H9 flu viruses in ferrets, a model for human disease 
transmission. The team found that changing a single chemical building block in the 
hemagglutinin protein that helps the virus latch onto cells can make the virus more 
transmissible in ferrets. Mixing the avian virus’s genes with those from human flu 
viruses also increases transmission and may make the virus more virulent, the 
researchers report online August 13 in PLoS ONE. Though the virus did not become 
airborne in ferrets, it may have the potential to do so in the future. H9 avian influenza is 
widespread among birds in Asia, the Middle East, Europe, and Africa. It doesn’t make 
birds sick, so it often goes unnoticed. Some people and pigs have also been infected, but 
the virus causes only a mild illness in people and, so far, has not been known to spread 
from person to person. But the study results could indicate that the H9 viruses may 
begin spreading among people with just minor changes. 
Source: 
http://www.sciencenews.org/view/generic/id/35160/title/H9N2_avian_flu_strain_has_pa
ndemic_potential  
 

[Return to top] 

 

Government Facilities Sector 
 

30. August 13, KSN 3 Wichita – (Kansas) Explosives found on North High School 
grounds. What began late Tuesday night as a traditional prank at North High School in 
Wichita, Kansas, ended early Wednesday morning with four arrests on explosives 
charges. Around 1:15 a.m. police responded to the grounds, after school security called 
to say four people were on the roof of a building east of the main school building. While 
officers were there, they heard an explosion; the bomb squad then found four acid 
bombs that had detonated. Four people have been booked on felony explosives charges, 
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but officers were not sure if those arrested were students. 
Source: http://www.ksn.com/news/local/26905864.html  
 

[Return to top] 

Emergency Services Sector 
 

31. August 11, Louisville Courier-Journal – (Kentucky) 9 suburban Louisville fire 
districts cut medical runs over costs. Nine of Jefferson County’s 18 suburban fire 
districts have stopped responding to all but the most critical medical emergencies, citing 
rising fuel costs and limited resources, a Courier-Journal analysis shows. As a result, 
Louisville Metro emergency medical services (EMS) ambulances are handling more 
calls without backup in parts of Jefferson County – even though suburban firefighters 
usually can respond faster. Fire stations generally are located to reach patients within 
five minutes, compared with EMS’ goal of eight minutes. The changes by the nine 
suburban districts – which have all occurred since March – surprised the mayor, who 
said he worries they are creating “inconsistency” in Jefferson County’s response to 
medical emergencies. Because suburban fire districts operate independently, collecting 
their own taxes and being governed by their own boards, he and EMS officials have no 
authority to compel them to respond to more medical emergencies. 
Source: http://www.courier-
journal.com/apps/pbcs.dll/article?AID=/20080811/NEWS01/808110432/1008  
 

[Return to top]  

Information Technology 
 

32. August 13, VNUNet – (National) Bug shuts down VMware servers. A software bug is 
leaving VMware customers unable to log in to virtualized servers. The issue began early 
on Tuesday when users attempted to power up virtual systems running the company’s 
ESX 3.5 software. The user is greeted with an error message indicating that the 
machine’s “power on” function failed due to an expired license. The company said that 
the issue is due to a timeout mechanism that had been left on and set to expire on August 
12. This, said the company, caused the system to lock out users and believe that the 
license had expired. The issue only affects systems that run ESX 3.5 Update 2 and ESXi 
3.5 Update 2. The timeout feature is often used by developers to when distributing test 
builds to users in order to prevent them from running and distributing test versions of 
the software indefinitely. In a blog posting, VMware assured users that the issue was not 
a security risk, and that the cause of the problem had been found. 
Source: http://www.vnunet.com/vnunet/news/2223784/bug-shuts-vmware-servers  

33. August 12, Science News – (National) Microsoft issues massive security update for 
Windows, Office. On Tuesday Microsoft Corp. released its largest security in 18 
months to patch 26 vulnerabilities in Windows, Office, Internet Explorer (IE), Windows 
Messenger and other software. “Today is a perfect storm of client-side issues,” said the 
manger of Qualys Inc.’s vulnerabilities research lab. “Most or all of Microsoft’s client-
side applications are affected or patched.” At least two of the vulnerabilities have 
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already been exploited in the wild, Microsoft acknowledged. Those two, plus another 
pair, said one security researcher, should be considered “zero-day” bugs because 
technical details about the flaws had been circulating prior to today. Even though 
today’s updates – 11 total bulletins, six of which were tagged as “critical,” Microsoft’s 
highest threat rating – set a 2008 record, Microsoft left one expected fix off the table. 
Last week, it said it would patch one or more critical flaws in Windows Media Player 
11, the version bundled with Windows Vista. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9112450&taxonomyId=17&intsrc=kc_top  

34. August 12, New York Times – (International) Before the gunfire, cyberattacks. Weeks 
before bombs started falling on Georgia, a security researcher at Arbor Networks in 
suburban Massachusetts was watching an attack against the country in cyberspace. 
Other Internet experts in the United States said the attacks against Georgia’s Internet 
infrastructure began as early as July 20, with coordinated barrages of millions of 
requests — known as distributed denial of service (D.D.O.S.) attacks — that overloaded 
and effectively shut down Georgian servers. Researchers at Shadowserver, a volunteer 
group that tracks malicious network activity, reported that the Web site of the Georgian 
president had been rendered inoperable for 24 hours by multiple D.D.O.S. attacks. They 
said the command and control server that directed the attack was based in the United 
States and had come online several weeks before it began the assault. As it turns out, the 
July attack may have been a dress rehearsal for an all-out cyberwar once the shooting 
started between Georgia and Russia. According to Internet technical experts, it was the 
first time a known cyberattack had coincided with a shooting war. The Georgian 
government blamed Russia for the attacks, but the Russian government said it was not 
involved.  
Source: 
http://www.nytimes.com/2008/08/13/technology/13cyber.html?_r=2&oref=slogin&oref
=slogin  

35. August 12, Computerworld – (International) Russian hacker ‘militia’ mobilizes to 
attack Georgia. Security researchers Tuesday disputed claims that a well-known 
Russian hacker-hosting network is responsible for cyberattacks against sites belonging 
to Georgia, the former Soviet republic that has been battling Russian military forces 
since Friday. Rather than blame the notorious Russian Business Network researchers 
said that it appears that the attacks originated from a “hacker militia” of Russian botnet 
herders and volunteers. A Bulgarian security researcher said he and others have found 
evidence that points to a self-starting militia composed of volunteer hackers and 
cybercriminals who control large-scale bots, or collections of previously-compromised 
computers, as being behind the escalating attacks that have knocked Georgian sites 
offline. “A lot of it started with posting on blogs,” said a senior threat analyst at 
VeriSign Inc.’s iDefense Labs. “A bunch of youth groups posted something that was 
almost a manifesto that called on supporters to ‘wage an information war’ against 
Georgia.” That call to arms was only one of many, said the researchers, both whom 
noted similarities to the attacks against several hundred Lithuanian Web sites early last 
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month. But while the forces assembled only appear to be uncoordinated to the untrained 
eye, they are in fact very coordinated, both researchers argued. In a lengthy blog post on 
ZDNet, one spelled out the coordinated steps that someone – or some group – took to 
rally the hacker troops and turn them against specific targets. That coordination was 
sophisticated enough to launch DDoS attacks against one of the most popular hacker 
forums in Georgia as a preemptive strike.  
Source: 
http://computerworld.com/action/article.do?command=viewArticleBasic&taxonomyNa
me=cybercrime_and_hacking&articleId=9112443&taxonomyId=82&intsrc=kc_top  

 
Internet Alert Dashboard 

 
 
 
 
 
 

 

 

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Website:  http://www.us−cert.gov. 

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
Website:  https://www.it−isac.org/. 
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Communications Sector 

36. August 13, VNUNet – (National) U.S. broadband growth and speeds disappointing. 
Two pieces of research have painted a grim picture of the U.S. broadband industry. 
Leichtman Research Group has produced a report showing that broadband take-up 
halved in the second quarter of 2008 compared to the same period last year, the lowest 
level of growth in seven years. A second piece of research, from a study sponsored by 
the Communications Workers of America (CWA) found that the U.S. is slipping behind 
other industrialized nations in terms of broadband speeds. The group set up and online 
speed test and took data from nearly 230,000 internet users. It found poor speeds across 
the whole country and found a median speed of just 2.3 Mbps for American internet 
users. “This isn’t about how fast someone can download a full-length movie. Speed 
matters to our economy and our ability to remain competitive in a global marketplace,” 
said the president of the Communications Workers of America.  
Source: http://www.vnunet.com/vnunet/news/2223779/broadband-growth-speeds-US  

37. August 12, Washington Post – (National) Some broadcasters agree to extend signals 
after digital transition. The National Association of Broadcasters (NAB) said that its 
member companies have agreed, on a voluntary basis, to continue to make local 
broadcast signals available to distribution partners – cable, satellite, and telecom TV 
operators – for an extra couple of weeks after the official switch to all-digital TV takes 
place on February 17. NAB’s Television Board of Directors said it is also working to 
reach the same agreement with all television members, the networks and the network 
affiliate stations. The initiative is intended to provide a buffer period for consumers 
during the transition period, so they will not have to worry about losing any 
programming as stations move from analog to digital signals. Broadcasters negotiate 
with cable and satellite operators in order to be included in the channel packages offered 
to consumers. 
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Source: 
http://voices.washingtonpost.com/posttech/2008/08/some_broadcasters_agree_to_ext.ht
ml?nav=rss_blog  

 
38. August 12, Washington Post – (International) Hacker claims Java bug affects millions 

of Nokia phones. A Polish hacker and self-professed security expert claims to have 
discovered vulnerabilities in the mobile Java technology implemented by Nokia in its 
mid-range S40 devices, potentially putting millions of handsets at risk. The hacker 
claims the bugs affect around 140 different models of Nokia phone. But given the 
proliferation of the latest version of Sun’s Java ME, the number of vulnerable devices 
could run to 1.5 billion including other makes of handset. He also claims the mobile 
Java vulnerabilities allow hackers to completely bypass security restrictions and install 
malicious applications on a victim’s device, without their knowledge. 
Source: http://www.telecoms.com/itmgcontent/tcoms/news/articles/20017560920.html  
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Commercial Facilities Sector 
 

39. August 11, New York Times – (New York) Police want tight security zone at ground 
zero. According to a 36-page presentation given by top-ranking police officials in recent 
months, ground zero would be placed within a security zone, in which only specially 
screened taxis, limousines, and cars would be allowed through “sally ports,” or barriers 
staffed by police officers. Roughly a dozen guard booths would be established at street 
corners where pedestrians or vehicles are most likely to enter the area. All service and 
delivery trucks for the trade center site would be directed to an underground bomb 
screening center at the south side of the complex. No bus would be summoned from the 
underground security center and garage until all the passengers are present. The plan is 
designed to prevent a third terrorist attack on the site, said deputy police commissioner 
for public information, and, he said, would have little effect on either traffic or 
pedestrians. It is among the more striking features of the Police Department’s overall 
plan for Manhattan security, which also includes measures to photograph every vehicle 
entering Manhattan and scan its license plate, and then keep the information on file for 
at least a month. Landlords, company executives, public officials, and some urban 
planners acknowledged the need for security at ground zero, but worried that the 
procedures would undermine the effort to reweave the trade center site into the city’s 
fabric. They fear that the proposed traffic restrictions could create tie-ups in a congested 
neighborhood and discourage corporate tenants from renting space, or shoppers from 
visiting the stores in the area.  
Source: 
http://www.nytimes.com/2008/08/12/nyregion/12security.html?_r=1&partner=rssnyt&e
mc=rss&oref=slogin  
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National Monuments & Icons Sector 
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40. August 12, Associated Press – (National) Federal judge in Wyo. overturns ‘roadless 
rule’. A federal judge has overturned a ban on road construction in nearly a third of 
national forests, the latest turn in a long-running dispute over U.S. Forest Service rules 
for undeveloped land. The U.S. district judge issued a permanent injunction Tuesday 
against the so-called “roadless rule,” saying it violated the National Environmental 
Policy Act and the Wilderness Act. “The Forest Service, in an attempt to bolster an 
outgoing President’s environmental legacy, rammed through an environmental agenda 
that itself violates the country’s well-established environmental laws,” the judge wrote. 
The judge issued a similar decision in 2003 in response to a lawsuit filed by Wyoming 
challenging the roadless rule. The 2001 rule prohibits logging, mining, and other 
development on 58.5 million acres in 38 states and Puerto Rico, but the current 
administration replaced it in May 2005 with a process that required governors to petition 
the federal government to protect national forests in their states. Conservation groups 
and attorneys general from Oregon, Washington, California, and New Mexico later 
challenged the policy. On Tuesday, environmentalists vowed to appeal the ruling to the 
U.S. 10th Circuit Court of Appeals in Denver while downplaying its scope.  
Source: 
http://ap.google.com/article/ALeqM5hTsPr6DcfwgQaHqdmVfHwZW1vHhgD92H4RC
O2 

41. August 12, ABC – (National) DEA unearths illegal marijuana operation in national 
parks. Marijuana is being grown illegally on national park land in seven states: 
California, Tennessee, Washington, Oregon, Kentucky, Hawaii, and West Virginia, 
according to the Office of Drug Control Policy. An epidemic of illegal marijuana 
farming on public lands has spread, fueled by Mexican-based drug dealers who have 
sent a covert work force into the mountains. The dealers hide the marijuana deep in the 
forest, on land often accessible only on foot. Across thousands of acres of national 
forest, dealers have laid miles of elaborate waterlines through the forests to irrigate their 
crop. Each marijuana plant has been carefully positioned to receive its own water supply 
and maximum sunlight. This cultivation operation produces massive marijuana plants, 
some 15 feet tall, sprouting buds the size of ears of corn. “They’ve got it netted, they’ve 
brought their own power source,” a San Francisco Drug Enforcement Administration 
(DEA) agent explained. “Packages of beer, Coca-Cola, peaches, and then they pack all 
their clothing in it. Everything you need to survive in the woods.” There was even a log 
of work hours, with what appeared to track names, dates, and times. Police surveillance 
photos show that the dealers are often armed. The DEA has seized almost 191 weapons 

 

from the San Francisco fields. In this area of California alone, the DEA found 2,349 
marijuana plants, worth an estimated street value of $9 million. So far this season, the 
DEA has cut down more than 168,000 marijuana plants in California. And the growing 
season is not over yet.  
Source: http://www.abcnews.go.com/TheLaw/story?id=5565144&page=1  
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Dams Sector 
 

42. August 12, KUSA 9 Denver – (Colorado) The reasons why Denver Water closed the 
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dam road. A reporter in Dillon, Colorado, is keeping a close eye on the Dillon Dam 
Road after Denver Water closed it in June for 16 days citing possible terrorist threats. 
What he found out gives some insight as to why Denver Water closed the road. No 
specific threat has ever been mentioned for the closure, but the reporter says after some 
Summit County residents saw engineers around the reservoir, it fueled speculation that 
the real reason behind the closure was that the dam was not structurally sound. The 
reporter and a retired professor of dam engineering with Engineering Analytics then 
made a visit to Denver Water. They looked at Denver Water’s 2007 safety records at the 
Dillon Reservoir, saying that they looked complete, and that the dam looked safe. It 
seems the road closed just as Denver Water said – because of potential terrorist threats. 
The director of dam safety says a bigger concern is the dam’s design. The town of 
Silverthorne sits below the dam, and water in the reservoir sits close to the top. If 
explosives were set off on the Dillon Dam Road, it might send water flowing over the 
crest and into the town below. Denver Water did consider lowering the water level in the 
Dillon Reservoir, but determined that would affect water use and have negative impacts 
on recreational tourism in Summit County, so they closed the road instead. “In the 
president’s directive that outlined the top 10 risk potentials in the United States, dams 
are very high on the list, certainly airline traffic and airports are highest, then seaports 
are second, dams are in third or fourth place,” said the director.  
Source: http://www.9news.com/news/article.aspx?storyid=97523&catid=188  
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DHS Daily Open Source Infrastructure Report Contact Information 
Send mail to NICCReports@dhs.gov or contact the DHS Daily  Content and Suggestions: 
Report Team at (202) 312-3421 
Send mail to NICCReports@dhs.gov or contact the DHS Daily  Removal from Distribution List: Report Team at (202) 312-3421 for more information. 

Contact DHS 
To report physical infrastructure incidents or to request information, please contact the National Infrastructure 

Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or 

visit their Web page at www.us−cert.gov. 
Department of Homeland Security Disclaimer 
The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform 

personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright 
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source material.

http://www.dhs.gov/iaipdailyreport�
http://www.9news.com/news/article.aspx?storyid=97523&catid=188�

