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• At least 2,000 campaigners from the 2008 Camp for Climate Action are vowing to force 
their way into Kingsnorth power station in Britain. Kingsnorth power station is a huge 
2,000 megawatt plant that supplies electricity to 1.5 million homes. (See item 2) 

• Salmolux Inc. is recalling lot # 01418 of its Wild Alaskan Smoked Salmon Nova Lox 
sold in three ounce packages due to the potential to be contaminated with Listeria 
monocytogenes. (See item 23) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. July 11, Shropshire Star – (International) Oil prices hit $147 high. Political turmoil 
around the world has sent oil prices soaring to a new record of over $147 a barrel. 
London’s Brent North Sea oil for August delivery jumped to $147.50 a barrel, while 
New York’s main oil contract, light sweet crude for August, also broke the $147 barrier 
to hit $147.21. Missile tests by Iran spooked investors, as a potential conflict with Israel 
and the U.S. looms. Meanwhile, in Nigeria a ceasefire between rebels and the 
government has been abandoned, and in Brazil workers at Petrobas have threatened a 
five-day strike. The possibility that global supply could be restricted further has pushed 
up prices, as has a weak dollar, which makes the commodity cheaper to buy in other 
currencies. “With a limited ability to make up for disruptions in global supply, the price 
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of oil has become increasingly sensitive to changes in the outlook for oil production,” 
said an energy analyst at Edward Jones. “Adding to this problem is the fact that a 
significant portion of new production is in remote or hostile areas, whilst costs to extract 
it are growing at a significant rate.”  
Source:  http://www.shropshirestar.com/2008/07/11/oil-prices-hit-147-high-on-iran-
fears/ 

2. July 11, Independent – (International) Climate campaigners threaten to invade and 
shut down power plant. Green activists are vowing to force their way into one of 
Britain’s biggest power stations next month in what will be the most serious clash yet 
between the burgeoning climate change protest movement and the authorities. At least 
2,000 campaigners from the 2008 Camp for Climate Action are expected to take part in 
the assault on Kingsnorth power station in Kent, a huge 2,000 megawatt plant that 
supplies electricity to 1.5 million homes. They are protesting plans by the plant’s 
owners, E.ON, to build a new facility on the site that would be fuelled with coal – the 
first such plant to be built in Britain for 33 years and very likely the forerunner of a new 
generation of coal-fired stations. Organizers of the climate camp, which is scheduled to 
be held from August 3 to August 11 at a site near Kingsnorth on the Hoo Peninsula, are 
being open, both on their website and in conversation, about their intention to force their 
way into the current generating station (also coal-fired) and stop it operating – for good 
– on the camp’s “day of mass action” on August 9. The threat has alarmed both the 
plant’s owners and Kent Police. A week ago, E.ON secured a high court injunction 
against anyone seeking to break into the plant, but now the company has decided further 
measures are necessary. It is constructing an extra high-security fence inside the site’s 
boundaries to protect the plant. Kent Police, which has just over 3,700 officers, is 
talking to neighboring forces about reinforcements. The campaigners’ website claims 
that on the day of action the climate camp “will go beyond talk and culminate in a 
spectacular mass action to shut down Kingsnorth. Permanently!” A spokesman said 
there would be various approaches, via sea and air. The activists are aware of the 
injunction but insist it will not change their plans.  
Source: http://www.independent.co.uk/environment/climate-change/climate-
campaigners-threaten-to-invade-and-shut-down-power-plant-865056.html 

 
3. July 10, Hill – (National) President not expected to tap strategic oil reserve. The U.S. 

president is paying a visit to the Department of Energy Friday, but the White House said 
Thursday that he is unlikely to address the U.S. House speaker’s demand to tap the 
strategic petroleum reserve. The president will be making the trip with his economic 
team to address record-high energy costs. However, a White House spokesman said that 
the president will not address the speaker’s requests to open the strategic preserve 
because he continues to believe that it should be maintained in case of an emergency, 
such as a terrorist attack, and “not to try to manipulate prices in our market.” The 
spokesman added that the president’s economic team believes that, because it is a finite 
amount of oil, it would not have any effect on the market or gas prices.  
Source: http://thehill.com/leading-the-news/bush-not-expected-to-tap-strategic-oil-
reserve-2008-07-10.html 
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Chemical Industry Sector 
 
 Nothing to report 
 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

4. July 11, U.S. Nuclear Regulatory Commission – (National) NRC publishes annual 
security inspection report to Congress. The U.S. Nuclear Regulatory Commission 
(NRC) has made available to the public an unclassified version of an annual report to 
Congress outlining the previous year’s security inspection program. The report covers 
the security inspection program, including force-on-force exercises, for commercial 
power reactors and certain fuel cycle facilities for calendar year 2007. According to the 
report, the NRC conducted 199 security inspections at commercial power reactors, of 
which 22 were force-on-force inspections. These force-on-force inspections use a well-
trained mock adversary force to test a facility’s ability to respond to the level of threat 
the facility is required to defend against. The 199 security inspections yielded 122 
findings from these reviews, of which 117 were of very low security significance and 
five were of low to moderate security significance. The results of the security 
inspections conducted at Category I fuel cycle facilities are discussed in the Safeguards 
Information version of this report. Under the security inspection program, licensees are 
expected to promptly fix or put compensatory measures in place if any potentially 
significant deficiencies are identified in the protective strategy of a plant.  
Source: http://www.nrc.gov/reading-rm/doc-collections/news/2008/08-129.html 

5. July 11, U.S. Nuclear Regulatory Commission – (Pennsylvania) Loss of emergency 
assessment capabilities due to plant computer failure. On July 10, reactor operators 
at the Susquehanna plant noticed that information on displays of the Plant Integrated 
Computer System were not periodically updating. Investigation by computer 
maintenance personnel was initiated. Reactor power was reduced one percent to ensure 
compliance with license limits. Since the Unit 1 Safety Parameter Display System and 
Emergency Response Data System were not reliable for greater than eight hours, this is 
considered a Loss of Emergency Assessment Capability and therefore reportable. Prior 
to this event, plant personnel were performing plant computer modifications.  
Source: http://www.nrc.gov/reading-rm/doc-collections/event-status/event/en.html 

 
6. July 11, Reuters – (Alabama) TVA’s Alabama Browns Ferry 3 nuclear reactor shut. 

Tennessee Valley Authority’s Browns Ferry 3 nuclear power station was shut by early 
Friday, the U.S. Nuclear Regulatory Commission said in its power reactor status report. 
The unit had been running at full power early Thursday. No further information was 
immediately available as to why the unit shut.  
Source: 
http://www.reuters.com/article/companyNewsAndPR/idUSN1135429020080711 
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Defense Industrial Base Sector 
 

7. July 10, Friends Committee on National Legislation – (National) New nuclear warhead 
deemed dead. Thursday the Senate administered the last rites for the Reliable 
Replacement Warhead (RRW). The Senate Appropriations Committee passed an annual 
spending bill that rejected all funding for the new weapon. The Senate’s decision 
Thursday marks the second year in a row that congressional appropriators have denied 
funding for the controversial program, and arms control advocates see little opportunity 
to restore money for the warhead during this abbreviated election year. The weapons 
program was eliminated over strong objections from the retiring senior senator from 
New Mexico, who had been the warhead’s most powerful congressional advocate. 
Initially, Congress was supportive of the program, but after funding RRW for three 
years, legislators became wary of the Energy Department’s intentions for the new 
warhead. A House representative believed that the administration had steered RRW 
away from its beginnings as a very limited program and a vehicle for stockpile 
reductions and transformed it into a plan to revamp the U.S. nuclear weapons arsenal. 
Legislators have also cited the lack of a comprehensive U.S. nuclear weapons strategy 
on which to base future stockpile decisions as a reason for ending RRW. Proponents of 
RRW argue that an aging nuclear arsenal requires new warheads, which would replace 
most of the existing arsenal.  
Source: http://www.prnewswire.com/cgi-
bin/stories.pl?ACCT=109&STORY=/www/story/07-10-2008/0004847184&EDATE 
  

[Return to top] 

Banking and Finance Sector 
 

8. July 11, Washington Post – (National) New oversight system is likely for mortgage 
workers. If a new housing and mortgage legislation is approved by Congress and goes 
to the president later this month, it would create a vast new, mandatory licensing and 
registration system covering anyone who originates home mortgages, whether an 
independent broker, a bank employee, mortgage company loan officer, or even a realty 
agent who gets money from a lender for helping buyers with loan applications. The idea, 
say proponents, is to require more stringent professional standards at the front lines of 
the mortgage industry – tougher educational and competency tests, annual 
recertifications, and a national tracking system based on fingerprints and other “unique 
identifiers.” These new standards, in turn, could help eliminate two of the key problems 
that led to widespread fraud and predatory lending abuses during the housing boom 
years of 2002-06: minimal barriers for entry into the industry and inadequate regulatory 
oversight and coordination at the federal and state levels. Besides fingerprinting 
submissions to the Federal Bureau of Investigation for background screening, license 
applicants would be required to produce current credit reports and detailed personal 
employment histories. Applicants convicted of a felony during the prior seven years 
would be rejected. Persons convicted of serious financial crimes such as money 
laundering would be banned for life. Employees of nationally chartered banks and credit 
unions who originate loans would have to meet similar standards, but under programs 
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run by federal financial regulators rather than states.  
Source: http://www.dailyherald.com/story/?id=216547  

 
9. July 10, WMAQ 5 Chicago – (National) IRS warns of new rash of identity theft. The 

Internal Revenue Service (IRS) is warning about a rash of identity theft scams. The most 
common is said to involve tax refunds and the economic stimulus payments. The IRS 
said people are getting e-mails saying they must supply personal information to get their 
money. Another scam says the IRS is updating its files and people who do not respond 
risk more taxes. Those who comply will supposedly get nominal tax refunds. Even 
entire companies are being targeted. The IRS said e-mails are asking companies to 
download an IRS report on the firm. The report includes software that can hijack the 
company’s hard drive, giving the scammer remote access. The IRS said almost 700 
attempted incidents of identity theft were reported in May and June, and some 1,600 so 
far this year. 
Source: http://www.nbc5.com/money/16848599/detail.html  

10. July 10, Consumer Warning Network – (Florida; National) FSU profits off of student 
credit card debt. The Consumer Warning Network has just released a report exposing 
secret details of a marketing agreement between Florida State University (FSU) and 
credit card giant Bank of America. At the same time FSU is warning students in a video 
to avoid the “credit card monster,” the university is funneling their names and addresses 
to credit card giant Bank of America. The bank then uses that information to market 
credit cards to those very same students, as part of an “exclusive” deal allowing the bank 
to use FSU’s official colors and symbols. Under the secret terms of the agreement, FSU 
pockets a piece of every dollar charged by students and alumni under the program, with 
a guarantee of more than $10 million over seven years. That money goes directly to the 
private Seminole Boosters, FSU’s athletic fundraising arm. The card marketed to 
students by Bank of America has less favorable terms, like higher interest rates, than its 
non-student credit cards. FSU is not alone. Bank of America has acknowledged it has 
arrangements similar to the one with FSU with more than 900 participating schools and 
colleges. Congress and some state attorneys general are investigating these relationships 
between credit card companies and universities.  
Source: http://www.foxbusiness.com/story/consumer-warning-network-report-fsu-
profits-student-credit-card-debt/ 
 

[Return to top]  

 

Transportation Sector 
 

11. July 11, Tampa Tribune – (Florida) Port keeps eye out for fraudulent IDs. About two 
to three people each week are arrested after presenting fraudulent identification to enter 
the seaport, officials at the Tampa Port Authority estimated Thursday. Anyone entering 
the Port of Tampa is required to show a government-issued identification card, said the 
port’s compliance manager. Out of the hundreds of people who attempt to enter port 
property, however, some people fail to bring the proper paperwork and others submit 
phony credentials. Hillsborough County deputies, who assist with port security, arrested 
a man and a woman from Dade City on Wednesday when they tried to enter 2002 
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Maritime Blvd. with fraudulent resident-alien cards, affidavits state. The two were 
attempting to enter the port to perform asbestos remediation, he said. An official said 
state statutes require background checks and proper credentials from those seeking 
unescorted access on port property. “There’s a fairly substantial black-market trade in 
fraudulent credentials,” he said. Those carrying counterfeit credentials include truck 
drivers and day laborers, he said. With the volume of visitors to the port, security has 
grown adept at spotting phony credentials, said a port authority spokesman. 
Source: http://www2.tbo.com/content/2008/jul/11/me-port-keeps-eye-out-for-
fraudulent-ids/  

12. July 10, Associated Press – (South Carolina) Plane makes safe emergency landing in 
SC. Authorities say a Delta Air Lines flight from Atlanta has landed safely at its 
destination in Greenville, South Carolina, after having to shut down an engine and 
declaring an emergency. A Delta spokeswoman told the Greenville News the pilot 
declared the emergency Wednesday night so he could get priority to land after noticing 
his engine temperatures were above normal. A Greenville-Spartanburg International 
Airport spokeswoman says the problem was caused by an oil leak. She says the MD-88 
had 97 people on board and there were no injuries. 
Source: http://www.charlotte.com/205/story/707156.html  

13. July 10, Associated Press – (Arkansas; Texas) American Airlines flight makes 
emergency landing. An American Airlines flight has returned safely to the Dallas 
airport after a pilot discovered a problem with the equipment that keeps the plane stable. 
Flight 1767 to Palm Springs, California, landed about 2:30 p.m. Wednesday at Dallas-
Fort Worth International Airport. There were 123 passengers on the flight. The MD-80 
aircraft will be out of service while the equipment problem is investigated. On Tuesday, 
an American flight from Indianapolis to Dallas made an emergency landing in Little 
Rock, Arkansas, because of cockpit smoke. 
Source: http://www.forbes.com/feeds/ap/2008/07/10/ap5200721.html  

14. July 10, Associated Press – (National) Recent jet crashes highlight cargo flight risks. 
Three crashes within six weeks by cargo jets of carriers based at one Michigan airport 
highlight the special risks inherent in the worldwide air freight business. Flying mostly 
at night in retired passenger planes that are often in their fourth decade of service, 
working longer hours than their passenger jet colleagues, cargo jet crews face tight 
deadlines and operate in all kinds of weather. “It’s not normal that you have this many 
sequentially in such a short time,” said the president of the Aviation Consulting Group, a 
company that provides air safety advice. There is widespread agreement among airlines, 
pilots, and experts that the time has long passed for creating common international 
standards for passenger and cargo flights to help reduce the higher crash rate for freight 
carriers. Under Federal Aviation Administration rules, crews on scheduled passenger 
flights can be assigned to work up to eight flight hours between required rest periods and 
up to 30 flight hours per week. Crews on nonscheduled cargo flights can be assigned to 
work up to 12 flight hours within 24 hours without a weekly flight limit but a monthly 
limit of 100 hours, said an agency spokesman. The chairman of the pilots group’s flight 
rules committee said passenger and cargo planes should have a common set of 
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regulations. 
Source: http://www.forbes.com/feeds/ap/2008/07/10/ap5203200.html  

15. July 10, USA Today – (National) Amtrak security is visibly on track. Since February, 
a new team of highly trained and heavily armed counterterrorism agents has been 
working Amtrak’s East Coast stations, considered to be the highest threat for terrorist 
attack. They show up without warning and ask passengers to present their bags to be 
scanned with explosive detection equipment. Each scan takes about 15 seconds, and the 
passenger is sent on his or her way to grab a seat on the train. No trains are held up for 
the security scans; passengers are not required to show up earlier than they would 
otherwise. This fall, Amtrak will expand its $10-million-a-year counterterrorism 
explosives-screening program to the West Coast, with the addition of a 19-member 
mobile unit that will check passengers at random in stations from San Diego and Los 
Angeles to San Jose and Oakland. The East Coast team is made up of 37 agents and 
officers, all trained to work the explosive-detection equipment, handle incidents SWAT-
team-style, and work undercover. Some agents ride the trains undercover while they 
look out for suspicious passenger behavior. Critics question whether Amtrak’s effort 
really improves security. 
Source: http://www.usatoday.com/travel/news/2008-07-10-amtrakinside_N.htm  

16. July 10, Aviation – (National) On the ‘no-fly’ list? How to fight false-positives. 
Following years of consumer complaints and Freedom of Information Act requests and 
lawsuits, the Transportation Security Administration (TSA) — a branch of the 
Department of Homeland Security — launched a program in February 2007 called 
Traveler Redress Inquiry Program (TRIP). TRIP provides a means of appeal for people 
who feel they have been wrongly included on the TSA’s “selectee” list, which subjects 
travelers to additional airport security screening and delays boarding, or the more-
serious “no-fly” list, which bars flying altogether. As of January 2008, some 24,000 
people had used TRIP to appeal their inclusion on the lists. Early this year, TSA 
spokespeople said an appeal through TRIP takes about 40 days to process, down from 
44 days last year. The progress of an appeal can be tracked online by the applicant by 
using an assigned case number. Consumer dissatisfaction with TRIP has prompted 
Congress to take additional steps on air travelers’ behalf which may eventually cut red 
tape and reduce the number of false-positives at airports. On June 18, the House of 
Representatives passed a bill called the Fair, Accurate, Secure and Timely Redress Act 
(FAST-Redress), which will, if it becomes law, establish a new, independent federal 
office to process travelers’ complaints and an updated, streamlined passenger watchlist. 
If and when these measures will become law is unknown. According to the Homeland 
Security secretary, one major U.S. airline records 9,000 false-positives a day just by 
itself. 
Source: http://www.msnbc.msn.com/id/25612748/  

17. July 10, Associated Press – (North Carolina) FBI says bomb threat on plane from 
BWI not credible. A Federal Bureau of Investigation (FBI) spokeswoman says a bomb 
threat on a Charlotte-bound US Airways flight has been deemed to be “not a credible 
threat.” She said Thursday the investigation is continuing into the threat about Flight 
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1285 from Baltimore to Charlotte. She would not say how the threat was made or how it 
was deemed to be not credible. The official says the plane was taken to a secure area at 
Charlotte-Douglas International Airport after it landed after 10 p.m. Wednesday and 
everyone was taken off the aircraft. A US Airways statement said 104 passengers and 
five crew members were on the flight. An airport spokeswoman said the airport was not 
evacuated. 
Source: http://www.baltimoresun.com/news/bal-flight0710,0,714726.story  
 

[Return to top] 

Postal and Shipping Sector 
  

18. July 11, Associated Press – (Nebraska) Neb. post office evacuated over powder scare. 
A package leaking powder caused the temporary evacuation of a U.S. Post office in 
Bellevue, south of Omaha. The package was discovered shortly after 11 a.m. Thursday. 
Officials say five postal employees came into contact with the powder and were 
scrubbed down as a precaution. The Bellevue Police Department, Federal Bureau of 
Investigation, and postal inspectors ran tests on the package. The powder was 
determined to be a non-hazardous starch, and the post office reopened about three hours 
later.  
Source: http://www.nebraska.tv/Global/story.asp?S=8659696&nav=menu605_2  

 
 [Return to top] 

Agriculture and Food Sector  
 

19. July 11, Capital Press – (California; Idaho) Herd sent to slaughter. More than 4,800 
dairy cows at risk of carrying bovine tuberculosis (TB) are being sent to a slaughter 
plant and rendering facility. The owner of the dairy has accepted a U.S. Department of 
Agriculture (USDA) buyout of up to $3,000 per head, based on fair market value. The 
younger stock will be euthanized and will not enter the food chain. The USDA uses a 
private appraiser who determines the value of each animal on that day for the buyout. 
The owners of two other dairies where TB-positive cows were found have not agreed to 
buyouts. Those dairies remain under quarantine. Federal and state agriculture officials 
have not identified any of the dairies or locations where cows tested positive for the 
disease. The Idaho State Department of Agriculture is also investigating a possible case 
of dairy bulls exposed to TB. The animals involved were imported to Idaho from 
California. California’s beef cattle industry will be impacted if the state’s TB-free status 
is downgraded. The restrictions on transport make it more difficult for ranchers to sell 
cattle out of state, transport them for out-of-state grazing during California’s dry season, 
and for breeders to haul livestock to shows. One of the affected dairies milks more than 
10,000 cows and sells semen and embryos from high-production cows and bulls 
internationally. The operation faces losing 50 years of genetic development if the dairy 
operator chooses to slaughter his cattle, said the chief executive of Western United 
Dairymen.  
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Source: 
http://www.capitalpress.info/main.asp?SectionID=67&SubSectionID=616&ArticleID=4
2868&TM=33249.71  

20. July 10, Associated Press – (National) Senators push to block Argentine livestock 
imports. A bipartisan group of senators hopes to block importation of livestock from 
Argentina until it is clear the nation is free of foot-and-mouth disease. Senators from 
South Dakota and Wyoming introduced legislation Thursday to prevent livestock 
importation from Argentina until the U.S. Department of Agriculture (USDA) can 
certify that it is safe. The region has seen outbreaks of the highly contagious disease that 
affects cloven-hoofed animals like cattle and pigs. It is a viral illness that can be spread 
through even minimal contact with infected animals, farm equipment, or meat. It can be 
fatal to animals, but does not harm humans. The two senators said they introduced the 
bill after hearing from concerned farmers and ranchers about the safety of their 
livestock. Senators from Montana, North Dakota, New Mexico, Colorado, and Missouri 
co-sponsored the legislation. USDA proposed last year to expand beef imports from one 
region of Argentina. The U.S. has been free of the disease since 1929.  
Source: http://www.businessweek.com/ap/financialnews/D91R7EHO0.htm 

21. July 10, CattleNetwork.com – (National) Stocker Cattle: Be wary of poisonous 
pasture plants. Even though the spring weather was wet, it will almost certainly be both 
hot and dry at some point. A hot, dry summer often means reduced pasture growth and 
overgrazing. Livestock on overgrazed pastures are more likely to graze on potentially 
poisonous plants. There are many plants that have the potential to cause health problems 
for livestock, said a University of Illinois Extension crop systems educator. Some are 
toxic; others may cause photosensitization or mechanical irritation; or they may 
contribute to undesirable odors in meat or milk. Signs of plant poisoning may differ 
considerably in intensity depending upon the kind of plant eaten, the stage of its growth, 
the amount eaten, the amount and kind of other feed eaten during the time that the 
poisonous plant was in the animal’s digestive tract, and the tolerance of the individual 
animal to the poison. Some of the plants that may affect animal health include black 
cherry, choke berry, cocklebur, hemp dogbane, jimsonweed, black locust, milkweed, 
nightshade, pigweed, poison hemlock, and white snakeroot. Also, yews, commonly 
planted in many landscapes, are considered among the most toxic plants to animals.  
Source: http://www.cattlenetwork.com/Content.asp?ContentID=235804 

22. July 10, KRGV 5 Weslaco – (National) USDA employee pleads guilty to letting 
infested products enter U.S. A U.S. Department of Agriculture (USDA) employee has 
pleaded guilty to illegally permitting infested agricultural products to enter the U.S. 
from Mexico. The man worked as a USDA plant protection and quarantine officer. As 
part of the guilty plea, he admitted that beginning in or about 2005 and continuing to 
April 15, 2008, he conspired with others to not properly perform fumigations, thereby 
permitting agricultural products infested with a plant pest to enter the U.S. As part of his 
guilty plea, the man admitted he provided consent to the freight forwarding 
company/customs broker, allowing the trucks carrying agricultural products infested 
with a plant pest to leave Laredo, knowing that the agricultural products were not 
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properly fumigated. He also falsely claimed overtime for hours he never worked in 
addition to submitting false written reports to the USDA falsely documenting the 
fumigation results.  
Source: http://www.newschannel5.tv/2008/7/10/994399/ 

23. July 9, U.S. Food and Drug Administration – (National) Salmolux Inc. recalls Wild 
Alaskan Smoked Salmon Nova Lox lot # 01418 because of possible health risk. 
Salmolux Inc. is recalling lot # 01418 of its Wild Alaskan Smoked Salmon Nova Lox 
sold in three ounce packages due to the potential to be contaminated with Listeria 
monocytogenes, an organism which can cause serious and sometimes fatal infections in 
young children, frail or elderly people, and others with weakened immune systems. 
Although healthy individuals may suffer only short-term symptoms such as high fever, 
severe headache, stiffness, nausea, abdominal pain, and diarrhea, Listeria infection can 
cause miscarriages and stillbirths among pregnant women. The recalled lot # 01418 of 
Wild Alaskan Smoked Salmon Nova Lox was distributed in Arizona, California, and 
Nevada, in Von’s retail outlets and to Delaware, Florida, Georgia, Maryland, North 
Carolina, Pennsylvania, South Carolina, West Virginia, and Virginia in Food Lion retail 
outlets. The product comes in a three ounce, blue package marked with lot # 01418 on 
its rear white label bearing the name of the product, its ingredients, and an expiration 
date. No illnesses have been reported to date in connection with this problem. After 
routine testing by the Florida Department of Agriculture and Consumer Services, 
Listeria monocytogenes was found in three ounce packages of Wild Alaskan Smoked 
Salmon Nova Lox.  
Source: http://www.fda.gov/oc/po/firmrecalls/salmolux07_08.html 
 

[Return to top] 

 

Water Sector 
 

24. July 11, San Francisco Chronicle – (California) Huge bond plan to revamp state 
water system. California’s governor and a senator unveiled a sweeping $9.3 billion 
bond proposal on Thursday to overhaul California’s ailing water infrastructure by 
expanding water storage, protecting the fragile Sacramento-San Joaquin River Delta and 
promoting conservation projects across the state. The proposal, which is planned to be 
on the November ballot, was put together after the governor’s proposal for a $9 billon 
overhaul of the state water system that focused primarily on building three dams was 
rejected. The new plan includes money for water storage, but the amount is $3 billion 
rather than the $5.1 billion the governor had in his earlier plan. And the money would 
not necessarily be used for dam projects - it could be spent for other projects, including 
groundwater storage. The plan also includes funds to help preserve the Sacramento-San 
Joaquin River Delta by fixing levees; to make seismic retrofits of the water 
infrastructure; to protect and restore native fish and wildlife in the area; and to pay for 
projects to cut greenhouse gas emissions from exposed delta soils. 
Source: http://www.sfgate.com/cgi-
bin/article.cgi?f=/c/a/2008/07/11/MNCI11N4GF.DTL  

25. July 11, New York Times – (California) Fish affect California water supply. The 
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federal Fish and Wildlife Service this week underscored the imminent threat of 
extinction facing the delta smelt, a two-inch-long fish native to the Sacramento River 
delta, when it announced it was considering whether to declare the fish endangered. 
California is in a quandary because two-thirds of its residents get water through the 
pumps that have been killing large numbers of smelt. This year, for the first time, a 
federal judge’s order kept state and federal water agencies from collecting their usual 
part of the river water flowing from melting snow from the Sierra Nevada. Water users 
from the Bay Area to San Diego were affected by the resulting reductions of 20 percent 
to 30 percent. This is taking place after a spring that has been one of the driest on record, 
leaving even less water for the fiercely competitive interests fighting for a share of a 
dear commodity. 
Source: http://www.nytimes.com/2008/07/11/science/earth/11smelt.html?ref=us  

26. July 11, News-Press – (Florida) Lake Okeechobee water rises, slowly. Rainfall is up 
slightly and so is the Lake Okeechobee - to 9.99 feet, a foot higher than a year ago, 
when a record low of 8.8 feet was set. But the water is 4 feet below average and not high 
enough to improve boating access into the lake or to allow engineers to flush the salty 
buildup in the Caloosahatchee River with the right amount of water. State officials have 
cleaned 400 acres of muck, a boost for plant life and fish. Such is the challenge at Lake 
Okeechobee: An excess of water can end up in the Caloosahatchee, causing algal 
blooms that pollute Lee County’s beaches; too little can allow salinity to build up in the 
river, killing plant and marine life, while limiting inland recreation. Hurricanes in 2004 
and 2005 sent the lake level past 17 feet, a record high, and stirred the muck below the 
dark water. The U.S. Army Corps of Engineers, which manages water releases, sent the 
murky liquid down the Caloosahatchee and St. Lucie. The 140-mile Herbert Hoover 
Dike around the lake is fragile, and could collapse during a hurricane, according to 
federal studies. There is no water to send now, not when there is no desperate need yet 
for water downstream, and rainfall has not been heavy, said an Army Corps engineer. 
Source: http://news-
press.com/apps/pbcs.dll/article?AID=/20080711/NEWS01/807110400  

 
27. July 10, Wichita Eagle – (Kansas) Treatment plant breakdown leaves Wichita with 

only half as much water. Wichita officials are asking residents and businesses to stop 
watering their lawns for about a week because of an unexpected breakdown at the city’s 
water treatment plant. City water remains safe to drink, and people are free to use indoor 
water as usual, officials said. The water treatment plant can treat 145 million gallons of 
water a day. Because of the equipment breakdown, the city is able to treat only 70 
million gallons a day. The breakdown at the plant involved a clarifier, a large metal 
contraption that rotates at the bottom of a large pool to push sediment down for removal. 
The break happened last week in a pool that treats about 60 million gallons a day. 
Source: http://www.kansascity.com/news/breaking_news/story/699198.html  
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Public Health and Healthcare Sector 
 

28. July 11, Charlotte Observor – (North and South Carolina) Red Cross: Blood supply 

http://www.nytimes.com/2008/07/11/science/earth/11smelt.html?ref=us�
http://news-press.com/apps/pbcs.dll/article?AID=/20080711/NEWS01/807110400�
http://news-press.com/apps/pbcs.dll/article?AID=/20080711/NEWS01/807110400�
http://www.kansascity.com/news/breaking_news/story/699198.html�


 - 12 -   

dangerously low. The Greater Carolinas chapter of American Red Cross appealed to 
blood donors Thursday to increase their donations to address a dangerously low blood 
supply. Blood supplies typically dip in the summer when school is out and more people 
are on vacation. That results in fewer donations and fewer organizations sponsoring 
blood drives. High school and college students account for 20 percent of all donations in 
the Red Cross’ Carolinas Blood Services Region. The Charlotte area is served by two 
blood banks – the Red Cross and the Community Blood Center of the Carolinas. The 
blood center, which provides 90 percent of the blood used by 14 Charlotte-area 
hospitals, also reported low supplies Thursday, but said the shortage is not critical. 
Source: http://www.charlotte.com/breaking_news/story/708235.html  

29. July 10, U.S. News & World Report – (National) Controlled drugs easily obtained 
online without prescription. Powerful addictive drugs are easily ordered online, and in 
most cases without a prescription, a new Columbia University study finds. Of 365 Web 
sites that sold controlled substances regulated by the U.S. Drug Enforcement Agency 85 
percent of the sites did not require a prescription, according to an Associated Press 
analysis of the study. Examples of drugs that could be purchased this way included the 
potent painkillers morphine and oxycodone, and amphetamine stimulants. The study 
found that the number of sites that sold controlled substances actually fell 37 percent 
from last year’s analysis. The researchers cited efforts by law enforcement to crack 
down on illegal online drug sales. The House of Representatives is considering a bill to 
ban the sale of controlled substances online without a prescription. The Senate has 
already passed the measure. 
Source: http://health.usnews.com/articles/health/healthday/2008/07/10/health-
highlights-july-10--2008.html?PageNr=2 
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Government Facilities Sector 
 

 Nothing to report 
 
[Return to top] 

Emergency Services Sector 
 
30. July 11, Baltimore Examiner – (Maryland) ‘Calling ALL Cars’ has become an 

O’Malley Priority. Many local Maryland jurisdictions, particularly in the Baltimore 
area, have worked out cross-agency communications issues on their own, but Thursday, 
Maryland’s governor said the state was going to spend whatever it takes to have all first 
responders and their agencies on the same interoperable communications system.  The 
governor issued an executive order creating a project management officer to oversee 
construction of a statewide 700 megahertz communications system. It will include 
computer-aided dispatch for law enforcement and public safety as well as connecting 
closed-circuit television systems. He said the state has lagged behind local jurisdictions 
in getting equipment to communicate with other systems. The State Police 
superintendent said the state police system is a half-century old and gave two examples 
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of how the lack of interoperable communications has affected a response to incidents: 
the escape of a prisoner from Laurel Regional Hospital in which the corrections officers 
could not communicate with local police but had to go through dispatchers; and an 
incident on the Chesapeake Bay Bridge, where police and fire units had to communicate 
by messengers on foot. 
Source: http://www.examiner.com/a-
1482607~_Calling_ALL_Cars__has_become_an_O_Malley_Priority.html  
  

[Return to top]  

Information Technology 
 
31. July 11, ComputerWorld – (National) DNS researcher convinces skeptics that bug is 

serious. Once-skeptical security researchers now agree that the critical bug in the 
Internet’s Domain Name System (DNS) protocol is the real deal. The researcher who 
uncovered the design flaw in DNS, and who then led a months-long effort to coordinate 
the large-scale, multi-vendor patching that was unveiled Tuesday, admitted he had made 
a mistake in not reaching out to the security research community earlier.  
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9109178&taxonomyId=17&intsrc=kc_top 

32. July 10, Dark Reading – (National) Trojan attacks multimedia files stored on hard 
drives. A particularly aggressive Trojan is on the loose that infects multimedia files 
stored on a user’s hard drive. “We’ve not seen such a sophisticated Trojan infecting 
multimedia files before,” said the lead for the anti-malware team at Secure Computing, 
which has been studying the Trojan. “We’ve been seeing infected multimedia files for 
about a month now and [had been] wondering where they came from.” Like many 
malware infections, it starts with a visit to a suspicious, where the user downloads what 
he thinks is a serial key for a copy-protected software package, for example, but instead 
gets the Trojan that automatically infests all of his multimedia files. When he shares one 
of those music or video files with another user via a peer-to-peer network, the recipient 
in turn gets infected by a fake codec. The Trojan basically relies on legitimate 
multimedia functions, meaning there are no vulnerabilities you can patch. It preys on the 
Advanced Systems Format (ASF) file feature in MP3 and Windows Media Audio 
(WMA) music files, as well as Windows Media Video (WMV) files, for instance. ASF 
lets you embed script commands in these file.  
Source: http://www.darkreading.com/document.asp?doc_id=158672&WT.svl=news2_1  

33. July 10, Computer World – (National) Chip maker sues to quash research on RFID 
smart card security flaws. A semiconductor company is suing a Dutch university to 
keep its researchers from publishing information about security flaws in the RFID chips 
used in up to 2 billion smart cards. The cards are used to open doors in corporate and 
government buildings and to board public transportation systems. NXP Semiconductors 
filed suit in Court Arnhem in The Netherlands against Radboud University Nijmegen. 
The company is pushing the courts to keep university researchers from publishing a 
paper about reported security flaws in the MiFare Classic, an RFID chip manufactured 
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by NXP Semiconductors. The paper is slated to be presented at the Esorics security 
conference in Malaga, Spain, this October, according to a graduate student who was part 
of a research group that originally broke the encryption last year. He told 
Computerworld on Thursday that he gave his research to the Dutch university so it could 
build on what he had done, and he has been closely following its progress. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9109139&taxonomyId=17&intsrc=kc_top  

34. July 10, Dark Reading – (National) ‘Blue screen of death’ masks spyware invasion. 
Researchers at FaceTime Security Labs say a new attack imitates the dreaded blue 
screen of death as cover so it can silently install bundles of spyware onto the machine. 
“Seems the bad guys are not without a sense of humor. Hiding a blizzard of infection 
file installs behind a legitimate screensaver created by a security expert is pretty 
bizarre,” blogged FaceTime’s director of malware research. He said it is unclear how 
widespread the infection is so far, but it is still fairly new. “It’s recent enough that the 
spread probably is not huge yet, but it’s bundled with the screensaver, which has been a 
popular joke for a few years.”  The attack installs the Fake.AV and Smiddy spyware 
families, which come with Trojans that give an attacker control of the infected PC. 
“Fake.AV tricks the user into purchasing various different rogue anti-spyware 
applications. It produces numerous official-looking advertisements in order to 
manipulate the user into purchasing the product,” he says. “Smiddy manipulates the 
victim’s computer into using a malicious copy of explorer.exe in order to the let attacker 
to gain control. It also looks for and deletes critical anti-malware components related to 
QQDoctor and Eset Nod32.” When the spyware installation is complete, the screen 
displays various fake warnings about spyware being detected on the machine, with links 
to “clean” the machine.  
Source: http://www.darkreading.com/document.asp?doc_id=158651  

35. July 10, Computer World – (National) Feds moving ahead on effort to reduce 
Internet connections, but with adjusted target. Federal agencies continue to report 
that they are making progress on a government-wide initiative aimed at reducing their 
exposure to Internet-based threats, according to the administrator of e-government and 
IT at the White House Office of Management and Budget. But she also disclosed that 
the effort to consolidate the government’s connections to the Net has been scaled back 
because of feedback from agency officials. During a press conference Thursday, she 
provided a status update on the Trusted Internet Connections (TIC) initiative launched 
by the OMB last November. As part of the effort civilian agencies are working to reduce 
the number of external Internet connections that they have in place. The goal is to lower 
the risk that government systems will be hit by online attacks, and to make it easier to 
monitor the Internet connections agencies are using. Instead of having each individual 
agency manage its own connections, the plan is to have a small group of TIC access 
providers offering centralized connectivity and gateway-monitoring services to some 
agencies. She said that as of May, the number of external connections had been reduced 
from a total of more than 4,300 when the TIC initiative was announced to just over 
2,750, based on reports submitted to the OMB by agencies. But she added that instead of 
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whittling down the overall number of connections to 50, which is what the plan 
originally called for, the OMB now is looking to lower that number to about 100 by the 
end of 2009. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9109098&taxonomyId=17&intsrc=kc_top  
  

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
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Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
Website: https://www.it−isac.org/. 

Return to top] 

 
 
 
 
[

Communications Sector 
 

36. July 10, Lompoc Record – (California) Firefighers work to protect communications 
facilities. Firefighters battling the Gap Fire above Goleta were focusing their efforts on 
the northwest corner of the blaze Wednesday, and were taking steps to protect Broadcast 
Peak, home to numerous important communications antennas and repeaters. “Certainly 
that’s a consideration, because it is sort of near,” said the public information officer for 
the U.S. Forest Service. “But I know that will be something they’re keying (in) on.” 
Source: 
http://www.lompocrecord.com/articles/2008/07/10/news/centralcoast/news07.txt  
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Commercial Facilities Sector 
 

37. July 11, Xinhua – (International) Beijing offers hefty rewards for security threat 
information during Olympics. The Beijing Municipal Public Security Bureau is 
offering rewards up to 500,000 yuan ($73,100) for information on major security threats 
during the Olympic Games, as the host city beefs up security in the final preparations for 
the Games. The rewards were aimed to “mobilize the enthusiasm of the masses in 
maintaining public security, as well as to control and eliminate hidden dangers to the 
Olympic Games,” according to a notice issued on Thursday. Beijing residents who 
report information on major threats from July 10 and October 31 would be given 10,000 
yuan to 500,000 yuan, the notice said. The notice said it had to be substantial 
information on terrorist attacks, sabotage by illegal organizations and cults such as the 
Falun Gong, cases involving deaths of Olympic-related persons and foreigners, major 
security accidents, and criminal cases. The notice was issued days after police raided a 
hideout of 15 suspects from a “holy war” training group in Urumqi, capital of the 
northwestern Xinjiang Uygur Autonomous Region, shooting and killing five of them, 
injuring two, and seizing another eight. The 15 suspects were all Uygurs and consisted 
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of five women and ten men. They wielded knives and threatened to “perish together” 
with the policemen when cornered, a police spokesman said. In the one month run-up to 
the Games, the Olympic host city is gearing up security forces to sweep 90 sports 
venues, 110 Olympic contracted hotels, 700-km sports tracks, the Olympic athlete 
village, as well as 2,000 sites for Olympic-themed activities, to eliminate any security 
loopholes in the city.  
Source: http://news.xinhuanet.com/english/2008-07/11/content_8528925.htm 
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National Monuments & Icons Sector 
 
38. July 10, Common Dreams – (Alaska) Suit filed to stop four timber sales on largest 

national forest. Environmental groups sued the U.S. Forest Service in federal court 
Thursday arguing that the agency has concealed impacts of old-growth logging to the 
environment and to subsistence hunting in four Tongass National Forest timber projects. 
At issue is whether environmental impact statements have thoroughly evaluated the 
effect of the projects on Sitka black-tailed deer, a species that is key to viability of the 
“Islands Wolf” (Alexander Archipelago wolf) and is among the most important 
subsistence foods in the area. The plaintiffs are Greenpeace and Cascadia Wildlands 
Project, both of which have offices in Alaska. They say the Forest Service has violated 
bedrock environmental laws by deliberately ignoring their legitimate criticisms of how 
impacts to deer were assessed in the decision process and not providing a “full and fair 
discussion” of their concerns. While not a plaintiff in the suit, the Alaska Department of 
Fish and Game has repeatedly challenged these same flaws. The lawsuit demands that 
the four logging projects be stopped and that supplemental analysis be ordered to fairly 
evaluate their impacts. Combined, the projects would take 33 million board feet of 
timber from 1,700 acres of old-growth forest and construct 9.5 miles of new, permanent 
logging roads. The Tongass, America’s largest national forest, has been a flashpoint of 
controversy for decades. It is the world’s largest remaining temperate rainforest that is 
still relatively intact.  
Source: http://www.commondreams.org/news2008/0710-13.htm 

39. July 10, Bonners Ferry Herald – (National) Court reverses position on forest 
clearing. A decision by the U.S. 9th Circuit Court of Appeals in San Francisco on 
Wednesday reversed its prior opinion and could become a landmark for logging in 
national forests. The court ruled it had made errors earlier and paved the way for 
removal of dead and dying timber. The Lands Council and Wild West Institute filed a 
suit against the U.S. Forest Service, seeking an injunction halting the Mission Brush 
Project in Boundary County. It is one of numerous projects held up by litigation in north 
Idaho, said an operations staff officer for the Idaho Panhandle National Forest. He said 
the decision will likely have national ramifications and lead to improvements in the 
health and safety of forests, but the matter will return to district court before it is decided 
permanently. The suit, originally filed in district court, contended the Forest Service 
failed to comply with the National Forest Management Act in approving the project, 
which included selective logging of 3,829 acres in the Idaho Panhandle National Forest. 
District court denied the injunction, but was initially overturned by the appeals court.  
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Source: http://www.bonnersferryherald.com/articles/2008/07/10/local/local03.txt 
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Dams Sector 

40. July 10, Seattle Post-Intelligencer – (Washington) County’s dilemma: Cut trees or 
lose federal funds. Levees can be all that stand between bloated rivers and disastrous 
floods. King County officials believe that the best way to protect residents and 
businesses from flooding is to plant native trees on the sloping riversides. The corps 
says its methods using large rocks and boulders – and a minimum of trees and other 
vegetation – are best for building levees that can withstand scouring torrents of water. 
They reliably protect people and billions of dollars’ worth of property. When the corps 
recently surveyed King County’s levees, it ruled that many violated their vegetation 
rules, making them ineligible for a voluntary program providing federal dollars for 
repairs. Some question whether meeting the corps’ levee rules would put counties at risk 
of breaking the Endangered Species Act, but a top official with the agency responsible 
for safeguarding fish said it would not go after counties for violations. 
Source: http://seattlepi.nwsource.com/local/370358_levees11.html 
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