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• Scientists at The Scripps Research Institute say that they have uncovered the shape of 
the Ebola virus spike protein. The researchers say that their study revealed the Ebola 
virus spike protein bound to an immune system antibody acts to neutralize the virus. 
(See item 23) 

• Chinese authorities say 82 suspected terrorists have been arrested this year for plotting 
to sabotage the Olympic Games in Beijing. International security experts have 
questioned the level of the threat that China says it faces. (See item 36) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. July 10, Associated Press – (International) Iran test-fires more missiles in Persian 
Gulf. Iran test-fired more long-range missiles overnight in a second round of exercises 
meant to show that the country can defend itself against any attack by the U.S. or Israel, 
state television reported Thursday. The weapons have “special capabilities” and 
included missiles launched from naval ships in the Persian Gulf, along with torpedoes 
and surface-to-surface missiles, the broadcast said. Wednesday’s missile tests were 
conducted at the Strait of Hormuz, a strategic waterway at the mouth of the Persian Gulf 
through which up to 40 percent of the world’s oil passes. Iran has threatened to shut 
down traffic in the strait if attacked. Another Iranian state channel, Press TV, quoted a 
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senior Republican Guard commander Thursday as saying Iran would maintain security 
in the Strait of Hormuz and the larger Gulf. The chief of the Guards’ joint staff called 
the missile tests a “defensive measure against invasions,” according to the channel’s 
Web site. Iran will not jeopardize the interests of neighboring countries, he said without 
elaborating. 
Source: http://news.yahoo.com/s/ap/20080710/ap_on_re_mi_ea/iran_missiles 

2. July 10, Amarillo.com – (Texas) Vapors fueled fire explained. Propane vapors that 
escaped through a weather-weakened pipeline touched off a fire that injured four people 
at the Valero McKee Refinery last year, according to a U.S. Chemical Safety Board 
(CSB) report released Wednesday. The February 2007 blaze also left petroleum 
production at the plant languishing for months. Year-long investigation determined 
water leaked through a valve, froze, and then cracked a section of pipe that had not been 
in use for years, the CSB chairman said. The crack allowed the release of high-pressure 
liquid propane that set off a “jet fire.” The blaze ignited three chlorine tanks and 
threatened several large spheres containing butane, said the investigation supervisor for 
the CSB. A Valero spokesman said the company conducted its own investigation and 
turned up findings consistent with those of the CSB. Valero also had begun 
implementing several safety measures recommended by the CSB before the report was 
made public, he said. Among them were adding more fire-proofing material to plant 
structures and replacing its supply of chlorine with less-toxic bleach. Valero also has put 
in place new plans to better identify and monitor unused pipeline sections, or ‘dead 
legs.’ The ‘dead leg’ section where the fire erupted was kept unused for future 
expansion.  
Source: http://www.amarillo.com/stories/071008/new_10733577.shtml 

 
3. July 9, Platts – (National) Key US senator says Congress must educate public on 

climate costs. The U.S. Congress must more effectively communicate to the American 
people that when a greenhouse gas emissions market is adopted, the resulting increase in 
energy costs will be a necessary price for limiting climate change, the Senate Energy 
and Natural Resources Committee chairman said Wednesday. But he said emission 
prices and consumer energy prices must be limited as much as possible. He added that 
when the Senate debated a climate change bill last month, there was no serious 
recognition from either Republicans or Democrats that imposing limits on greenhouse 
gases would force fundamental changes in the energy system. “We need to understand 
the scale of that and what’s involved in trying to change that,” he said. “There are going 
to be sacrifices and changes of a major nature involved.” The defeated cap-and-trade bill 
that would have cut emissions 71 percent below 2005 levels by 2050 failed to get 60 
votes to move to amendments with a final vote of 48-36. The senator, who voted in 
favor of proceeding with debate, nonetheless criticized the bill Wednesday. He said first 
that any emissions auction revenue should go primarily toward technology development 
to help advance a new national energy infrastructure.  
Source: 
http://www.platts.com/Electric%20Power/News/6920137.xml?sub=Electric%20Power&
p=Electric%20Power/News&?undefined&undefined 

 
[Return to top] 
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Chemical Industry Sector 
  

4. July 10, Xinhua – (International) WB approves $1m fund to help China identify 
contamination. The World Bank (WB) has earmarked $1 million to help China assess 
possible chemical contamination in quake-ravaged Sichuan province, the WB Beijing 
office told Xinhua on Wednesday. The money, from the Global Environment Facility 
(GEF), would finance an environment program in the five worst-hit counties in Sichuan. 
The program, conducted by the Ministry of Environment Protection and the Sichuan 
provincial environment protection bureau, was to identify possible chemical 
contamination from shattered chemical plants, waste landfill sites, and treatment centers 
for harmful chemical and industrial waste in the quake regions.  

 Source: http://www.chinadaily.com.cn/bizchina/2008-07/10/content_6833581.htm 
 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

5. July 10, KIFI 8 Idaho Falls – (Idaho) 1,400-acre wildfire contained near INL’s desert 
site. Flames from a wildland fire near the Idaho National Laboratory (INL) were 
contained Wednesday night. Crews battled about 1,400 acres in the heat Wednesday 
afternoon. It all started at about 2:00 p.m. on the north side of U.S. Highway 20 between 
the Materials and Fuels Complex and the Central Facilities area. Firefighters were still 
building a fire line around the fire area Wednesday evening, and intended to remain at 
the site throughout the night in case the fire flared up again. INL firefighters as well as 
Bureau of Land Management crews pitched in to put out the flames flying high in the 
sagebrush and grass. INL information officers said no facilities were in danger but they 
did evacuate all 446 employees at the Materials and Fuels Complex earlier in the day. 
The cause of the fire still remains unknown. An investigation is underway. The INL 
prepares for wild land fire season every year.  
Source: 
http://www.localnews8.com/Global/story.asp?S=8649705&nav=menu554_11_11_5 

 
6. July 9, Associated Press – (Texas) Fighter pilots escort ‘suspicious’ plane. Military 

fighter planes gave the pilot of a small plane a military escort on Wednesday after 
storms caused it to veer off course and be considered suspicious, officials said. The 
plane was en route to Baytown from McAllen and the pilot “tried to go around 
thunderstorms and crossed jurisdictions,” said the Matagorda County sheriff in an online 
edition Wednesday of the Houston Chronicle. A faulty transponder and failed radio 
communication prevented Homeland Security officers from communicating with the 
unidentified pilot whose plane was in airspace near a nuclear plant. The airspace is 
closed only in response to a specific incident and is typically open, the sheriff said. “And 
I don’t think he (the pilot) even flew over the plant,” he said. The pilot, he said, is well 
known at the Bay City airport and was traveling to Baytown to work on a gas pump. He 
had planned to land in Bay City to re-fuel, even before the military escort. No charges 
were expected to be filed. 

 Source: http://www.chron.com/disp/story.mpl/ap/tx/5880342.html 
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[Return to top] 

Defense Industrial Base Sector 
 

7. July 10, Business Wire – (National) HP to power Department of Defense cloud 
computing infrastructure. Hewlett Packard (HP) announced that it will be supplying 
the U.S. Department of Defense (DOD) with scalable technology to enable its Defense 
Information Systems Agency (DISA) to deploy a cloud computing infrastructure. The 
shared, flexible infrastructure will allow DISA to remotely provision its test and 
development systems through a single, secure interface. HP’s offerings will enable 
DISA to build Rapid Access Computing Environment (RACE), an adaptable cloud 
computing infrastructure. RACE is designed to reduce costs, consolidate applications, 
shorten delivery times, and simplify the user experience. According to a DISA official, 
RACE represents an unprecedented capability for the DOD, offering the speed and 
agility comparable to the commercial marketplace. Users of the RACE cloud 
infrastructure will avoid capital costs for hardware or software licenses and instead pay 
for computing resources with operations and maintenance budgets on an as-needed 
basis. When a compute-intensive cycle is complete, resources will be returned to the 
cloud, ensuring that the user pays only for the resources required. In addition, the 
responsive, HP-powered solution will automate management tasks, dynamically 
allocating server resources where they are needed, thereby optimizing efficiency, saving 
energy, and minimizing the need for personnel oversight. DISA employees can 
provision operating environments from the cloud with a service catalog accessed via an 
easy-to-use web portal. The cloud compute resources will be based on DISA’s standard 
architecture, which allows for a smoother transition from design and testing to 
production.  
Source: http://www.marketwatch.com/news/story/hp-power-department-defense-
cloud/story.aspx?guid={5E2881EF-24D4-4488-9A69-D093328D2FEA}&dist=hppr  

 
8. July 9, San Antonio Business Journal – (National) Air Force awards General 

Dynamics a $9 million satellite encryption contract. The Air Force Headquarters 
Cryptologic Systems Group in San Antonio has awarded a $9.2 million add-on contract 
to General Dynamics C4 Systems. This contract will support the continued development 
of a National Security Agency-approved encryption technology for Department of 
Defense satellites. The contract is being awarded through the U.S. Air Force’s 
Telemetry, Tracking, and Commanding KG-327 program, and it is part of the National 
Security Agency’s effort to modernize information security technologies on future 
satellite programs. General Dynamics C4 Systems will use the funds to create an 
encryption module that can be used to secure telemetry, tracking, and control over 
satellites. The program’s initial critical design review already is complete, and the 
current contract phase is now focused on system development, qualification, and 
certification of the technology. The encryption module should be complete during the 
fourth quarter of 2009. The production phase is anticipated through a subsequent 
contract, which should be awarded in 2009.  
Source: http://www.bizjournals.com/sanantonio/stories/2008/07/07/daily17.html  
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[Return to top] 

Banking and Finance Sector 
 

9. July 10, KNXV 15 Phoenix – (Arizona) Thieves target Valley bank accounts. Thieves 
are stealing money from Valley bank accounts by stealing account numbers and 
personal identification numbers. Scottsdale police say they are seeing an increasing 
trend in the Valley. Criminals are becoming more sophisticated. They are using 
technology and software to “skim” account and PIN numbers. Scottsdale police said 
criminals are manufacturing their own credit cards, debit cards, and gift cards to use. 
Some criminals are selling account information online for a profit. In Tempe, police said 
a woman used software to find open credit card accounts and recreate actual credit 
cards. Bank of America, Wal-Mart, and CVS credit card customers could be affected by 
the crime, according to Tempe police. Also, ATM customers should pay close attention 
to the way the ATM machine is functioning. If it asks for your PIN number more than 
once or seems to function strangely report it to the bank. It could have a skimming 
device on it.  
Source: http://www.abc15.com/news/local/story.aspx?content_id=f6c19450-68e5-44e4-
9fe7-16029d8429b6  

10. July 9, Business First of Columbus – (Ohio) Father, son guilty in credit card fraud 
scheme. A Pickerington father and son who pitched a credit card debt-elimination 
scheme pleaded guilty Wednesday to federal charges of defrauding consumers. The two 
men pleaded guilty in U.S. District Court in Columbus to defrauding customers out of 
hundreds of thousands of dollars. Their plea comes after a grand jury indicted the two in 
2007 following an investigation by the Internal Revenue Service, Postal Service, and 
U.S. Attorney’s office. The men worked through Liberty Resources, which marketed 
debt-elimination services over the Internet. Liberty charged a fee to help consumers get 
out from under credit card debt, and they received documents from the business 
claiming that the debt had been eliminated by the program, the U.S. Attorney’s office 
said. But when customers stopped paying on their credit cards, thinking their debt was 
cleared, card issuers sued them for payment. Many filed for bankruptcy, the government 
said.  
Source: http://www.bizjournals.com/columbus/stories/2008/07/07/daily31.html 
 

[Return to top]  

 

Transportation Sector 
 

11. July 10, News 14 Raleigh – (North Carolina) Charlotte flight gets bomb scare. US 
Airways Flight 1285 was scheduled to arrive in Charlotte from Baltimore at 9:18 p.m., 
but it didn’t land until 10 p.m., and airport officials would not let it taxi close to the 
terminal. Instead, the airplane’s pilots placed it in a secure area of the airport as federal 
agents searched the plane. Bomb-sniffing dogs were called in to search the plane and 
passengers’ luggage, while the 104 people aboard were taken to a room and had to give 
their names, addresses, and phone numbers to officers. Airport officials didn’t say when 
and where the threat was made or by whom, but there was no indication federal agents 
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found anything suspicious aboard the flight. 
Source: http://news14.com/content/headlines/597253/charlotte-flight-gets-bomb-
scare/Default.aspx  

12. July 9, NewsDay – (New Jersey) FAA facing another whistleblower complaint. 
Another whistleblower complaint has been filed against the Federal Aviation 
Administration (FAA). The vice president of the air traffic controllers’ union at Newark 
Liberty Airport says he suffered retaliation from an FAA official after a dispute over 
new flight patterns at the airport. He says he was suspended with pay after he raised 
concerns about the patterns, which were instituted in December to relieve congestion 
and delays. Controllers contended the new procedures caused some pilots to fly in the 
wrong direction after taking off. The FAA says the procedures at Newark are safe. The 
federal Office of Special Counsel says more than 30 whistleblower complaints have 
been filed against the FAA this year, compared to 11 last year.  
Source: http://www.newsday.com/news/local/wire/newjersey/ny-bc-nj--faa-
whistleblower0709jul09,0,7793196.story  

13. July 9, KLAS 8 Las Vegas – (Nevada) I-Team: Las Vegas Safety Derailed Part 2. 
Homeland Security officials consider Las Vegas to be among the top ten targets of 
foreign terrorist in the U.S. A still-classified report prepared for the state shows that one 
of the most tempting and vulnerable terror targets in southern Nevada is the downtown 
Union Pacific rail yard. Local news investigators were easily able to obtain the yard’s 
switch key. Using it, one can change the track that a train is on and send it anywhere you 
want to send it. A local news team, entered the yard a dozen times over a three-week 
period, and “never saw closed gates, never saw a security guard and was never once 
stopped by anyone from the railroad wondering what [they] were doing there.” “No one 
seemed to mind that we drove right along side the parked rail cars or even as we circled 
Union Pacific’s main building again and again.” Federal inspectors found serious 
deficiencies in the downtown rail yard five years ago, and a Homeland Security study 
characterized the Las Vegas rail yard as one of the most critical, yet vulnerable, facilities 
in Nevada. Tons of potentially deadly cargo passes through every day, often sitting 
unguarded on the tracks for hours or days. Such cargo includes explosives, toxic gases, 
and poisons. 
Source: http://www.lasvegasnow.com/Global/story.asp?S=8644703&nav=menu102_2  

14. July 9, Reuters – (Iowa) Landslide sends Iowa freight train into river. Four engines 
pulling a freight train tumbled into the Mississippi River in northeastern Iowa on 
Wednesday after hitting a landslide that may have been caused by heavy rains, officials 
said. Two workers on the train suffered minor injuries, the Iowa, Chicago & Eastern 
Railroad said. The Clayton County Sheriff’s office said one of the two was rescued by 
boat and the other walked away from the crash. The accident happened at dawn near 
Guttenburg, Iowa, on a stretch of track that threads a narrow area bounded by high 
bluffs on one side and the river on the other. The railroad, part of Cedar American Rail 
Holdings Inc., said initial reports “indicated that a large boulder and embankment slide” 
hit the tracks and “it is suspected that heavy rain saturation weakened the bluff 
embankment, causing the slide.”  Rains during June caused extensive flooding and 
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infrastructure damage across the Midwest, with damage at all levels estimated to be in 
the billions of dollars. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN09393037200
80709  

 
15. July 9, Associated Press – (Colorado) Ticks on a plane delay flight for six hours. 

Flight 1178 was delayed for nearly six hours on Tuesday after a passenger informed a 
flight attendant that she found a tick in economy class during a flight from Washington, 
D.C., to Denver. The airline decided it couldn’t fly the plane until it was cleaned of 
ticks, so passengers had to wait while another plane was flown from Colorado Springs 
to Denver. The flight was further delayed because of thunderstorms in the Denver area. 
The replacement plane shuttled the 107 passengers to Des Moines. The plane with ticks 
had begun its day in Chicago, Illinois. It was cleaned of ticks, checked, and put back 
into service. No ticks were found on passengers. 
Source: http://www.cnn.com/2008/US/07/09/ticks.on.plane.ap/index.html   
 

[Return to top] 

Postal and Shipping Sector 
  

16. July 9, Daily News – (Florida) Anthrax scare cost taxpayers thousands. The white 
powder sent through the mail to a Florida attorney’s office was Johnson & Johnson baby 
powder, according to test results from the Okaloosa County Special Operations Unit. “I 
don’t know if this was just a blanket thing that was sent to all attorneys in Destin, or if I 
was targeted,” the recipient said. The Okaloosa County Sheriff’s Office was called to his 
office Wednesday in response to an envelope that contained a letter and white powder. 
An office manager opened the envelope and the powder fell on her dress, according to 
the Fort Walton Beach Fire Department battalion chief. After instruction from 
emergency crews, the woman and a paralegal remained in a room by themselves until 
the powder could be tested.  
Source: 
http://www.nwfdailynews.com/news/package_9313___article.html/building_deputies.ht
ml  

 
 [Return to top] 

Agriculture and Food Sector  
 

17. July 10, New York Times – (National) As outbreak affects 1,000, experts see flaws in 
law. More than 1,000 people in 41 states and the District of Columbia have now been 
sickened in the nation’s salmonella outbreak. Federal investigators have now linked at 
least some of the outbreak to fresh jalapeno, a representative of the Centers for Disease 
Control and Prevention said, though they have not ruled out tomatoes. They know the 
country or state where the tainted produce was grown, despite a rule issued by the Food 
and Drug Administration (FDA) under the bioterrorism law. The rule requires importers, 
processors, and distributors to keep track of where they buy produce and where it goes. 
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The rule requires only that produce handlers keep track of food one step back and one 
step forward in the supply chain and does not apply to retailers or growers. Because the 
rule does not specify the format for records, investigators are sifting through a 
hodgepodge of paper trails to identify the source of the contaminated produce. The 
FDA’s associate commissioner for foods said Monday that the FDA lacked authority to 
require full trace-back capability, adding, “It’s the industry’s responsibility to put that 
kind of system in place, not ours.” But the FDA commissioner in the Clinton and first 
Bush administrations said the agency has the authority to require the industry to trace 
produce as it travels from “farm to table,” but has lacked “the impetus” to do so.  
Source:  
http://www.nytimes.com/2008/07/10/health/policy/10tomato.html?_r=2&ref=us&oref=s
login&oref=slogin  

18. July 9, Associated Press – (California) Million dollars worth of avocados lost to Gap 
Fire. Avocado growers have lost at least $1 million worth of fruit and about 200 acres of 
orchards to a wildfire in Santa Barbara County, officials said. The County agricultural 
commissioner said Wednesday at least 233 acres of orchards have burned. He estimated 
the cost to replace trees, farm equipment, and irrigation lines, plus lost production until 
new trees bear fruit, will be $9.5 million over the next five to seven years. The 
commissioner delivered a preliminary report to the governor’s Office of Emergency 
Services on Wednesday. He said it was the first step to help local farmers get financial 
relief for crop losses. He said the total losses to ranching and farm lands will not be 
known until the fire is put out.  
Source: http://www.sacbee.com/114/story/1072273.html  

 

 
19. July 9, Reuters – (National) Contamination common in red yeast rice products. The 

content of the red yeast rice supplement that manufacturers claim reduces cholesterol, 
varies dramatically depending on the brand. Some products contain far less of the active 
ingredient than has been shown scientifically to be effective, and others contain one or 
more contaminants, new analysis by ConsumerLab demonstrates. Four out of the ten 
products ConsumerLab tested contained a toxic substance called citrinin. Red yeast rice 
is produced by fermenting yeast with rice, and contains lovastatin, the active ingredient 
in the prescription drug Mevacor, a member of the class of drugs known as statins used 
to treat high cholesterol. Studies have shown that red yeast rice may be effective in 
lowering low-density lipoprotein (LDL), or “bad” cholesterol. However, comparisons 
can not be made because of the differences in the compound. The Food and Drug 
Administration have no control over herbal products, which do not have to reveal how 
much lovastatin they contain. ConsumerLab checked the lovastatin content of ten red 
yeast rice products, and also checked for contamination with citrinin, which can be 
produced in the fermentation process. This substance is known to be toxic in animals, 
and may also be harmful to humans. Although all of the products were labeled as 
containing 600 milligrams of red yeast rice, their lovastatin content varied from 0.1 
milligrams, found in Walgreen’s Finest Natural Red Yeast Rice, to 10.6 milligrams. The 
four least potent formulations, including the Walgreen’s product, contained citrinin. 
Other contaminated products included Natural Balance Red Yeast Rice Concentrated 
Extract, Solaray(r) Red Yeast Rice, and VegLife(r) 100% Vegan Red Yeast Rice.  
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Source: http://www.reuters.com/article/healthNews/idUSCOL97022820080709?sp=true 
 

20. July 9, Houma Today – (Louisiana) Disease-carrying bug found in Lafourche citrus. 
Quarantine has been placed on citrus trees in Lafourche because an insect responsible 
for spreading a tree-killing virus was found there. The bugs, called Asian citrus psyllids, 
were collected June 26 from the Thibodaux area and carries a devastating citrus disease 
that can spread citrus-greening disease, also known as huanglongbing. The disease 
prevents citrus fruit from ripening and ultimately kills the tree. Samples were sent to 
agriculture officials, who confirmed the pest’s presence. Both Asian citrus psyllid and 
citrus greening disease are on the federal Animal and Plant Health Inspection Service’s 
list of quarantined pests and diseases. Citrus nursery stock, including Orange or 
Lakeview jasmine, may only be moved out of Lafourche parish under a limited permit 
issued by the state Department of Agriculture and Forestry, said the director of 
horticulture and quarantine programs. The department is working with Louisiana State 
University AgCenter scientists to develop a plan to help citrus orchards identify, 
combat, and control the bug, he said. Citrus is a $6.4 million commercial agricultural 
industry in Louisiana.  
Source: http://www.houmatoday.com/article/20080709/ARTICLES/807090311 
 

[Return to top] 

Water Sector 
 

21. July 9, Lahontan Valley News – (Nevada) County to help fund polonium study. 
Churchill County Commissioners reluctantly have agreed to help fund a study to 
investigate the occurrence of polonium-210 in the Lahontan Valley, Nevada. Ground 
water samples collected in Lahontan Valley in 2007 by the U.S. Geological Survey 
showed some domestic wells had a higher concentration of polonium-210 than is 
acceptable in Canada or to the World Health Organization. The U.S. Environmental 
Protection agency has not set drinking water standards for polonium-210. A press 
release issued by USGS last year stated the elevated levels of polonium “stem entirely 
from natural geologic causes within the Lahontan Valley. There is no indication of any 
kind that this problem stems from any human activity.” The study will last from October 
2008 to Sept. 2011 and will cost $400,000. The county’s share is $220,000 but those 
funds will come from federal funding secured by the county for water research.  
Source: 
http://www.lahontanvalleynews.com/article/20080709/News/467240482/1055&ParentP
rofile=1045  
 

22. July 8, Tri-County Journal – (Missouri) Pacific to change procedures for testing 
water. A second round of tests on a Las Lomas water system came back negative for 
mercury in 90 percent of the samples analyzed, a California Water Service Co. said. The 
latest round of testing on water samples taken during the weekend showed Tuesday 
“non-detect” levels of the metal in nine out of 10 samples in the water system, with one 
test coming back positive for mercury contamination, according to the company. More 
tests are expected this week after water company workers noticed Saturday a water 
storage tank had been tampered with. The Monterey Count Sheriff’s Office is 
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investigating whether someone contaminated the tank, which serves about 3,000 
customers.  
Source: 
http://thecalifornian.com/apps/pbcs.dll/article?AID=/20080527/NEWS01/80527023/100
2  

 
[Return to top] 

Public Health and Healthcare Sector 
 

23. July 10, Asian News International – (International) Scientists uncover structure of key 
Ebola virus protein. Scientists at The Scripps Research Institute say that they have 
uncovered the shape of the Ebola virus spike protein, which is necessary for viral entry 
into human cells. The researchers say that their study revealed the Ebola virus spike 
protein bound to an immune system antibody acts to neutralize the virus. They say that 
their work is significant because it may help further scientists understanding as to how 
the deadly virus works, which in turn may open the door for potential Ebola virus 
vaccines and treatments for those infected. The best treatment consists of administering 
fluids and taking protective measures to ensure containment, like isolating the patient 
and washing sheets with bleach. A research article on the Scripps researchers work 
suggests that the breakthrough achieved provides hope that one day modern medicine 
will have more to offer. 
Source: http://www.thaindian.com/newsportal/health/scientists-uncover-structure-of-
key-ebola-virus-protein_10069887.html  

24. July 9, San Diego Union Tribune – (California) Report: $1 billion wasted in 
California. Californians can save more than $1 billion each year by eliminating 
unnecessary medical treatments, using less-expensive but equally effective drugs and 
reducing other kinds of waste from the health care system, said a report released 
yesterday by the California Public Interest Research Group (CALPRIG). CALPRIG 
reviewed treatments given to Medicare patients in California and found that $700 
million could be saved if doctors and hospitals followed “best practice” standards 
recommended by leading medical organizations. Extending those standards to all 
patients in the state would greatly increase the savings, a CALPIRG spokesman said. 
Government agencies, patient advocacy groups, and health institutes have increased 
their efforts to eliminate imprudent medical spending as health care costs continue to 
soar and the slumping economy makes it more difficult for consumers to balance 
medical expenses with other basic needs, such as paying for groceries, gasoline, and 
mortgages. 
Source: http://www.signonsandiego.com/news/state/20080710-9999-1n10health.html  

25. July 9, Associated Press – (Texas) 2nd infant dies at Corpus Christi hospital. A 
second infant has died at a Corpus Christi hospital where an investigation is under way 
into overdoses of the blood thinner heparin given to as many as 17 babies. The attorney 
for the infant girl’s parents confirmed that she died Wednesday, a day after her twin 
brother died. The cause of the infant girl’s death has not been determined. The Corpus 
Christi Caller-Times reported that hospital officials said the death of the newborn who 
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died Tuesday was not caused by a heparin overdose. An autopsy was performed on the 
infant but hospital officials declined to release the results, citing privacy rules. Christus 
Spohn Hospital South officials said they could not discuss the second child because they 
had not received permission from the family. During the past 18 months, there have 
been roughly 250 medical errors nationwide involving heparin and children a year or 
younger, according to U.S. Pharmacopeia, the public standards-setting authority for all 
prescription and over-the-counter medicines, dietary supplements and other health-care 
products manufactured and sold in the United States. 
Source: http://www.chron.com/disp/story.mpl/ap/tx/5880328.html  

26. July 9, Reuters – (International) Experts identify genes for bird flu replication. 
Scientists have identified around 100 genes that the H5N1 bird flu virus needs in a host 
in order to replicate, and this finding may help in the hunt for ways to block its 
proliferation. “All viruses rely on host cell proteins and their associated mechanisms to 
complete the viral life cycle. Identifying the host molecules that participate in each step 
of virus replication could provide valuable new targets for antiviral therapy,” they wrote 
in the latest edition of Nature magazine. “We found genes (proteins) that are important 
for influenza virus replication. We identified about 100 genes,” said a leading virologist 
and bird flu expert at the University of Tokyo in Japan. Of these, at least three existed in 
human cells. “We took three and tested them and they were important for flu virus 
replication (in humans),” he told Reuters. “I presume that many of the other genes we 
identified are also important for influenza virus replication in humans.” Next, the team 
wants to zero in on host proteins that the H5N1 needs to bind to in order to replicate. 
Source: http://in.reuters.com/article/health/idINHKG1664320080709?sp=true 

27. July 8, Rapid City Journal – (South Dakota) Number of MRSA infections in state up 
about 50 percent. South Dakota saw large increases in methicillin-resistant 
Staphylococcus aureus (MRSA) infections through June, according to the mid-year 
infectious disease summary for 2008 from the South Dakota Department of Health. The 
state epidemiologist said the state has seen large increases in MRSA and Group A strep, 
which are up about 50 percent this year. There were 35 reported cases of MRSA in 
South Dakota through June, a 52 percent increase over the five-year average of 23 cases 
annually.  The disease shigellosis was up 369 percent in South Dakota due to an 
outbreak that occurred primarily in January through April. Only one case of shegella 
was reported in South Dakota in June. 
Source: 
http://www.rapidcityjournal.com/articles/2008/07/08/news/top/doc4873f7896c76852691
9744.txt  
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Emergency Services Sector 
 
28. July 10, Associated Press – (Oregon) Counties across state cut services. Timber 

counties in Oregon are cutting services and considering tax increases to deal with the 
loss of a federal timber payments safety net, according to a survey by Oregon State 
University’s Rural Studies Program released Wednesday. The survey found the biggest 
cuts are to road and bridge maintenance, emergency services, and sheriff’s departments. 
Eastern Oregon felt it most in road budgets. Western Oregon cut deepest in 
administration, finance, parks, emergency services, and sheriff’s departments. The six 
rural counties in southwestern Oregon lost an average of one-third of their general 
funds. 
Source: 
http://www.mailtribune.com/apps/pbcs.dll/article?AID=/20080710/NEWS/807100334  

29. July 9, San Jose Mercury News – (California) National Guard members train to 
combat California wildfires. The fire training drills that a specialist in California 
National Guard endured Tuesday didn’t exactly match his boyhood notions of the 
profession - men bravely risking their lives to, say, save a child stuck in a burning 
building. About 250 other California National Guard members, who were unexpectedly 
called last week into fire duty, are undergoing training to fight California wild fires. 
Recently, the men where taught how to build a fire line. The assignment could last up to 
a month or possibly longer depending on conditions. With more than 300 uncontained 
blazes burning throughout the state, and thousands of firefighters toiling to exhaustion, 
California’s governor has summoned 400 members of the Guard to ease the burden. It is 
the first time in three decades that Guard members have been deployed to fight fires.  
Tuesday was the first day of physical training. 
Source: http://www.mercurynews.com/localnewsheadlines/ci_9825432?source=rss  
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Information Technology 
 
30. July 10, Ars Technica – (National) Zombie botnets continue to defy containment 

attempts. The anti-malware manufacturer Commtouch released its quarterly update on 
the state of spam in Q2 of 2008 earlier this week. The report (PDF) runs some 15 pages, 
but the company’s overall message is considerably more succinct. In the war between 
the forces of good anti-malware and evil malware, we are not making much headway. 
The irony, according to Commtouch, is that anti-malware companies spend far more 
time investigating, tracking, and categorizing malware than the malware authors ever 
spend designing their end-runs around existing antivirus software. Relative rankings can 
and do fluctuate—the United States’ share of global zombie IP addresses continues to 
fall, down to 4.2 percent in Q2, compared to five percent in Q1. But the overall flood of 
malware surging across the Internet remains relatively unchanged. 
Source: http://arstechnica.com/news.ars/post/20080710-zombie-botnets-continue-to-
defy-containment-attempts.html  
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31. July 10, Market Watch – (National) US military actions used as decoy to spread 
malware. BitDefender researchers have identified a new wave of spam messages that 
announce an alleged attack of the U.S. Army against Iran in order to trick users into 
downloading and installing malicious software onto their personal computers. The 
webpage hosting the piece of malware – dailydotnews.com – is a simple, yet efficiently 
designed site with a top banner, a simple picture masquerading as a YouTube player and 
three lines of text detailing the U.S. operation in Iran. This spam approach is used on 
large scale as the spammer relies on a catchy heading and a link to the piece of malware 
in order to fuel users’ curiosity and trick them into downloading the piece of malware. 
“The new spam wave relies on computer users’ curiosity regarding the conflict between 
the United States and Iran. Users are redirected to a fake news website, where they are 
shown a larger, inciting description accompanied by a movie player,” said a BitDefender 
Spam analyst. “However, the alleged flash movie is an image depicting a movie player; 
when clicked, the image gives users a ‘Save image as’ option.” Upon clicking on either 
the “movie” or the top banner, the user starts the download process of a binary piece of 
malware, called “iran_occupation.exe.” The file contains the same malicious code 
infecting the user with the Storm Worm. The authors have used timing as their 
advantage, as the recent tensions in the Middle East between the U.S. and Iran have 
been escalating. On the social side, the spam wave is targeting the increasingly worried 
U.S. citizens looking for fresh news on Iran threatening to burn Tel Aviv down in 
response to possible U.S. attacks on its nuclear facilities. 
Source: http://www.marketwatch.com/news/story/us-military-actions-used-
decoy/story.aspx?guid=%7BA18C71F8-A9A0-4609-8ADC-
4E307A210391%7D&dist=hppr  

 
32. July 9, ComputerWorld – (National) File-sharing breach at investment firm 

highlights dangers of P2P networks -- again. Wagner Resource Corp., an Alexandria, 
Virginia-based investment firm last week had to notify about 2,000 of its clients that 
their names, Social Security numbers, and birth dates had potentially been exposed on 
the LimeWire P2P network, according to a story published Wednesday by The 
Washington Post. Among the individuals whose personal data was exposed in the 
Wagner compromise was a Supreme Court justice, according to the Post. Wagner did 
not immediately respond to a request for comment about the incident. But the Post 
reported that the compromise resulted from the use of LimeWire’s file-sharing software 
by a Wagner employee. The employee apparently downloaded the software to his 
company-issued PC last year, so he could share music and other media files with fellow 
LimeWire users. But the software ended up exposing all of the contents on the 
employee’s computer to other users of the P2P network. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9108418&taxonomyId=17&intsrc=kc_top  

33. July 9, ComputerWorld – (National) File Microsoft patch knocks some ZoneAlarm 
users offline. Users of the popular ZoneAlarm firewall have reported dead Internet 
connections after installing one of the security updates issued by Microsoft Corp. 
yesterday, according to online message forums. Early today, ZoneAlarm told its users to 
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uninstall the Microsoft patch – which fixed a widespread problem with the Web’s 
addressing system – or make more technical changes to their PCs in order to regain a 
connection.  The trouble was traced to ZoneAlarm hooking into the Windows XP kernel 
in order to filter out potentially malicious traffic, a company engineer said. “We filter 
network traffic at the kernel, where malware can’t avoid us,” said a ZoneAlarm team 
lead. “If you filter traffic in user mode, malware can see what we’re doing.” Kernel 
hooking – intercepting Windows’ system calls and modifying the kernel dispatch table – 
is a common practice by security vendors, which defend it on the grounds that it lets 
them provide stronger protection against malware, including rootkits. The practice is 
undocumented in Windows XP, although Microsoft has traditionally looked the other 
way. In Windows Vista, however, it documented application programming interface 
calls in the Windows Filtering Platform, or WFP, that let third-party security companies 
directly access data traffic. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9108298&taxonomyId=17&intsrc=kc_top 
  

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website: http://www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
 Website: https://www.it−isac.org/. 
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Communications Sector 
 

34. July 10, Wall Street Journal – (National) Comcast vows to smooth access for Vonage 
users. Amid growing regulatory scrutiny, Comcast Corp. said Wednesday it would 
collaborate with Vonage Corp. to ensure the Internet phone company’s service runs 
more smoothly over Comcast’s broadband network. Critics long have speculated that 
Comcast – which offers an Internet phone service that competes with Vonage – may 
purposely be degrading the quality of Vonage’s service. Comcast has denied the charge 
and said that any glitches suffered by Vonage customers using Comcast’s broadband 
network were due to congestion at peak times. Wednesday’s announcement comes as 
regulators and lawmakers are looking into whether Internet service providers like 
Comcast use control of their broadband networks to undercut rivals. Under the new 
arrangement, Vonage and Comcast will have a direct line of communications between 
their network operations centers to resolve customer issues, the companies said. Vonage 
will also participate in testing the impact of Comcast’s network management techniques 
on its service. Comcast says the arrangement will allow it to better balance the 
management of its network at peak times. 
Source: 
http://online.wsj.com/article/SB121564856618241033.html?mod=googlenews_wsj 
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35. July 9, Red Orbit – (National) JDSU launches fiber optic test kits. JDSU, a provider of 
communications test and measurement solutions, has announced the release of all-in-one 
fiber optic test kits, providing network technicians with a simple way to avoid one of the 
leading causes of network downtime: contaminated, or dirty, fiber. JDSU said that its 
inspection, cleaning, and test kits are designed specifically to meet the needs of modern 
fiber applications and environments including FTTx, LAN/WAN, and data centers 
found in both cable and telecommunications networks. The kits include JDSU video 
fiber microscopes, optical cleaning tools, PocketClass or Smart optical light sources and 
optical power meters, and a visual fault locator. The general manager in the JDSU 
communications test and measurement business segment said, “Inspecting with a kit that 
contains all the necessary tools before you connect enables technicians to conveniently 
inspect both sides of an optical connection, clean it if necessary, and conduct the 
required optical testing to ensure the integrity of the network.” 
Source: 
http://www.redorbit.com/news/technology/1469352/jdsu_launches_fiber_optic_test_kits
/  
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Commercial Facilities Sector 
 

36. July 10, BBC News – (International) China arrests ‘Olympic plotters.’ Chinese 
authorities say 82 suspected terrorists have been arrested this year for plotting to 
sabotage the Olympic Games in Beijing. They say they have broken up five terrorist 
groups in the mainly Muslim western region of Xinjiang. The news follows earlier 
reports that police had killed five militants who wanted to wage holy war in the region. 
International security experts have questioned the level of the threat that China says it 
faces. Human rights campaigners accuse China of exaggerating an alleged threat to the 
Olympics to justify repression of the Muslim Uighur population in Xinjiang. In January, 
the police carried out a raid in the Xinjiang capital, Urumqi, in which two militants were 
killed, and two months later China said there had been an attempted hijacking of a flight 
from Urumqi. In April, China said that its security forces had broken up a number of 
plots to carry out suicide bombings and to kidnap athletes during the Olympics. Most 
recently, Chinese state-controlled media reported that the police had killed five militants 
in Urumqi, injured two more, and arrested eight others. Our correspondent says that 
China has suggested the threat it faces comes mainly from a group called the East 
Turkestan Islamic movement. China says this movement has links to Al Qaeda, but 
international security experts have questioned the threat that China says it faces. As the 
Olympics approaches, China is stepping up security measures. A dual ring of hundreds 
of checkpoints is due to go up around Beijing starting next week.  
Source: http://news.bbc.co.uk/2/hi/asia-pacific/7499465.stm 

 
37. July 10, Arizona Republic – (Arizona) Deputies find missile-shaped ordnance in back 

lot. Authorities evacuated a south Phoenix recycling plant and nearby businesses after 
discovering an apparent unexploded ordnance Wednesday. Maricopa County sheriff’s 
deputies were responding to a tip about a hostage situation involving illegal immigrants 
at All Products Recycling Center when they made the find, the sheriff’s office said. 
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After an employee answered deputies’ knocks, many of the plant’s workers began to 
scatter, prompting a chase through the business’ back lot, where the four-foot ordnance 
was spotted leaning against a fence, officials said. Deputies arrested 18 people, 17 of 
whom were workers suspected of being in the country illegally. Authorities identified 
the 18th person as the plant’s owner who is a U.S. citizen with two outstanding warrants 
out for his arrest, according to the sheriff. The bomb squad was called in, and a robot 
was sent in to check out the suspected explosive and transmit images back to a bomb 
specialist. The device appeared military in nature, which prompted the sheriff’s office to 
call in the U.S. Air Force. Authorities could not determine whether the bomb was live, 
he said.  
Source: 
https://www.azcentral.com/my/zage.php?referer=http://www.azcentral.com/arizonarepu
blic/local/articles/2008/07/10/20080710bombscare0710.html 
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National Monuments & Icons Sector 
 
38. July 10, Associated Press – (Oregon) Feds: Grazing doesn’t fit Ore. national 

monument. Federal rangeland managers said continuing to allow cattle to graze on the 
Cascade-Siskiyou National Monument is harming the rare plants, fish, and wildlife the 
monument was created eight years ago to protect. The monument was created in 2000 
by President Clinton from 53,000 acres of Bureau of Land Management (BLM) land 
near Ashland to protect the unique area, sometimes referred to as the Klamath Knot, 
where the Siskiyou Mountains connect to the Cascade Range. The area is home to 111 
species of butterflies, as well as the rare Keene Creek pebblesnail and the Jenny Creek 
redband trout. The proclamation Clinton signed put an end to the small amount of 
logging and mining within the monument, but left it up to BLM to settle the thorny 
question of whether to continue allowing 11 ranchers to put up to 2,417 cows with 
calves on the monument to graze part of the year. The rangeland health assessment 
found the cattle were harming sensitive streams and springs. Building the fences to keep 
cattle out of sensitive springs and streams would cost $4 million, he said, while the 
grazing leases bring in just $2,000 a year. A group of ranchers has agreed to be paid by 
conservation groups to retire their grazing leases if the legislation passes. The bill also 
would designate about half the monument as wilderness, a higher level of protection.  
Source: 
http://ap.google.com/article/ALeqM5glL3QuyTDHc1aGQ4NsFKYxHQy9QQD91QSG
JO2 
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Dams Sector 
 

39. July 10, West Central Tribune – (Minnesota) City Council authorizes study to 
determine option for permanent upgrade to levee in Granite Falls. Floodwaters on 
the Minnesota River came within an inch or two of topping the main levee in 1997 and 
inundating anywhere from 250 to 300 homes on the west side of Granite Falls. Now, 
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city officials in Granite Falls are authorizing a study to determine what must be done to 
permanently upgrade the city’s main levee to provide protection against floodwaters that 
could be higher than those experienced in 1997. Along with providing greater flood 
protection, the city wants to upgrade the levee so that it can be certified by the U.S. 
Army Corps of Engineers. That certification could be critical to the homes and other 
buildings it protects: Absent the protection, many property owners will be required to 
purchase costly flood insurance for a relatively high-risk flood zone. The council 
members approved the study at Monday’s meeting. The city engineer estimated the 
study should cost no more than $35,000 to complete. Much of the work will require 
taking test borings to determine the materials used in the existing levee to assess its 
integrity, as well as engineering to determine the heights and widths needed for 
improved protection.   
Source: http://www.wctrib.com/articles/index.cfm?id=39320&section=News  
 

40. July 9, Times-Picayune – (Louisiana) Corps balks at new levee plan. St. Charles Parish 
has been trying to build the locally financed levee for more than 15 years, but has been 
unable to persuade federal officials to let it enclose wetlands that the parish says are 
needed for holding rainwater. The U.S. Army Corps of Engineers prefers an alignment 
that would closely track existing development and wants the parish to build stormwater-
retention areas inside the levee. The parish wants to enclose some of the wetlands south 
of current subdivisions so the land can be used as a holding area for storm runoff. More 
recently parish officials have been pushing a “compromise alignment” that would 
enclose fewer than 100 acres of wetlands for holding rainwater. Unlike levees on the 
parish’s east bank, Jefferson Parish and New Orleans, the west bank levee isn’t a part of 
the federal levee system. The parish has been using local money to build the 12-mile 
levee in segments, but hopes the levee will eventually be included in the federal system.   
Source: http://www.nola.com/news/t-p/index.ssf?/base/news-
0/1215581555233070.xml&coll=1 
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