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• The Department of Homeland Security has solicited a proposal from a Canadian security 
company to develop a passenger stun bracelet. The bracelet is intended to incapacitate 
wearers on remote command and will allow crew members, using radio frequency 
transmitters, to quickly and effectively subdue hijackers. (See item 7) 

• The U.S. Food and Drug Administration wants to add a “black box” warning detailing 
an increased risk of suicide connected with drugs used to treat seizures in people with 
epilepsy.  (See item 19) 

DHS Daily Open Source Infrastructure Report Fast Jump 
Production Industries: Energy; Chemical; Nuclear Reactors, Materials and Waste; 
Defense Industrial Base; Dams 
Service Industries: Banking and Finance; Transportation; Postal and Shipping; 
Information Technology; Communications; Commercial Facilities 
Sustenance and Health: Agriculture and Food; Water; Public Health and Healthcare 
Federal and State: Government Facilities; Emergency Services; National Monuments and 
Icons 

Energy Sector 

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, 
Cyber: ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. July 9, Associated Press – (International) Iran test-fires missiles in Persian Gulf. Iran 
test-fired nine long- and medium-range missiles Wednesday during war games that 
officials said aimed to show the country can retaliate against any U.S. and Israeli attack, 
state television reported. Wednesday’s war games were being conducted at the mouth of 
the Strait of Hormuz, a strategic waterway through which about 40 percent of the 
world’s oil passes. Iran has threatened to shut down traffic in the strait if attacked. Even 
as Iran’s president and other Iranian officials have dismissed the possibility of attack, 
Tehran has stepped up its warnings of retaliation if the Americans – or Israelis – do 
launch military action, including threats to hit Israel and U.S. Gulf bases with missiles 
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and stop oil traffic through the vital Gulf region. Iran’s elite Revolutionary Guards and 
regular army routinely hold exercises two or three times a year.  
Source: http://ap.google.com/article/ALeqM5imNXpzGkU5rsB-
aJjCQOzswp2d0wD91QD6J81 

 
2. July 8, Reuters – (California) California power grid demand less than expected Tues. 

California electricity demand on Tuesday fell well short of forecasts, in part due to 
consumer conservation, averting significant problems for the state power grid, the 
California Independent System Operator said. Preliminary peak demand figures on 
Tuesday were 44,712 megawatts (MW) on the power grid. Forecast demand was 48,800 
MW. An alert to limit planned maintenance work on generation plants and transmission 
lines was extended to Wednesday. The alert asks utilities to not conduct planned work 
between 6 a.m. and 10 p.m. The state is encountering the first major heat wave of the 
year, and electricity demand may strain resources. However, forecasts issued on 
Tuesday for energy use on Thursday and Friday are down from forecasts for the same 
days issued earlier this week. Temperatures are not to be as high as forecast earlier this 
week in southern California but will be higher than first forecast for the northern part of 
the state, meteorologists said. Helping the grid’s supply balance is the fact that the 
hottest temperatures are not extending to the Pacific coastline, where population is the 
most dense. 
Source: 
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN08323835200
80708?pageNumber=1&virtualBrandChannel=0 

 
[Return to top] 

Chemical Industry Sector 
  

3. July 9, WSAZ 3 Charleston – (West Virginia) Incident at DuPont Plant prompts EOC 
activation. Emergency officials in Kanawha County say a problem with a tanker car 
carrying a flammable liquid prompted the activation of the county’s emergency 
operations center (EOC). The Charleston emergency services director says that the inner 
tank of a tanker car had a leak in it, and that pressure built up inside the tank. DuPont 
then notified Metro 911 of the situation Tuesday evening, which then activated the EOC. 
The emergency services director says this was a precautionary measure in the event 
something went wrong. He says tanker cars have two tanks in them, so none of the 
chemical actually leaked outside of the tanker. Crews from the DuPont Plant Fire 
Department and the Belle Fire Department were on hand while the chemical was 
transferred to a new tank. The transfer happened with no problems, and at no point was 
it necessary for people in the area to shelter in place or evacuate, he says. The EOC was 
activated until about 6:00 a.m. Wednesday morning.  

 Source: http://www.wsaz.com/news/headlines/24195349.html 
 
[Return to top] 

http://ap.google.com/article/ALeqM5imNXpzGkU5rsB-aJjCQOzswp2d0wD91QD6J81�
http://ap.google.com/article/ALeqM5imNXpzGkU5rsB-aJjCQOzswp2d0wD91QD6J81�
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN0832383520080708?pageNumber=1&virtualBrandChannel=0�
http://www.reuters.com/article/rbssIndustryMaterialsUtilitiesNews/idUSN0832383520080708?pageNumber=1&virtualBrandChannel=0�
http://www.wsaz.com/news/headlines/24195349.html�


 - 3 -   

 

Nuclear Reactors, Materials, and Waste Sector 
 
 Nothing to report 

 
[Return to top] 

Defense Industrial Base Sector 
 

4. July 8, U.S. Campaign to Ban Landmines – (National) Pentagon’s ‘new’ cluster bomb 
policy treads water. The Pentagon announced Monday that the U.S. military would 
continue to use and export cluster bombs over the next decade. The new policy states 
that the U.S. will not impose restrictions on the use or export of cluster bombs, including 
those with high failure rates, until 2018. The announcement drew criticism from human 
rights groups.  
Source: http://www.prnewswire.com/cgi-
bin/stories.pl?ACCT=109&STORY=/www/story/07-08-2008/0004845509&EDATE=  

 
5. July 8, Air Force Print News – (National) Air Force, Boeing officials upgrade C-130 

cockpits. Members of the 418th Flight Test Squadron are working with Boeing officials 
to conduct communication, navigation, radar, and air data testing on two C-130 Hercules 
aircraft as part of the Avionics Modernization Program (AMP). The AMP upgrade 
includes replacement of the aircraft’s 1960s-era instruments and indicators with a 
modernized glass cockpit consisting of flat panel displays, heads-up displays, and 
upgraded communication and navigation systems. Since the modification to the cockpits 
are significant to the aircraft, the radar and air data testing will test the basic 
fundamental skills of the gauges, such as checking for proper readings of altitudes and 
locations, said a 412th Test Support Squadron AMP program manager. “The C-130 is 
also testing the (heads-up display or HUD),” she said. “The HUD has so many benefits 
like improving a pilot’s situational awareness and improving information accuracy. All 
the things that were once mechanically driven are now running through a computer. 
When something goes out of limits, the computer can tell you all about it.” One of the 
primary reasons for the C-130 cockpit modernization is to cope with air traffic 
management standards set by Europe, as it will begin using Global Air Traffic 
Management in two years. The modification inside the aircraft will now allow more 
accurate readings of locations and enable the aircraft to navigate through tighter spaces. 
The final testing for the aircraft will be the integrated systems evaluations to see if the 
aircraft can complete any given mission when tasked.  
Source: http://www.af.mil/news/story.asp?id=123105689  
  

[Return to top] 

Banking and Finance Sector 
 

Nothing to report 
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[Return to top]  

Transportation Sector 
 

6. July 9, Dallas Morning News – (National) FAA tells Southwest to check planes. 
Federal Aviation Administration (FAA) regulators on Tuesday directed Southwest 
Airlines Co. and other carriers to expand their checks for cracks on older Boeing planes, 
the latest safety rule to emerge since the Dallas carrier was fined for violating a similar 
directive last year. The new directive addresses a limited section of the plane’s frame 
toward the rear. It grew out of concern about a crack that Boeing found on a 737 model 
that Southwest does not fly. Still, the airline told the FAA that it could not discount the 
warning because “it had several crack findings” on similar jets, according to the 
directive. The new rule is unrelated to an earlier directive that addressed skin cracking 
on older Boeing jets. Frame cracks could lead to skin cracking, and both are considered 
serious safety risks, according to the FAA. The FAA fined Southwest $10.2 million this 
year for flying planes beyond the deadline for conducting a broad inspection. The airline 
later found that six jets had fatigue cracks. The new inspections must be performed 
every 6,000 flight cycles on the 214 Boeing 737-300s and 737-500s that Southwest 
operates. Southwest said about 10 of its jets have been modified to make the further 
inspections unnecessary. United Airlines and Royal Dutch Airlines also operate Boeing 
jets affected by the directive. In a separate directive, the FAA is ordering American 
Airlines Inc. and other carriers to look for cracking on over-wing frames on certain MD-
80 series aircraft. The airworthiness directive applies to 212 MD-82s and 86 MD-83s 
operated by Fort Worth-based American and 117 MD-88s flown by Delta Air Lines Inc. 
The directive requires the inspections on the affected aircraft and all applicable 
corrective actions to be completed within two years or before the accumulation of 
20,000 total flight cycles, whichever occurs later. 
Source: http://www.dallasnews.com/sharedcontent/dws/bus/stories/DN-
nufaa_09bus.ART.State.Edition1.4d95d4a.html  

7. July 8, Information Week – (National) Shock bracelet considered for airline 
passengers, border control. In order to enhance the security of air travel and to help 
manage illegal immigration, the Department of Homeland Security (DHS) has solicited 
a proposal from a Canadian security company to develop a passenger stun bracelet. 
Lamperd Less Lethal’s electro-muscular disruption (EMD) bracelet is intended to 
incapacitate wearers on remote command. A video at the Lampred Less Lethal Web site 
explains that the bracelet will avoid the need for a plane ticket and will help make 
passengers and baggage track-able while traveling. It also explains that the bracelet will 
provide in-flight security. “By further equipping the bracelet with EMD technology, the 
bracelets will allow crew members, using radio frequency transmitters, to quickly and 
effectively subdue hijackers,” the video explains. “The electro-muscular disruption 
signal overrides the attacker’s central nervous system and will render even the most elite 
and aggressive terrorist completely immobile for several minutes.” As reported by The 
Washington Times, Lamperd’s Web site hosts a copy of a letter from an official with the 
DHS Science and Technology Directorate, expressing interest in the bracelet. The 
official did not immediately respond to a request to verify the authenticity of the undated 
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letter or to comment on the DHS’s apparent interest in the Lamperd Less Lethal 
bracelet. The Transportation Security Agency also did not immediately respond to a 
request for comment. 
Source: 
http://www.informationweek.com/news/security/intrusion_prevention/showArticle.jhtml
?articleID=208803214  

 
8. July 8, Associated Press – (New York) FAA: Radar contradicts claim over JFK 

near-collision. The Federal Aviation Administration (FAA) says radar data contradict 
air traffic controllers’ claim that two planes nearly collided at Kennedy Airport during 
the weekend. The data show the aircraft were not in danger, FAA officials said 
yesterday. An FAA spokesman said the aircraft came no closer than 300 feet vertically 
and more than a half-mile horizontally as one plane took off and another attempted to 
land Saturday evening. There was no potential for conflict, he said. 
Source: http://www.newsday.com/news/local/transportation/ny-
nyjfk085756259jul08,0,2031790.story  
 

[Return to top] 

Postal and Shipping Sector 
  

9. July 8, KOLD 13 Tucson – (Arizona) Mysterious white powder forces evacuation of 
sheriff’s headquarters. In Pima County, Arizona, the sheriff’s department headquarters 
was evacuated for about two hours Tuesday afternoon after a mysterious white powder 
was found in the building. It was in an envelope that was addressed to someone in the 
building. Hazardous materials experts entered the building to investigate. They 
determined the powder was not hazardous. The powder was turned over to the sheriff’s 
department for further investigation to try to determine why it was sent.  
Source: http://www.kold.com/Global/story.asp?S=8644243  

 
 [Return to top] 

Agriculture and Food Sector  
 

10. July 9, Houston Chronicle – (Texas) Texas issues health warning on some Galveston 
Bay fish. Texas health officials Tuesday issued a stern warning against unlimited 
consumption of speckled trout and catfish from Galveston Bay, saying that high levels 
of industrial pollutants found in their fatty tissue have been linked to learning difficulties 
in newborns and cancer. A two-year study of fish caught at 10 sites in the bay found 
significant levels of polychlorinated biphenyls (PCBs) and dioxins in the fish. Flounder, 
red drum, and black drum were found to be safe. Fishing guides expressed concern that 
the warning will harm the bay’s sport fishing industry, which, one said, is heavily 
dependent on people who intend to eat their catch. Although the Environmental 
Protection Agency banned PCBs in 1979, equipment containing them was not recalled. 
The chemicals have been linked to cancer and reproductive, immune system, 
developmental, and liver problems. Dioxins, unwanted byproducts of a number of 
chemical processes, have been linked to skin rashes, liver or reproductive damage, and 
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cancer. Both contaminants degrade slowly in the environment.  
Source: http://www.chron.com/disp/story.mpl/front/5877055.html 

11. July 9, Associated Press – (National) US agriculture secretary confident meat is safe. 
The U.S. Department of Agriculture (USDA) secretary expressed confidence in the 
nation’s food safety system, but said the meat processing industry will always face 
challenges because the bacteria that animals carry evolve. His tour visit of several 
Nebraska meat processing plants did not include the Nebraska Beef Ltd. plant, which 
recalled 5.3 million pounds of meat last week that has been linked to 41 E. coli 
infections in Michigan and Ohio. The agriculture secretary thinks the company, not the 
USDA inspectors at the plant, should be held responsible for the tainted meat. He said 
the inspectors are only there to make sure the plant follows USDA rules. The USDA’s 
Food Safety and Inspection Service concluded last week that Nebraska Beef’s 
production practices were insufficient to effectively control E. coli bacteria. Now the 
focus is on determining exactly how the meat was contaminated at Nebraska Beef, he 
said, and making sure steps are taken to prevent future problems.  
Source:  
http://ap.google.com/article/ALeqM5gg74csZtdcycAed_1GdDrlCVPEgAD91Q812G0 

12. July 9, Reuters – (National) Cargill rolling out natural, no-calorie sweetener. 
Agribusiness giant Cargill Inc is starting to roll out Truvia, its natural, no-calorie 
sweetener on Wednesday, and expects the product to be on grocery shelves across the 
U.S. sometime this fall. Truvia is made from certain compounds in the leaves of stevia, a 
shrub native to Paraguay, and will provide a natural alternative to artificial sweeteners. 
Truvia also will be used as a sweetener in beverages and foods in early 2009. Coca-Cola 
Co. co-developed the product with Cargill and has exclusive rights to use Truvia in 
beverages. Stevia is approved as a food additive in a dozen countries including Japan, 
Brazil, and China, but not in the European Union or the United States. Yet it is sold in 
the U.S. as a dietary supplement, since supplements are not subject to the same 
regulations. The U.S. Food and Drug Administration classifies stevia as an “unsafe food 
additive,” saying on its website that “available toxicological information on stevia is 
inadequate to demonstrate its safety as a food additive or to affirm its status as a GRAS 
(generally recognized as safe).” According to a story in May in the Wall Street Journal, 
studies of stevia’s health effects have revealed potential mutations in livers of rats and 
concerns about fertility problems in men. 
Source: 
http://www.reuters.com/article/scienceNews/idUSN0930999220080709?feedType=RSS
&feedName=scienceNews&pageNumber=2&virtualBrandChannel=10216&sp=true 

13. July 8, Dick Jones Communications – (International; National) Project will improve 
food supply traceability from paddock to plate. Recognizing the need to find ways to 
protect the nation’s food supply, Delaware Valley College in Doylestown, Pennsylvania, 
has taken the lead academic role in an international trial to help exporters in Australia 
track food from their farms to U.S. plates using specialized software. The International 
Food Chain Integrity and Traceability Project will review, develop, and test supply 
chain documentation systems using software to improve the quality, safety, security, and 
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business efficiency of food export supply chains. The project will investigate every 
aspect of the supply process from paddock to plate. It will involve Victorian, Australia 
beef producers, their commercial customers in Philadelphia, and each regulator, 
transport, and logistics supplier along the chain. According to the director of the MBA 
program in Food and Agribusiness, the food chain is highly vulnerable. Current methods 
for managing risk in the chain are problematic and primarily manual. But software can 
help break the supply chain into pieces and combine the details of what happens in each 
piece to provide full visibility of the chain to pinpoint gaps in safety and security. “A lot 
of vulnerabilities crop up when products are co-mingled – when one farmer’s lettuce, for 
example, is mixed with other lettuce and bagged for sale. Traceability is of great 
concern in the supply chain,” he said.  
Source: http://www.newswise.com/articles/view/542427/ 
 

[Return to top] 

Water Sector 
 

14. July 9, Columbus Dispatch – (Ohio) Fernald’s uranium mess has high price. 
Radioactive waste left in the groundwater at the former Fernald uranium-processing 
plant in southwestern Ohio could linger for a century, state officials estimate. That is 
why the U.S. Department of Energy (DOE) agreed Tuesday to pay a record $13.75 
million to settle a lawsuit that the Ohio Environmental Protection Agency (EPA) filed in 
1986. The payment, the largest of its kind in state history, is considered one of the final 
acts of a years-long $4.4 billion cleanup at the plant, which refined raw uranium for 
nuclear weapons from 1951 to 1989. The site is now known as Fernald Preserve, a park 
area with wetlands, forests, and prairies. Federal officials say the site will be safe for 
visitors when it opens this fall. Officials had to wait until the cleanup was finished to see 
whether there was any uranium above what would naturally be found in the water. Tests 
of groundwater done after the cleanup was completed in 2006 show that “there will be 
contamination in the aquifer for more than my lifetime and my children’s lifetime,” said 
the Ohio EPA’s Fernald project manager. The money will be used to help restore Paddys 
Run, a small stream that runs for a mile through the Fernald site. The stream was the 
main path the uranium waste took to get into the groundwater. The restoration is 
intended to create a cleaner source of water to help dilute the radiation. The 
contamination extends for about a mile around the Fernald site. The DOE is pumping 
out contaminated groundwater. The president of the local advocacy group said no one in 
the area gets their drinking water from private wells.  
Source: 
http://www.dispatch.com/live/content/local_news/stories/2008/07/09/Fernald.ART_AR
T_07-09-08_B1_STAMOR4.html?type=rss&cat=&sid=101  

 
[Return to top] 

Public Health and Healthcare Sector 
 

15. July 9, KWCH 12 Wichita – (Kansas) Medical group investigates allegations of stolen 
records. The Wichita Radiological Group received an anonymous call saying their 
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patient records may have been stolen. On Monday, the executive director reported the 
information to Wichita police. According to the police report, the caller claims a former 
employee stole patient records before being fired from the Wichita Radiological Group. 
The caller said the former employee is now using patients’ personal and financial 
information to pay bills. The radiological group is not sure how much, if any 
information was stolen. So far, they have not found any evidence of the theft. But tens of 
thousands of patient records were in the database could have been compromised. An 
attorney for the Wichita Radiological Group says they have launched an internal 
investigation. The group changed internal passwords to make sure no more records are 
accessed. Wichita police say they need identity theft victims from the case to come 
forward before they can proceed in their investigation. 
Source: http://www.kwch.com/Global/story.asp?S=8643448&nav=menu486_2_1  

16. July 9, NewsDay – (New York) Mixed infection-rate report about NY hospitals. 
Patients in New York have a higher rate of hospital acquired-infection in surgical 
intensive care units than the national norm, but lower rates in pediatric and coronary 
units, according to a state Department of Health report released yesterday. The report is 
a first attempt by the state to track and publish the rates of infection in an effort to 
reduce the number of incidents. “We have developed a tool that will help hospitals 
address the fundamental problem of patients who develop infections as a result of their 
surgery and treatment,” the State Health Commissioner said, adding that while 
monitoring alone will not solve the problem, “the state is working with hospitals to 
identify risk factors for infection and interventions to reduce those risks.” A 2005 law 
required hospitals to report of their rate of infection, but this first report does not connect 
specific hospitals with their rates, in case of beginning errors. Next year’s report will 
attach the names. The one instance of significantly higher infection rates for the state 
came in surgical intensive care units. New York hospitals averaged 3.7 cases per 
thousand, while nationally there were 2.7 cases per thousand. 
Source: http://www.newsday.com/services/newspaper/printedition/wednesday/news/ny-
stheal095757220jul09,0,2954665.story  

17. July 9, Science Daily – (National) Pandemic mutations in bird flu revealed. Scientists 
have discovered how bird flu adapts in patients, offering a new way to monitor the 
disease and prevent a pandemic, according to research published in the August issue of 
the Journal of General Virology. Highly pathogenic H5N1 avian influenza virus has 
spread through at least 45 countries in three continents. Despite its ability to spread, it 
cannot be transmitted efficiently from human to human. This indicates it is not fully 
adapted to its new host species, the human. However, this new research reveals 
mutations in the virus that may result in a pandemic. “The mutations needed for the 
emergence of a potential pandemic virus are likely to originate and be selected within 
infected human tissues,” said a professor from Mahidol University, Thailand, whose 
team undertook the study. “We analyzed specific molecules called haemagglutinin on 
viruses derived from fatal human cases. Our results suggest new candidate mutations 
that may allow bird flu to adapt to humans.” Viruses with a high mutation rate such as 
influenza virus usually exist as a swarm of variants, each slightly different from the 
others. These are called H5N1 bird flu quasispecies. The researchers found that some 
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mutations in the quasispecies were more frequent than others, which indicates they may 
be adaptive changes that make the virus more efficient at infecting humans. Most of 
these mutations were found in the area required for the virus to bind to the host cell. 
“This study shows that the H5N1 virus is adapting each time it infects a human,” said 
the professor. “Such adaptations may lead to the emergence of a virus that can cause a 
pandemic. Our research highlights the need to control infection and transmission to 
humans to prevent further adaptations.” The research has provided genetic markers to 
help scientists monitor bird flu viruses with pandemic potential. This means they will be 
able to detect potentially dangerous strains and prevent a pandemic. The research also 
gives new insights into the mechanism of the genesis of a pandemic strain. 
Source: http://www.sciencedaily.com/releases/2008/07/080708200647.htm  

 
18. July 8, Sacramento Bee – (California) Aerial spraying considered to combat West 

Nile virus. South Sacramento residents face the possibility of aerial spraying to combat 
the spread of the West Nile virus. The Sacramento-Yolo Mosquito and Vector Control 
District announced today that because of the extreme heat, transmission of the virus is 
expected to increase in bird and mosquito populations. We know we’ll see an increase in 
mosquito populations, and we want to be proactive in ensuring they won’t be a threat to 
the public,” a district manager said, adding that while no formal decision has been made, 
the district said aerial spraying might be needed as early as next week. A 2005 West 
Nile outbreak brought aerial spraying. That year, Sacramento County led the state in 
reported human cases of West Nile virus. 
Source: http://www.sacbee.com/101/story/1068123.html  

 
19. July 8, U.S. News and World Report – (National) FDA wants suicide warning for 

epilepsy drugs. The U.S. Food and Drug Administration (FDA) wants to add a “black 
box” warning detailing an increased risk of suicide connected with drugs used to treat 
seizures in people with epilepsy. On its Web site Monday, the FDA said an analysis 
released in January of nearly 200 studies showed patients taking anti-seizure drugs were 
more likely to have suicidal thoughts and behaviors than those taking a placebo. While 
the reports of problems were extremely rare, the agency said drug-treated patients faced 
about twice the risk of suicide or suicidal thoughts. On average, those patients 
experienced suicidal thoughts or behavior 0.43 percent of the time, compared with 0.22 
percent for those taking a placebo, the Associated Press reported. The FDA said it was 
intent on revising the warning labels for all drugs in the class, although it’s not entirely 
clear why they increase suicidal behaviors. 
Source: http://health.usnews.com/articles/health/healthday/2008/07/08/health-
highlights-july-8--2008.html 

 
[Return to top] 

Government Facilities Sector 
 

20. July 9, Washington Post – (District of Columbia) Capitol Police find hurdles on path 
to reform. Since the September 11, 2001, attacks, the U.S. Capitol Police have tried to 
become a premier anti-terrorism force, rapidly expanding as the agency’s budget tripled. 
But a series of recent mistakes has highlighted the difficulties of changing a force once 
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made up of glorified security guards. The gaffes seem stunning for a department that 
protects the nation’s most powerful lawmakers: One-quarter of the newest batch of 
recruits was hired despite failing criminal checks and other employment criteria; a team 
of officers overlooked a crude bomb in a truck; and the police radio system keeps 
breaking down. Congressional and police officials point to lingering weaknesses on 
management issues, and a Senate committee will hold a hearing next week on the 
problems. Transforming the Capitol Police into an anti-terrorism force is particularly 
difficult because of the nature of their work, say current and former police officials. The 
department is a hybrid force, with many officers performing tasks similar to those of 
security and others focusing on intelligence or bomb-defusing activities. 
Source: http://www.msnbc.msn.com/id/25597624/  
 

21. July 9, Agence France-Presse – (International) Six killed in attack outside US mission 
in Istanbul. Three gunmen and three Turkish policemen were killed Wednesday in an 
attack outside the U.S. consulate in Istanbul that was condemned by U.S. and Turkish 
officials as a “terrorist” act. The assailants, armed with guns and rifles, targeted a police 
guardpost, Istanbul’s governor said. The attack was “an obvious act of terrorism” aimed 
at the United States, the U.S. ambassador to Turkey said in Ankara. In Washington, the 
White House also condemned the attack, but would not comment on whether the 
consulate was the target. The Turkish interior minister said no one had yet claimed 
responsibility for the incident. Istanbul’s governor revealed that the three dead attackers 
were all Turkish nationals. 
Source: http://news.yahoo.com/s/afp/20080709/wl_afp/turkeyusattacks  
 

22. July 8, Associated Press – (Maryland) Man accused of making threat on govt 
building. A Virginia man has been charged with sending a letter claiming a terrorist 
attack would be carried out at a county government building in Maryland on the day he 
had a trial scheduled. The Worcester County Bureau of Investigation says on July 1, the 
county circuit court received a letter claiming that a Saudi Arabian elite Special Forces 
unit would drive a truck of explosives into the county government building the next day. 
Source: http://www.examiner.com/a-
1477261~Man_accused_of_making_threat_on_govt_building.html  

 
[Return to top] 

Emergency Services Sector 
 
23. July 9, USA Today – (National) Five cities test high-tech 911 system. Five cities across 

the USA are testing a new national 911 system that would allow communications with 
police and other emergency personnel by text message and take advantage of the latest 
technology to pinpoint accident scenes. Call centers in Rochester, New York; Bozeman, 
Montana; King County, Washington; St. Paul, Minnesota; and Fort Wayne, Indiana, 
began testing the Department of Transportation’s (DOT) Next Generation 9-1-1 system 
in June with the goal of replacing the four-decades-old technology that governs how the 
nation’s 6,000-plus 911 call centers operate. “This is a long-term vision of getting what 
we built over the last 40 years to today’s technology,” an associate with Booz Allen 
Hamilton, a consulting firm hired by the government to help research and design the 
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system, said Tuesday at the first of five regional presentations at the test cites. He said 
the goals of the system include being able to take 911 calls that come via text message 
or through Voice over Internet Protocol providers such as Skype and Vonage. The 
system also aims to receive traffic accident data immediately from navigation services 
such as OnStar. Under the new system, emergency personnel could more quickly pin 
down the location of a call from a wireless network. The nation’s 911 call centers would 
be more uniform and networked so that a call to a busy or incapacitated 911 center could 
instantly be routed to another center acting as a backup, he said. The public safety 
coordinator with the DOT’s Intelligent Transportation Systems’ joint program office 
said the government has spent $5.6 million on the Next Generation 9-1-1 project, mostly 
on research. The tests will end in November, and the data will go to a joint 
DOT/Department of Commerce National 911 Office. It could take eight to 10 years for 
all the nation’s 911 centers to upgrade to the new technology. 
Source: http://www.usatoday.com/news/nation/2008-07-08-new-911_N.htm  

 
24. July 8, 1st Responder News – (Florida) Daytona Beach trains with simulation lab. July 

8- 11, the Daytona Beach Fire Department is training with the Emergency Medicine 
Learning & Resource Center (EMLRC). The focus of this education is bio-terrorism and 
Weapons of Mass Destruction (WMD) preparedness. EMLRC has the only dual 
environment Mobile Emergency Medicine Simulation Lab in the country - complete 
with Laerdal’s Sim Man and Sim Baby. The Mobile Simulation Lab is a 45-foot motor 
coach complete with a full ambulance bay and emergency department area to bring 
unlimited real life scenarios to first responders such as emergency medical technicians, 
paramedics, firefighters, emergency physicians, and nurses. 
Source: 
http://www.1strespondernews.com/webpages/news/displaynews.aspx?ID=889eb567-
f856-4e5c-8a4d-9ee77e26b506  
 

[Return to top]  

Information Technology 
 
25. July 9, Register – (International) Zero day Word flaw exploited by Trojan. Microsoft 

warns that an unpatched Word vulnerability has become the subject of targeted attacks. 
The flaw - which is restricted to Microsoft Office Word 2002 Service Pack 3 - creates a 
mechanism for hackers to inject hostile code onto vulnerable systems. Redmond has 
published workarounds as a stop-gap measure while its researchers investigate the flaw 
in greater depth. In the meantime, Microsoft is keen to downplay alarm. “At this time, 
we are aware of limited, targeted attacks attempting to use the reported vulnerability, but 
we will continue to track this issue,” a post on its security response blog explains. The 
vulnerability has appeared in a number of samples on malware. A widening number of 
anti-virus firms have issued signature updates to defend against the threat. Symantec, 
acting on samples sent to it by handlers at the SANS Institute’s Internet Storm Centre, 
was the first to publish an advisory. The timing of the arrival of the exploit means 
Microsoft had insufficient time to respond before its regular Patch Tuesday update, a 
factor that’s unlikely to be a coincidence. The details of the flaw are still under 
investigation and will probably be withheld until a fix is unavailable. It is also unclear 
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who the attack is targeting, though historically unpatched Word exploits are a particular 
favorite of Chinese hackers.  
Source: http://www.channelregister.co.uk/2008/07/09/zero_day_word_flaw/  

 
26. July 8, TechWorld – (National) Botnets winning spam wars, says report. The world’s 

anti-spam systems are fighting a furious but hopeless battle against botnet spam, a new 
threat analysis from Commtouch has claimed. According to Commtouch’s zombie 
monitor, by the time that reputation and source analysis systems have identified 
compromised PCs and servers responsible for sending the spam that floods the Internet 
every day, most botnets will have shifted to using new machines. Given that the 
company reports there being an average of 10 million botnet ‘zombies’ active on any 
one day in the second quarter of 2008, the only way to of stem the spam tide is to filter it 
out in a reactive way using costly technologies at the ISP or gateway level. ISPs, 
meanwhile, are struggling to deal with the silent flow of outbound spam from their 
subscribers, leaving some at risk of having their IP address ranges blacklisted by other 
providers. This appears to be more of a problem for ISPs in developing countries, 
though two ISPs, telecomitalia.it, and Verizon, were identified by Commtouch as 
having, respectively, over 1.2 million, and 500,000 active zombies on their networks 
over a 30-day period. If the volume of spam being sent by compromised hosts shows no 
sign of slowing, botnets have continued to evolve in other ways. In the last month, 
Turkey has claimed the number one spot for having the most zombies between April and 
June of this year, followed by Brazil, Russia, Italy, and India. The U.S. is some way 
down the field in ninth place, a reflection of the fact that users there now have better 
protection against malware, with the UK for once not registering a separate entry in the 
top 20. 
Source: 
http://www.techworld.com/security/news/index.cfm?newsID=102108&pagtype=all  

 
27. July 8, Computerworld – (National) DNS hole prompts synchronized patching effort 

by IT vendors. In a rare synchronized security move, Microsoft Corp., Cisco Systems 
Inc. and other IT vendors today released software patches aimed at addressing a 
fundamental design flaw in the Domain Name System (DNS) protocol used to direct 
traffic on the Internet. The so-called DNS cache poisoning flaw was discovered earlier 
this year by a researcher at security services firm IOActive Inc., but it was not 
publicized until Tuesday. The vulnerability could allow attackers to redirect Web traffic 
and e-mails to systems under their control, according to the researcher, who said in an 
interview that the flaw exists at the DNS protocol level and affects numerous products 
from multiple vendors. Virtually every domain name server that resolves IP addresses 
on the Internet is vulnerable to the flaw and needs to be patched against it as quickly as 
possible to avoid potentially serious problems, such as companies having all of their 
network traffic re-routed to malicious Web sites or having employee e-mails captured by 
attackers, he said. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9107978&taxonomyId=17&intsrc=kc_top  
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Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

Website: http://
 

www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
 Website: https://www.it−isac.org/. 
 
 
[Return to top] 

Communications Sector 
 

28. July 9, Tulsa World – (Oklahoma) Rock ‘n’ roll festival in Pryor may have cell 
towers reeling. Busy signals and dropped calls may be the norm in Pryor this week as a 
five-day music festival kicks off there Wednesday. Mayes County officials are 
expecting more than 100,000 people calling, texting, and sending pictures from their cell 
phones during the festival to jam area towers. “Cell phone towers can only handle so 
many calls,” said Mayes County’s emergency management director. “It’s causing us 
some problems.” The issue first came up last month during the four-day Country Fever 
music festival. He said it was the first time it has happened in that event’s six years. The 
mayor said dropped calls are becoming more frequent in the Pryor area, adding that he 
thinks more cell phone towers may be needed to accommodate increased cell-phone use 
in the area. 
Source: 
http://www.tulsaworld.com/news/article.aspx?articleID=20080709_12_A1_spancl52034
1  
 

[Return to top] 

Commercial Facilities Sector 
 

29. July 9, Associated Press – (New York) Man held after climbing New York Times 
HQ. A man scaled a portion of The New York Times’ 52-story headquarters on 
Wednesday morning, becoming the third person to do so in a span of a few weeks, 
police said. The climber made it to the 11th floor of the building in midtown Manhattan 
before descending to a lower floor and spending hours making cell phone calls and 
talking to police. At one point, the climber unfurled a banner on the “T” of the Times’ 
sign that referenced al-Qaida leader Osama bin Laden, the Times reported on its Web 
site Wednesday. Streets were closed off and an inflatable cushion was placed in front of 
the main entrance of the building. A spokeswoman for the Times said modifications 
were made to the building and additional security was added after two climbers 
managed to scale the building June 5. The facade of the newly constructed building is 
covered with slats that allowed the men to climb the tower like a ladder. The company 
was investigating how the most recent climber was able to overcome the additional 
obstacles.  
Source: http://www.msnbc.msn.com/id/25600228/ 
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National Monuments & Icons Sector 
 
30. July 8, Associated Press – (New York) Statue of Liberty’s crown may reopen to 

public. The National Park Service is considering reopening Lady Liberty’s crown for 
the first time since the September 11 terrorist attacks, according to documents a 
congressman released on July 4. Liberty Island was closed after the terrorist attacks. The 
statue’s base, pedestal, and lower observation deck reopened in August 2004, after a $20 
million effort to enhance fire safety. But the crown and its interior observation deck, 
which soar about 265 feet above New York Harbor, remained closed because the Park 
Service said there was no way to evacuate people safely in an emergency. The narrow 
spiral staircase that leads up to the crown does not comply with fire and building codes. 
The newest park service survey, sent to nearly 800 security firms, asks them to prepare 
plans that address whether the statue can be updated to meet fire safety codes, and, if 
not, how the park service can minimize safety risks.  
Source: 
http://seattletimes.nwsource.com/html/travel/2008039706_webstatueofliberty08.html 
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Dams Sector 
 

31. July 9, Salt Lake Tribune – (Utah; National) Senate snag for bill mandating annual 
dam-safety inspections. A measure that would require annual inspections of some of 
the nation’s aging dams, including more than a dozen in Utah, hit a snag Tuesday during 
a Senate hearing. Critics question whether the push is too broad and shortchanged on 
funding. Under the bill, the Bureau of Reclamation would have to annually inspect all of 
its inventory of dams, levees, and canals and prioritize projects to repair or rehabilitate 
those in need. That would cover 13 federally owned dams in Utah. Some 37 federally 
owned dams in the state are large enough to be covered by a previous law that mandates 
routine inspections. Most of the more than 900 dams in Utah are privately owned and 
subject to safety inspections by the state Division of Water Rights. The sponsor of the 
bill says the federal bill is necessary to assure Americans they do not have to fear 
flooding because of crumbling facilities. But the Bureau of Reclamation opposes the 
legislation, saying that while the agency shares the goal, the bill covers too much 
territory and may undermine its current effort to inspect dams and levees and prioritize 
the need for rehabilitation.  
Source: http://www.sltrib.com/news/ci_9819385  
 

32. July 8, Summit Daily News – (Colorado) Denver Water shutting down Dillon Dam 
Road permanently. Denver Water officials on Tuesday abruptly closed Dillon Dam 
Road indefinitely due to security concerns. “We are not aware of an imminent threat,” 
said the Denver water commissioner. “But in the last several months, we’ve grown far 
more concerned about the vulnerability of the dam and the potential for catastrophic 
consequences downstream if the dam were targeted.” The closure drew immediate fire 
from local officials, who were not given any advance warning. Local officials indicated 
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that the move apparently is based on information that Denver Water received from 
undisclosed state and federal agencies over the vulnerability of earthen dams in general. 
In the last seven years, Denver Water has spent more than $10 million enhancing the 
safety and security of its facilities statewide. Changes at the Dillon Reservoir have 
included fencing, barriers, video surveillance, and, most recently, a 24-hour security 
guard. Local officials indicated they are considering legal options to keep the road open.  
Source: 
http://www.summitdaily.com/article/20080708/NEWS/56536566/0/FRONTPAGE  
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DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure Report is a 
daily [Monday through Friday] summary of open−source published information concerning significant critical 
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To report physical infrastructure incidents or to request information, please contact the National Infrastructure 

Coordinating Center at nicc@dhs.gov or (202) 282−9201. 
To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or 

visit their Web page at www.us−cert.gov. 
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