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• According to the Daily Mail, in the wake of a U.S. intelligence report citing fears that 
terrorists are trying to acquire material to make a dirty bomb, nine items that could be used
for such ends are missing from British hospitals (See item 6) 
The Associated Press reports that a suspected pipe bomb exploded at a federal courthouse 
in downtown San Diego early Sunday, damaging the front entrance. (See item 28) 
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Energy Sector 
 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED,  Cyber:  ELEVATED 
Scale:  LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[ http://www.esisac.com] 

 
1. May 3, WTSP 10 Tampa Bay – (Florida) Fire at Progress Energy complex. Ten units 

from Polk County Fire and Hazmat team, along with the volunteers from Fort Meade 
Fire, responded to a fire at Progress Energy’s Hines Energy Complex Power Block One 
Saturday morning. Materials around the turbine engine caught on fire, possibly from a 
leak in the hydraulic control oil pipe, which can get up to 1,000 degrees. The flames 
were smothered out and crews remained on scene to monitor. Customers of Progress 
Energy will not be affected.  
Source: http://www.tampabays10.com/news/local/article.aspx?storyid=79608 

2. May 3, Associated Press – (Ohio) Two mines could close in dispute over coal waste. 
Coal-mining company Murray Energy Corp. has warned that two southeastern Ohio 
mines – American Energy Corp. Century Mine in Monroe County and Ohio Valley Coal 
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Co. Powhatan No. 6 Mine in Belmont County – could be forced to close as a result of 
the company’s dispute with the Ohio Environmental Protection Agency (EPA) over 
waste being dumped into a watershed. A plan Murray Energy has for a new coal-
preparation refuse site puts at risk natural habitat for fish and a rare form of salamander, 
the Ohio EPA says. The agency has proposed that a water-quality certification be 
denied. The Ohio EPA wants Murray Energy to find another location for coal waste and 
refuse that would replace a site nearing its capacity. The mines will be forced to 
permanently close if the EPA decision stands, Murray Energy’s vice president said 
Thursday in a news release.  
Source: http://www.dispatch.com/live/content/local_news/stories/2008/05/03/z-
apoh_coalminesrefuse_0503.ART_ART_05-03-08_B3_EHA3OGO.html?sid=101 

 
[Return to top] 

Chemical Industry Sector 
 

3. May 5, Longview News-Journal – (Texas) Electrical problem at Eastman sends dark 
smoke over Longview. Smoke seen rising Monday morning from Eastman Chemical 
Co. plant located in Longview, Texas, was caused when an electrical substation failed 
around 7:30 a.m., according to the plant vice president and general manager. The dark 
smoke was caused from the flaring, or burning off, of large amounts of propane and 
natural gas in a short period. The power substation failure was caused by electrical 
arcing. There were no injuries, said the official. By 8:30 a.m. repair work was in 
progress to get the two cracking units back into use. 
Source: http://www.news-
journal.com/news/content/news/stories/2008/05/05/05062008_eastman_smoke.html  

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

4. May 5, Greenville News – (South Carolina) Nuclear reactor will be shut down until 
cause of vibration found. A special inspection last week failed to pinpoint the cause of 
high vibrations recently experienced by three reactor coolant pumps at Oconee Nuclear 
Station. The investigation is ongoing and probably will wrap up in the next week or two, 
said the senior U.S. Nuclear Regulatory Commission (NRC) resident inspector at the 
plant. The Unit 1 reactor, which was being shut down for routine maintenance and 
refueling when the vibration occurred, will stay offline until the cause is identified, NRC 
and Duke Energy officials said. One of the three coolant pumps that experienced 
vibration showed indications of a degraded condition, the NRC reported. An NRC 
spokesman said the issue is of low safety significance because the reactor is shut down, 
and the reactor will not go online until the issue is resolved. 
Source: 
http://greenvilleonline.com/apps/pbcs.dll/article?AID=/20080505/NEWS01/305050002/
1001/NEWS01 

 
5. May 4, Charlotte Observer – (South Carolina) Nuclear plant plan causes concern. 

http://www.dispatch.com/live/content/local_news/stories/2008/05/03/z-apoh_coalminesrefuse_0503.ART_ART_05-03-08_B3_EHA3OGO.html?sid=101
http://www.dispatch.com/live/content/local_news/stories/2008/05/03/z-apoh_coalminesrefuse_0503.ART_ART_05-03-08_B3_EHA3OGO.html?sid=101
http://www.news-journal.com/news/content/news/stories/2008/05/05/05062008_eastman_smoke.html
http://www.news-journal.com/news/content/news/stories/2008/05/05/05062008_eastman_smoke.html
http://greenvilleonline.com/apps/pbcs.dll/article?AID=/20080505/NEWS01/305050002/1001/NEWS01
http://greenvilleonline.com/apps/pbcs.dll/article?AID=/20080505/NEWS01/305050002/1001/NEWS01
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Water will be a likely font of controversy as Duke Energy moves toward building a new 
nuclear plant, its first in two decades, 40 miles southwest of Charlotte. The William 
States Lee III plant near Gaffney would be Duke’s first nuclear plant not built on a large 
reservoir. It would instead draw 50 million gallons a day from the Broad River. About 
35 million gallons a day will evaporate from the plant’s cooling towers, with the rest 
returned to the river. Anti-nuclear groups that will try to stop the plant’s construction say 
the Broad cannot afford to give up that much water. South Carolina officials and Duke 
say the Broad should be able to supply the nuclear plant, except during severe drought. 
About once every 12 years, a Duke report says, the plant might have to shut down 
because the Broad and small on-site ponds cannot cool it. 
Source: http://www.charlotte.com/breaking_news/story/609566.html 
 

6. May 4, Daily Mail – (International) ‘Lost’ NHS equipment sparks dirty bomb fear. 
Nine items that could be used to build a dirty bomb are missing from British hospitals, 
fuelling fears that Al Qaeda terrorists are trying to steal material to build a radioactive 
device. The revelation comes as a new U.S. State Department intelligence report 
highlights fears over terror suspects working in the British National Health Service and 
reveals Britain has launched an urgent operation to track down all radiological material 
used in hospitals. A State Department counter-terrorism official said there was high-
level “concern” in Washington about the large number of foreign-born workers in 
European hospitals with access to radioactive materials. UK officials are trying to 
account for more than 1,000 other pieces of pertinent equipment. An Environment 
Agency spokesman said: “While all the lost sources contained relatively small amounts 
of radioactive material, any exposure to radiation gives rise to a risk to health.”  
Source: 
http://www.dailymail.co.uk/pages/live/articles/news/news.html?in_article_id=563849&i
n_page_id=1770    
 

 
7. May 2, Associated Press – (Arkansas) Missing radioactive gauge found in ditch in 

Clinton. State health officials say a radioactive gauge that went missing a month ago 
has been found in Clinton, Arkansas. The soil moisture-and-density gauge, which 
contained radioactive materials, turned up missing from a construction company vehicle 
at Brinkley. The gauge was found in a ditch in Clinton, and health department physicists 
performed safety tests on the device. The state says the gauge was not damaged or 
tampered with and that it has been returned to its owner. 
Source: http://www.chron.com/disp/story.mpl/ap/fn/5749871.html 

 
[Return to top] 

Defense Industrial Base Sector 
 

8. May 3, Dallas Morning News – (National) Marines praise V-22 Osprey performance. 
The MV-22 Osprey tilt-rotor aircraft performed superbly in their first combat missions, 
the U.S. Marines said Friday. The Osprey’s design, which allows it to fly quickly like a 
normal airplane then switch to helicopter mode to land, proved its worth on the two 
occasions it came under fire, said the commander of Marine Medium Tiltrotor Squadron 

http://www.charlotte.com/breaking_news/story/609566.html
http://www.dailymail.co.uk/pages/live/articles/news/news.html?in_article_id=563849&in_page_id=1770
http://www.dailymail.co.uk/pages/live/articles/news/news.html?in_article_id=563849&in_page_id=1770
http://www.chron.com/disp/story.mpl/ap/fn/5749871.html
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263. The machines logged less than a third of the repair time required to keep Vietnam-
era CH-46E Sea Knight helicopters in the air, the Marine Corps deputy commandant for 
aviation said. There were some technical problems in the deployment, such as the failure 
of electrical distribution systems for the sensors on a number of Ospreys in a short 
period. But the Marines chalked that up to age and wear. Iraq’s dusty sands also did less 
damage to the rotors than occurred during training in Nevada. The deputy commandant 
said it validated the decision to buy roughly 30 more MV-22s each year until the Corps 
can phase out all of its Sea Knights. He said the Air Force Special Operations Command 
is “leaning forward” in plans to use a modified version of the Osprey, which may 
include the addition of a belly-mounted turret to give the aircraft a better field of fire.  
Source: http://www.military.com/news/article/marines-praise-v22-osprey-
performance.html?col=1186032310810 

 
9. May 2008, IEEE Spectrum – (National) The hunt for the kill switch. The dwindling of 

domestic chip and electronics manufacturing in the U.S., combined with the phenomenal 
growth of suppliers in countries like China, has only deepened the U.S. military’s 
concern that chip makers could build electronic trapdoors in key military hardware. The 
threats most often mentioned fall into two categories: a kill switch or a backdoor. A kill 
switch is any manipulation of the chip’s software or hardware that would cause the chip 
to die outright – to shut off an F-35’s missile-launching electronics, for example. A 
backdoor lets outsiders gain access to the system through code or hardware to disable or 
enable a specific function. Because this method works without shutting down the whole 
chip, users remain unaware of the intrusion. An enemy could use it to bypass battlefield 
radio encryption, for instance. Some experts counter that such ideas ignore economic 
realities. “If a company develops a reputation for making chips that fail early, that 
company suffers more than anyone else,” said an expert. The U.S. Department of 
Defense recently launched its most ambitious program yet to verify the integrity of the 
electronics that will underpin future additions to its arsenal. In December, the Defense 
Advanced Research Projects Agency released details about a three-year initiative it calls 
the Trust in Integrated Circuits program. The findings from the program could give the 
military and defense contractors a guaranteed method of determining whether their chips 
have been compromised. In January, the Trust program started its prequalifying rounds 
by sending to three contractors four identical versions of a chip that contained 
unspecified malicious circuitry. The teams have until the end of this month to ferret out 
as many of the devious insertions as they can.  
Source: http://spectrum.ieee.org/may08/6171 

 
[Return to top] 

Banking and Finance Sector 
 

10. May 5, TriCities.com – (Tennessee) New Credit Union scam. Scam artists have found 
another way to target customers of a Tri-Cities, Tennessee, credit union. Two weeks 
ago, News Channel 11 informed the public about a scam involving e-mail and text 
messages. Now that station has learned that scammers are using an automated phone call 
to try to steal account information. The recorded message says, ““Hello. Welcome to 
Happy Valley Credit Union. For your security we deactivated your card. To re-activate 

http://www.military.com/news/article/marines-praise-v22-osprey-performance.html?col=1186032310810
http://www.military.com/news/article/marines-praise-v22-osprey-performance.html?col=1186032310810
http://spectrum.ieee.org/may08/6171
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it, please press one.” The recording will then ask for customers’ account information. 
The Carter County Sheriff’s Office has traced the calls to Wisconsin.  
Source: http://www.tricities.com/tristate/tri/news/consumer.apx.-content-articles-TRI-
2008-05-04-0029.html  

 
11. May 3, Associated Press – (National) Calif. man accused of investment scam 

targeting Christians. Federal authorities arrested a man accused of running an 
investment scheme that netted more than $25 million by targeting Christian investors 
nationwide. According to the criminal complaint, the man used his company, Safevest, 
to persuade victims to invest in a fake commodity futures trading program. Investors 
were told Safevest would use no more than 13 percent of their deposit in hundreds of 
commodity trades a day on the Chicago Mercantile Exchange, with a guarantee of up to 
1 percent in returns each day. Investors could check their returns on a password-
protected Web site that was run exclusively by the suspect. The program attracted about 
550 investors, officials said. Authorities allege that the man did not invest any of the 
money in commodities trading. Up to 80 percent of investors were churchgoing 
Christians and many joined the program after being approached by fellow worshippers 
through a referral system, according to court papers. Those who referred others in their 
church would receive a 10 percent “referral fee” from the profits of the new members 
they solicited; pastors were required to make an initial investment of $5,000, while non-
pastors had to put down $25,000, according to federal documents. 
Source: http://ap.google.com/article/ALeqM5h3xvdnpKVV3urn-
jHa84vY75gO5gD90E35M07  

 
[Return to top]  

Transportation Sector 
 

12. May 5, Associated Press – (Iowa) Barge finally freed from bridge.  A jumbo hopper 
barge that became wedged against the Burlington Northern Santa Fe Railway Bridge 
that connects Burlington, Iowa, and Gulfport, Illinois on Thursday was freed Saturday 
afternoon – about 63 hours after the accident. A railway spokesman says damage to the 
bridge was minimal but railway traffic had to be shut down, delaying more than 100 
trains.  
Source: http://www.suntimes.com/news/nation/931909,CST-NWS-barge05.article  

 
13. May 5, KXAS 5 Fort Worth – (Texas) Hole in bridge, debris force I-30 closure. A hole 

in the Beckley Avenue Bridge has forced crews to close several lanes on Interstate 30 in 
downtown Dallas Monday morning. Texas Department of Transportation crews worked 
overnight to patch the hole in the bridge over the Trinity River that left chunks of 
concrete on westbound I-30. Officials said the debris has already caused damage to 
several cars, bending the rims of wheels that drove over the hole. All westbound lanes 
have also been reopened, though traffic is still backed up. 
Source: http://www.nbc5i.com/news/16159797/detail.html  

 
14. May 5, USA Today – (National) Homeland Security to test high-tech buoys. The 

federal government is preparing to test high-tech buoys adapted from Cold War-era 

http://www.tricities.com/tristate/tri/news/consumer.apx.-content-articles-TRI-2008-05-04-0029.html
http://www.tricities.com/tristate/tri/news/consumer.apx.-content-articles-TRI-2008-05-04-0029.html
http://ap.google.com/article/ALeqM5h3xvdnpKVV3urn-jHa84vY75gO5gD90E35M07
http://ap.google.com/article/ALeqM5h3xvdnpKVV3urn-jHa84vY75gO5gD90E35M07
http://www.suntimes.com/news/nation/931909,CST-NWS-barge05.article
http://www.nbc5i.com/news/16159797/detail.html
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Navy technology that could act as an offshore early warning system against a terrorist 
attack by sea. Finding boats that are not supposed to be heading for U.S. shores is a 
difficult task in vast, sometimes dangerous seas. Much of the surveillance is done by 
aircraft and satellites, which is very expensive, a Homeland Security spokeswoman says. 
The department hopes contractors can create inexpensive buoys that can withstand 
rough water and do not require any maintenance for at least a year. The “sonobuoys” 
can pick up sounds made by everything from 25-foot speedboats commonly used in the 
drug trade to lumbering ships. If one passes through the invisible net of buoys, 
information will be transmitted by satellite to the Internet and read by security officials 
on land or at sea. If a signal from a suspect boat is picked up, the Coast Guard or police 
boats would have time to intercept it before it reaches land, says the official.  
Source: http://www.usatoday.com/news/nation/2008-05-04-
buoys_N.htm?loc=interstitialskip  

 
15. May 3, WINK News – (Florida) Emergency landing in Southwest Florida. The pilot of 

a Jet Blue plane carrying 83 people had to land without using its flaps.  The flaps help 
slow the plane down when it lands. Some of the passengers tell WINK News, they were 
pretty scared when the pilot made the announcement that the flops had stopped working. 
The plane was flying from White Plans, New York, to Southwest Florida 
Source: http://www.winknews.com/news/local/18548369.html  

 
16. May 3, Orlando Sentinel – (Florida) Man breaches Orlando airport security. A 58-

year-old man was escorted off the grounds of Orlando International Airport after he 
managed to enter a secure area without proper authorization, an airport spokeswoman 
said. The man was in a public area of the main terminal about 7:45 a.m. when he walked 
through an entrance to a secure baggage-handling area, said the official. A worker from 
AirTran challenged him after noticing he was not wearing an identification badge, 
according to an Orlando police report. Police escorted him from the building and barred 
him from re-entering for six months. The man, who previously worked with a cleaning 
company at the airport, was applying for a new job. He told police he was lost and 
thought the door was an exit, the report said. Airport operations were not affected. 
Source: 
http://www.orlandosentinel.com/services/newspaper/printedition/saturday/localandstate/
orl-cfbriefs03_208may03,0,7134929.story  

 
17. May 3, Associated Press – (National) TSA: Deadline extended for port worker 

screenings. The federal Transportation Security Administration says the deadline is 
being pushed back for workers, who need access to secured port facilities, to undergo 
security screenings. TSA says the deadline, which had been September 25, is now April 
15, 2008. TSA says the decision follows consultation with port officials. An estimated 
40,000 workers at the ports of South Louisiana and New Orleans will need a 
Transportation Worker Identification Credential, which will require a background check. 
Refinery and chemical plants workers are expected to be affected, too. 
Source: http://www.wxvt.com/Global/story.asp?S=8266149&nav=menu1344_2  

 
[Return to top] 
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http://www.orlandosentinel.com/services/newspaper/printedition/saturday/localandstate/orl-cfbriefs03_208may03,0,7134929.story
http://www.wxvt.com/Global/story.asp?S=8266149&nav=menu1344_2
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Postal and Shipping Sector 
 

18. May 3, WMTW 8 Portland – (Maine) Acid bomb planted in New Gloucester mailbox. 
A New Gloucester, Maine, man declined treatment after touching off an acid bomb that 
was left in his mailbox. Police said the owner of the house returned home Saturday 
morning to find his mailbox smashed, and a suspicious device that was left inside 
burned him when he reached for it. Firefighters could not immediately identify the 
substance in the device, but speculated it was a type of acid.  
Source: http://www.wmtw.com/news/16151430/detail.html  
 

19. May 3, Oregonian – (Oregon) Oregon man allegedly mailed fake anthrax. A series of 
virulent anti-government letters with Portland, Oregon, postmarks started hitting targets 
across the United States in 2005. The missives contained a powder the FBI describes as 
“simulated anthrax.” The first of the letters reached the Federal Deposit Insurance Co. in 
Washington, D.C., and then the U.S. Bureau of Alcohol, Tobacco, Firearms, and 
Explosives in Hyattsville, Maryland. Fingerprint analyses showed the letters were sent 
by a 48-year-old resident of Tillamook County, Oregon, according to FBI papers filed 
this week in Portland’s federal courthouse. Agents arrested him Thursday. Court records 
accuse the suspect of mailing other letters to a U.S. Bank branch in Gresham, two state 
agencies in Salem, the Northwest Oregon Housing Authority in Warrenton, and the 
Oregon Coalition Against Domestic and Sexual Violence in Portland.  
Source: 
http://www.oregonlive.com/news/oregonian/index.ssf?/base/news/1209783314189550.x
ml&coll=7  
 

 [Return to top] 

Agriculture and Food Sector  
 

20. May 5, Farm Futures – (National) Border protection and ag inspection highlight 
meeting. The U.S. Department of Homeland Security (DHS) and the U.S. Department 
of Agriculture (USDA) held a meeting in Washington last week to update agricultural 
stakeholders on the agencies’ partnership in protecting agriculture from foreign plant 
and animal pests and diseases. The group was updated on the work that has taken place 
since some of the USDA inspection roles were transferred to DHS. While there were 
some growing pains, the efforts have become more successful over time, according to 
the undersecretary of agriculture. Participants also were updated on the efforts of the 
Joint Agency Task Force and the newly established Federal-State Agricultural 
Quarantine Inspection Partnership Council. The task force was formed last year to 
address concerns about the Agricultural Quarantine Inspection program and strengthen 
the partnership of the two agencies.  
Source: 
http://www.farmfutures.com/ME2/dirmod.asp?sid=CD26BEDECA4A4946A1283CC77
86AEB5A&nm=News&type=news&mod=News&mid=9A02E3B96F2A415ABC72CB
5F516B4C10&tier=3&nid=3E0DD0774BDA4F8D840FA019E6FF6B1F  

 

http://www.wmtw.com/news/16151430/detail.html
http://www.oregonlive.com/news/oregonian/index.ssf?/base/news/1209783314189550.xml&coll=7
http://www.oregonlive.com/news/oregonian/index.ssf?/base/news/1209783314189550.xml&coll=7
http://www.farmfutures.com/ME2/dirmod.asp?sid=CD26BEDECA4A4946A1283CC7786AEB5A&nm=News&type=news&mod=News&mid=9A02E3B96F2A415ABC72CB5F516B4C10&tier=3&nid=3E0DD0774BDA4F8D840FA019E6FF6B1F
http://www.farmfutures.com/ME2/dirmod.asp?sid=CD26BEDECA4A4946A1283CC7786AEB5A&nm=News&type=news&mod=News&mid=9A02E3B96F2A415ABC72CB5F516B4C10&tier=3&nid=3E0DD0774BDA4F8D840FA019E6FF6B1F
http://www.farmfutures.com/ME2/dirmod.asp?sid=CD26BEDECA4A4946A1283CC7786AEB5A&nm=News&type=news&mod=News&mid=9A02E3B96F2A415ABC72CB5F516B4C10&tier=3&nid=3E0DD0774BDA4F8D840FA019E6FF6B1F
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21. May 4, Bloomberg News – (National) Meat that may contain fatal germ is recalled. 
Gourmet Boutique recalled about 286,320 pounds of fresh and frozen meat and poultry 
after regulators found it might be contaminated with potentially fatal listeria germs, 
according to the Food Safety and Inspection Service, a division of the U.S. Department 
of Agriculture. The nationwide recall includes a variety of sizes, from nine-ounce 
packages of Gourmet Boutique Wrapanini Meatball Parmigiana to seven-pound 
containers of Gourmet Boutique Fruit and Nut Honey Chicken Salad Kit, the agency 
said in a statement. The meats being recalled are chicken, turkey, beef, and pork. No 
reports of illness have been linked to this product, the agency said.  
Source: http://www.washingtonpost.com/wp-
dyn/content/article/2008/05/03/AR2008050301820.html  

  
[Return to top] 

Water Sector 
 

22. May 2, ScienceDaily – (Massachusetts) E. Coli in Charles River found to be high 
after long periods without rain. It is a common belief that the water quality of the 
Charles River and other lakes, streams and rivers is at its worst after a large rainfall 
because of pollutants carried by runoff. However, a recent study completed by 
researchers at Northeastern University in Boston found high concentrations of E. coli 
bacteria in the Charles River after a long period of no rain. The results, which were 
published in the April issue of the Journal of the American Water Resources 
Association, go above and beyond the current data available about the water quality in 
the Charles and have the potential to impact the location of future beaches and their 
management. “Our analysis suggests that the Stony Brook and Muddy River are the 
predominant sources of E. coli in the lower Charles River,” said a researcher, whose 
interest in urban hydrology drove this research project. “However, it is important to 
determine where the bacteria go and their concentration at different times and 
locations.” One surprising finding was the effect of the New Charles River Dam, which 
when open, allows the Charles River to flow downstream and empty into the Boston 
Harbor. When it is closed, however, the Charles River acts more like a lake or a 
reservoir, creating a static environment. Thus, in addition to rainfall, the Dam operation 
cycle does affect the level of bacteria in the Charles River. Their model can be used to 
predict water quality in the lower Charles River, which can be used to evaluate various 
management scenarios and assess public health risk to swimmers at different times and 
locations. In a 2002 study, 25 percent of surveyed beaches had at least one advisory or 
area closed, mostly due to unsafe levels of certain forms of bacteria. Exposure to unsafe 
levels of bacterial can sometimes result in recreational water illnesses, causing diarrhea, 
respiratory, skin, ear, and eye infections. 
Source: http://www.sciencedaily.com/releases/2008/05/080502133720.htm  
 

[Return to top] 

Public Health and Healthcare Sector 
 

23. May 5, Associated Press – (National) Who should MDs let die in a pandemic? Report 

http://www.washingtonpost.com/wp-dyn/content/article/2008/05/03/AR2008050301820.html
http://www.washingtonpost.com/wp-dyn/content/article/2008/05/03/AR2008050301820.html
http://www.sciencedaily.com/releases/2008/05/080502133720.htm
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offers answers. An influential group of physicians has drafted a grimly specific list of 
recommendations for which patients would not be treated in a flu pandemic or other 
disaster. They include the very elderly, seriously hurt trauma victims, severely burned 
patients, and those with severe dementia. The list was compiled by a task force whose 
members come from prestigious universities, medical groups, the military, and 
government agencies. They include the Department of Homeland Security, the Centers 
for Disease Control and Prevention, and the Department of Health and Human Services. 
The proposed guidelines are designed to be a blueprint for hospitals “so that everybody 
will be thinking in the same way” when pandemic flu or another widespread health care 
disaster hits, said a critical care specialist in San Diego and lead writer of the task force 
report. Their recommendations appear in a report appearing Monday in the May edition 
of Chest, the medical journal of the American College of Chest Physicians. 
Source: 
http://news.yahoo.com/s/ap/20080505/ap_on_he_me/pandemic_rationing_care;_ylt=Ao
HB5ALw5p1bQ4WshGbY9eSs0NUE    

 
24. May 5, Reuters – (International) China child-killing virus may be yet to peak – 

WHO. An outbreak of EV71, an intestinal virus that has killed 22 children in Fuyang, a 
city in China’s eastern Anhui province, may have yet to reach its peak, but will not 
threaten Beijing’s Olympic Games in August, the World Health Organization said on 
Monday. EV71 has been traced in outbreaks of hand, foot, and mouth disease (HFMD) 
in Hunan, Jiangsu, and Zhejiang provinces that have infected thousands of children 
across China. HFMD is a common disease in children and infants, and outbreaks 
regularly occur in China without deaths. But HFMD caused by EV71 can cause viral 
meningitis and deaths, according to the U.S. National Center for Infectious Diseases. 
There is no vaccine or antiviral agent available to treat EV71. 
Source: http://www.reuters.com/article/homepageCrisis/idUSPEK124896._CH_.2400  

 
25. May 4, United Press International – (National) New York reports 700 ‘superbug’ 

cases. New York health officials say they have recorded nearly 700 cases of methicillin-
resistant Staphylococcus aureus (MRSA) since February 27 when hospitals and private 
laboratories became required to report them. That number is thought to be low because 
only 21 of 49 labs have reported so far, the New York Post said. Health officials intend 
to use the reports to determine whether MRSA is on the rise and whether certain groups 
of people are at greater risk than others. MRSA is a type of staph infection common in 
hospital patients and is not treatable with antibiotics. A different strain has been 
infecting people outside of hospitals. 
Source: 
http://www.upi.com/NewsTrack/Health/2008/05/04/new_york_reports_700_superbug_c
ases/8448/  

 
26. May 3, Associated Press – (California) Suspicious substance causes lockdown at 

California hospital. A hospital emergency room in southern California was shut down 
Saturday after a patient reported feeling ill and dropped a substance on the floor. An 
Orange Fire Department said a police officer who responded to the scene Friday quickly 
felt ill, too. Both the patient and the officer were isolated at St. Joseph’s Hospital and 

http://news.yahoo.com/s/ap/20080505/ap_on_he_me/pandemic_rationing_care;_ylt=AoHB5ALw5p1bQ4WshGbY9eSs0NUE
http://news.yahoo.com/s/ap/20080505/ap_on_he_me/pandemic_rationing_care;_ylt=AoHB5ALw5p1bQ4WshGbY9eSs0NUE
http://www.reuters.com/article/homepageCrisis/idUSPEK124896._CH_.2400
http://www.upi.com/NewsTrack/Health/2008/05/04/new_york_reports_700_superbug_cases/8448/
http://www.upi.com/NewsTrack/Health/2008/05/04/new_york_reports_700_superbug_cases/8448/
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decontaminated. The substance contained both solids and liquids and was placed in a 
third room. Patients were allowed to stay in the emergency room, but the Fire 
Department shut off ventilation systems. Walk-in patients are still being accepted. 
Ambulances are being diverted to other facilities. 
Source: 
http://ap.google.com/article/ALeqM5jY8b89wXLtHxDR_j46Oc2ruRXFyAD90DQ3GG
0 
 

27. May 3, U.S. News and World Report – (National) Children’s storage bins recalled for 
lead hazard. About 84,000 children’s storage bins sold at Lowe’s stores across the U.S. 
are being recalled because they could contain excessive levels of lead, says the U.S. 
Consumer Product Safety Commission. The bins are wooden with scalloped edges and 
were sold in pastel green or pink. Item number 226782 (pastel green bin) and item 
number 226781 (pink bin) is located on the bottom of the bin. They were sold from 
March 2007 through February 2008. 
Source: http://health.usnews.com/usnews/health/healthday/080503/health-highlights-
may-3-2008.htm  

 
[Return to top] 

Government Facilities Sector 
 

28. May 5, Associated Press – (California) Suspected pipe bomb damages courthouse in 
San Diego. A suspected pipe bomb exploded at a federal courthouse in downtown San 
Diego early Sunday, damaging the front entrance and blowing out a window, authorities 
said. No injuries were reported. Few people were around the building when the powerful 
blast also damaged the lobby area of the Edward J. Schwartz Federal Courthouse about 
1:40 a.m., said an FBI spokeswoman. The bomb was reported by two guards in the 
building, who were uninjured. About 40 agents combed the front courtyard after the area 
was swept for explosives. No arrests have been made. Debris was found lodged in a 
window about eight stories up the building that faces the courthouse.  
Source: 
http://news.yahoo.com/s/ap/20080505/ap_on_re_us/courthouse_explosion;_ylt=ArPFB7
Cnlx6_fwFM888Z9G6s0NUE  

 
[Return to top] 

Emergency Services Sector 
 

29. May 5, Orange County Register – (California) Technology helps speed response of 
emergency crews. New technologies are allowing the county’s first line of defense to 
keep tabs on fire engines, ambulances, and supervisor vehicles as they roll across 
Orange County – responding to accidents, putting out fires, and transporting victims to 
hospitals. Communication failures on September 11 forced first responders across the 
U.S. to refocus on increasing interagency cooperation and collaboration. Funded by a 
combination of federal and state grants, the Fire Authority has rolled out the $2.8 

http://ap.google.com/article/ALeqM5jY8b89wXLtHxDR_j46Oc2ruRXFyAD90DQ3GG0
http://ap.google.com/article/ALeqM5jY8b89wXLtHxDR_j46Oc2ruRXFyAD90DQ3GG0
http://health.usnews.com/usnews/health/healthday/080503/health-highlights-may-3-2008.htm
http://health.usnews.com/usnews/health/healthday/080503/health-highlights-may-3-2008.htm
http://news.yahoo.com/s/ap/20080505/ap_on_re_us/courthouse_explosion;_ylt=ArPFB7Cnlx6_fwFM888Z9G6s0NUE
http://news.yahoo.com/s/ap/20080505/ap_on_re_us/courthouse_explosion;_ylt=ArPFB7Cnlx6_fwFM888Z9G6s0NUE
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million Automated Vehicle Location System and Geographic Information Systems that 
combine vehicle navigation systems, automated maps, and GPS technology to create a 
countywide picture of emergencies and resources. The Fire Authority and the Costa 
Mesa Fire Department were the last two agencies in the county to adopt the technology. 
The programs went live May 1, integrating with the rest of the systems in place across 
Orange County. Emergency responders predict quicker response times, better service, 
and increased safety for residents and firefighters on the ground and in the air. 
Source: http://www.ocregister.com/articles/county-fire-emergency-2033721-engines-
system  

 
30. May 5, Pensacola News Journal – (Florida) Chemical accident drill set for 

Wednesday, Thursday. A chemical accident drill for health care organizations and first 
responders is set for Wednesday and Thursday in Santa Rosa and Escambia Counties. 
On Wednesday, a tabletop exercise held at the Santa Rosa County Emergency 
Operations Center will simulate a train accident and derailment involving a chemical 
release taking place in Milton, according to a press release. First responders will practice 
coordinating multi-jurisdiction procedural response to evacuations, transportation, life 
safety, and environmental issues in an effort to increase first responder capabilities. Area 
hospitals will engage their decontamination teams with mock patients on Thursday as if 
they were reacting to the events discussed in the tabletop exercise. Hospitals will gain 
experience in how to respond to a chemical accident with mass causalities and patient 
surges, and participants will be able to meet annual ASPR grants requirements. 
Source: http://www.pnj.com/apps/pbcs.dll/article?AID=/20080505/NEWS01/80505003  

 
31. May 4, KBCI 2 Boise – (Idaho) Boise’s biggest emergency drill shows room for 

improvement. Boise’s biggest emergency drill was 45 minutes late getting started 
because dispatchers could not communicate with emergency crews. Crews were able to 
solve the problem and get the training back on schedule. The training, designed to be the 
largest multi-agency training ever for Boise City emergency responders, was focused on 
better preparing first responders for an “active shooting” at a large, crowed public place. 
Police officers, firefighters, and paramedics entered the Boise Towne Square Mall 
responding to an “active shooter” situation inside the mall with several casualties. 
Source: http://www.2news.tv/news/local/18569654.html  

 
32. May 4, New York Daily News – (New York) Exercise in teamwork for FDNY, Guard. 

On Saturday, the New York National Guard and firefighters carried out their first large-
scale training exercise on Randall’s Island. More than 400 soldiers and 100 firefighters 
responded to a simulated bus explosion, a building collapse, and a chemical attack in the 
subway at the FDNY training academy. “With 9/11, what we learned was that 
everybody wanted to help but there was no real streamlined response in place,” a staff 
sergeant said. “The point of this exercise is to build that relationship.”  Firefighters and 
National Guard soldiers work together all the time – most recently during Pope 
Benedict’s visit – but they are now coordinating their training on a much larger scale. 
During Saturday’s exercise, the FDNY responded to a bus explosion when they realized 
there were people trapped in a nearby building. Then a suspected biological/chemical 
attack on the subway system prompted them to call in the Guard to assist.  

http://www.ocregister.com/articles/county-fire-emergency-2033721-engines-system
http://www.ocregister.com/articles/county-fire-emergency-2033721-engines-system
http://www.pnj.com/apps/pbcs.dll/article?AID=/20080505/NEWS01/80505003
http://www.2news.tv/news/local/18569654.html


Source: http://www.nydailynews.com/ny_local/2008/05/04/2008-05-
04_exercise_in_teamwork_for_fdny_guard.html  

 
[Return to top]  

Information Technology 
 

33. May 5, Information Security – (National) Security pros focused on internal threat, 
training. Organizations are shifting their focus to the threat posed by insiders and 
turning their attention to training and data protection, according to a recently released 
survey. The 2008 Global Information Security Workforce Study, conducted by analyst 
firm Frost and Sullivan for certification organization (ISC)2, surveyed 7,548 
information security professionals worldwide. Fifty-one percent of respondents said 
internal employees pose the biggest threat to their organizations. The finding represents 
an ongoing trend in the past two to three years, as the numbers of remote workers and 
portable storage devices have jumped in the enterprise, said Frost & Sullivan’s network 
security industry manager. “That increases the chance of something happening, whether 
it’s malicious employees or just someone with good intentions but walks out of the 
building with data so they can work at home,” he said. The findings are supported by 
Information Security’s Priorities 2008 survey, in which 70 percent of participants said 
they are worried about detecting and thwarting internal attacks. 
Source: 
http://searchsecurity.techtarget.com/news/article/0,289142,sid14_gci1312272,00.html?tr
ack=sy160&asrc=RSS_RSS-10_160# 

 
Internet Alert Dashboard 

 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 
 Website:  https://www.it−isac.org/. 

 
 
[Return to top] 

Communications Sector 
 

34. May 4, Sydney Morning Herald – (International) Sydney network hit by vandals. 
About 5000 western Sydney homes and businesses remain without phone, internet and 
cable television services after vandals cut a Telstra communications cable. A team of 30 
technicians worked throughout the night to restore services for Telstra customers in the 
Blacktown area after vandals severed two fiber optic cables about 8am (AEST) on 
Saturday, said a Telstra spokesman. “We’ve managed to splice some optic fibers this 
morning, getting about half of the customers back online but there are still thousands of 
customers without services like phones, Foxtel, internet, businesses without Eftpos and 
several base stations are still not working for mobiles,” he said. “There’s still a lot of 
work to be done and we’d certainly be hoping to get that finished by the end of today, 
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but it might be a tall order.” He said 1300 home phones were still out of service. “We’re 
really angry about this, this is wanton destruction of property which is obviously of 
major importance to the community and it’s put a lot of people out over the weekend, 
including a lot of businesses.” 
Source: http://www.smh.com.au/articles/2008/05/04/1209839430173.html 

 
[Return to top] 

Commercial Facilities Sector 
 

35. May 4, Chattanooga Times Free Press – (Tennessee) East Ridge: Bomb squad 
removes suspicious package. Emergency responders were called to the Epicurean 
Restaurant at in Chattanooga, Tennessee, to investigate a suspicious package near the 
front of the building, according to an officer of the East Ridge Police Department. The 
package consisted of a military style ammunition box with an attached note, he said. The 
area was evacuated, the Chattanooga Police Department’s bomb squad was called and a 
robot moved the box to a safe location, the officer said. 
Source: http://timesfreepress.com/news/2008/may/04/east-ridge-bomb-squad-removes-
suspicious-package/  

 
36. May 2, Oklahoman – (Oklahoma) Bomb threat leads to Casino evacuation. Riverwind 

Casino was evacuated Friday night due to a bomb threat, a McClain County, Oklahoma, 
emergency dispatcher confirmed. County dispatchers and the Lighthorse Police 
Department said authorities were on the scene, but they refused to provide details. 
KFOR-4 reported that an announcement was made over the casino’s public address 
system asking patrons to leave the casino. Patrons were then asked to leave the property. 
Source: http://newsok.com/bomb-threat-leads-to-casino-evacuation/article/3238570/  

 
[Return to top] 

National Monuments & Icons Sector 
 

37. May 4, Los Angeles Times – (Arizona) Uranium claims spring up along Grand 
Canyon rim. On public lands within five miles of Grand Canyon National Park, there 
are now more than 1,100 uranium claims, compared with just ten in January 2003, 
according to data from the Department of the Interior. Environmental organizations have 
appealed to federal courts and Congress to halt any drilling on the grounds that mining 
so close to such a rare piece of the nation’s patrimony could prove ruinous for the 
canyon’s visitors and wildlife alike. Mining companies say the raw material they seek is 
important to the environment, too: the uranium would feed nuclear reactors that could 
produce electricity without contributing to global warming. Uranium claims are also 
encroaching on stretches of Western parkland such as Arches National Park, Capitol 
Reef National Park, and Canyonlands National Park, all in Utah, as well as a proposed 
wilderness area in Colorado called the Dolores River Canyon. But the most claims 
staked near any national park are in the vicinity of the Grand Canyon, which draws five 
million people a year.  

http://www.smh.com.au/articles/2008/05/04/1209839430173.html
http://timesfreepress.com/news/2008/may/04/east-ridge-bomb-squad-removes-suspicious-package/
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http://newsok.com/bomb-threat-leads-to-casino-evacuation/article/3238570/
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Source: http://www.latimes.com/news/science/environment/la-na-uranium4-
2008may04,0,1172967.story?track=rss  

 
[Return to top] 

Dams Sector 
 

38. May 5, WCVB 5 Boston – (Massachusetts) Dozens of Massachusetts dams dangerous. 
A dam that nearly gave way in Massachusetts almost three years ago put the state’s dam 
safety office on notice. Since then, the state promised to make sure dangerous dams are 
repaired and safe. Despite this, 27 dams are still considered unsafe. Most of them are 
owned by private citizens. The state office of dam safety has not collected fines from 
negligent private dam owners after decades of being in arrears. The state has had some 
success with unsafe, high hazard dams. After ignoring a series of non compliance orders 
over the past two years, the owners of the Monsanto dam in Springfield were forced to 
partially breach the dam this spring. The state feared the dam would collapse. But many 
unsafe dams are left unattended.  
Source: http://www.thebostonchannel.com/news/16117642/detail.html  
 

39. May 3, KMPH 26 Fresno – (California) South valley quake fears. In California, dozens 
live in Porterville’s Lakeside Trailer and Mobile Home Park just beneath Lake Success 
Dam, even though the U.S. Army Corps of Engineers has said for years that the dam 
that surrounds Lake Success is seismically unsound, and its foundations could liquefy 
under a strong enough earthquake. “We would not expect a full and complete immediate 
or total failure of the project,” said a Corps operations area manager. According to the 
United States Geological Survey, from May 1 to May 2, in an area only about 70 miles 
away from Lake Success, near the Lake Isabella Dam, nearly 30 earthquakes have 
rocked that area ranging in magnitude from 1.0 to 4.4. For now, the manager who is in 
charge of both Lake Success and Lake Isabella said no one is in any immediate danger 
as they have minimized the risks. Army Corps of Engineers officials say they plan to 
start construction on the Lake Success Dam remediation project to ensure the dam’s 
seismic reliability, in 2010.  
Source: http://www.kmph.com/Global/story.asp?S=8265110&nav=menu612_2_7  
 

40. May 2, Associated Press – (California) Quakes continue to rattle Kern County 
mountains. More tiny earthquakes rattled under mountains at the southern end of the 
San Joaquin Valley on Friday, but authorities said earthen dams that hold Lake Isabella 
were safe. The quakes, measuring from magnitude 1.4 to 2.3, were centered about a 
dozen miles south of the town of Lake Isabella and 34 miles east of Bakersfield. On 
Thursday, a magnitude 4.4 quake was followed by many others including a 3.7, two 
3.5s, and a 3.3. Concerns raised in recent years about the integrity of the auxiliary dam 
have led the U.S. Army Corps of Engineers to work on updating maps of where flooding 
would occur in the Bakersfield area in the event of a failure. The Kern County Fire 
Department said the Corps of Engineers was monitoring the geological situation. “They 
have checked both dams and instrumentation following the initial earthquake with no 
findings of concern,” a Fire Department statement said. While studying the Lake 
Isabella problem, the Corps of Engineers has determined that the Isabella dams meet 

http://www.latimes.com/news/science/environment/la-na-uranium4-2008may04,0,1172967.story?track=rss
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safety guidelines if the reservoir is not filled more than 60 percent, and it is currently at 
about 19 percent of capacity, according to the Fire Department Web site.  
Source: http://www.signonsandiego.com/news/state/20080502-1935-ca-
californiaquakes.html   
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