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• According to Patriot News, the security at Three Mile Island (TMI) is under scrutiny by 
federal regulators because of a reported deficiency. But the problem, which was identified 
by plant operator AmerGen Energy last summer and quickly corrected, will remain a secret 
under federal rules that prevent the public disclosure of security weaknesses.  (See item 3) 

• The Associated Press reports authorities revealed Tuesday that a man carrying a loaded 
shotgun was arrested in January near the U.S. Capitol, and explosives left in his truck 
nearby went undetected for three weeks. According to an indictment filed in District of 
Columbia Superior Court the suspect faces charges of planning to set off a bomb. (See item 
24) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. March 26, Port Huron Times Herald – (Michigan) Hundreds of gallons of diesel flow 
to street from open valve. A fire chief said he is assessing the cleanup costs of a 
massive Tuesday morning diesel fuel spill at a gas station in Port Huron Township. The 
spill happened after diesel fuel pumped from a tanker into an underground storage tank 
gushed from a ground-level valve. Company officials have not determined if the second 
valve was left open or if it failed. A fire official estimated between 400 and 500 gallons 
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of diesel fuel poured onto the station lot. 
Source: 
http://www.thetimesherald.com/apps/pbcs.dll/article?AID=/20080326/NEWS01/803260
03/1002 

 
2. March 24, Newton-Evans Research Company – (International) International control 

systems operations and international study of electric power SCADA and energy 
management systems. Newton-Evans Research Company released preliminary findings 
and observations from its multi-month study of transmission and distribution monitoring 
and control systems used in international electric power utilities. According to findings, 
international control systems operations trends vary from North American counterparts 
with differing priorities for “smart grid” initiatives and communications methods and 
protocols. The company’s study of electric power SCADA and energy management 
systems finds an increase in the adoption of cyber security defensive measures. 
Source: http://www.newton-evans.com/news_release-internationalEMS-
SCADAmarch08.pdf 

 
[Return to top] 

Chemical Industry Sector 
 
Nothing to Report 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

3. March 26, Patriot-News – (Pennsylvania) Undisclosed problem prompts review of 
TMI security. The security at Three Mile Island (TMI) is under scrutiny by federal 
regulators because of a reported deficiency. But the problem, which was identified by 
plant operator, AmerGen Energy, last summer and quickly corrected, will remain a 
secret under federal rules that prevent the public disclosure of security weaknesses. A 
spokesperson for the U.S. Nuclear Regulatory Commission was able to say that the 
issue, which was tentatively characterized as being of moderate to serious significance, 
did not involve inattentive, or sleeping, employees. The TMI violation was described in 
the preliminary inspection report as potentially greater than green. An AmerGen 
spokesperson said, “At no time was public health and safety compromised,” and no 
disciplinary actions were taken because of the problem. AmerGen, a subsidiary of 
Exelon, has ten days to respond to the preliminary inspection report, said the NRC 
spokesperson.  
Source: 
http://www.pennlive.com/news/patriotnews/index.ssf?/base/news/1206491108249460.x
ml&coll=1 

4. March 26, Stamford Advocate – (National) Firm markets ‘dirty bomb’ detector. 
Norwalk-based Splinternet Holdings Inc. has developed a sensor system called 
GammaTect Plus, which would detect gamma radiation in a dirty bomb. Splinternet said 
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radioactive storage sites, military bases, power plants, and border crossings would be 
potential customers. Hospitals and food processing plants also are potential customers. 
Radiation used in cancer therapy machines and food irradiation equipment, combined 
with explosives, could distribute radiation like a dirty bomb would, the company said. 
GammaTect Plus, which is in a small box, links to Splinternet’s DefenTect 
management, monitoring, and alerting system, which would be at a guard station, said a 
Splinternet vice president. GammaTect Plus could be hidden in walls and ceilings. If the 
system detects high gamma levels, digital cameras take a series of photographs that go 
to a remote command center, triggering an alarm. System administrators can designate 
alerts to be triggered to PDAs, cell phones, pagers, or other mobile devices, according to 
the company. “Splinternet is committed to creating a critical part of the protection 
network against radiological terrorism,” said the firm’s CEO. The company plans to 
exhibit its products April 2 to 4 at the ISC West 2008 security trade show in Las Vegas.  
Source: http://www.stamfordadvocate.com/ci_8699158 

 
[Return to top] 

Defense Industrial Base Sector 
 
5. March 26, Strategy Page – (National) UAV helicopter gets x-ray vision. The new RQ-

8A Fire Scout unmanned aerial vehicle (UAV) will be equipped with a synthetic 
aperture radar (SAR) that will enable it to map the ground below and identify vehicles 
and buildings. The Lynx SAR weighs 110 pounds, and can also be carried by the 
Predator UAV.  The max range of this SAR is 85 kilometers. But for the finest 
resolution, max range is 25 kilometers. SAR can see through clouds and sand storms. 
The RQ-8A is a helicopter type UAV that can stay in the air for up to eight hours at a 
time, has a top speed of 230 kilometers an hour, and can operate over 200 kilometers 
from its controller (on land, or a ship.) The RQ-8A is being developed for use on smaller 
navy ships, as well as with army combat units. The U.S. Army version will be 
particularly useful supporting combat operations in urban areas. Both versions carry day 
and night cameras, GPS, and targeting gear (laser range finders and designators).  
Source: http://www.strategypage.com/htmw/htairfo/articles/20080326.aspx 

 
6. March 25, Defense News – (National) Global Hawk breaks own endurance record. 

An endurance flight record was set March 21 by a remote-controlled RQ-4 Global Hawk 
flying out of Edwards Air Force Base, California. The jet-powered reconnaissance plane 
flew for just over 33 hours, besting the previous record of 30 hours and 24 minutes set in 
2001. “This was a major milestone for the entire Global Hawk team and is a critical data 
point in supporting upcoming production decisions,” said the acting Global Hawk 
program director for the 303rd Aeronautical Systems Group. The Air Force has plans to 
buy more than 50 of the high-flying Global Hawks from Northrop Grumman, using 
them to replace U-2 Dragon Ladies and perform new reconnaissance and intelligence 
missions that require high-endurance aircraft. 
Source: http://www.defensenews.com/story.php?i=3445337&c=AME&s=AIR 

 
[Return to top] 
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Banking and Finance Sector 
 

7. March 26, LawFuel – (National) FBI: The new crime on the block - house stealing. 
There is a new kind of crime: house stealing. Here is how it generally works: the con 
artists start by picking out a house to steal; next, they assume the owner’s identity – 
getting a hold of their name and personal information (often using the Internet) and 
using that to create fake IDs, social security cards, etc.; then, they go to an office supply 
store and purchase forms that transfer property; after forging the owner’s signature and 
using the fake IDs, they file these deeds with the proper authorities, and the house is 
now theirs. There are some variations on this theme. Con artists look for a vacant house 
and do a little research to find out who owns it. Then, they steal the owner’s identity, go 
through the same process of transferring the deed, put the empty house on the market, 
and pocket the profits. Or, the fraudsters steal a house a family is still living in find a 
buyer (someone, say, who is satisfied with a few online photos) and sell the house 
without the family even knowing. In fact, the rightful owners continue right on paying 
the mortgage for a house they no longer own. It can get even more complicated than 
this, as in a recent case in Los Angeles. Last year, a real estate business owner in 
southeast Los Angeles pled guilty to leading a scam that defrauded more than 100 
homeowners and lenders out of some $12 million. She promised to help struggling 
homeowners pay their mortgages by refinancing their loans. Instead, she and her 
associates used stolen identities or “straw buyers” (people who are paid for the illegal 
use of their personal information) to purchase these homes. They then kept the money 
they borrowed but never made any mortgage payments. In the process, the true owners 
lost the title to their homes and the banks lost the money they had loaned to fake buyers.  
Source: http://www.scoop.co.nz/stories/WO0803/S00217.htm  

 
8. March 25, Computerworld – (National) Yet another laptop theft: Agilent warns 

51,000 workers of potential data compromise. In what is becoming an increasingly 
familiar story, the theft of a laptop PC containing unencrypted confidential data has 
prompted yet another organization to issue a warning to tens of thousands of people. In 
the latest incident, the data breach notification came from Agilent Technologies Inc., a 
Santa Clara, California-based maker of test and measurement equipment. Agilent last 
week completed the process of sending letters to 51,000 current and former employees 
to inform them that some of their personal and financial information may have been 
compromised. The breach notices were sent out following the theft of a laptop from the 
car of an employee at Stock & Option Solutions Inc., a stock-plan management services 
firm that works for Agilent as a third-party contractor. The data, which was stored in an 
unencrypted form on the laptop, included the names, addresses, Social Security numbers 
of the affected individuals as well as financial information related to their Agilent stock 
options, said an Agilent spokeswoman. Agilent officials were “very surprised” to find 
out that the data on the stolen SOS laptop was not encrypted. 
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=mobile_and_wireless&articleId=9071578&taxonomyId=15&intsrc=kc_top  

 
9. March 25, Forbes – (National) SEC tries to smooth int’l money flow. Money tends to 

http://www.scoop.co.nz/stories/WO0803/S00217.htm
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=mobile_and_wireless&articleId=9071578&taxonomyId=15&intsrc=kc_top
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxonomyName=mobile_and_wireless&articleId=9071578&taxonomyId=15&intsrc=kc_top
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move faster than regulators, but the U.S. Securities and Exchange Commission chairman 
understands that American money might want to move into emerging markets and is 
going to try to make that process easier. On the flip-side, a cooperative relationship with 
other securities regulatory agencies will also make it easier for foreign investors to 
capitalize on the weak dollar. The SEC announced Monday that it is taking action to 
increase cooperation with “high-quality” overseas regulators in order to serve and 
protect the interests of American investors. The “mutual recognition” initiative is not 
aimed at strong-arming all international regulators into adopting “one identical approach 
to securities regulation,” the commission said. Rather, “differing approaches may 
achieve the same desired outcome.” The agency said it would review rules that limit the 
ability of Americans to use foreign brokers. The official said that the moves are 
“designed to better coordinate SEC regulation of U.S. capital markets with our 
counterparts’ regulation in the larger global marketplace.” An economist at Standard and 
Poor’s said that the initiative by the SEC will help Americans invest abroad and will 
conversely help foreign money vest in the U.S. 
Source: http://www.forbes.com/markets/equities/2008/03/25/sec-cox-update-markets-
equity-cx_md_0325markets35.html  
 

[Return to top]  

Transportation Sector 
 

10. March 26, BBC News – (International) Approval for mobiles on aircraft. The use of 
mobiles on planes flying in European airspace has been given approval by UK regulator 
Ofcom. It has issued plans that will allow airlines to offer mobile services on UK-
registered aircraft. The decision means that mobiles could be used once a plane has 
reached an altitude of 3,000m or more. But airlines keen to offer the services must still 
satisfy other regulators about how the hardware will be used. The European Aviation 
Safety Agency needs to approve any hardware that would be installed in aircraft to 
ensure that it did not interfere with other flight systems. In addition, said a spokesman 
for the UK’s Civil Aviation Authority (CAA), airlines would need to develop operating 
procedures to ensure cabin crew were trained in the proper use of the systems. The 
spokesman said the CAA knew many airlines had expressed interest in offering such 
services but added: “None have formally approached us yet.”  
Source: http://news.bbc.co.uk/1/hi/technology/7314362.stm  

11. March 26, Washington Times – (National) Outsourced passport work risky. The U.S. 
has outsourced the manufacturing of its electronic passports to overseas companies — 
including one in Thailand that was victimized by Chinese espionage — raising concerns 
that cost savings are being put ahead of national security, an investigation by the 
Washington Times has found. When the government moved a few years ago to a new 
electronic passport designed to foil counterfeiting, the Government Printing Office led 
the work of contracting with vendors to install the technology. According to interviews 
and documents, GPO managers rejected limiting the contracts to U.S.-made computer 
chip makers and instead sought suppliers from several countries, including Israel, 
Germany and the Netherlands. A GPO spokesman said foreign suppliers were picked 
because “no domestic company produced those parts” when the e-passport production 
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began a few years ago. After the computer chips are inserted into the back cover of the 
passports in Europe, the blank covers are shipped to a factory in Ayutthaya, Thailand, to 
be fitted with a wire Radio Frequency Identification, or RFID, antenna. The blank 
passports eventually are transported to Washington for final binding, according to the 
documents and interviews. The stop in Thailand raises its own security concerns. Anti-
government groups backed by Islamists, including al Qaeda, have carried out attacks in 
southern Thailand and the Thai military took over in a coup in September 2006. The 
Netherlands-based company that assembles the U.S. e-passport covers in Thailand, 
Smartrac Technology Ltd., divulged in an October 2007 court filing in The Hague that 
China had stolen its patented technology for e-passport chips, raising additional 
questions about the security of America’s e-passports. A 2005 document obtained by 
The Times states that GPO was using unsecured FedEx courier services to send blank 
passports to State Department offices until security concerns were raised and forced 
GPO to use an armored car company.  
Source: 
http://www.washingtontimes.com/apps/pbcs.dll/article?AID=/20080326/NATION/8401
86493/1001  

 
12. March 26, CNNMoney – (National) American cancels 200 flights for safety tests. 

American Airlines is canceling 200 flights or nearly 10 percent of its schedule for 
Wednesday as it performs more detailed inspections of a key aircraft model. A statement 
from American said that the inspections pertain to questions raised by the Federal 
Aviation Administration and American safety officials about how a certain bundle of 
wires is secured to the MD-80 aircraft. An airline spokesman said that while the airline 
has not grounded any aircraft, the several hours needed to perform each inspection 
required the flight cancellations. The MD-80 is the workhorse of the American fleet. 
American’s Web site says the aircraft accounts for 300 of the airline’s fleet of 655 jets. 
The MD-80 issue is completely separate from a directive from the FAA late Tuesday to 
the nation’s airlines to inspect their older Boeing 737 jets for a problem with a bolt that 
causes fuel leaks. The problem has been linked to an August 2007 fire that destroyed a 
China Airlines 737 on the ground in Okinawa, Japan. A FAA spokeswoman said the 737 
order only called for inspections, not the grounding of the aircraft.  
Source: 
http://money.cnn.com/2008/03/26/news/companies/american_boeing/index.htm?cnn=ye
s  

 
13. March 25, Reuters – (National) U.S. increases fingerprints IDs at airports. 

International visitors flying into New York now face being identified by all ten 
fingerprints, part of a heightened security system aimed at identifying potential terror 
suspects and visa fraud, officials said on Tuesday. The upgraded system, part of the U.S. 
government’s Homeland Security program, increases the chances of catching illegal or 
potentially dangerous entrants into the country, officials said at a media briefing at JFK 
International Airport on Tuesday. The system expands the digital fingerprinting of 
international visitors to ten fingers from two. The added measure came under fire from 
critics who claim it is not only ineffective but could violate passengers’ privacy. 
Officials announced on Tuesday the system has been added to several entry points at 

http://money.cnn.com/2008/03/26/news/companies/american_boeing/index.htm?cnn=yes
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JFK and is already in use at airports in Washington, Atlanta, Boston, Chicago and other 
major U.S. cities. The upgrade, to be installed at all U.S. ports of entry by September, 
will cost around $280 million, according to the U.S. Department of Homeland Security. 
Great Britain has introduced ten-finger scans of visa-carrying foreigners into the 
country, while Canada and the European Union are working on similar programs. 
Source: 
http://www.reuters.com/article/domesticNews/idUSN2538685320080325?feedType=RS
S&feedName=domesticNews&rpc=22&sp=true  

 
14. March 25, Associated Press – (Maine) Maine asks Homeland Security for more time 

on secure licenses. A Maine governor asked the federal government Tuesday not to 
penalize Maine travelers if the state misses a deadline to make driver’s licenses more 
secure, saying the state is making progress in upgrading the security of state-issued 
credentials. He sent the letter to the Department of Homeland Security Secretary as next 
Monday’s deadline approaches for states to request waivers that give them more time to 
comply with new licensing standards under the Real ID act, an anti-terrorism law 
enacted after September 11, 2001. DHS says it will impose new air travel restrictions on 
residents of states that do not seek waivers from the Real ID act and will deny them 
access to federal buildings when the federal requirements take effect on May 11. New 
Hampshire asked to be exempted, but federal officials do not view its letter as a legally 
acceptable request and Maine has not received an extension. A governor’s spokesman 
said Tuesday that New Hampshire had not received a response from the government. 
Source: 
http://www.boston.com/news/local/maine/articles/2008/03/25/maine_asks_for_federal_
waiver_on_secure_licenses/?p1=Well_MostPop_Emailed6 
 

[Return to top] 

Postal and Shipping Sector 
 

15. March 25, Toronto Star – (International) Package explodes at Mississauga postal 
facility. In Canada, police and fire officials were examining the contents of a package 
that exploded at a Mississauga postal facility Tuesday night, forcing employees to 
evacuate. About 9:30 p.m., employees heard a small explosion on the loading dock of 
the sorting plant of the Gateway Postal Facility. All employees were evacuated and 
Mississauga Fire Hazardous Materials Unit was called in to determine the contents of 
the package, which police said was not a bomb, but rather chemicals that reacted. They 
are trying to determine who would send hazardous materials in the mail.  
Source: http://www.thestar.com/News/GTA/article/350926  
 

16. March 25, WLBT 3 Jackson – (Mississippi) Training exercise held at Jackson post 
office. A military convoy filled the parking lot of the main post office in downtown 
Jackson, Mississippi, Tuesday morning. The Mississippi National Guard 47th “Civil 
Support Team,” based in Jackson, conducted a training exercise with postal employees. 
It was meant to make sure they are equipped to handle any dangerous chemical weapons 
of mass destruction that might be sent through the mail.  
Source: http://www.wlbt.com/Global/story.asp?S=8068384&nav=2CSf 

http://www.reuters.com/article/domesticNews/idUSN2538685320080325?feedType=RSS&feedName=domesticNews&rpc=22&sp=true
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http://www.boston.com/news/local/maine/articles/2008/03/25/maine_asks_for_federal_waiver_on_secure_licenses/?p1=Well_MostPop_Emailed6
http://www.boston.com/news/local/maine/articles/2008/03/25/maine_asks_for_federal_waiver_on_secure_licenses/?p1=Well_MostPop_Emailed6
http://www.thestar.com/News/GTA/article/350926
http://www.wlbt.com/Global/story.asp?S=8068384&nav=2CSf
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 [Return to top] 

Agriculture and Food Sector  
 

17. March 26, USAgNet – (Pennsylvania) PA farmers to get additional $1 million in crop 
insurance assistance. Pennsylvania farmers who signed up for an eligible crop 
insurance policy by March 17 will receive an automatic premium reduction of up to 
$175 per non-catastrophic, or buy-up, crop policy for eligible Pennsylvania producers, 
thanks to an estimated $4 million in additional funds that were made available to 15 
states through a crop insurance assistance package. Pennsylvania’s share is 
approximately $1 million, or 25 percent of total assistance, the state’s Agriculture 
Secretary said Tuesday. Farmers in Pennsylvania have already received $1.5 million in 
state crop insurance premium assistance for 2008, he said. The reduction will be applied 
automatically to all eligible 2008 policies. If the total producer-paid premium is less 
than $175, the amount of premium reduction will be capped at 100 percent of the 
producer premium due. Producers will receive assistance for each eligible policy they 
hold. Administrative fees will not be covered. 
Source: http://www.usagnet.com/story-national.php?Id=741&yr=2008  

18. March 26, Star Tribune – (Minnesota) Minnesota braces for arrival of deadly fish 
virus. Viral hemorrhagic septicemia (VHS), a deadly virus, is spreading through the 
Great Lakes, causing large fish kills in the east, even turning up in inland waters in 
Wisconsin last year. While the virus has not arrived in Minnesota yet, state fisheries 
officials fear that if it shows up in Lake Superior or the Mississippi River, it could 
spread to inland lakes with devastating consequences. Many believe it is just a matter of 
time before VHS spreads to Minnesota, and the Minnesota Department of Natural 
Resources says there is a “high likelihood” it will. Legislation is moving forward at the 
Minnesota State Capitol, which would tighten laws restricting the transportation and 
stocking of fish in an effort to prevent VHS from becoming established in Minnesota 
and provide for the testing of some bait fish and game fish used to stock Minnesota 
lakes. The proposed testing requirement would increase costs for the state’s 160 
commercial fish and bait producers. The testing costs $500 to $1,100. The DNR is using 
a federal grant to pay for some of its tests. The DNR has 400 to 500 rearing ponds, and 
another 2,000 private ponds are used by commercial aquaculture businesses. Those that 
raise VHS-susceptible fish would have to be tested. It is not clear if there is enough 
testing capacity handle the resulting growth in demand. The University of Minnesota 
recently began doing tests. The DNR also does tests, as does a lab in Maine. 
Source: http://www.fortmilltimes.com/124/story/112814.html  

19. March 26, United Press International – (National) More Honduran cantaloupes 
recalled. The U.S. Food and Drug Administration has expanded a voluntary recall of 
Honduran cantaloupes because of possible salmonella contamination. Central American 
Produce Inc. of Pompano Beach, Florida, distributed the fruit across the United States 
and Canada. The FDA said the recalled product appears to be associated with a 
salmonella outbreak in the United States and Canada. The FDA said the cantaloupes 
were distributed nationwide under several brand names, including “Mike’s Melons” and 
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“Mayan Pride.” The recall is an expansion of a Monday recall that involved Charlie’s-
brand cantaloupe products distributed in eastern Washington, Idaho, and Montana. The 
Canadian Food Inspection Agency issued a similar recall. 
Source: 
http://www.upi.com/NewsTrack/Science/2008/03/26/more_honduran_cantaloupes_recal
led/7760/    
 

[Return to top] 

Water Sector 
 

20. March 25, Associated Press – (Illinois; Indiana) La. firm, 3 employees convicted of 
spilling benzene in Ohio River. A Louisiana barge company and three workers have 
been convicted by a federal jury of spilling a cancer-causing chemical into the Ohio 
River and not notifying the Coast Guard. They were charged with violating the Ports 
and Waterway Safety Act, the Clean Water Act, and conspiracy. They were convicted of 
one count each: aiding and abetting the discharge of a pollutant from a vessel into the 
water. The U.S. attorney’s office alleged that the barge began leaking June 16, 2005, on 
the Mississippi River after leaving Wood River, Illinois. Prosecutors also said that the 
defendants concealed the leak, patched it, and passed the barge to the other barge 
company for transit on the river without letting the company know about the leak. On 
June 20, 2005, the patch gave way, causing another leak and prompting people on the 
second company’s vessel to notify authorities and stop on the Ohio River at Mount 
Vernon, Indiana, for assistance, the prosecutor’s office said. Three crew members 
sought medical attention, according to a statement from the U.S. attorney. Benzene is 
used to make products such as plastics and detergents, according to the U.S. Department 
of Health and Human Services web site. Breathing the chemical can cause drowsiness, 
dizziness, and unconsciousness.   
Source: http://www.al.com/newsflash/regional/index.ssf?/base/news-
35/1206497367252070.xml&storylist=alabamanews  
 

[Return to top] 

Public Health and Healthcare Sector 
  

21. March 25, Agence France-Presse – (International) US officials launch bird flu 
stockpile in Thailand. U.S. officials on Tuesday officially opened a stockpile of 
equipment in Thailand designed to help Asian nations react rapidly to battle outbreaks of 
potentially deadly bird flu. The U.S. ambassador to Thailand presided over the Bangkok 
launch ceremony for the Regional Distribution Centre (RDC), which is located in 
Thailand’s eastern province of Chachoengsao. The warehouse, funded by the U.S. 
government’s aid arm USAID, will initially stockpile 45,000 protective suits, 400 
decontamination kits, 10 laboratory specimen kits, and other equipment worth a total of 
548,300 dollars.  
Source: 
http://news.yahoo.com/s/afp/20080325/hl_afp/healthfluthailandus_080325161612   
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22. March 25, Reuters – (Maryland) Government sees overhaul of AIDS vaccine effort. 
The U.S. government began a major overhaul of its effort to produce an AIDS vaccine 
on Tuesday, stressing a return to basic scientific research after the failure of a key 
clinical trial last year. Government officials at a summit with AIDS scientists pledged to 
prioritize spending on laboratory work and animal tests rather than expensive, large-
scale vaccine trials on humans. The vaccine summit follows the failure last year of an 
experimental HIV vaccine developed by Merck & Co., which had been widely touted as 
one of the best hopes in the field. Clinical trials, however, indicated the vaccine 
candidate did not protect against infection with the AIDS virus and might even have 
made recipients more susceptible, although how is not exactly clear. Scientists said the 
surprising outcome of the Merck trials demonstrated how little HIV is understood after 
more than two decades of intensive research. The new funding initiative is expected to 
begin within months and will focus on both broader, more imaginative research and on 
encouraging younger scientists to begin cracking HIV’s mysteries, the director of the 
National Institute of Allergy and Infectious Diseases said, adding that all projects were 
being examined. Nearly 30 potential AIDS vaccines are being tested on people around 
the world, and advocates argue that ultimately an effective vaccine would be the best 
way to stop a virus that still infects some 12,000 people every day. Globally, AIDS has 
killed about 25 million people. 
Source: 
http://news.yahoo.com/s/nm/20080325/us_nm/aids_vaccine_usa_dc;_ylt=Ah6o.Fgi3joP
rVUVPHUMvugWIr0F  

 
23. March 25, Charleston Gazette – (West Virginia; National) WVU study finds high 

illness, death rates in coalfields. Across West Virginia’s coalfields, residents 
frequently worry that coal slurry in their water or coal dust in their air is making them 
sick. Now, director of the West Virginia University Institute for Health Policy Research 
in the university’s community medicine department who has spent more than seven 
years looking into the issue says West Virginians who live in the state’s coalfield 
counties are more likely than other residents to suffer from chronic heart, lung, and 
kidney disease. The researcher is the co-author of four new articles examining coal’s 
possible impacts on public health in Appalachia. The studies found more lung cancer 
deaths, overall hospitalizations, and overall deaths in coal-producing counties compared 
to other parts of the region and to the nation as a whole. That study, being published in 
next month’s issue of the American Journal of Public Health, used data from a 2001 
phone survey of nearly 16,500 West Virginians. The researcher found that residents in 
major coal counties had a 70 percent increased risk of kidney disease and a 64 percent 
increased risk of developing chronic obstructive pulmonary disease such as emphysema, 
the study found. Coal county residents were also 30 percent more likely to report high 
blood pressure. 
Source: http://wvgazette.com/News/200803250137  

 
[Return to top] 

Government Facilities Sector 
 

24. March 26, Associated Press – (District of Columbia) Man with shotgun, sword 

http://news.yahoo.com/s/nm/20080325/us_nm/aids_vaccine_usa_dc;_ylt=Ah6o.Fgi3joPrVUVPHUMvugWIr0F
http://news.yahoo.com/s/nm/20080325/us_nm/aids_vaccine_usa_dc;_ylt=Ah6o.Fgi3joPrVUVPHUMvugWIr0F
http://wvgazette.com/News/200803250137
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charged with U.S. Capitol bombing plot. Authorities revealed Tuesday that a man 
carrying a loaded shotgun was arrested in January near the U.S. Capitol, and explosives 
left in his truck nearby went undetected for three weeks. According to an indictment 
filed in District of Columbia Superior Court, the suspect faces charges of planning to set 
off a bomb. He also is accused of making or transporting an explosive device with the 
intent of using it against people or property and multiple firearms charges. The suspect 
was arrested January 18 for carrying the shotgun and a sword outside the Capitol. He 
told police he was headed to an appointment at the Supreme Court. U.S. Capitol Police 
discovered the explosive device three weeks later when they returned with a search 
warrant to check the truck, which was in a government parking lot. Police initially 
searched the truck in January and said there were propane tanks and wires but no 
immediate danger. They used a robotic camera to look inside the vehicle and a powerful 
water hose to destroy suspicious items inside. Now U.S. Capitol Police are investigating 
how their bomb squad missed the bomb.  
Source: http://www.foxnews.com/story/0,2933,341570,00.html 

[Return to top] 

Emergency Services Sector 
 

25. March 26, Parkersburg News and Sentinel– (West Virginia) Responders hold drill at 
WVU-P. West Virginia University at Parkersburg officials and emergency responders 
Tuesday attempted to see how they would react to a gunman using explosives and 
firearms against students. The “gunman,” entered the school, “shot” other students, staff, 
and faculty and “detonated” improvised explosive devices before taking hostages and 
barricading himself in the school library. “The point is to take our security plan from 
paper and put it into practice,” a school spokesman said. “It’s also to give area 
emergency response agencies a chance to practice their procedures and strategies as 
well.” The drill involved law enforcement officials from the Wood County Sheriff’s 
Department, the Parkersburg Police Department, the Vienna Police Department, the 
West Virginia State Police, and West Virginia University campus police. In addition, 
medical responders from Camden-Clark Memorial Hospital and St. Joseph’s Hospital 
participated along with area volunteer fire departments, including Lubeck, Mineral 
Wells, and East Wood. S.W.A.T. team members stormed the facility, and hostage 
negotiators from the Parkersburg Police Department and the sheriff’s department 
attempted negotiation tactics. Medical responders and firefighters practiced prioritizing 
and removing the victims and setting up a triage area outside of the school. 
Source: http://www.newsandsentinel.com/page/content.detail/id/503767.html?nav=5061  

26. March 26, Dickinson Press – (North Dakota) Theoretical dirty bomb blast is dealt 
with. Emergency personnel from all over southwest North Dakota met Tuesday at the 
Dickinson Armory for a tabletop exercise, where they examined what would happen if 
there was an explosion in the Dickinson Recreation Center, collapsing the northwest 
wall, sending a chemical agent into the air, killing 12 people, and injuring 100 during an 
outdoors expo. “Basically, what we’re trying to do is start the conversation on regional 
preparedness,” said the public information officer for the North Dakota Department of 
Emergency Services. After getting the details of the disaster, law enforcement, 
ambulance, fire, public works, emergency dispatch, and health care officials each 

 

http://www.foxnews.com/story/0,2933,341570,00.html
http://www.newsandsentinel.com/page/content.detail/id/503767.html?nav=5061
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developed a plan for how their respective groups would respond. The exercise was also 
meant to expose potential flaws in the region’s procedures for responding to a 
catastrophic event, the public information officer said. 
Source: 
http://www.thedickinsonpress.com/articles/index.cfm?id=14658&section=homepage&fr
eebie_check&CFID=19678294&CFTOKEN=71462652&jsessionid=8830e5a094c8178
511b5  

 
27. March 25, Chattanoogan.com – (Tennessee) Emergency responders test skills at 

airport exercise. A simulated plane crash at Lovell Field, Tennessee, had emergency 
responders busy Tuesday morning. It was part of a required full-scale exercise for the 
Chattanooga Metropolitan Airport Authority. In the exercise scenario, a plane carrying 
roughly 150 passengers crashed a short distance from the runway shortly after take-off. 
A bus and a smoke machine were used to simulate the main crash site, but part of the 
wreckage, along with a couple of victims, were also located about one hundred yards 
away in South Chickamauga Creek. After ensuring that the simulated fire was out, 
firefighters and paramedics with Hamilton County EMS set up a triage area to sort out 
the victims for treatment and transport. The exercise involved fire and police personnel 
from the airport, along with the Chattanooga Fire Department, Chattanooga Police 
Department, Hamilton County Emergency Services, and Chattanooga-Hamilton County 
Rescue.   
Source: http://www.chattanoogan.com/articles/article_124569.asp  
 

[Return to top]  

Information Technology 
 

28. March 25, InfoWorld – (National) Apple’s Safari browser likened to malware. 
Mozilla’s chief executive has lambasted Apple for its use of iTunes to offer the Safari 
web browser to Windows users, saying the technique “borders on malware distribution 
practices” and undermines the security of the Internet. “What Apple is doing now with 
their Apple Software Update on Windows is wrong,” he wrote on his personal blog. “It 
undermines the trust relationship great companies have with their customers, and that’s 
bad - not just for Apple, but for the security of the whole web.” Mozilla makes the 
Firefox browser, currently the most popular alternative to Microsoft Internet Explorer 
with about 15 percent of the market to IE’s 78 percent, according to figures cited 
recently by Apple. Apple said Safari currently has about five percent of the market, a 
figure the company intends to increase. In June of last year, when the company 
announced Safari would be coming to Windows, Apple’s CEO said Apple would be 
using iTunes to deliver Safari to Windows users. Mozilla’s CEO is concerned that Apple 
would be “adding Safari by default to an update mechanism normally used for updates 
to already-installed programs, including urgent security updates.” Apple Software 
Update, which is installed along with QuickTime or iTunes on Windows PCs, currently 
lists Safari 3.1 as a default download, already checked, alongside the latest update to 
iTunes. 
Source: 
http://news.yahoo.com/s/infoworld/20080325/tc_infoworld/96359;_ylt=AkXQ23Fwr.8g

http://www.thedickinsonpress.com/articles/index.cfm?id=14658&section=homepage&freebie_check&CFID=19678294&CFTOKEN=71462652&jsessionid=8830e5a094c8178511b5
http://www.thedickinsonpress.com/articles/index.cfm?id=14658&section=homepage&freebie_check&CFID=19678294&CFTOKEN=71462652&jsessionid=8830e5a094c8178511b5
http://www.thedickinsonpress.com/articles/index.cfm?id=14658&section=homepage&freebie_check&CFID=19678294&CFTOKEN=71462652&jsessionid=8830e5a094c8178511b5
http://www.chattanoogan.com/articles/article_124569.asp
http://news.yahoo.com/s/infoworld/20080325/tc_infoworld/96359;_ylt=AkXQ23Fwr.8g49k4ej5AOmeDzdAF
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49k4ej5AOmeDzdAF  

29. March 25, heise online – (National) Firefox update fixes critical security 
vulnerabilities. Mozilla is distributing version 2.0.0.13 of its popular open source 
Firefox browser. This release fixes several critical vulnerabilities which could be 
exploited by attackers to inject malicious code or fake page content. The browser’s 
JavaScript engine contains several of the security vulnerabilities. Due to incorrect 
processing, attackers can execute external code with maximum privileges in the browser 
and also perform cross-site scripting (MFSA-2008-14 and MFSA-2008-15). Security 
advisory MSFA-2008-18 describes a vulnerability which allows Java applets to access 
any port on a local computer. According to the Mozilla security advisory, Sun has 
integrated a bug fix into the current version of Java Runtime, but the Mozilla 
programmers have also introduced counter-measures into their new version. A security 
vulnerability allows attackers to fake a borderless popup from a background tab using 
crafted web pages and place it in front of the user’s active tab. This could be used to 
spoof form elements and phish for data such as login data. Attackers can also 
circumvent the method used by some websites to protect against cross-site request 
forgery (CSRF) if server-side protection is based solely on referrer checking, as it is 
possible to fake the HTTP referrer (MSFA-2008-16). The Mozilla browser may reveal 
personal data if a user possesses a personal certificate which the browser presents 
automatically during SSL client authentication. According to security advisory MFSA-
2008-17, following the update the browser asks the user before presenting the client 
certificate when it is requested by a website. Most of the security vulnerabilities also 
affect the Thunderbird mail client and the Seamonkey browser suite. The security 
advisories refer to Thunderbird version 2.0.0.13 and Seamonkey 1.1.9, in which these 
bugs should be fixed. These versions are not yet, however, being distributed 
automatically. Firefox users should install the update without delay, as the 
vulnerabilities can be exploited using crafted web pages to inject trojans. 
Source: http://www.heise.de/english/newsticker/news/105550  

30. March 25, PC World – (National) Sites’ personal questions may pose security risk. If 

 

 

you have an online account at a retailer like Amazon.com, you have probably run into 
security questions when opening an account or when trying to recover one of the dozens 
of passwords you juggle in your head. Online businesses everywhere have embraced the 
technique, which is called knowledge-based authentication. Theoretically, the answers 
to these questions are so personal and obscure that knowing them proves you are you. 
Experts say, however, that the technology could end up helping hackers compromise 
your online accounts more easily. Knowledge-based authentication does not replace user 
names and passwords; it is an extra layer of security on top of such schemes, since 
hackers who stumble across your log-in credentials will not easily figure out the name of 
your high-school sweetheart. Collecting log-in information and answers to secret 
questions from your computer requires keylogging software, making it harder for 
malicious hackers to triumph. Scammers have adapted, adding secret questions to their 
decoy pages, says the CTO of fraud research company Secure Science. Bank phishing 
sites may include their own fraudulent drop-down lists that capture people’s answers, 
which bad guys can then use to hack real accounts. Even when hackers do not resort to 

http://news.yahoo.com/s/infoworld/20080325/tc_infoworld/96359;_ylt=AkXQ23Fwr.8g49k4ej5AOmeDzdAF
http://www.heise.de/english/newsticker/news/105550


subterfuge, these nuggets of information can sometimes be easier targets than passwords 
since there are a limited number of answers to questions such as “What was the make of 
your first car?”  
Source: http://www.pcworld.com/article/id,143712-c,onlinesecurity/article.html  
  

Internet Alert Dashboard 
 
 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 

 Website:  http://www.us−cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 
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Communications Sector 
 

31. March 25, Associated Press – (National) Verizon’s open access may not be that open. 
Verizon Wireless picked up coveted wireless airwaves at a recent auction held by the 
Federal Communications Commission, which imposed certain consumer-friendly 
provisions on how that network can be used and what it will it eventually look like. 
Source: http://www.cnn.com/2008/TECH/ptech/03/25/verizon.access.ap/index.html  
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Commercial Facilities Sector 
  

Nothing to Report 
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National Monuments & Icons Sector 
 

32. March 26, WHSV 3 Harrisonburg – (Virginia) Wind turbines in George Washington 
National Forest? A company is looking to put up more than 100 wind turbines in the 
George Washington National Forest. Critics are already claiming that the move would 
not be worthwhile and forest officials caution that it is too soon to be alarmed. Officials 
with the George Washington National Forest are not naming the company involved 
because they say this plan is just in its infancy. The turbines, 131 of them, could stretch 
across a large area of the forest near where Hardy County, West Virginia, and 
Shenandoah and Rockingham Counties in Virginia meet. Advocates of wind-generated 
energy point out that it is less damaging to the environment than energy derived from 
coal and oil. A research scientist with the University of Virginia’s Department of 
Environmental Science says he is concerned that the 400-foot structures can be 
dangerous to bird and bat populations. However, officials with the forest say that it is 
simply too early to tell.  
Source: http://www.whsv.com/news/headlines/16997181.html  

33. March 25, K-State– (National) Federal funding change putting state forest services 
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at risk. Some new funding rules are adding a twist for state forest services – which 
deliver both state and private (e.g., tribal) forestry programs. The U.S. Forest Service 
(USFS) has started a major shift that eventually could transfer 65 percent of states’ 
traditional base funding into a competitive grant pool. The plan is to complete the shift 
within five years, said the long-time head of the Kansas Forest Service. The USFS 
transferred 15 percent of states’ base into the pool last year and plans to take another ten 
percent each year until it reaches the total. By then, the change could very well be 
threatening some state forest services’ survival, while narrowly defining grant winners’ 
major programs, he said.  
Source: http://www.agprofessional.com/show_story.php?id=51463 
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Dams Sector 
 

34. March 26, New York Times – (New York) Defects go unfixed for years in dozens of 
dams, New York comptroller finds. New York State’s oversight of thousands of dams 
has been so deficient in recent years that serious problems in dozens of dams holding 
back billions of gallons of water have gone years without being fixed, according to a 
report released on Tuesday by the New York State comptroller. The deficiencies of one 
dam in the report, on Rainbow Lake in the Adirondacks, were first noted 36 years ago 
but have not yet been corrected, the report said. The report examined 32 dams, which all 
had structural, maintenance, or other problems lasting years, though they were 
considered safe. The State Department of Environmental Conservation, which is 
responsible for ensuring the safety of the more than 5,000 dams in New York, took 
enforcement action on only three of the 32 dams during the years covered by the 
comptroller’s report, 2004 through 2006. The report also found that in some instances, 
dams went as much as seven years between inspections, even though the department’s 
own policies call for the biggest dams to be inspected every two years. The department 
reviewed a draft of the comptroller’s report late last year, and in February it proposed 
new rules that require owners of about 1,000 dams categorized as high hazard and 
medium hazard to hire qualified professionals to do regular inspections. Owners will 
then have to file reports with the state, which will review them and do spot checks. The 
new regulations will also require more regular maintenance and better record-keeping. 
Source:  
http://www.nytimes.com/2008/03/26/nyregion/26dams.html?ref=nyregion 
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