
 
 

Department of Homeland 
Security 

Daily Open Source 
Infrastructure Report 

for 13 March 2008 

Current Nationwide 
Threat Level is 

 
For info click here 

http://www.dhs.gov/   

• According to the Associated Press, a state fire marshal says a Danvers chemical plant in 
Massachusetts that exploded in November 2006 was storing twice the combustible 
substances it was permitted to keep.  Twenty people were hurt, but there were no deaths. 
(See item 6) 

• The Associated Press reports a common new technology for monitoring defibrillators is 
vulnerable to hacking and even to reprogramming that could stop the devices from 
delivering a lifesaving shock, according to research to be released Wednesday and due to 
be presented and published May 19 at a conference of the Institute of Electrical and 
Electronic Engineers Symposium on Security and Privacy. (See item 26) 
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Energy Sector 

Current Electricity Sector Threat Alert Levels:  Physical:  ELEVATED, 
Cyber:  ELEVATED 
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − 
[http://www.esisac.com] 

1. March 12, Patriot Ledger – (Massachusetts) Punctured gas line closes Scituate’s 
Front Street. A gas leak closed a stretch of Front Street in Scituate for several hours 
Tuesday morning. A backhoe being operated punctured a gas line at about 8:30 a.m., a 
fire captain said. The entire block was evacuated, and electricity was shut off at several 
Front Street businesses. 
Source: http://www.patriotledger.com/news/x1314366886 
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2. March 11, Kansas City Star – (Missouri) Gasoline pipeline breaks in Northland. A 

construction worker operating a trenching machine ruptured an eight-inch gasoline 
pipeline Tuesday in Kansas City, Missouri. The rupture at about 10 a.m. caused more 
than 25,000 gallons of fuel to leak into a shallow ravine at the site, said a manager for 
BP Pipelines North America Inc. The break occurred in a dip in the terrain between 
newly built houses and lots that were being readied for construction. Authorities asked 
some people living nearby to evacuate to avoid fumes. 
Source: http://www.kansascity.com/news/local/story/527188.html 

3. March 11, Associated Press – (South) Constellation unit fined $6.9 million. Federal 
energy regulators on Tuesday fined a Constellation Energy Group unit $6.9 million to 
settle charges that it broke rules governing the pipeline shipment of natural gas. The 
Federal Energy Regulatory Commission (FERC) said a Louisville, Kentucky, division 
of Baltimore-based Constellation that sells natural gas agreed to pay a $5 million penalty 
and return $1.9 million in profits to settle the charges. The government said 
Constellation reported the violations to the agency in April 2007 and that Constellation’s 
natural gas division did not have legal ownership of gas it shipped, a FERC requirement. 
The government said it found “thousands” of violations on 13 natural gas pipelines from 
2005 through mid-2007. A Constellation spokesman said the company “took very 
prompt corrective action” and is now fully in compliance with FERC’s rules. 
Source: http://www.chron.com/disp/story.mpl/ap/fn/5610075.html 

4. March 11, Platts – (National) U.S. ethanol usage needs to catch up with 2012 
renewable fuel standard mandate. Use in the U.S. of E10 gasoline, or gasoline blends 
containing ten percent ethanol, would have to expand significantly over the next three 
years for the country to meet by 2012 the renewable fuel standard set forth in an energy 
law enacted in December, consulting firm Baker & O’Brien said in a report release 
Tuesday. To meet the mandated blending requirement of 15.2 billion gallons per year of 
ethanol by 2012, several thresholds must be crossed. California gasoline blending must 
shift from 5.7 percent to ten percent ethanol. Regions that currently blend ethanol during 
winter months must move to year-round blending. Efforts to ramp up E85 gasoline 
demand must succeed, and additional major metropolitan areas should convert to an E10 
standard. Baker & O’Brien’s vice president said ethanol plant production capacity is on 

 

 

target to be well above 12 billion gallons per year by the end of 2008 and is expected to 
near 15 billion gallons per year by the end of 2009. “There are no brick walls to be hit in 
getting the ethanol to market,” he said. “The bottlenecks will be primarily on the 
delivery side. Unloading and blending will be the most constrained.” 
Source: 
http://www.platts.com/Oil/News/6814053.xml?sub=Oil&p=Oil/News&?undefined&und
efined 

5. March 11, Platts – (National) House representatives introduce coal-fired power 
plant moratorium bill. Two U.S. House representatives introduced legislation Tuesday 
that would stop coal-fired power plants from being built unless they are equipped with 
carbon capture and storage (CCS). Before a greenhouse gas emission cap takes place, 

 

http://www.kansascity.com/news/local/story/527188.html
http://www.chron.com/disp/story.mpl/ap/fn/5610075.html
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the bill would bar the U.S. Environmental Protection Agency or state regulators from 
granting operating licenses for coal-fired power plants unless they include CCS. Once a 
federal emissions cap is implemented, any plants without technology for permanent 
CCS could not get free or discounted emissions allowances under an economy-wide 
cap-and-trade program. “It’s important for ratepayers and regulators to understand the 
financial risks if their power company wants to build a new uncontrolled coal-fired 
power plant,” one of the representatives said in a statement. “Those plants will be a lot 
more expensive to operate when global warming pollution is regulated. Ratepayers need 
to make sure they won’t be stuck with the bill.” 
Source: 
http://www.platts.com/Electric%20Power/News/6813585.xml?sub=Electric%20Power&
p=Electric%20Power/News&?undefined&undefined 

 
[Return to top] 

Chemical Industry Sector 
 

6. March 11, Associated Press – (Massachusetts) Danvers explosion site had chemical 
overload. The Massachusetts State fire marshal says a Danvers chemical plant that 
exploded in November 2006 was storing twice the combustible substances it was 
permitted to keep.  Twenty people were hurt, but there were no deaths. The fire 
marshal’s report released Tuesday found the plant in violation of several regulations and 
recommended fines totaling $400. It says the facility was permitted to store 12,000 
gallons of flammable chemicals, but had about 24,000 gallons on site. The explosion in 
the facility, shared by an ink manufacturer and paint and adhesive maker, destroyed 19 
surrounding buildings, including some homes. The explosion, which damaged 250 
buildings as well as cars and boats, has already been blamed on a buildup of 
combustible gases that ignited. Neither company immediately responded to requests for 
comment. 
Source: http://wbztv.com/local/Danvers.Danvers.Explosion.2.674895.html 

 
[Return to top] 

Nuclear Reactors, Materials, and Waste Sector 
 

7. March 12, Knoxville News Sentinel – (Tennessee) Tennessee says waste plan 
permissible. The state of Tennessee has determined there is no “technical reason” to 
prohibit EnergySolutions’ plans to process Italian nuclear waste at the company’s Oak 
Ridge facilities. In a March 4 letter to the U.S. Nuclear Regulatory Commission (NRC) 
the state’s Division of Radiological Health indicated the proposed work falls within the 
Tennessee licenses held by EnergySolutions. The NRC asked for the state’s input on the 
EnergySolutions application to import as much as 20,000 tons of waste from Italy. A 
spokesperson for the Tennessee Department of Environment and Conservation said 
TDEC does not have the authority to approve or deny any proposal for importing waste 
from outside the U.S. 
Source: http://www.knoxnews.com/news/2008/mar/12/state-says-waste-plan-
permissible/ 

http://www.platts.com/Electric%20Power/News/6813585.xml?sub=Electric%20Power&p=Electric%20Power/News&?undefined&undefined
http://www.platts.com/Electric%20Power/News/6813585.xml?sub=Electric%20Power&p=Electric%20Power/News&?undefined&undefined
http://wbztv.com/local/Danvers.Danvers.Explosion.2.674895.html
http://www.knoxnews.com/news/2008/mar/12/state-says-waste-plan-permissible/
http://www.knoxnews.com/news/2008/mar/12/state-says-waste-plan-permissible/
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8. March 12, Times-News – (Idaho) Air Force considers nuclear reactor in Idaho. The 

U.S. Air Force is considering plans to build a nuclear reactor at its base in Mountain 
Home, Idaho, according to statements made by the U.S. Air Force secretary reported on 
Inside-Defense. “The thoughts are, right now, we’re talking about Cannon [near Clovis, 
New Mexico] and Mountain Home up in Idaho,” he said. The Air Force announced 
earlier this month plans to build a small test reactor, after being prompted to explore 
nuclear energy by federal lawmakers including an Idaho senator. The Air Force would 
also assume operational controls of the nuclear facility it builds. Air Force officials now 
plan to partner with the nuclear industry to develop a base-located reactor, though an Air 
Force spokesperson downplayed the finality of the location following the Air Force 
secretary’s comments, according to Inside-Defense. 
Source: http://www.magicvalley.com/articles/2008/03/12/news/local_state/132609.txt 

 
[Return to top] 

Defense Industrial Base Sector 
 
9. March 11, Agence France-Presse – (International) GAO: Joint Strike Fighter over 

budget, late. The U.S. Joint Strike Fighter next generation warplane for U.S. and allied 
forces is behind schedule, and could come in $38 billion over budget, the Government 
Accountability Office (GAO) warned March 11. The GAO said the project for a stealthy 
supersonic aircraft – set to be used by U.S. air, marine, and naval forces, as well as 
Britain, Canada, and other U.S. allies – was likely to face new delays. The U.S. part of 
the project to procure and maintain more than 2,400 aircraft is slated to cost more than 
$950 billion over the program’s life cycle. The GAO report cited three different offices 
in the Department of Defense (DOD) as concluding that “the official program cost 
estimate is understated in a range up to 38 billion dollars and that the development 
schedule is likely to slip from 12 to 27 months.” “Difficulties in stabilizing aircraft 
designs and the inefficient manufacturing of test aircraft have forced the program to 
spend management reserves much faster than anticipated,” the report said. DOD plans to 
buy 2,400 of the stealthy multi-role fighters, and international sales could account for 
another 2,000 to 3,500 aircraft. 
Source: http://www.defensenews.com/story.php?i=3418567&c=AME&s=AIR 

10. March 11, Aviation Week – (National) GAO: FCS facing serious challenges. The 
Government Accountability Office (GAO) warned March 10 that the U.S. Army’s 
Future Combat Systems (FCS) program is facing serious shortfalls and raised questions 
about the program’s future viability. “In the key areas of defining and developing FCS 
capabilities, requirements definition and preliminary designs are proceeding but not yet 
complete; critical technologies are immature; complementary programs are not yet 
synchronized; and the remaining acquisition strategy is very ambitious,” said a GAO 
report focusing on 2009 as a “critical juncture” for FCS. A second report regarding 
network and software issues said, “Almost five years into the program, it is not yet cle
if or when the information network that is at the heart of the FCS concept can be 
developed, built and demonstrated by the Army and [lead systems integrator].” 
Source: 

ar 
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http://www.aviationweek.com/aw/generic/story.jsp?id=news/FCS031108.xml&headline
=GAO:%20FCS%20Facing%20Serious%20Challenges&channel=defense 

 
[Return to top] 

Banking and Finance Sector 
 

11. March 12, Financial News – (National) Change in SEC rules chills foreign listings. 
Plans by the US Securities and Exchange Commission (SEC) to change the rules 
governing whether overseas companies can sell shares in the US without a full 
registration could discourage foreign issuers, according to bankers and lawyers. Under 
current regulations, foreign private issuers can trade their shares on a limited basis in 
over-the-counter markets in the US without incurring the cost of a full SEC registration 
if they have fewer than 300 US shareholders. If they have more than 300 US 
shareholders, they can apply for an exemption and once that has been filed and 
maintained, the issuer no longer has to count its US holders. However, the regulator 
wants to add a new rule, under which firms wishing not to register will also have to 
prove that their trading volume in the US, whether off-exchange or on-exchange, is less 
than 20 percent of its worldwide average trading volume. An additional issue is that, 
unlike the shareholder exemption that applies in perpetuity after it has been granted, the 
new proposals would require monitoring of trading volume in each financial year. The 
SEC’s proposal comes with other measures that it hopes will modernize the system of 
regulation, including eliminating the need for paper reporting. However, the plan to add 
rules about trading volumes has led to worries about an increase in red tape, just when 
US politicians have realized the country needs to compete better with overseas financial 
centers. However, the head of global equity services at Deutsche Bank said: “Based on 
the concerns raised by some of our clients, the proposal may have the unintended 
consequence of deterring issuers from maintaining American depositary receipt 
facilities.” Others, however, support the SEC’s move. 
Source: http://www.financialnews-us.com/?page=ushome&contentid=2350019269  

12. March 12, KING 5 Seattle – (National) Local company tied to alleged small-business 
scam. Small-business owners across the country are alleging they have been scammed 
by a company believed to be doing business out of Tukwila, Washington. The alleged 
new scam comes disguised as a government grant. One woman who contacted KING 5 
News says a worker from CDI Resources, with an address in Tukwila, contacted her and 
told her she was eligible for a $269,000 grant for her Houston-based business that helps 
develop real estate for displaced women and children. All she had to do was send a $495 
processing fee and the money was hers. However, the money never came. The Better 
Business Bureau says it has fielded 15 complaints against CDI Resources (also doing 
business as CDI Solutions) since November 2007. The BBB claims CDI Resources has 
not responded to any of the agency’s inquiries regarding the complaints. The Better 
Business Bureau offers these tips for recognizing and avoiding government grant scams: 
the government does not contact people directly to offer them a grant; government 
grants never require fees of any kind; government grants require an application process; 
government grants are made for specific purposes; people should not be fooled by 
official or impressive-sounding names; and government grant information is free.  

 

http://www.aviationweek.com/aw/generic/story.jsp?id=news/FCS031108.xml&headline=GAO:%20FCS%20Facing%20Serious%20Challenges&channel=defense
http://www.aviationweek.com/aw/generic/story.jsp?id=news/FCS031108.xml&headline=GAO:%20FCS%20Facing%20Serious%20Challenges&channel=defense
http://www.financialnews-us.com/?page=ushome&contentid=2350019269
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Source: 
http://www.king5.com/business/stories/NW_031108WAB_small_biz_scam_KC.470701
07.html  

 
13. March 11, KING 5 Seattle – (National) New Craigslist scam preys on renters, 

realtors. It looks like another scam is hitting Craigslist, this time preying upon renters 
and realtors. In one case, someone took the online listing of a realtor in Seattle, 
Washington, for a brand-new townhouse in Seattle’s Columbia City neighborhood and 
copied it to Craigslist as a rental. The $365,000 home was suddenly on the renters 
market for $1200 per month. She was tipped off by an e-mail from a prospective renter 
who almost fell for the scam. “The person who placed the ad wanted him to send him 
$40 because he was out of the country, so he could send him the keys and he could go 
look at the place himself,” she said. The low-rent rip-off may not seem like a big deal 
until people realize just how easy it is, and the fact that Internet-based scams like this are 
usually run all across the county with an endless supply of potential victims. The 
common thread through these scams is that the alleged homeowner is “out of state” and 
“needs someone to either rent or take care of the house immediately.”  
Source: 
http://www.king5.com/topstories/stories/NW_031108BUB_craigslist_scam_KC.46e2a8
fe.html  

 
14. March 11, Financial Times – (National) FGIC sues IKB over $1.9bn liabilities. The 

fallout from the credit crisis spread Tuesday when Financial Guaranty Insurance 
Company, the New York-based bond insurer, filed a lawsuit accusing IKB, the German 
bank, and its affiliates of a fraud that left it exposed to potential liabilities of $1.9bn. In 
the complaint, filed in New York, FGIC alleged that IKB and its affiliates provided false 
and misleading information that convinced the bond insurer to assume billions of dollars 
of potential losses on all of IKB’s off-balance sheet special investment vehicles. FGIC 
said its potential exposure to the IKB vehicle contributed to its ratings downgrade and 
adversely affected its business. The mid-sized corporate lender was one of Germany’s 
earliest casualties of the credit crisis. IKB acknowledged huge liabilities last July related 
to the vehicle at the heart of the suit, called Rhineland, and had to seek support from its 
main shareholder, a German state-owned development bank. Two further bail-outs have 
followed, bringing the total amount of capital provided by IKB’s shareholders to more 
than €6bn ($9bn) and putting the German government under pressure because of its 
growing financial commitment to the bank. The credit crisis is expected to lead to more 
legal challenges as those financially affected seek to cover their losses. 
Source: http://www.ft.com/cms/s/0/0b8d5e6c-ef0b-11dc-97ec-0000779fd2ac.html  
 

[Return to top]  

Transportation Sector 
 

15. March 12, Bay Area News Group – (California) Coast Guard demonstrates its 
security readiness in S.F. Bay. The Coast Guard set out Tuesday to demonstrate how it 
keeps errant boaters out of security exclusion zones near potential terrorist targets such 
as the waves near Richmond’s, California, long wharf, where tankers unload their crude 

http://www.king5.com/business/stories/NW_031108WAB_small_biz_scam_KC.47070107.html
http://www.king5.com/business/stories/NW_031108WAB_small_biz_scam_KC.47070107.html
http://www.king5.com/topstories/stories/NW_031108BUB_craigslist_scam_KC.46e2a8fe.html
http://www.king5.com/topstories/stories/NW_031108BUB_craigslist_scam_KC.46e2a8fe.html
http://www.ft.com/cms/s/0/0b8d5e6c-ef0b-11dc-97ec-0000779fd2ac.html
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for the nearby Chevron oil refinery. On Saturday, perhaps by coincidence, the Coast 
Guard and its Contra Costa County and Richmond city enforcement partners could get a 
chance to do a real round-up of boaters deliberately encroaching on the same facility. “I 
find it suspiciously coincidental that the Coast Guard has decided to do this 
demonstration so close to the fifth anniversary of the Iraq invasion,” said an Oakland 
resident and organizer with Direct Action to Stop the War, which is helping organize 
Saturday’s 11 a.m. “blockade” of the refinery with boats, bicycles and the bodies of 
antiwar protesters. But the Coast Guard, which invited reporters and television crews 
onto its 87-foot cutter to witness the security demonstration, was only trying to warn 
boaters to avoid such excluded areas, said a Coast Guard spokesman. If Saturday’s 
protesters intentionally violate the zone, they could face up to six years in prison and 
$250,000 in criminal fines or up to $32,500 in potential civil penalties.  
Source: http://www.insidebayarea.com/ci_8543592?source=rss  

16. March 12, Denver Post – (Colorado) Drills aim to defuse bombs’ threat. Two 
Colorado Springs police officers emerged from the parked jetliner at Denver 
International Airport (DIA) on Tuesday in bulky bomb-squad suits carrying X-rays of a 
black bag left under a rear seat in the cabin. They are members of the South Central 
Regional Explosives Unit and are among dozens of law enforcement and military 
personnel from across the state training this week at DIA with federal bomb specialists. 
The techniques they are working on are especially useful for doing their job inside a 
plane’s cramped cabin. “We’ve never had the opportunity to train in a real aircraft in 
confined spaces, to learn what will or won’t work,” said a police official. This week’s 
drills at DIA are part of a national effort to bring new techniques to local police squads 
for handling aviation bomb threats, said a U.S. Department of Homeland Security 
explosive security specialist. Homeland Security’s program for training local bomb 
squads has been coupled with the Transportation Security Administration’s hiring 
“bomb appraisal officers” to help train security screeners to better recognize components 
of explosive devices. The bomb officers also help “resolve alarms” when a screener 
finds something suspicious.  
Source: http://wbztv.com/local/Danvers.Danvers.Explosion.2.674895.html  

 

 
17. March 11, Associated Press – (National) Outside expert to review airline’s 

maintenance. Southwest Airlines Co., which is accused of operating planes that had 
missed key safety inspections, said Tuesday it has placed three employees on leave and 
hired an outside expert to review its maintenance procedures. The airline also said it has 
promised federal regulators that it will fix any shortcomings in its system of tracking 
maintenance work. Last week, the Federal Aviation Administration proposed a $10.2 
million civil penalty — the largest ever against an airline — after finding that Southwest 
had missed safety inspections for dozens of planes, then kept flying some of them before 
they could be examined. But on Tuesday, a Chief Executive said that upon learning of 
the investigation last month, he ordered outside experts to look into Southwest’s 
handling of the situation. The airline hired JDA Aviation Technology Solutions, a 
Washington-based firm headed by a former longtime FAA senior official. Southwest has 
said it plans to appeal the $10.2 million penalty.  
Source: http://www.msnbc.msn.com/id/23580973/  

http://www.insidebayarea.com/ci_8543592?source=rss
http://wbztv.com/local/Danvers.Danvers.Explosion.2.674895.html
http://www.msnbc.msn.com/id/23580973/
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18. March 11, MSNBC – (National) Transportation experts issue warming warning. 

Expect flooded roads and runways, twisted railroad tracks and weakened bridges 
brought on by rising sea levels and more intense storms tied to global warming, leading 
U.S. experts warned in a report released Tuesday. Climate change will affect every type 
of transportation, the experts convened by the National Research Council said. “The 
time has come for transportation professionals to acknowledge and confront the 
challenges posed by climate change and to incorporate the most current scientific 
knowledge into the planning of transportation systems,” the committee chairman said in 
a statement. The probable costs of such improvements were not analyzed in the report, 
but the official said they would be significant. However, he added, it would be less 
costly to prepare in advance than to deal with a catastrophe. The experts cited five major 
areas of growing threat: more heat waves, requiring load limits at hot-weather or high-
altitude airports and causing thermal expansion of bridge joints and rail track 
deformities; rising sea levels and storm surges flooding coastal roadways, forcing 
evacuations, inundating airports and rail lines, flooding tunnels and eroding bridge 
bases; more rainstorms, delaying air and ground traffic, flooding tunnels and railways, 
and eroding road, bridge and pipeline supports; more frequent strong hurricanes, 
disrupting air and shipping service, blowing debris onto roads and damaging buildings; 
rising Arctic temperatures thawing permafrost, resulting in road, railway and airport 
runway subsidence and potential pipeline failures. The report was prepared by the 
Transportation Research Board and the Division on Earth and Life Studies of the 
National Research Council.  
Source: http://www.msnbc.msn.com/id/23574601/  

 
[Return to top] 

Postal and Shipping Sector 
 

Nothing to Report 
 

 [Return to top] 

Agriculture and Food Sector  
 

19. March 12, Globe and Mail – (Georgia) Connors shuts plant in Georgia after FDA 
lifts permit. Food processor Connors Bros. Income Fund has again halted production at 
a U.S. canned chili plant at the heart of a botulism scare last year after the Food and 
Drug Administration suspended a temporary emergency operating permit in effect since 
last September. Connors also said yesterday that the U.S. Department of Agriculture is 
withholding inspections of the Augusta plant operated by subsidiary Castleberry’s Food 
Co. until the issues with the FDA are resolved. Castleberry and Connors Bros. also said 
they expect the issues to be resolved promptly and that the plant will be able to resume 
production within one to two weeks. An FDA spokeswoman said the agency suspended 
the temporary permit because during an inspection of the plant it “found the 
manufacturing processes did not meet the standards set forth in the temporary 
emergency permit.” However, she said the processing line for which the temporary 

http://www.msnbc.msn.com/id/23574601/
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permit had been granted was not the same one where botulism had been identified last 
year and that no food coming off it had been “identified as being contaminated.” 
Source: 
http://www.theglobeandmail.com/servlet/story/LAC.20080312.RCONNORS12/TPStory
/Business  

 
20. March 12, WLNS 6 Lansing – (Michigan) Company speaks out after arson arrests. 

Police have announced they now know who set Michigan State’s University’s (MSU) 
agriculture building on fire in December of 1999. Police say the four arrested suspects 
are members of a radical group called the Earth Liberation Front (ELF). Authorities say, 
over the years, they have devoted massive resources to track the terrorists down. One 
local company is happy they did. A spokesman for the Monsanto Company, which 
specializes in genetically-altered crops, said the arson “had to do with Michigan State 
University receiving money from Monsanto.” He added that because very few members 
of ELF are ever tracked down, the company and the MSU community got lucky.  
Source:  http://www.wlns.com/Global/story.asp?S=8003114&nav=0RbQ  

 
21. March 11, Farmer-Stockman – (National) USDA wants faster reporting of food 

illnesses. One of the most important ways to keep consumers safe from tainted food is 
the rapid reporting of food related illnesses to governmental food safety agencies and 
getting that food out of the marketplace. While the food related illness reporting system 
has gotten better recently, according to the undersecretary of U.S. Department of 
Agriculture’s Food Safety and Inspection Service (FSIS), there is a tremendous amount 
of room for improvement. To that end, FSIS is organizing a major national summit. 
“We’ll gather state health officials, and city and county health officials, and state 
epidemiologists and representatives of us, and CDC and FDA and I expect this 
conference to expose some warts,” the undersecretary said. “I want to know where we 
can do better as a federal government, but at the same time I’m going to tell state and 
locals where they can do better. That has been an issue.” The national summit will be 
held in mid-May.  
Source: 
http://thefarmerstockman.com/index.aspx?ascxid=fpStory&fpsid=32648&fpstid=1     
 

[Return to top] 

Water Sector 
 

22. March 11, Associated Press – (National) No drug standards for bottled water. There 
are currently no federal standards for acceptable levels of pharmaceutical residue in 
bottled water or tap water. The U.S. Food and Drug Administration, which regulates the 
country’s $12 billion bottled water industry, sets limits for chemicals, bacteria, and 
radiation, but does not address pharmaceuticals. Some water that is bottled comes from 
pristine, often underground rural sources; other brands have a source no more remote 
than local tap water. Either way, bottlers insist their products are safe, and say they 
generally clean the water with advanced treatments, though not explicitly for 
pharmaceuticals. 
Source: 

http://www.theglobeandmail.com/servlet/story/LAC.20080312.RCONNORS12/TPStory/Business
http://www.theglobeandmail.com/servlet/story/LAC.20080312.RCONNORS12/TPStory/Business
http://www.wlns.com/Global/story.asp?S=8003114&nav=0RbQ
http://thefarmerstockman.com/index.aspx?ascxid=fpStory&fpsid=32648&fpstid=1
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http://ap.google.com/article/ALeqM5iYzNMzfJ9thReF1q_oBfxteEFJVQD8VBDSN80  
 

23. March 11, Charlotte Business Journal – (North Carolina) NC governor proposes 
water-conservation plan. North Carolina’s governor has unveiled a three-part 
legislative package to modernize the state’s public-water systems, mandate water 
conservation, and upgrade the state’s response to water emergencies. Proposals to 
modernize the state’s more than 600 public water systems include requiring local 
shortage plans, leak repairs, and audits; attaching separate meters for outdoor water 
uses; developing up-to-date maps that show all water-system connections; and awarding 
money for projects that improve a community’s ability to manage supplies during a 
drought. The package would change conservation mandates, including prohibiting 
policies that cut rates for customers when they use more water. It would also revise the 
building code to require more efficient fixtures in new commercial and residential 
construction. In addition, the legislation would improve responses to water emergencies, 
including giving the governor authority to require a water system to provide water to a 
neighboring community and requiring communities in extreme droughts to adhere to 
conservation standards. 
Source: http://www.bizjournals.com/charlotte/stories/2008/03/10/daily24.html  
 

24. March 11, Associated Press – (National) Secrecy shrouds water test results. When 
water providers find pharmaceuticals in drinking water, they rarely tell the public. When 
researchers make the same discoveries, they usually do not identify the cities involved. 
There are plenty of reasons offered for the secrecy: concerns about national security, 
fears of panic, a feeling that the public will not understand – even confidentiality 
agreements.  As The Associated Press documented in a five-month investigation, 
drinking water provided to at least 41 million people living in 24 major metropolitan 
areas has tested positive for trace amounts of pharmaceuticals. Federal law requires 
water providers to distribute annual “consumer confidence reports” that reveal levels of 
regulated contaminants. Providers are not, however, required to tell people if they find a 
contaminant that is not on a U.S. Environmental Protection Agency (EPA) list. And 
there are no pharmaceuticals on the EPA list. 
Source: http://www.thereporter.com//ci_8531679?IADID=Search-
www.thereporter.com-  
 

25. March 11, Associated Press – (National) Water cleaning presents challenges. 
Recycling water requires a battery of treatments. Wastewater strained and disinfected at 
an adjacent sewage treatment plant is first filtered through tiny straws. Then, in a 
process called reverse osmosis, the water is forced across a spiraled sheet of plastic with 
holes so small that little else can slip through. In the final phase, the water is zapped 
with ultraviolet light. The three-step operation is one of the most sophisticated cleansing 
systems anywhere. While the incoming water contains minuscule levels of prescription 
drugs, tests for any traces of a half-dozen pharmaceuticals, conducted as the treated 
water leaves the plant, detect nothing. The end product supplies more than 500,000 
Orange County residents for a year, nearly one-quarter of the district’s potable water 
needs. The cleansing procedure illustrates how difficult and expensive it is to scrub 
virtually every iota of contaminant from our supplies. Unlike the other treatments, 

http://ap.google.com/article/ALeqM5iYzNMzfJ9thReF1q_oBfxteEFJVQD8VBDSN80
http://www.bizjournals.com/charlotte/stories/2008/03/10/daily24.html
http://www.thereporter.com//ci_8531679?IADID=Search-www.thereporter.com-
http://www.thereporter.com//ci_8531679?IADID=Search-www.thereporter.com-
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reverse osmosis requires several gallons for every gallon it produces, with the excess an 
undrinkable brine – and that creates “a bigger environmental issue” than the presence of 
trace pharmaceuticals, according to an engineering professor at Arizona State 
University. The cheaper ozonation process is not designed to remove pharmaceuticals, 
though it does take care of many compounds. Still, tests at the Nevada authority have 
shown that tiny concentrations of the tranquilizer meprobamate and an anti-epileptic 
drug regularly resist the treatment, as on occasion has carbamazepine, another anti-
convulsant. 
Source: 
http://ap.google.com/article/ALeqM5hYrownUP_V3QPHpPgadw_2a1teMwD8VBDSA
O1   

 
[Return to top] 

Public Health and Healthcare Sector 
  

26. March 12, Associated Press – (National) Researchers hack defibrillators. A common 
new technology for monitoring defibrillators is vulnerable to hacking and even to 
reprogramming that could stop the devices from delivering a lifesaving shock, according 
to research to be released Wednesday and due to be presented and published May 19 at a 
conference of the Institute of Electrical and Electronic Engineers Symposium on 
Security and Privacy. In the model researchers studied, transmissions from the 
defibrillator to the bedside monitor are not encrypted, which means that someone 
intercepting the transmissions could retrieve such data as the patient’s birth date, 
medical ID number, and, in some cases, Social Security number. As the technology 
spreads to more medical devices, including pacemakers, spinal cord stimulators, and 
hearing implants — and as the range of the devices’ radio signals increase — the 
researchers predict patients’ data will face increasing risks. In the past couple years, 
more than 100,000 patients in the U.S. alone have been implanted with newer devices 
that reduce medical visits by sending information on a patient to a bedside monitor that 
then sends the data to a doctor, usually once a day. A Food and Drug Administration 
spokeswoman acknowledged a hacker could use specialized software and a small 
antenna to intercept transmissions from a defibrillator. But she said the chance of that 
happening — or of a defibrillator being maliciously reprogrammed using a technique 
similar to the one a doctor would use to program it — was “remote.” 
Source: 
http://news.yahoo.com/s/ap/20080312/ap_on_hi_te/heart_device_hacking;_ylt=AnUdyx
FRDaAWc6aJh0.io1ys0NUE  

27. March 12, Honolulu Advertiser – (Hawaii) Hawaii hospitals to take part today in 
bioterrorism drill. Hospital workers on Hawaii, Kauai, Lanai, Maui, Molokai, and 
Oahu will participate today in the Department of Health’s and Healthcare Association of 
Hawaii’s statewide emergency preparedness exercise structured around a mock 
bioterrorism attack. The exercise is designed to test, document, and improve the state’s 
ability to distribute medication to hospital workers in the event of an anthrax attack. The 
exercise will simulate hospital response to the threat of possible anthrax exposure. The 
scenario includes a simulated activation of the Strategic National Stockpile. The SNS is 

 

http://ap.google.com/article/ALeqM5hYrownUP_V3QPHpPgadw_2a1teMwD8VBDSAO1
http://ap.google.com/article/ALeqM5hYrownUP_V3QPHpPgadw_2a1teMwD8VBDSAO1
http://news.yahoo.com/s/ap/20080312/ap_on_hi_te/heart_device_hacking;_ylt=AnUdyxFRDaAWc6aJh0.io1ys0NUE
http://news.yahoo.com/s/ap/20080312/ap_on_hi_te/heart_device_hacking;_ylt=AnUdyxFRDaAWc6aJh0.io1ys0NUE
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a large national supply of antibiotics, chemical antidotes, antitoxins, life-support 
medications, and medical/surgical items. It is designed to supplement and re-supply state 
and local public health agencies in the event of a national emergency anywhere and at 
anytime within the U.S. or its territories. The exercise simulates the receipt, storage, 
tracking, and delivery of medication to participating hospitals and distribution to staff. 
Source: 
http://www.honoluluadvertiser.com/apps/pbcs.dll/article?AID=/20080312/BREAKING
01/80312015/1001/BREAKING01  

28. March 12, Chicago Tribune – (National) Study disputes need for widespread hospital 
MRSA testing. While, the medical community is united in its concern over the rapid 
spread of drug resistant staph bacteria in hospitals, it is divided over what to do. Some 
experts believe hospitals need to test large numbers of patients and isolate and treat 
people who prove positive, to prevent the bacteria’s spread. Other experts argue this is 
inefficient. A new study in the Journal of the American Medical Association lends 
weight to the second point of view. It finds that widespread screening of patients for 
methicillin-resistant stapholoccocus aureus (MRSA) in a Swiss hospital did not reduce 
the number of hospital-acquired infections and was not cost effective. To reduce the risk 
of MRSA transmission, the Geneva Hospital put patients who tested positive for the 
bacteria in isolation, scrubbed them with disinfectants, and gave them antibiotics. Yet, 
even with these interventions, the rates of hospital-acquired MRSA infections were not 
impacted.  
Source: http://www.chicagotribune.com/features/lifestyle/health/chi-mrsa-both-
12mar12,1,6095135.story  

29. March 11, IDG News Service– (National) CDT launches health privacy initiative. 
CDT, a Washington, D.C., digital rights and privacy group, announced Tuesday it has 
taken over the Health Privacy Project (HPP), an 11-year-old advocacy group. The 
merged organization will expand its focus and work on several lingering patient privacy 
issues, such as the role of patient consent for information use, enforcement for privacy 
lapses, and the rights of patients to access their data, said the new director of HPP. 
Recent years have seen an increase in adoption of health IT, but “minimal progress in 
resolving the privacy issues” associated with electronic health records, said CDT’s 
president and CEO.  
Source: http://www.infoworld.com/article/08/03/11/CDT-launches-health-privacy-
initiative_1.html  
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Government Facilities Sector 
 

30. March 12, Associated Press – (Iowa) Suspect arrested; UNI lockdown ends. A 
suspect who led to a lockdown at the University of Northern Iowa in Cedar Falls 
yesterday is in custody in Des Moines. The suspect allegedly threatened his girlfriend, 
which led to a campus-wide alert about a possible gunman. The UNI spokesman says 
the female student reported the threat to authorities, who then interviewed her to ensure 
there was a credible threat. The university issued an alert shortly afterward and locked 

http://www.honoluluadvertiser.com/apps/pbcs.dll/article?AID=/20080312/BREAKING01/80312015/1001/BREAKING01
http://www.honoluluadvertiser.com/apps/pbcs.dll/article?AID=/20080312/BREAKING01/80312015/1001/BREAKING01
http://www.chicagotribune.com/features/lifestyle/health/chi-mrsa-both-12mar12,1,6095135.story
http://www.chicagotribune.com/features/lifestyle/health/chi-mrsa-both-12mar12,1,6095135.story
http://www.infoworld.com/article/08/03/11/CDT-launches-health-privacy-initiative_1.html
http://www.infoworld.com/article/08/03/11/CDT-launches-health-privacy-initiative_1.html
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down all ten of its resident halls as a precaution. The system, which was created after the 
Virginia Tech shootings, involves voicemail, e-mail, and text messages of students and 
staff in emergencies.  
Source: http://www.wqad.com/Global/story.asp?S=8002045&nav=menu132_2  
 

31. March 12, Sun News – (South Carolina) Bomb scare clears Georgetown courthouse. 
The Georgetown County Sheriff’s Office is investigating the discovery of a suspicious 
package Tuesday afternoon at the county courthouse, according to a statement. The 
package was found about 2 p.m. and the Sheriff’s Office, Georgetown police, the 
Georgetown city and county fire departments, and the Horry County bomb squad 
responded. The courthouse was evacuated. The initial threat was called into the 
courthouse about 2 p.m. Authorities then searched for the owner of a cooler that was 
found in a suspicious place. The cooler’s owner could not be found, so the bomb squad 
exploded it. Authorities did not find any explosive devices.  
Source: http://www.myrtlebeachonline.com/news/local/story/379714.html  

 
32. March 11, KOVR 13 Modesto – (California) Grenade found at Modesto middle 

school. The bomb squad was called out twice to a Modesto, California, middle school 
after suspicious devices were found on campus. Authorities say one of those devices 
was a novelty grenade that was filled with an explosive substance. Officers determined 
that someone had lit the fuse and left it on school property, but the grenade did not 
detonate. It is not yet clear how much damage the device could have caused if detonated. 
When the bomb squad cleared the area, school officials discovered another suspicious 
device. Bomb squad members returned, and determined that the device was only a toy. 
Employees and staff at Somerset will be on alert for other suspicious devices in the 
coming days.  
Source: http://cbs13.com/local/grenade.somerset.school.2.675268.html   
 

[Return to top] 

Emergency Services Sector 
 

33. March 12, Enid News & Eagle – (Oklahoma) Decontamination drill exposes safety-
conscious atmosphere at Vance AFB. The disaster scenario training session at Vance 
Air Force Base was serious, since in the event of a real emergency, the work of the 
decontamination team could be a matter of life and death. The team of 12, drawn from 
Vance’s 71st Medical Group, had to set up a decontamination tent and demonstrate the 
facility was fully operational, as well as donning Level C hazmat suits. Their goal was to 
accomplish these tasks within 20 minutes. Their actual time was 12:45. The unit, known 
as In-Place Patient Decontamination Capability, can be used to decontaminate people 
exposed to nuclear, biological, or chemical hazards. “The scenario we always give when 
we’re training is somebody sets off ricin or sarin gas or anthrax in the BX or the 
commissary,” 71st Medical Group’s unit training manager said.  
Source: http://www.enidnews.com/localnews/local_story_072002930.html 
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Information Technology 
 

34. March 12, IDG News Service – (National) Two years after patch, another IE FTP 
flaw. A flaw in the way Microsoft’s Internet Explorer browser processes FTP 
commands could let attackers steal or erase data from a victim’s FTP site. The bug, 
which affects users of IE 6 and the unsupported IE 5 browser, gives an attacker a way of 
hijacking the victim’s FTP sessions. But a successful attack would be very hard to 
accomplish and would only work in very precise, targeted attacks, security experts said. 
The attacker would need to know the victim’s username on the FTP server and the 
victim would have to already be logged into the server, using IE. Under those 
conditions, the victim could be sent a malicious FTP link that would then execute 
commands on the victim’s FTP server. The FTP problem does not affect IE 7, Microsoft 
said Tuesday. The software vendor has not heard of any attacks that take advantage of 
this vulnerability and has determined that any successful attack would only lead to the 
unauthorized disclosure of data, the company said in a statement. 
Source: 
 http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=security&articleId=9067998&taxonomyId=17&intsrc=kc_top  

35. March 11, Computerworld – (National) Researcher posts attack code for RealPlayer 
bug. A noted ActiveX researcher yesterday revealed a bug in RealNetworks’ RealPlayer 
that could be exploited by attackers to hijack Windows machines running Internet 
Explorer. The researcher, who has uncovered other ActiveX control vulnerabilities in 
MySpace, Facebook, and Yahoo software in the last two months, posted findings to the 
Full Disclosure security mailing list on Monday that fingered RealPlayer as flawed. “It 
is possible to modify heap blocks after they are freed and overwrite certain registers, 
possibly allowing code execution,” he said in his message to the mailing list. He also 
posted proof-of-concept attack code and said he is trying to come with a working 
exploit. Danish vulnerability tracker Secunia rated the RealPlayer bug as “highly 
critical,” its second-highest ranking, and it said that the flawed ActiveX control – the 
“rmoc3260.dll” file is the culprit – can be exploited by the usual method of tricking 
users into visiting malicious or compromised Web sites. Secunia confirmed the 
vulnerability, and added that at minimum, the newest build of RealPlayer 11 is “buggy.”  
Source: 
http://www.computerworld.com/action/article.do?command=viewArticleBasic&taxono
myName=spam__malware_and_vulnerabilities&articleId=9067859&taxonomyId=85 

36. March 11, InformationWeek – (National) Microsoft patch Tuesday fixes a dozen 
Office flaws. Microsoft on Tuesday fixed 12 vulnerabilities in four security bulletins, all 
of which affect Microsoft Office. The chief technology officer of Shavlik Technologies 
says the fact that all the vulnerabilities found reside in Microsoft Office supports the 
current belief that client-side vulnerabilities are more likely to bear fruit for hackers than 
the server side vulnerabilities. MS08-014 (maximum severity of Critical) addresses a 
zero-day vulnerability in Microsoft Office Excel that Microsoft acknowledged in 
January. It could allow an attacker to take over an affected system if the victim opens a 
maliciously crafted Excel file. The manager of the vulnerability research lab at Qualys, 
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said that macro vulnerabilities in Excel have been a recurring problem for about a 
decade. While exploits for the Excel flaw have been spotted in the wild, he said that 
damage appears to be relatively limited. He also said it is difficult to be certain, because 
not all damage arising from exploitation of the vulnerability has been publicized. The 
usual method of exploiting this kind of flaw is enticing a user to open a file. “This is a 
concern because there’s no simple firewall adjustment that can address this,” he said. 
MS08-015 (maximum severity of Critical) addresses a new, privately reported 
vulnerability in Microsoft Office Outlook. The flaw could allow an attacker to read and 
re-route a user’s e-mail messages. MS08-016 (maximum severity of Critical) repairs two 
new, privately reported vulnerabilities in Microsoft Office 2000. The vulnerabilities 
could allow an attacker to subvert an affected system. MS08-017 (maximum severity of 
Critical) fixes two new, privately reported vulnerabilities in Microsoft Office Web 
Components. As above, these flaws could allow attackers to take control of an affected 
system. The four bulletins affect various versions of Microsoft Office. In the case of 
MS08-014, Mac versions of Office 2004 and Office 2008 are also affected.  
Source: 
http://news.yahoo.com/s/cmp/20080312/tc_cmp/206903046;_ylt=AoMVsxgQlxEh_tGT
zZQay2ODzdAF  
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 To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit their 
Website:  http://www.us−

 
cert.gov. 

 Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center) 

 Website:  https://www.it−isac.org/. 
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Communications Sector 
 

37. March 12, Reuters – (International) Mobile firms seek India govt. meeting on 
BlackBerry. Mobile phone operators are seeking more talks to discuss Indian 
government security concerns, which a newspaper said, could lead to the termination of 
BlackBerry services in India, an industry official said on Wednesday. The Business 
Standard, citing unnamed sources, reported that Indian security agencies want 
BlackBerry-manufacturer Research in Motion (RIM) to give them access to algorithms 
needed to decrypt messages, or face a termination of the service at the end of March. 
“Government wants some security concerns to be addressed and we are trying for an 
effective dialogue with the security agencies and the department of 
telecommunications,” said the director general of the nine-member Cellular Operators’ 
Association of India. The paper said security agencies, the department of 
telecommunications, RIM executives and Indian operators offering BlackBerry services 
would meet on March 14, although this could not be confirmed. One analyst said it 
would not make sense for RIM to disclose its algorithms as that was their competitive 
advantage. The Business Standard said BlackBerry had an estimated 400,000 
subscribers in India, while a program manager of ICT practice for South Asia and 
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Middle East at consultancy Frost & Sullivan put it at more than half a million. RIM’s 
spokesman for India said BlackBerry services were offered in India by four providers, 
Vodafone, Bharti Airtel, Reliance Communications and BPL Mobile. 
Source: 
http://news.yahoo.com/s/nm/20080312/tc_nm/blackberry_india_dc;_ylt=AqFDB7gV7as
98Gm6uBggJSX67rEF  

 
38. March 11, St. Louis Business Journal – (Missouri) Verizon Wireless upgrades 

emergency services to St. Louis customers. Verizon Wireless users in St. Louis 
County who dial 911 for emergency services will now be able to have their location 
pinpointed within 150 meters thanks to a plan ratified by the wireless company and St. 
Louis County. The federal government requires wireless carriers to provide E911 
service to its customers. Under the new plan, the enhanced 911 (E911) Phase II service 
allows authorities to identify the estimated location of customers within 150 meters or 
less when they make an emergency call. E911 Phase II should be available within the 
next four months, Verizon said.  
Source: 
http://www.bizjournals.com/stlouis/stories/2008/03/10/daily29.html?ana=from_rss 

 
[Return to top] 

Commercial Facilities Sector 
  

Nothing to Report 
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National Monuments & Icons Sector 
 

Nothing to Report 
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Dams Sector 
 

39. March 12, Republican – (Massachusetts) Holyoke dam safety targeted. The dam at 
White Reservoir does not meet safety standards and is a threat to the public, a state 
agency told the city of Holyoke, Massachusetts. However, Holyoke Water Works’ 
manager said that the reservoir was drained more than 20 years ago and only holds water 
when there is heavy rain and debris clogs the drainage area. Holyoke’s water department 
will work with the state Department of Conservation and Recreation, which sent the 
letter, to see if any changes need to be made in the way cleaning the drain area is done. 
The February 22 dam safety order was sent to Holyoke and Southampton officials and 
states that White Reservoir dam is a “large size, significant hazard potential structure.” 
The letter cites a December 2003 inspection of the dam conducted by a Water Works 
consultant, which determined the dam was structurally deficient. It calls for further 
inspections and follow-up reports. The Department of Conservation and Recreation 

http://news.yahoo.com/s/nm/20080312/tc_nm/blackberry_india_dc;_ylt=AqFDB7gV7as98Gm6uBggJSX67rEF
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spokeswoman said her agency is aware there is no water in the reservoir most of the 
time. “[The dam] still needs to be kept up. It’s a dam and we regulate dams and it’s in 
poor condition. It needs to meet our safety standards,” she said.  
Source:  
http://www.masslive.com/metrowest/republican/index.ssf?/base/news-
13/1205306454109150.xml&coll=1  
 

40. March 12, Republican & Herald – (Pennsylvania) Ringtown dam a ‘high hazard.’ 
Pennsylvania has 62 unsafe, high-hazard dams in need of repair, according to the 
Department of Environmental Protection (DEP) secretary, who visited Schuylkill 
County to highlight an unsafe dam – Mount Laurel Reservoir, New Castle Township. 
The county’s eight unsafe, high-hazard dams would benefit from the governor’s $100 
million flood safety plan, a part of his “Rebuild Pennsylvania” initiative. Ringtown No. 
5, Union Township, was recently slapped with the unsafe, high-hazard designation after 
officials found seepage. Schuylkill County’s other unsafe, high hazard dams are Lower 
Owl Creek dam, Tamaqua; Kehly Run No. 5, Shenandoah; Kauffman Reservoir, 
Shenandoah; Upper Owl Creek dam, Tamaqua; Indian Run dam, Pottsville; and Pine 
Run dam, according to a DEP release. After engineers examined Ringtown No. 5, 
owned by Shenandoah Borough, the secretary said the DEP drew a grim conclusion. 
“They began to see some holes in the upstream slope of the dam,” she said. “We have 
acted to label this an unsafe, high hazard dam. We’re working with them to lower the 
reservoir.” Local officials said they are working with DEP engineers to ensure the dam 
will not burst and cause flooding.  
Source:  
http://www.republicanherald.com/site/news.cfm?newsid=19382691&BRD=2626&PAG
=461&dept_id=529074&rfi=6  
 

41. March 11, UC Daily News – (Tennessee) Congress calls for safety repairs at Center 
Hill Dam. A U.S. senator told the Chief Engineer of the U.S. Army Corps of Engineers 
that Tennessee’s Center Hill Dam needs to be declared a safety issue so that adequate 
repairs can be made. “I believe the repairs at Center Hill Dam in Tennessee should be 
considered necessary for dam safety like the ones at the Wolf Creek Dam in Kentucky,” 
said the senator during a Tuesday hearing of the Senate Committee on Environment and 
Public Works. “Both of these dams sit on a kind of limestone that erodes away and 
that’s the reason the water levels have been lowered. They suffer the same problems, but 
the dam in Tennessee has not been designated and the one in Kentucky has. This has a 
huge [effect] on rate payers in Tennessee. If the repairs to Center Hill Dam are not 
designated as being necessary for dam safety, then Tennesseans will have to fork over 
$300 million extra in their electric bills to pay for those repairs.” Both the Center Hill 
and the Wolf Creek Dams were designated “high risk” for failure in January of 2007, 
but the Corps was authorized to repair only Wolf Creek.  
Source: http://www.ucdailynews.com/news/local/16565776.html  
 

42. March 11, Sierra Sun – (California) Fault found under Martis Dam. A recent study 
shows the likely existence of a recently active earthquake fault under the Martis Dam 
near Truckee, California. The 36-year-old earthen-fill dam is located three miles east of 
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Truckee in the Martis Valley and has been categorized as an “extremely high risk” dam. 
Officials worry that water seepage could destabilize the dam. It is classified as one of 
the six riskiest in the nation. But the U.S. Army Corps of Engineers is keeping the water 
low to reduce the risks. In a best-case scenario, the study is scheduled to continue until 
2011, followed by design work in 2012-13, and construction or other work around 2014-
15, said the Dam Safety Assurance Program last fall.  
Source: http://www.tahoedailytribune.com/article/20080311/NEWS01/391460891/-
1/NEWS 
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