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Daily Highlights

A government investigator has accused the Federal Aviation Administration of covering up
mistakes by air traffic controllers at Dallas−Fort Worth International Airport, one of the
nation's busiest.  (See item 14)

• 

The Associated Press reports that two teenagers were arrested on conspiracy charges for
allegedly threatening to attack teachers and classmates with guns and bombs at Connetquot
High School on Long Island.  (See item 25)

• 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. July 13, Department of Energy — DOE initiates formal enforcement action in Los Alamos
National Laboratory classified information breach. Following extensive investigations, the
Department of Energy (DOE) and its National Nuclear Security Administration (NNSA) took
formal enforcement actions today against the University of California (UC) and the Los Alamos
National Security, LLC (LANS), the prior and current management and operating contractors
of the Los Alamos National Laboratory in New Mexico, for violations of classified information
security requirements under their respective contracts. Investigations revealed that management
deficiencies of both contractors were a central contributing factor in a Laboratory subcontractor
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employee’s unauthorized reproduction of and removal of classified matter from the site. In
response to this serious security breach, the NNSA issued a Preliminary Notice of Violation to
the University of California with a $3,000,000 proposed civil penalty (the largest the
Department has ever assessed) and a Preliminary Notice of Violation to LANS with a $300,000
proposed civil penalty. In addition, Secretary of Energy Samuel Bodman today issued a
Compliance Order to LANS which requires the contractor to take specific corrective actions on
a prescribed timetable in the physical protection and cyber security of classified information at
the Laboratory.
Source: http://www.energy.gov/news/5228.htm

2. July 13, Platts Energy Bulletin — U.S. Northwest has enough power, but it may be costly:
NPCC study. While the Northwest U.S. has a surplus of 4,000 MW and is unlikely to face
shortages this summer or for the next five years, the price of electricity could be high, the
Northwest Power and Conservation Council (NPCC) said Thursday, July 12. The bulk of that
surplus −− about 3,000 MW −− is controlled by independent power producers that sell their
output into the wholesale market, where prices can be highly volatile and power is sold to the
highest bidder. "The full amount may not always be available to Northwest utilities," the NPPC
study said, adding that for individual "utilities to have adequate power supplies, they must
secure some of the surplus or acquire their own resources." NPCC Chairperson Tom Karier said
the surplus "is good news, but it does not ensure that the region will avoid periods of high
prices, nor does it ensure that individual utilities have control over enough electricity through
contracts with power suppliers or from their own power plants to meet their customers' needs."
The NPCC's power plan calls for continuing aggressive efforts to develop energy conservation
and renewable resources.
Source: http://www.platts.com/Electric%20Power/News/6399935.xml?sub=
Electric%20Power&p=Electric%20Power/News

3. July 12, Government Accountability Office — GAO−07−1038T: Nuclear Security: Actions
Taken by NRC to Strengthen Its Licensing Process for Sealed Radioactive Sources Are
Not Effective (Testimony). In 2003, the Government Accountability Office (GAO) reported
that weaknesses in the Nuclear Regulatory Commission's (NRC) licensing program could allow
terrorists to obtain radioactive materials. NRC took some steps to respond to the GAO report,
including issuing guidance to license examiners. To determine whether NRC actions to address
GAO recommendations were sufficient, GAO was asked to test the licensing program using
covert investigative methods. As a result of this investigation, NRC suspended its licensing
program until it could determine what corrective actions were necessary to resolve the
weaknesses GAO identified. On June 12, 2007, NRC issued supplemental interim guidance
with additional screening criteria. These criteria are intended to help a license examiner
determine whether a site visit or face−to−face meeting with new license applicants is required.
Highlights: http://www.gao.gov/highlights/d071038thigh.pdf
Source: http://www.gao.gov/new.items/d071038t.pdf

[Return to top]

Chemical Industry and Hazardous Materials Sector

4.

2

http://www.energy.gov/news/5228.htm
http://www.platts.com/Electric%20Power/News/6399935.xml?sub=Electric%20Power&p=Electric%20Power/News
http://www.platts.com/Electric%20Power/News/6399935.xml?sub=Electric%20Power&p=Electric%20Power/News
http://www.gao.gov/highlights/d071038thigh.pdf
http://www.gao.gov/new.items/d071038t.pdf


July 13, Springfield News−Leader (MO) — Three buildings evacuated following torn gas
line. Several buildings on and near the Missouri State University (MSU) campus were
evacuated Thursday afternoon, July 11, after a natural gas line was severed during construction
at JQH Arena. No one was injured, and construction resumed a short time later once City
Utilities workers clamped off the line. "We had a contractor within the JQH Arena site who was
excavating on the northwest corner of the site...and accidentally tore into a gas main," said Greg
Burris, MSU's vice president for administrative and information services. Hammons Student
Center — where about 80 high school students were attending a volleyball camp — as well as
Wehr Band Hall and First and Calvary Presbyterian Church were evacuated.
Source: http://www.news−leader.com/apps/pbcs.dll/article?AID=/200707
13/NEWS01/707130420/1007/NEWS01

5. July 11, WKTV (NY) — Pool evacuated and closed after chemical spill. Addison Miller pool
in Utica, NY, was evacuated and closed Wednesday, July 11, after a chemical spill. According
to Utica Fire Chief Russell Brooks, there was a spill of chlorine that caused the incident. Chief
Brooks said that there were no sicknesses as a result of the spill, and no one was sent to the
hospital.
Source: http://www.wktv.com/news/local/8435562.html

6. July 11, Honolulu Advertiser — Odor forces evacuation of daycare center. Dozens of
children were evacuated from the Waianae Coast Daycare Center in Hawaii as a precaution
early Wednesday afternoon, July 11, after a teacher said she smelled a chemical odor and
became ill. The preschoolers, 60 to 70 in all, were taken to a sister facility at the United
Methodist Church down the road next to the Waianae fire station. None of the children were
injured or exhibited any adverse effects. Capt. Frank Johnson, Honolulu Fire Department
spokesperson, said the smell may have come from a leak in a nearby propane tank.
Source: http://the.honoluluadvertiser.com/article/2007/Jul/11/br/br1 976082345.html

[Return to top]

Defense Industrial Base Sector

7. July 12, SecurityFocus — Sensitive U.S. military files accessible on the Internet. A lack of
adequate protections on file servers run by government agencies and military subcontractors
allowed reporters for the Associated Press to download sensitive military and technical files
from computers that should not have allowed public access, the news service reported on
Thursday, July 12. The files included information that could have allowed hackers access to
Department of Defense computer systems, maps of military facilities in Iraq, descriptions of the
security features at some of the facilities, and plans for infrastructure improvement at bases in
the Middle East, the AP reported. The files were hosted on anonymous File Transfer Protocol
servers with no password protection or, in one case, with a password that was included in
another file on the server.
Source: http://www.securityfocus.com/brief/546

[Return to top]
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Banking and Finance Sector

8. July 13, Finextra — UK's Abbey bank embarrassed by Web banking glitch. Abbey's
Internet banking service was hit by a technical glitch on Thursday evening, July 12, which
resulted in some users randomly shown data belonging to other customers. In a statement the
bank says it experienced system problems relating to its e−banking facility "as a consequence
of network issues with our external supplier." Abbey says there was a "short window" where
customers could view random data. But the bank insists that none of the data related to a
specific customer and none could be "transacted on." The bank says it was "a presentational
error without any security exposure."
Source: http://www.finextra.com/fullstory.asp?id=17178

9. July 12, Government Technology — UK data protection watchdog slams firms for security
breaches. The UK Information Commissioner is calling on UK chief executives to take the
security of employees' and customers' personal information more seriously. His call follows a
number of unacceptable security breaches over the last year, involving leading names such as
Orange and several high street banks. Information Commissioner Richard Thomas said: "Over
the last year we have seen far too many careless and inexcusable breaches of people's personal
information. The roll call of banks, retailers, government departments, public bodies and other
organizations which have admitted serious security lapses is frankly horrifying...Business and
public sector leaders must take their data protection obligations more seriously. The majority of
organizations process personal information appropriately −− but privacy must be given more
priority in every UK boardroom." The Information Commissioner's annual report highlights
that the UK's Information Commissioner's Office (ICO) received almost 24,000 enquiries and
complaints concerning personal information in 2006/7.
ICO's annual report: http://www.ico.gov.uk/upload/documents/library/corporate/res
earch_and_reports/ico_ar_web_final_version_0207.pdf
Source: http://www.govtech.com/gt/126779?topic=117688

10.July 11, InformationWeek — Boeing employee charged with stealing 320,000 sensitive files.
A disgruntled Boeing employee was charged Tuesday, July 10, with 16 counts of computer
trespass for allegedly stealing more than 320,000 company files over the course of more than
two years and leaking them to The Seattle Times. Gerald Lee Eastman, who was a quality
assurance inspector at Boeing at the time of the thefts, is slated to be arraigned on July 17,
according to a spokesperson for the King County Prosecuting Attorney's Office. He faces up to
57 months in prison if convicted on all counts. According to a criminal complaint, a search of
Eastman's home found computers and storage devices containing more than 320,000 pages of
"very sensitive" documents related to Boeing's business operations. Boeing estimated in an
arrest report that if only a portion of the stolen documents were given to competitors, it could
cost the company between $5 billion and $15 billion.
Source: http://www.informationweek.com/security/showArticle.jhtml;js
essionid=DPISNV4XP2GS0QSNDLRCKH0CJUNN2JVN?articleID=20100082
0&articleID=201000820

[Return to top]
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Transportation and Border Security Sector

11.July 14, Associated Press — Flight diverted after reports of smoke in cockpit. Passengers on
a Delta Airlines flight from New York to Seattle had an unexpected stopover in Chicago. Flight
597 with 181 people on board made a safe emergency landing at O'Hare International Airport
Friday night, July 13, after the pilot reported smoke in the cabin. Mechanics have been
inspecting the Boeing 757 but there's no word yet on what caused the smoke.
Source: http://www.wusa9.com/news/news_article.aspx?storyid=60796

12.July 14, KUSA−TV (CO) — Colorado center to test potential rail security threats. Congress
is turning to the Transportation Technology Center, Inc. (TTCI) to make subways and
commuter trains safer. Rep. Ed Perlmutter's (D−CO) amendment to a homeland security bill
will give the center $18 million to build a tunnel test track. "Quite frankly, we've got one of the
best facilities anywhere on the planet for dealing with rail safety and rail security issues right
here in Pueblo," Perlmutter said. On Saturday, July 14, officials hosted the Chair of the House
Homeland Security Committee, Rep. Bennie Thompson (R−MS), and Undersecretary of
Homeland Security, Jay Cohen, at a homeland security demonstration at TTCI. The TTCI tests
trains and railroad equipment for the United States government and private companies around
the world. The site, 21 miles northeast of Pueblo, CO, is owned by the Department of
Transportation, and is operated and maintained by the Transportation Technology Center, Inc.,
under a care, custody, and control contract with the Federal Railroad Administration.
Source: http://www.9news.com/news/article.aspx?storyid=73713

13.July 13, Associated Press/WNBC (NY) — Tanker runs aground off Coney Island. A tanker
carrying more than 550,000 barrels of oil ran aground off Coney Island early Thursday, July 12,
Coast Guard officials said. Something went wrong with the steering system on the ship at about
6:30 a.m. EDT, causing the White Sea to turn off course and run into the sandy bottom of
Ambrose Channel, one of the main shipping channels for New York City−area ports, said Coast
Guard spokesperson Chief Bob Laura The Coast Guard set up a security zone around the
vessel, but traffic departing from the Port of New York and New Jersey was unimpeded, Laura
said. All vessels leaving the port to head to open sea must take the route.
Source: http://www.wnbc.com/news/13669142/detail.html?dl=headlinecli ck

14.July 13, Associated Press — Federal report: FAA covers up air traffic control mistakes at
DFW. A government investigator has accused the Federal Aviation Administration (FAA) of
covering up mistakes by air traffic controllers at one of the nation's busiest airports and
sometimes shifting the blame to pilots. The problems at Dallas−Fort Worth International
Airport (DFW) included planes that flew too close together and a controller who did not notify
a colleague when a plane was cleared for takeoff. The allegations came from the U.S. Office of
Special Counsel, an independent investigative agency responsible for protecting government
whistle−blowers. The office's report renewed accusations that were made in 2005 but,
according to the investigator, never fixed. "The message needs to get out that we have a
cavalier attitude about safety," special counsel Scott Bloch said Thursday, July 12, in an
interview, citing a "culture of laxness" at both the FAA and the air traffic controllers' union.
Bloch relied on interviews with two FAA whistle−blowers and other employees, and a review
of radar data. Bloch sent a letter and the report to Department of Transportation Secretary Mary
Peters, directing the Department to investigate and make recommendations within 60 days.
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Source: http://www.usatoday.com/travel/flights/2007−07−13−dfw−contro llers_N.htm

15.July 13, Associated Press — AMR worker sentenced for voucher sales. A former American
Eagle employee was sentenced Friday, July 13, to 15 months in prison for selling counterfeit
travel vouchers. Ken Lamont Kirby was also ordered to repay $23,700 to American Airlines.
Authorities said Kirby, 34, of Plano, TX, and another American Eagle employee used the
American Airlines computer system to print fake travel vouchers, which they sold at half the
face value or allowed customers to exchange for tickets. Edward C. Ivory Jr., 30, of Chicago,
was sentenced last month to 37 months in prison and ordered to pay $55,144 in restitution.
American Eagle and American Airlines are units of Fort Worth−based AMR Corp.
Source: http://biz.yahoo.com/ap/070713/tx_airline_employee_fraud.htm l?.v=1

[Return to top]

Postal and Shipping Sector

Nothing to report.
[Return to top]

Agriculture Sector

16.July 13, Agricultural Research Service — USDA announces colony collapse research action
plan. U.S. Department of Agriculture (USDA) Under Secretary for Research, Education and
Economics Gale Buchanan Friday, July 13, announced that USDA researchers have finalized
an action plan for dealing with colony collapse disorder (CCD) of honey bees. "There were
enough honey bees to provide pollination for U.S. agriculture this year, but beekeepers could
face a serious problem next year and beyond," Buchanan said. The action plan coordinates the
federal strategy in response to CCD. It addresses four main components: (1) survey and data
collection needs; (2) analysis of samples to determine the prevalence of various pests and
pathogens, exposure to pesticides, or other unusual factors; (3) controlled experiments to
carefully analyze the potential causes of CCD; and (4) developing new methods to improve the
general health of bees to reduce their susceptibility to CCD and other disorders. CCD became
apparent as a problem beginning in the winter of 2006−2007 when some beekeepers began
reporting losses of 30 to 90 percent of their hives. While colony losses are not unexpected
during winter weather, the magnitude of loss suffered by some beekeepers was highly unusual.
Plan: http://www.ars.usda.gov/is/br/ccd/ccd_actionplan.pdf
Source: http://www.ars.usda.gov/News/docs.htm?docid=1261

17.July 12, Stop soybean Rust News — First soybean rust of year in Mississippi; more rust in
Texas. Asian soybean rust has been confirmed on kudzu in Mississippi. The Mississippi find is
the first in the state this year. Infection is low to moderate, and sporulation is light, officials
said. In Texas, rust has been found on soybeans in a sentinel plot and the surrounding
commercial soybean field in Victoria County. Preliminary scouting indicates that rust is also
present in other fields in the area, including other nearby counties, officials said. Victoria is on
the Gulf Coast of Texas, about midway between the rust−positive counties of Hidalgo and
Liberty counties.
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Source: http://www.stopsoybeanrust.com/viewStory.asp?StoryID=1060

[Return to top]

Food Sector

18.July 15, All Headline News — Chicago salmonella outbreak tied to tainted hummus.
Three−hundred and seventy−eight people claimed they have come down with salmonella
illnesses after consuming food bought at a Persian cuisine booth at Taste of Chicago, according
to the Chicago Department of Public Health. The origin of the bacteria is believed to be tahini
−− a sesame seed paste used to make hummus −− which was the core ingredient of a salad
offered by Pars Cove Persian Cuisine at the popular food−tasting event. Laboratory tests
confirm two thirds of the 378 as cases of salmonella, with more results pending, health officials
said. The strain −− Salmonella Heidelberg −− is frequently seen in the United States, and
causes food borne illnesses. So far, twelve people have been hospitalized.
Source: http://www.allheadlinenews.com/articles/7007909720

19.July 14, BBC News — Beijing suspends U.S. meat imports. China has suspended imports
from several key U.S. meat suppliers after months of international scrutiny over the safety of
Chinese food and drugs. Officials said they had found salmonella and growth−enhancers in
several imported U.S. chicken products. China's General Administration of Quality
Supervision, Inspection and Quarantine said salmonella had been found in products from the
largest U.S. meat processor, Tyson Foods. Chicken feet supplied by Sanderson Farms had
growth enhancers and anti−parasite drugs, it said. Among the suspended U.S. operators were
Cargill Meat Solutions, AJC International and Triumph Foods.
Source: http://news.bbc.co.uk/2/hi/asia−pacific/6898833.stm

20.July 13, U.S. Food and Drug Administration — Update on tainted veggie booty snack food.
The U.S. Food and Drug Administration (FDA) Friday, Jult 13, confirmed that a strain of
Salmonella Wandsworth bacteria found in Veggie Booty snack food is responsible for the
disease outbreak that occurred between March and June 2007. Epidemiological testing
conducted by the Minnesota Agricultural Lab previously implicated Veggie Booty snack food
as the source of the outbreak. The results of FDA’s own testing added confirmation. Veggie
Booty is marketed by Robert’s American Gourmet, of Sea Cliff, NY. The U.S. Centers for
Disease Control and Prevention (CDC) has identified 61 children from 19 states who have
become ill. Six children were hospitalized. There are no reported deaths. States reporting
illnesses include: California (seven cases), Colorado (five), Connecticut (two), Georgia (one),
Illinois (two), Indiana (one), Massachusetts (four), Minnesota (two), New Hampshire (two),
New Jersey (two), New York (15), Oregon (one), Pennsylvania (four), Tennessee (one), Texas
(two), Virginia (one), Vermont (three), Washington (four), and Wisconsin (two). Preliminary
testing suggests that the seasoning mix used in Veggie Booty may be the source of the
contamination. FDA will continue to trace back the ingredients and processing methods used
for the seasoning mix.
Source: http://www.fda.gov/bbs/topics/NEWS/2007/NEW01666.html

[Return to top]
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Water Sector

21.July 13, U.S. Environmental Protection Agency — EPA orders Air Force to clean up
McGuire Air Force Base. The U.S. Environmental Protection Agency (EPA) is taking a major
step toward a cleanup of the McGuire Air Force Base in New Hanover Township, NJ, by
compelling the Air Force to conduct the cleanup. EPA is ordering the Air Force to study
contamination at its base and take steps to clean it up. This order spells out the timeframe for
the steps, from study to cleanup measures. Along with the technical work that needs to be done,
the Air Force will be required to develop a plan of work with the surrounding community to get
input into the process. Since 1982, when the Air Force started an environmental study of
McGuire, 41 areas of the more than 3,500−acre base have been identified as having potential
contamination. Contaminants ranging from PCBs, pesticides, volatile compounds, metals,
petroleum and jet fuel products have been found in the soil, sediment, surface water and
groundwater at the base. The areas identified on the base include landfills, fire training areas,
pesticides mixing shops, fuel storage and leak areas, underground tanks and fuel lines, a PCB
spill site, and wastewater treatment plant sludge disposal area.
Source: http://yosemite.epa.gov/opa/admpress.nsf/bb1285e857b49ac4852
572a00065683f/20c24f5c75234095852573170051c35c!OpenDocument

[Return to top]

Public Health Sector

22.July 15, Associated Press — Dozens fall ill at Bangladesh school. Health officials were
investigating after dozens of students and teachers lost consciousness at a school near the
capital, officials said Sunday, July 15. Over the past week, at least 50 students and four teachers
suffered headaches, nausea or convulsions before losing consciousness at Adiabad Islamia High
School and College in Narsingdi district, about 20 miles east of Dhaka. Public health official
Birendranath Sinha said a virus, chemical or gas contamination could be responsible. He did
not elaborate. About 20 students were taken to Narsingdi Sadar Hospital and released after
receiving first aid. Some 30 others still were being treated at other medical centers.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/07
/15/AR2007071500197.html

23.July 15, Agence France−Presse — Airline passengers exposed to polio get shots. Australia's
health authorities began an emergency immunization program Sunday, July 15, for passengers
who shared a Thai Airways flight with a man diagnosed with polio. Almost 250 people were on
the flight from Bangkok to Melbourne early this month with a 22−year−old student from
Pakistan who was later diagnosed with the first case of polio in Australia in 20 years, officials
said. About 100 of the mostly−Australian passengers had been contacted and efforts were being
made to get in touch with the others after a national health alert was issued on Friday, July 13.
The student, who had been in Pakistan for four months before returning to Australia on Thai
Airways flight TG999 from Bangkok on July 1, is in a Melbourne hospital after being admitted
on July 7. There is no cure for polio, which can cause permanent disability or death, but it has
been largely eradicated by a comprehensive vaccine program, with worldwide cases dropping
from 350,000 in 1988 to 1,912 in 2006.
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Source: http://news.yahoo.com/s/afp/20070715/wl_asia_afp/healthaustr
aliapolio_070715054855;_ylt=AlU_AQ702GGVVOYkiuk_ptWJOrgF

24.July 14, Associated Press — CDC quarantine officers ever on watch. A day's work for Lt.
Cmdr. Rendi Murphree Bacon can mean face time with lab rats, frozen specimens or a
baboon−hunting trophy. It can bring refugees from far−flung nations where the crippling polio
virus has resurfaced or a traveler with a human skull souvenir. The biologist with the U.S.
Public Health Service is a quarantine officer for the U.S. Centers for Disease Control and
Prevention (CDC) at Chicago's O'Hare International Airport, one of the busiest hubs in the
world. Her duties include investigating reports of illness on international flights, checking the
health of arriving refugees, inspecting animal products and screening cargo. She can seize
articles that lack proper permits. Once there were hundreds of officers like her working on the
front lines to prevent potential health threats from entering the U.S. Now there are fewer than
100 −− a number the CDC has been rebuilding since the September 11 terror attacks. CDC
quarantine officers have the legal authority to detain anyone who may have cholera, diphtheria,
infectious tuberculosis, plague, smallpox, yellow fever, viral hemorrhagic fevers, SARS and
pandemic flu.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/07
/14/AR2007071400612.html

[Return to top]

Government Sector

25.July 13, Associated Press — New York teens charged with school plot. Two teenagers were
arrested on conspiracy charges for allegedly threatening to attack teachers and classmates at a
Long Island high school with guns and bombs, authorities said Friday, July 13. Police in
Suffolk County said they had arrested a 15−year−old and a 17−year−old suspected of planning
an attack on Connetquot High School in Bohemia. School authorities got hold of a handwritten
journal on July 6 that contained "numerous terrorist threats and plans to attack the school on a
future date," police said in a statement. It was allegedly written by a 15−year−old on long−term
suspension from the school. A search warrant was issued for the 15−year−old's computer, and
police said they found the teen had tried several times to obtain weapons, including an Uzi
automatic rifle and five pounds of black powder explosives.
Source: http://hosted.ap.org/dynamic/stories/T/TEEN_BOMB_THREAT?SITE
=WUSA&SECTION=HOME&TEMPLATE=DEFAULT

[Return to top]

Emergency Services Sector

26.July 14, Associated Press — California 911 tapes reveal slow fire response. Authorities in
California delayed responding to a wildfire that destroyed 254 homes last month because two
emergency dispatchers initially dismissed 911 calls reporting the Lake Tahoe blaze, transcripts
released Friday, July 13, show. The dispatchers have been reassigned while the California
Highway Patrol (CHP) investigates, authorities said. Their dismissals caused a seven−to−nine

9

http://news.yahoo.com/s/afp/20070715/wl_asia_afp/healthaustraliapolio_070715054855;_ylt=AlU_AQ702GGVVOYkiuk_ptWJOrgF
http://news.yahoo.com/s/afp/20070715/wl_asia_afp/healthaustraliapolio_070715054855;_ylt=AlU_AQ702GGVVOYkiuk_ptWJOrgF
http://www.washingtonpost.com/wp-dyn/content/article/2007/07/14/AR2007071400612.html
http://www.washingtonpost.com/wp-dyn/content/article/2007/07/14/AR2007071400612.html
http://hosted.ap.org/dynamic/stories/T/TEEN_BOMB_THREAT?SITE=WUSA&SECTION=HOME&TEMPLATE=DEFAULT
http://hosted.ap.org/dynamic/stories/T/TEEN_BOMB_THREAT?SITE=WUSA&SECTION=HOME&TEMPLATE=DEFAULT


minute delay in the initial response to the blaze, the transcripts show. On a tape of five calls
answered by the CHP Truckee field office, dispatchers tell callers the smoke they are seeing is
from a controlled burn. The smoke actually came from a fire that ultimately destroyed 254
homes and burned 3,100 acres of mountain wilderness. The dispatchers also did not follow
CHP policy, in which they are instructed to keep callers on the line and transfer them to a local
fire department in such situations. Instead, they let the callers hang up.
Source: http://www.courant.com/news/custom/latest/ats−ap_top13jul13,
0,1517986.story?coll=hc_news_local_ec_promo

27.July 11, Government Technology — Mississippi Wireless Information Network to utilize
700 MHz dedicated public safety network. Mississippi Governor Haley Barbour announced
Wednesday, July 11, the State of Mississippi has signed a contract for the development and
deployment of a statewide interoperable emergency communications voice and radio network.
For use by state and public safety agencies in emergencies such as natural disasters, the new
mission−critical voice and data system will provide seamless interoperable emergency
communications coverage throughout the state. It is known as the Mississippi Wireless
Information Network (MSWIN) and will utilize the robust 700 MHz dedicated public safety
network. In addition to leveraging existing public and private communication infrastructure
across the state, another benefit of MSWIN is that the Mississippi system will also be
interoperable with public safety communications systems in several neighboring states,
including Louisiana, Arkansas, Shelby County (Memphis) in Tennessee and Jefferson County
(Birmingham) in Alabama.
Source: http://www.govtech.com/gt/articles/126700

[Return to top]

Information Technology and Telecommunications Sector

28.July 13, Register (UK) — Oracle UK systems accused in SSH hacking spree. Compromised
computers at Oracle UK are listed among the ten worst offenders on the net for launching
attacks on servers which run SSH (secure shell) server software. Oracle said it is investigating
the reported problem. A box (or group of boxes behind a proxy) at Oracle UK is among the
worst offenders for launching attacks, according to statistics from servers running DenyHosts
software to block SSH brute−force password attacks. DenyHosts is a script for Linux system
administrators designed to help thwart SSH server attacks. Around 6,800 users contribute to the
data it collects. The compromised Oracle boxes −− recorded as active since May 3 −− feature at
number nine on DenyHosts' list. The listing implies a computer (or multiple computers) at
Oracle UK have been compromised for weeks allowing hackers to enjoy access to Oracle's
bandwidth in order to hack other boxes elsewhere on the Internet.
Source: http://www.theregister.co.uk/2007/07/13/oracle_ssh_shamelist _listing/

29.July 13, CNET News — Cell phone security has at least one flaw: people. People have
always been the weakest link when it comes to protecting computers. The same applies to
mobile phones. Despite companies' attempts to create relatively secure operating systems,
trickery and social engineering continue to manipulate people. For example, the Symbian
operating system for mobile phones is "fairly secure," F−Secure security expert Patrik Runald
said. Yet security is a problem. "All the malware we've seen so far relies on the user installing it
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themselves, bypassing three to four security warnings. So there hasn't really been a flaw in the
operating system," he said. Runald acknowledges that some problems may be caused by
unclear instructions on the user interface. But by and large, he said, security problems are
caused by people ignoring warning signs. There have been a few instances in which
cybercriminals disguised files to make them look like interesting shareware or freeware, but
mostly he blames user ignorance. "They think it's about ringtones, games, wallpapers, videos
−− all good and fun things. But there are actually malicious things out there as well," Runald
said.
Source: http://news.com.com/Cell+phone+security+has+at+least+one+fla
w+people/2100−7349_3−6196553.html?tag=nefd.top

30.July 13, CNET News — Critical Microsoft security bulletin revised to add Office for Mac.
Microsoft late Thursday, July 12, revised one of its critical security bulletins from Patch
Tuesday, adding another item to its list of affected software. Security bulletin MS07−036 now
includes a warning that Microsoft Office 2004 for the Mac is also affected. The update is
designed to address a security flaw, which could allow attackers to overwrite the computer's
memory with malicious code. Microsoft notes that people running Office 2004 for the Mac on
the Mac OS X 10.2 are at risk.
Microsoft Security Bulletin MS07−036:
http://www.microsoft.com/technet/security/Bulletin/ms07−036. mspx
Source: http://news.com.com/8301−10784_3−9744027−7.html

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.

[Return to top]

Commercial Facilities/Real Estate, Monument &Icons Sector

Nothing to report.
[Return to top]

General Sector

Nothing to report.
[Return to top]

11

http://news.com.com/Cell+phone+security+has+at+least+one+flaw+people/2100-7349_3-6196553.html?tag=nefd.top
http://news.com.com/Cell+phone+security+has+at+least+one+flaw+people/2100-7349_3-6196553.html?tag=nefd.top
http://www.microsoft.com/technet/security/Bulletin/ms07-036.mspx
http://news.com.com/8301-10784_3-9744027-7.html
mailto:soc@us-cert.gov
http://www.us-cert.gov/
https://www.it-isac.org/


DHS Daily Open Source Infrastructure Report Contact Information

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure
Report is a daily [Monday through Friday] summary of open−source published information
concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure
Report is archived for ten days on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

DHS Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644 for more information.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

Department of Homeland Security Disclaimer
 The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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