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Daily Highlights

Fidelity National Information Services, a financial processing company, said Tuesday, July 3,
a subsidiary's employee sold 2.3 million consumer records containing credit card, bank
account and other personal information.  (See item 9)

• 

The New York Times reports New York City’s 911 call system is getting a major overhaul
that will include a backup center and will, for the first time, consolidate operators and
dispatchers from all of the emergency services into two centers.  (See item 28)

• 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. July 03, Washington Post — Dominion bowing out of energy exploration. Dominion
Resources, a Virginia energy producer, said Monday, July 2, that it was selling natural gas and
oil reserves in Oklahoma, Kansas and Texas, a deal that would take the company almost
completely out of the exploration and production business. Dominion agreed to sell its
operations in the mid−continent basin to Linn Energy, a Houston company, for $2.05 billion.
All told, the company has sold $13.93 billion in exploration and production assets in recent
months. The Richmond company started to buy natural gas and oil exploration businesses in the
mid−1990s as a way to diversify its operations, and the additions came to account for about a
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third of the company's operating earnings. But the gas and oil exploration and production
business can be a volatile one, subject to price swings and natural disasters, and it made
investors uneasy. By focusing primarily on power generation, distribution, transmission,
storage and retail, Dominion hopes to reduce its risks and produce more stable earnings growth,
chief executive Thomas F. Farrell II said in a letter to shareholders. The utility will retain
natural gas and oil reserves in the Appalachian basin in West Virginia, Pennsylvania and Ohio,
near its current retail customer base.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/07
/02/AR2007070200627.html

2. July 03, Platts Energy Bulletin — Shell will not abandon Nigeria but oil theft poses
problem: report. Royal Dutch Shell Tuesday, July 3, said it has no plans to abandon Nigeria
despite the ongoing violence in the Niger Delta but said the theft of crude oil, known as illegal
oil bunkering, still poses a problem for the country's biggest producer. Shell Petroleum
Development Co's general manager, Western Division, Cor Zeggllar, said the illegal oil
bunkering and damage to 500 of its flow lines had cost the company tens of millions of dollars
since early 2006. "Shell has no intention to leave Niger Delta. We are now in the process of
re−entering again in the area where we have already established small production," Zeggllar
said. "One of the areas that concerns us is the illegal bunkering that is still taking place in a
number of areas and it is creating significant environmental damage and it is also creating
irreversible damage to our reservoirs," he said. Illegal oil bunkering has become a profitable
business in the Niger Delta, home to Nigeria's lucrative oil and gas industry. The bunkerers tap
directly into pipelines away from oil company facilities, and connect from the pipes to barges
that are hidden in small creeks.
Source: http://www.platts.com/Oil/News/8135528.xml?sub=Oil&p=Oil/New s

3. July 02, Bloomberg — BP halts gas flows to Teesside, cutting production. BP Plc, Europe's
second−largest oil and natural−gas company, halted flows of natural gas through a U.K. North
Sea gas pipeline, cutting potential deliveries of more than a tenth of Britain's domestic gas
production. BP decided "to temporarily suspend operation" of the Central Area Transmission
System, or CATS, pipeline, which carries supplies of gas to the Teesside sub−terminal in
northeast England, Joanne McDonald, company spokesperson said. Flows stopped Sunday
afternoon, July 1, she said. The halt in flows through the pipe is "related to the incident
whereby a large vessel dragged its anchor in the vicinity of the gas pipeline," McDonald said.
"It's too early to say" when it may start, she said. The CATS pipeline transported more than 12
percent of the gas produced by the U.K. in 2005, according to data from the country's industry
ministry. It provides access to the U.K. market for the BP−operated Everest and Lomond fields,
as well as production operated by BP and Royal Dutch Shell Plc from the Eastern Trough Area
Project, ConocoPhillips' J−Block, BG Group Plc's Armada Area Fields, and various other areas.
Source: http://www.bloomberg.com/apps/news?pid=20601072&sid=ad.3pA4t
yQWw&refer=energy

4. July 02, Brattleboro Reformer (VT) — Vermont Yankee contractor fired for failing to check
room's radiation levels. A contracted employee was fired from his job at Vermont Yankee
nuclear power plant after he violated Entergy policies and Nuclear Regulatory Commission
(NRC) regulations. The contractor, with 31 years of experience as a radiation protection
technician, was fired for not conducting a radiation survey of the reactor's water clean up room
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"prior to allowing access to an auxiliary operator," according to the NRC. No one was harmed
by the technician's failure to check the radiation level in the room, said Larry Smith,
spokesperson for Vermont Yankee, and Entergy does not tolerate such violations. The incident
in question occurred August 17, 2006, when the contractor failed to check the occupational
dose limits of radiation in the room and allowed a plant technician to enter the room, according
to the NRC. "The NRC further determined that the technician's actions were willful, in careless
disregard for the requirements," wrote David C. Lew, the director of the NRC's division of
reactor projects. Vermont Yankee supervisors were not to blame for the incident, wrote Lew.
Source: http://www.reformer.com/ci_6279316?source=most_viewed

[Return to top]

Chemical Industry and Hazardous Materials Sector

Nothing to report.
[Return to top]

Defense Industrial Base Sector

5. July 03, Federal Computer Week — DoD IG: Failures in NetCents jeopardize classified
info. Information assurance failures in a major Air Force procurement program could let
foreign governments access classified Department of Defense (DoD) information. That was one
major problem the DoD inspector general (IG) identified in an audit of the Air Force
Network−Centric Solutions contract released Monday, July 2. “The NetCents contracts were
not complete with respect to information assurance requirements,” the IG reported. As a result,
NetCents task orders also could fail to support defense systems during contingency operations
and could compromise the physical security of federally controlled facilities and information,
the report stated. The information assurance problems resulted from the omission of five
required clauses from NetCents contracts. The omission of a clause that mandates contractor
disclosure of foreign government interest could allow contractors owned by a foreign
government access to sensitive information, the report said.
DoD IG report: http://www.dodig.mil/Audit/reports/FY07/07−106.pdf
Source: http://www.fcw.com/article103127−07−03−07−Web

6. July 03, Washington Technology — Pentagon eyes IT support for data center. The
Department of Defense likely will request proposals from vendors in the third week of August
to provide architecture and database support services to the Defense Manpower Data Center
(DMDC), according to a recently−issued procurement notice. The notice asked IT vendors to
volunteer information about how DMDC should structure the project. The request for
information (RFI) stated that DMDC would purchase the services via the General Services
Administration’s Federal Technology Service. The procurement notice added that DMDC
likely would hire a vendor to help design, develop and implement the architecture for several
databases at the agency, including personnel and authentication data repositories and data
warehouse services. The RFI added that DMDC agency also would purchase online and
ancillary support services incidental to the architecture work.
Procurement notice: http://www2.fbo.gov/spg/GSA/FTS/ASD6TSA/DKTD07CB004S/Synopsi
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sR.html
Source: http://www.washingtontechnology.com/online/1_1/30966−1.html? topic=defense

7. July 02, Associated Press — Military shreds F−14s. The Pentagon is paying a contractor at
least $900,000 to destroy old F−14s, a jet affectionately nicknamed "the turkey," rather than sell
the spares at the risk of their falling into the wrong hands, including Iran's. The Department of
Defense had intended to destroy spare parts unique to the F−14 but sell thousands of others that
could be used on other aircraft. It suspended sales of all Tomcat parts after The Associated
Press reported in January that buyers for Iran, China and other countries had exploited gaps in
surplus−sale security to acquire sensitive U.S. military gear, including F−14 parts.
Source: http://www.examiner.com/a−809183%7EJets_Shredded__Kept_Away_
From__Bad_Guys_.html

[Return to top]

Banking and Finance Sector

8. July 03, Australian IT — Banks face $1 billion terror bill. Australian banks and insurers are
facing a $1 billion compliance bill as they scramble to introduce tough new rules designed to
catch money launderers and terrorist financiers. Banks must introduce tools to help them to
identify customers who may pose a risk Tight timetables have put the financial services sector
under the gun and experts are tipping a war for talent as consultants and banks chase scarce
anti−money−laundering (AML) skills. The pressures follow the passage last year of the federal
Government's Anti−Money−Laundering and Counter−Terrorism Financing Act 2006, which
brings Australia into line with stringent regulations adopted internationally. At the heart of the
AML law are requirements, dubbed know your customer (KYC), mandating that financial
institutions be able to assess the chances that a customer may be involved in money laundering
or terrorism financing. To meet that requirement, banks must link customer information across
all their divisions and introduce reporting and monitoring tools that enable them to identify
customers who may pose a risk. Capgemini Australia AML practice leader Gregory Smith said
most domestic banks were not even in a position to build a complete picture of an individual
customer, let alone fully monitor and assess them.
Source: http://www.australianit.news.com.au/story/0,24897,22006090−1 5306,00.html

9. July 03, Associated Press — Fidelity says 2.3 million records stolen. Fidelity National
Information Services, a financial processing company, said Tuesday, July 3, a subsidiary's
employee stole 2.3 million consumer records containing credit card, bank account and other
personal information. The employee sold the information a data broker who sold it to several
direct marketing companies, but the data was not used in identity theft or other fraudulent
financial activity, Fidelity said. About 2.2 million records stolen from Certegy Check Services
Inc. contained bank account information and 99,000 contained credit card information, Fidelity
said.
Source: http://www.nytimes.com/aponline/business/AP−Fidelity−Consume
r−Data.html?_r=1&oref=slogin

10.July 01, NonProfit Times — Universities are the most likely place for data incidents. If
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information from the Privacy Rights Clearinghouse (PRC) is any indication, you might think
data breaches have reached epidemic proportions, particularly at colleges and universities. The
San Diego−based consumer information and advocacy nonprofit lists a chronology of data
breaches on its Website dating to 2005. Incidents listed on the site from January 2005 through
early June of this year total 155,048,651 records containing sensitive personal information that
have been involved in security breaches. That's an average of almost five million per month.
"There's some merit to the argument that the university environment for information technology
is wide open. That's the nature of academic life, not only is it wide open but it's decentralized,"
says director Beth Givens. "Universities of course want to provide maximum access to
information technology for students and faculty, staff, researchers of all types. These are much
less controlled environments than corporate environments." Some colleges are getting out of
the habit of using Social Security numbers as a means of student identification, specifically
because of the threat of identity theft. Organizations are using a variety of methods and
procedures to ensure that private data doesn't fall into the hands of identity thieves.
Privacy Rights Website: http://www.privacyrights.org
Source: http://www.nptimes.com/07Jul/npt−070701−2.html

[Return to top]

Transportation and Border Security Sector

11.July 03, Associated Press — Northwest appears to have solved cancellation snafu.
Northwest Airlines, which canceled hundreds of flights a day at the end of June, avoided a rash
of cancellations over the weekend. Airline spokesperson Roman Blahoski said the airline
completed 98 percent of its scheduled flights on Saturday, June 30, and 96.2 percent of its
flights on Sunday. From June 22 to Thursday, June 28, it canceled about 1,200 flights, or about
12 percent of its flight schedule. The carrier operates passenger hubs in Minneapolis, Memphis,
and Detroit. After the June cancellations, Northwest said it would continue recalling all of its
furloughed pilots and hire additional pilots if they were needed. Northwest management also
decided to cut the airline's domestic flight capacity by three percent in August and to drop a
Detroit−to−Frankfurt flight beginning July 18. Northwest also plans to alter the way it
schedules pilots for flights to the East Coast so it can reduce the harm to the entire flight
schedule when there is bad weather or air traffic control delays there.
Source: http://www.usatoday.com/travel/flights/2007−07−03−nwa−solves −flights_N.htm

12.July 03, Associated Press — Big airlines want FAA to delay private jets in New York. The
leading U.S. airlines urged the Federal Aviation Administration (FAA) on Monday, July 2, to
impose delays on flights by corporate and private jets to help relieve the congestion at New
York airports over the Fourth of July holiday. Delays that stem from congestion in New York
can have ripple effects throughout the nation, particularly along the East Coast. The Air
Transport Association (ATA), which represents American Airlines and United Airlines, said
that private planes landing in smaller New York regional airports aren't necessarily subjected to
the same delays that bedevil commercial flights into New York's John F. Kennedy and
LaGuardia airports. That view was strongly disputed by the National Business Aviation
Association, which represents 8,000 companies and other operators of private aircraft. The
ATA's complaint comes as New York City airports have had a very difficult time with delayed
and canceled flights this year.
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Source: http://www.usatoday.com/travel/flights/2007−07−03−nyc−privat e−jets_N.htm

13.July 03, CNN — Security increased in eight city transit systems for holiday. The
Transportation Security Administration (TSA) will deploy special teams to help enhance transit
system security in eight cities over the July Fourth holiday, officials said Tuesday, July 3. The
teams −− consisting of K−9 explosive detection units, air marshals, transportation inspectors,
and behavior detection officers −− will be deployed in New York, Washington, DC, Boston,
Chicago, Los Angeles, Philadelphia, Houston, and San Francisco. Called Visual Intermodal
Protection and Response (VIPR) teams, they will focus on ground transportation systems as
well as airports in some of those cities. TSA spokesperson Lara Uselding in Chicago said the
VIPR team there will work in mass−transit areas but not in the airport. The deployment comes
amid elevated security concerns and because of the expected high numbers of people using
mass transit during the Independence Day celebrations. The VIPR teams were created after the
2004 train bombings in Madrid, Spain, that killed 191 people, according to the TSA Website:
http://www.tsa.gov/press/happenings/us_vigilance.shtm.
Source: http://www.cnn.com/2007/US/07/03/tsa.viper/index.html

14.June 29, Associated Press — Jet hit runway without landing gear. An investigation into the
aborted landing of an American Eagle jet at Boston’s Logan International Airport last week
found an electronic problem caused the jet to touch the runway without landing gear extended.
The regional jet was arriving from Toronto and carrying 40 people on June 20 when it scraped
the runway, causing sparks. No one was injured, and the pilot circled Logan before making a
successful landing on the second try, by following an emergency procedure to get the landing
gear down. During the first attempt, three green lights on a cockpit computer incorrectly
indicated that the landing gear was down and locked, according to the National Transportation
Safety Board (NTSB). The electronic unit was tested in another plane and exhibited the same
problem, NTSB spokesperson Peter Knudson said.
Source: http://biz.yahoo.com/ap/070629/ma_emergency_landing.html?.v= 1

[Return to top]

Postal and Shipping Sector

Nothing to report.
[Return to top]

Agriculture Sector

15.July 02, Savannah Morning News — Invading species target of state efforts. Georgia is being
invaded, wildlife officials say. The intruders are from nature. They are invasive species, both
plant and animal, and they are costly. The state is trying to come up with a way to get rid of or
control them. Nationwide, researchers concluded in a 2000 paper for the journal Bioscience, the
cost of "invasive" or "nonindigenous" species totaled $137 billion in economic losses. Some
animals escape from researchers. Others come from water gardens or plants that people keep
outside. Retailers and others who sell plants or animals are far easier to find. For example, the
Department of Agriculture can revoke the license of someone who sells plants that aren't
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supposed to be in the state. And there are bans on improperly stocking fish. The state is
working up an invasive species management plan, a process that almost 30 other states have
also undertaken. The plan would contain blueprints for dealing with aquatic invasive animals.
Source: http://www.savannahnow.com/node/317103

16.July 02, Associated Press — Uncertain times for New Jersey horse industry. Experts say
New Jersey's horse industry is in jeopardy due to development, growing competition from
racetracks with slot machines in neighboring states, and the steady decline in the fan base for
horse racing. "This is our critical year," said Mary Jo Herbert, a racehorse owner and breeder
who is president of the State Board of Agriculture. "We're all afraid that we're going to lose our
racing business and our horse farms." For several years, Atlantic City casinos have given
subsidies to the state's four tracks, and in return the tracks have dropped efforts to get slot
machines. But the subsidies expire at the end of the year, and no replacement funding is in
sight. New Jersey's horse industry includes breeding farms, training facilities, competitive
shows and farms that grow hay, oats and barley specifically for those horses, according to a
recent study on the industry's impact, funded by the state Agriculture Department and horse
racing interests. New Jersey has 7,200 equine operations across all 21 counties and 142,000
acres. That's about three percent of the state's 4.8 million acres and one−fifth of New Jersey
farmland. The state's horse industry generates about 13,000 jobs and $1.1 billion a year in total
economic impact.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/07
/02/AR2007070200063.html

[Return to top]

Food Sector

17.July 02, U.S. Food and Drug Administration — Nationwide recall of corn sticks. Robert’s
American Gourmet Food, Inc. of Sea Cliff, NY, is expanding its snack recall to include Super
Veggie Tings Crunchy Corn Sticks Snack Food, all lots and sizes, because it has the potential to
be contaminated with Salmonella, an organism which can cause serious and sometimes fatal
infections in young children, frail or elderly people, and others with weakened immune
systems. Super Veggie Tings Crunchy Corn Sticks were distributed nationwide and Canada,
and sold through local distributors, Internet sales, phone orders, mail orders, and retail outlets.
Veggie Booty has been associated or related with approximately 54 cases of Salmonella across
17 states. Roberts American Gourmet has decided to add Super Veggie Tings Crunchy Corn
Sticks to the recall as a precautionary measure.
Source: http://www.fda.gov/oc/po/firmrecalls/roberts07_07.html

18.July 02, International Herald Tribune — Meat labels don't show food's origin. A striking
contradiction is on display on U.S. grocery shelves: Labels tell shoppers where their imported
seafood was caught, but there is no telling where the meat, produce or nuts came from.
Members of Congress have managed to hold off the enforcement of a five−year−old law
requiring country−of−origin labeling on meat and produce as well as fish. In the years since the
labeling law took effect as part of the 2002 farm bill, its opponents have successfully blocked
all but seafood labeling from taking effect.
Source: http://www.iht.com/articles/2007/07/02/business/meat.php
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19.July 02, NZZ Online (Switzerland) — Nestlé completes takeover of Novartis food unit. Swiss
food and drinks group Nestlé has completed its $2.5 billion takeover of Swiss pharmaceutical
giant Novartis's Medical Nutrition business. Nestlé was required to divest health care nutrition
units in France and Spain to comply with demands by the European Commission, which was
concerned by Nestlé's new dominance of the market for liquid food, used to feed patients
intravenously. The deal, announced in December 2006, gives Nestlé control of brands such as
the Boost and Resource nutritional supplements and Optifast dieting products. Based in Gland,
western Switzerland, Medical Nutrition was expected in 2006 to generate around $950 million
in net sales and around $90 million of operating income. It is active in around 40 countries.
Medical Nutrition, formerly part of the Novartis's business's consumer health division, is the
number two global supplier of intestinal nutrition, oral nutrition and medical devices used to
provide essential nutrients to patients with special medical conditions.
Source: http://www.nzz.ch/2007/07/02/eng/article7983236.html

[Return to top]

Water Sector

20.July 02, Salt Lake Tribune (UT) — Firefighters remove a chlorine stockpile from a water
treatment plant. When firefighters ordered the town of Tridell be evacuated, Bryan Smith
refused to abandon his house, a couple of miles south of the flames. Smith, a water master,
stayed to watch over his irrigation ditches that were rapidly emptying as residents upstream
opened the gates to protect their homes. The threat to Tridell was more than just the flames
themselves. A water treatment plant near Whiterocks had a stockpile of chlorine for purification
purposes. Firefighters feared that if the flames reached the chlorine, it would produce a toxic
plume. But crews removed the tanks of chlorine and defused the situation even before the fire's
direction changed. They allowed the residents to return to their homes.
Source: http://www.sltrib.com/news/ci_6279752

[Return to top]

Public Health Sector

21.July 03, New York Times — Little known virus challenges a far−flung health system. A little
known virus is causing a big fuss in Micronesia, the Pacific island nation partly managed by the
U.S. The Zika virus, spread by mosquitoes, produces an itchy rash, pinkeye, joint pain and
fever. Since its discovery 60 years ago in an ill monkey in the Zika forest in Uganda, it has
caused rare cases and outbreaks in Africa and Southeast Asia. There is no specific treatment or
vaccine. Now Zika has made its first appearance in Micronesia, on the island of Yap, where
health officials say there have been at least 42 confirmed cases and 65 probable ones.
Additional cases may be occurring on other islands. While Zika does not seem to be fatal, it is
posing unusual challenges to the public health system, not just in this remote chain of islands,
about 600 miles east of the Philippines, but also in the U.S. The virus can be misleading, giving
false positive results on screening tests. Scientists from the U.S. Centers for Disease Control
and Prevention (CDC), the Pasteur Institute and the World Health Organization have joined
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Yap doctors in investigating the outbreak and trying to prevent further spread.
Source: http://www.nytimes.com/2007/07/03/health/03virus.html?_r=1&o ref=slogin

22.July 02, HealthNewsToday — Scientists spot antibodies that could fight SARS. An
international team of researchers has identified the first human antibodies capable of
neutralizing different strains of the virus responsible for severe acute respiratory syndrome
(SARS). This new discovery marks a major step towards developing specific drugs and
vaccines should the deadly disease re−emerge, experts noted. The particular viral strain that
caused the 2002 outbreak probably no longer exists in nature, the experts said, making it
imperative that any vaccine or drug be effective against a variety of animal strains, not just
against strains found in humans. The researchers say they have identified two human antibodies
that bind to a specific region of the SARS virus. One of the antibodies, called S230.15, was
discovered in the blood of a patient who recovered from SARS, while the other, m396, was
taken from a library of human antibodies culled from the blood of 10 healthy volunteers. The
antibodies were tested in a mouse model and in lab tests. In both cases, they were found to
neutralize samples of the virus left over from both outbreaks. They also neutralized samples of
the virus taken from wild civets, although less effectively. More tests suggested that m396
could neutralize all known forms of the SARS virus.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/07
/02/AR2007070201595.html

23.July 02, Associated Press — CDC suspends Texas A&M bioweapons research. The U.S.
Centers for Disease Control and Prevention (CDC) has suspended Texas A&M University's
federal research on some infectious diseases after two cases in which the school failed to report
researchers' exposure to bioweapons agents. In a memo sent Saturday, June 30, the CDC
questioned whether Texas A&M meets safety standards and has an appropriate security plan. It
also said federal officials will visit the campus this month to review records and interview key
researchers. The CDC letter threatened to permanently revoke A&M's authority to work with
"select agents," the most serious and infectious, if researchers don't follow federal guidelines.
Texas A&M heads the National Center for Foreign Animal and Zoonotic Disease Defense,
which is funded by an $18 million U.S. Department of Homeland Security biodefense research
grant. Three researchers tested positive for exposure to the weapons agent Q fever in April
2006, two months after another researcher fell ill from contact with the another agent, Brucella,
according to documents obtained by a bioweapons watchdog group. University officials waited
one year to report the Brucella case to the Centers for Disease Control. The Q fever case still
has not been reported. Federal law requires quick reporting of incidents.
Source: http://www.chron.com/disp/story.mpl/ap/tx/4936866.html

[Return to top]

Government Sector

24.July 03, New York Times — Arizona governor signs tough bill on hiring illegal immigrants.
Expressing frustration with the lack of a federal immigration law overhaul, Governor Janet
Napolitano of Arizona signed a bill on Monday, July 2, providing what are thought to be the
toughest state sanctions in the country against employers who knowingly hire illegal
immigrants. Napolitano, a Democrat, called the bill flawed and suggested that the Arizona
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Legislature reconvene to repair problems with it, but she nevertheless moved forward “because
Congress has failed miserably,” she wrote in a statement. The bill requires employers to verify
the legal status of their employees. If they fail to do so, they risk having their business licenses
suspended. A second offense could result in the “business death penalty,” a permanent
revocation of the state business license, effectively preventing a business from operating in the
state. Napolitano said she was concerned, among other problems, that under the law hospitals
and nursing homes could end up shuttered because of hiring one illegal immigrant. She also
said the bill did not provide enough money for the state attorney general to investigate
complaints. Arizona is the state where more people cross illegally into the United States than
any other.
Source: http://www.nytimes.com/2007/07/03/us/03arizona.html?_r=1&ore f=slogin

[Return to top]

Emergency Services Sector

25.July 03, Federal Emergency Management Agency — President declares major disasters for
New York and Kansas. The President has signed a disaster declaration for the State of New
York for severe storms and flooding that occurred on June 19, 2007. The declaration provides
for public assistance for Delaware County. All counties in New York are eligible to apply for
assistance under the Hazard Mitigation Grant Program. The President has also signed a disaster
declaration for the State of Kansas for severe storms and flooding that occurred on June 26,
2007, and continuing. The disaster declaration provides for public assistance for 17 counties.
Source: http://www.fema.gov/emergency/reports/2007/nat070307.shtm

26.July 03, Government Technology — July Fourth holiday week brings no vacation from
disasters. American Red Cross workers are helping those driven from their homes by massive
flooding in Kansas, Oklahoma, and Texas and wildfires in the western United States. In
Kansas, up to twenty inches of rain fell on southeast Kansas over the weekend; the National
Guard was called in to perform rescues in some areas. Other areas are almost impossible to
reach by road, so the Red Cross, the Salvation Army and other community organizations are
doing everything they can safely do to get food, water and supplies to those in need. Beginning
last week in Oklahoma, heavy rainfall began the flooding in Lawton, and has expanded to other
parts of northern Oklahoma. Sixteen counties in Texas have been soaked by rain for days, and
the rain is expected to continue. Shelters house some of those who have evacuated, and with
additional help from local churches and community organizations, people are getting help while
they deal with the shock and loss that always accompanies disaster. The Red Cross Safe and
Well Website is also operating to assist those who have not yet reached loved ones.
Safe and Well Website: https://disastersafe.redcross.org/default.aspx
Source: http://www.govtech.com/gt/articles/126210

27.July 03, Information Week — Emergency responders back RoIP for interoperability. A
national alliance of emergency responders wants to use radio over Internet Protocol (RoIP) to
solve interoperability problems. Comcare, a nonprofit group that promotes emergency systems,
procedures, tools, and training, on Monday, July 2, announced that its members want RoIP to
link disparate radio and telephone communications systems. The group, with more than 100
organizational members, said that the U.S. military uses RoIP for seamless communications and
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it is a cost−effective solution to communications problems that have hindered emergency
response. "RoIP means that we no longer have to buy an expensive new radio system for every
organization to get interoperability," RoxAnn Brown, director of Nashville, TN, Emergency
Communications Center and Comcare director, said in a statement. "We have a fast, flexible
interoperability solution for all organizations involved in emergency response, separate from
the critical, but more complicated and expensive, issues of delivering new radio systems to first
responders."
Source: http://www.informationweek.com/story/showArticle.jhtml?artic leID=200900214

28.July 03, New York Times — New York plans a much−delayed overhaul of 911. After years
of delays, New York City’s 911 call system is getting a $1.5 billion overhaul that will include a
backup center and will, for the first time, consolidate operators and dispatchers from all of the
emergency services in two centers, according to aides to Mayor Michael R. Bloomberg. Under
the plan, Police Department workers will take emergency calls, as they do now. But rather than
transfer fire and medical calls to fire and medical operators −− forcing callers to repeat
themselves −− the police operators will send computer messages to dispatchers from those
agencies. The plan calls for operators and dispatchers for all the city’s emergency agencies to
be sitting shoulder−to−shoulder by March 2009 in the new call center. Ground would be broken
on the second full−service center in the Bronx by July 1, 2009. When both are up and running,
the two centers will share the load of the city’s 911 calls, with each taking about half of them.
City officials say the new system will reduce emergency response times because callers to 911
will not have to provide the same details multiple times, as they sometimes do now.
Source: http://www.nytimes.com/2007/07/03/nyregion/03emergency.html?
em&ex=1183608000&en=9ef52e9f992e9928&ei=5087%0A

[Return to top]

Information Technology and Telecommunications Sector

29.July 03, IDG News Service — Beijing scores number one spot for malware. China is proving
to be a mighty force not only economically, but also as the launching point for malicious
software and spam. In June, some 40 percent of malicious software worldwide originated from
Beijing, nearly doubling from 21 percent in May, said Simon Heron, managing director for
security vendor Network Box. Spam from Beijing, however, dropped from 11 percent to five
percent over the same time period, he said. Beijing kept the number one spot for malware,
followed by Wattleup, Australia, at 3.7 percent, and Madrid, Spain, at 2.5 percent, according to
Network Box. The percentage is calculated from event logs transmitted by about 700 customers
using Network Box's security appliance. As more and more users come online in China, there's
a good chance those computers are using pirated software without up−to−date security fixes,
making them prime targets for hackers who are actually located elsewhere in the world, Heron
said.
Source: http://news.yahoo.com/s/infoworld/20070703/tc_infoworld/8991
6;_ylt=Ar5U9Vggn1h8l8jryfch4oYjtBAF

30.July 03, IDG News Service — Two days after iPhone launch, AT&T EDGE goes down.
iPhone users across the U.S. were complaining Monday, June 2, that AT&T's wireless data
network was down. The network was down primarily in the West and Midwest, but by 7 p.m.
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on the East Coast, service was restored, according to Warner May, an AT&T spokesperson. He
said he didn't know when the problems started. AT&T had isolated the problem and was still
working on it, he said. Voice and text messaging services remained fully functional but EDGE
(Enhanced Data Rates for GSM Evolution) and 3G services were down, he said. While
BlackBerry users had full service, users of other phones in addition to the iPhone were also
affected, he said.
Source: http://news.yahoo.com/s/infoworld/20070703/tc_infoworld/8990
7;_ylt=AsjA.rEY.nrBs2GZsSUCT8YjtBAF

31.July 03, VNUNet — Eastern European Websites under renewed attack. A large number of
online attacks have been reported in Russia against Websites deemed to be anti−President
Putin. The sites are being crashed or slowed severely by distributed denial−of−service attacks
similar to those directed against Estonia earlier in the year. The outlawed National Bolshevik
Party claimed that it had been under attack between February and April when it was trying to
organize anti−government protests. "They killed the entire U.S. server that hosted us," the
party's online supervisor Alexei Sochnev told Associated Press. Meanwhile Pavel Chernikov,
owner of news site Kommersant, reported that his site was attacked in early May after
publishing a report on Russian exile Boris Berezovsky. On the same day radio station Ekho
Moskvy was taken down by a denial−of−service attack.
Source: http://www.vnunet.com/vnunet/news/2193341/online−attacks−hit −eastern

32.July 02, eWeek — iPhone coughs up first bugs. Even as the iPhone drew its first breath,
security researchers were squeezing it to make it cough up its first bugs. In a nutshell, the
security quibbles, theoretical or otherwise, are that at least one Safari browser bug that was
known prior to device launch is still on the phone, and that anyone can listen to users' voice
mail because spoofing Caller ID is so easy with AT&T/Cingular service. Errata Security's
Robert Graham said on Sunday, July 1, that, after waiting a day to get an iPhone activated, the
security firm found a bug within a few minutes −− although it was familiar from being one of a
group of bugs the company had found earlier in the Safari browser. Errata's Dave Maynor
found multiple bugs in the beta of Safari for Windows within hours of the beta's June 11
release. Errata also found that its Bluetooth fuzzer locked up the iPhone −− a promising sign of
further bugs to come after the firm has had time to dissect the reason for the crashes. Errata isn't
handing over any of these vulnerability details to Apple until the company publishes
"acceptable vulnerability handling guidelines," Graham said.
Source: http://www.eweek.com/article2/0,1895,2153898,00.asp

33.July 02, Information Week — iPhone used as bait for malicious Website. Hackers were quick
to jump on the iPhone bandwagon, spamming out e−mails that lure users to malicious Websites
that infect their machines and turn them into bots. Researchers at security company Secure
Computing discovered a Website set up to exploit more than 10 ActiveX vulnerabilities in an
attempt to install a malicious payload, which includes a rootkit. This piece of malware is
designed to open up a back door in the computer and turn it into a bot that fills out the hackers'
botnet. "This yet again confirms the expanding trend in Web−borne malware," Paul Henry, VP
of technology evangelism for Secure Computing, said in a written statement. "This threat is
particularly insidious in that scripts within the HTML code returned to the user contain exploit
code for multiple vulnerabilities to improve the malicious hacker's chances of gaining the
necessary access to install the rootkit/spam bot malware. While most organizations fully inspect
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the traffic directed to their Internet facing Web servers, many do not inspect the traffic that is
returned to their internal users when visiting Internet Websites." Hackers set up the bot to send
out spam, according to a Secure Computing advisory.
Source: http://www.informationweek.com/news/showArticle.jhtml?articl eID=200001909

34.July 02, CNET News — Grand Theft Auto mod virus uses YouTube to spread. Although
YouTube videos remain safe to view, that hasn't stopped criminals from finding new ways to
entice YouTube viewers to get infected with the latest Trojan horse. The latest example is a
Grand Theft Auto video for a mod called Hood Life. According to Chris Boyd, Director of
Malware Research at FaceTime Security Labs, the images used in the video are circa 1986,
crudely rendered, not up to the high standards of the GTA game itself, yet at least 54 people
have nonetheless downloaded the game. Watching the You Tube video is safe. The danger
comes at the end when the video displays a site where you can download the game mod itself.
Boyd notes that he's seen other YouTube videos where the criminals teach you how to write
and distribute viruses. In this case, the video acts only as a distribution for an already complete
package of malware hosted somewhere else.
Source: http://news.com.com/8301−10784_3−9738650−7.html

35.July 02, ComputerWorld — Apple patches 'snap, crackle, pop' bug. Apple Inc. Monday, June
2, issued a fix for the "snap, crackle, pop" audio problem that has bedeviled some Macintosh
users since the June 20 operating system update to Mac OS 10.4.10. Tagged as "Audio Update
2007−001," the 660KB download targets all Intel−powered Macs, said Apple. "[This] addresses
an issue with version 1.0 of the Mac OS X 10.4.10 Update in which a 'popping' sound might be
heard with some external speakers on Intel−based Macs," said Apple in the update's online
notice. Macs equipped with the older PowerPC processors don't need to install this update,
Apple said.
Audio Update 2007−001: http://www.apple.com/support/downloads/audioupdate2007001.ht ml
Source: http://www.computerworld.com/action/article.do?command=viewA
rticleBasic&articleId=9026088&intsrc=hm_list

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.

[Return to top]

Commercial Facilities/Real Estate, Monument &Icons Sector

Nothing to report.
[Return to top]

General Sector
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Nothing to report.
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DHS Daily Open Source Infrastructure Report Contact Information

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure
Report is a daily [Monday through Friday] summary of open−source published information
concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure
Report is archived for ten days on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

DHS Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644 for more information.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

Department of Homeland Security Disclaimer
 The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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