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Daily Highlights

The Associated Press reports the push from Congress and the White House for huge increases
in biofuels such as ethanol, is prompting the oil industry to scale back its plans for refinery
expansions −− which could keep gasoline prices high, possibly for years to come.  (See item
2)

• 

The Washington Post reports the U.S. Food and Drug Administration has little control −−
conducting only about 200 inspections of overseas plants −− as generic and over−the−counter
drugs are imported into U.S. from India and China.  (See item 23)

• 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. June 18, Associated Press — Mine safety officials warn eight mines in five states about
repeat violations. The federal mine safety agency said it has warned eight mining operations
across the country that they may face sanctions as repeat violators of health and safety rules.
The list includes coal operations in West Virginia, Kentucky and Alabama, as well as a quarry
in California and an iron ore mine in Michigan, according to the Mine Safety and Health
Administration (MSHA). "The purpose of these letters is to put mine operators on notice about
the repercussions they face if they repeatedly disregard mine safety and health regulations,"
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MSHA director Richard Stickler said. MSHA said it concluded each of the operations has a
pattern of safety and health violations based on the last eight quarters. The agency did not
identify the violations. The notification is the first step toward what could be temporary
shutdowns.
Source: http://www.insurancejournal.com/news/national/2007/06/18/808 90.htm

2. June 17, Associated Press — Oil industry scales back refinery plans. A push from Congress
and the White House for huge increases in biofuels such as ethanol, is prompting the oil
industry to scale back its plans for refinery expansions −− which could keep gasoline prices
high, possibly for years to come. With President Bush calling for a 20 percent drop in gasoline
use and the Senate now debating legislation for huge increases in ethanol production, oil
companies see growing uncertainty about future gasoline demand and little need to expand
refineries or build new ones. Oil industry executives no longer believe there will be the demand
for gasoline over the next decade to warrant the billions of dollars in refinery expansions −− as
much as 10 percent increase in new refining capacity −− they anticipated as recently as a year
ago. Biofuels such as ethanol and efforts to get automakers to build more fuel−efficient cars
and SUVs have been portrayed as key to countering high gasoline prices, but it is likely to do
little to curb costs at the pump today, or in the years ahead as refiners reduce gasoline
production. A shortage of refineries frequently has been blamed by politicians for the sharp
price spikes in gasoline.
Source: http://www.breitbart.com/article.php?id=D8PQOFP00&show_artic le=1

3. June 17, Associated Press — Few gas stations offer ethanol fuel mix. Advocates of
ethanol−based fuel, including farmers and President Bush, have offered E85 −− a blend of 85
percent ethanol and gasoline −− as an affordable way to help the nation grow itself toward
energy independence with a cleaner−burning fuel. But there's a big hitch for this fuel of the
future. There are too few pumps. While there are about five million "flexible fuel" vehicles on
U.S. roads that can handle E85, there are only 1,145 public stations that offer the fuel
nationwide, according to the National Ethanol Vehicle Coalition. Meanwhile, domestic
automakers have promised to double their production of flexible−fuel vehicles by 2010. The
nation's roughly 167,000 retail gas outlets have been slow to invest the tens of thousands of
dollars it takes to add E85 −− especially when certification for the dispensers is in limbo and
the market is so new. Many drivers don't even know their recent−model flexible fuel cars can
handle E85. Complicating matters is that Underwriters Laboratories has been undergoing a
lengthy review to see if E85 dispensers are worthy of the UL seal. Stations can still put the
pumps in with local approval. But a lack of certification has had a chilling effect.
Source: http://www.myfoxboston.com/myfox/pages/News/Detail?contentId
=3521173&version=1&locale=EN−US&layoutCode=TSTY&pageId=3.6.1

[Return to top]

Chemical Industry and Hazardous Materials Sector

4. June 17, El Paso Time (TX) — Thirty−nine people evaluated after two ammonia leaks. El
Paso, TX, fire and medical units responded to two ammonia leaks this past weekend. On
Saturday, June 16, 13 units of the Fire Department were sent to check on an odor of ammonia at
the Price's Dairies, 600 N. Piedras. Fire Department officials said an ammonia leak had
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occurred 14 hours before the call but the leak was shut off by Price's employees. Medics
evacuated and evaluated 35 employees from the building, and a man was taken to Las Palmas
with non−life−threatening injuries. On Friday, 10 fire units went to the 9800 block of Railroad
Drive to an ammonia tank leaking gas. Medics evaluated four people who were having trouble
breathing, but they all refused transport to a hospital.
Source: http://www.elpasotimes.com/news/ci_6160433

[Return to top]

Defense Industrial Base Sector

5. June 18, Associated Press — Missouri governor promotes defense industry in France.
Governor Matt Blunt is in France this week promoting Missouri's airplane and defense industry.
Blunt is attending the Paris Air Show, the world's biggest air show. The governor's office said
he's working to promote companies with Missouri ties. Blunt is among four U.S. governors
who planned to attend the international trade fair. The weeklong show opened Monday, June
18, at Le Bourget, north of Paris, and the intense competition between Airbus and Boeing was
expected to be a dominant theme.
Source: http://biz.yahoo.com/ap/070618/mo_blunt_france.html?.v=1

6. June 15, Reuters — U.S. tightens controls on military−use items to China. The United States
is imposing new export controls on high−tech goods ranging from aircraft to space
communication systems that could be used by China's rapidly expanding military, the U.S.
Commerce Department said on Friday, June 15. The new regulation, which takes effect on
Tuesday, also creates a "trusted customer" program that will allow approved companies in
China to import certain high−tech goods without having to get an individual license, the
department said. "This new rule strikes the right balance in our complex relationship with
China," Commerce Secretary Carlos Gutierrez said. "It is a common−sense approach that will
make it easier for U.S. companies to sell to pre−screened civilian customers in China, while at
the same time denying access to U.S. technology that would contribute to China's military."
Military analysts believe China's forces will continue to get stronger and pose a growing
challenge to the U.S. military.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/06
/15/AR2007061501749.html

[Return to top]

Banking and Finance Sector

7. June 18, Associated Press — Ohio hires computer security expert to review stolen device.
Ohio Governor Ted Strickland said the state has hired a computer security expert to determine
whether someone would be able to access the data on a backup storage device reported stolen
from an intern's car. Also Sunday, Strickland revealed the device contained the names and case
numbers of the state's 84,000 welfare recipients, and the names and federal tax identification
number of vendors that receive payroll deduction payments from the state −− about 1,200
records. Sixteen of those records contain banking information, he said. The welfare recipients
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face "a remote threat of identity theft," Strickland said. Previously, it was revealed the device
contained the names and Social Security numbers of all 64,000 state employees. It also
contained bank account information about the state's school districts and Medicaid providers,
and information about 53,797 people enrolled in the state's pharmacy benefits management
program and the names and Social Security numbers of about 75,532 dependents. Strickland
and Curtin said the analysis of what's on the device should be finished Monday. The Ohio
Department of Commerce on Monday would send letters to banks, credit unions and other
financial institutions alerting them that customers' information may have been compromised,
the governor said.
Source: http://www.cleveland.com/newsflash/cleveland/index.ssf?/base
/news−32/1182157576203960.xml&storylist=cleveland

8. June 18, Associated Press — Court sides with Wall Street banks. The Supreme Court on
Monday, June 18, sided with Wall Street banks that allegedly conspired to drive up prices on
900 newly issued stocks. In a 7−1 decision, the justices reversed a federal appeals court
decision that had enabled investors to sue for anticompetitive practices. The case deals with
alleged industry misconduct during the dot−com bubble of the late 1990s. The outcome of the
antitrust case was vital to Wall Street because damages in antitrust cases are tripled, in contrast
to penalties under the securities laws. The question was whether conduct that is the focus of
extensive federal regulation under securities laws is immune from liability under federal
antitrust laws.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/06
/18/AR2007061800428.html

9. June 17, BostonChannel.com — Counterfeit ring operates north of Boston. At least ten
businesses in Haverhill, MA, have been victimized by counterfeit cash. Police said pizza
parlors, donut shops, convenience stores and even a shop inside the Haverhill District Court
have been given the bogus bills. "There's a rash of it, and we don't know why," police Sgt. John
Arahovites told The Eagle−Tribune. There have been at least 21 instances of counterfeit bills
being passed this year. Police said they are investigating two men and a woman believed to be
connected to the scheme, but said the fake money could still be circulating. If convicted, they
could face up to ten years on prison, police said.
Source: http://www.thebostonchannel.com/news/13516965/detail.html

10.June 16, Columbus Dispatch (OH) — Breaches often don't lead to ID theft. More than 155
million personal records have been lost or stolen in the U.S. since 2005, and central Ohio has
contributed heavily to the trend. "If you are a victim and have been exposed to a security
breach, in most situations there's no way to absolutely connect the dots between the breach and
the ID theft," said Paul Stephens of Privacy Rights Clearinghouse. Jay Foley of the Identity
Theft Resource Center estimates that roughly four percent of the population has been a victim
of identity theft. About 9.9 million Americans were identity−theft victims in 2003, according to
the Federal Trade Commission. "If you have had your data stolen in a breach, statistically,
you're maybe 1.5 (percent) to two percent more likely to become a victim." It's difficult to link
data breaches with identity theft because it could be years before stolen information is used to
commit fraud. When information is first stolen, "people get nervous and check their credit. If
nothing happens, they forget about it after a few months," Stephens said. "But there's nothing to
stop a criminal from setting (the information) aside for a year or two and then using it."
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Source: http://www.columbusdispatch.com/dispatch/content/local_news/
stories/2007/06/16/IDTheft.ART_ART_06−16−07_A1_7471JCC.html

[Return to top]

Transportation and Border Security Sector

11.June 18, Government Accountability Office — GAO−07−874: Coast Guard: Challenges
Affecting Deepwater Asset Deployment and Management and Efforts to Address Them
(Report). The U.S. Coast Guard’s Deepwater program was designed to replace aging vessels
and aircraft and information capabilities with new and upgraded assets and equipment. The
Government Accountability Office’s (GAO) prior work raised concerns about the Coast
Guard’s efforts to upgrade or acquire assets on schedule and manage the Deepwater prime
contractor. This report responds to congressional direction contained in a conference report
accompanying the Department of Homeland Security (DHS) fiscal year 2007 appropriations
bill. GAO addressed two objectives: (1) What is the status of key Deepwater assets and how is
the Coast Guard addressing any asset−related challenges that have been encountered? (2) What
is the status of the Coast Guard’s overall management of the Deepwater contract? GAO’s work
is based on reports, memorandums, and data on the plans and management of the Deepwater
program and interviews with key officials. GAO is not making any new recommendations.
DHS and the Coast Guard reviewed a draft of this report and concurred with our findings. Their
formal comments appear in appendix IV.
Highlights: http://www.gao.gov/highlights/d07874high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−874

12.June 18, Springfield Business Journal (MO) — Study: Amtrak service to St. Louis not
practical. Significant logistical and financial obstacles uncovered in a yearlong study have
derailed the likelihood of an Amtrak passenger train zipping back and forth between Springfield
and St. Louis on a daily basis. The nation’s taxpayer−supported passenger train system delved
into the study last summer at the request of the Missouri Department of Transportation, which
has long been interested in connecting Missouri’s largest and third−largest cities by rail. There
are, however, more than a few complicating factors, not the least of which is the six−hour travel
time by train. That’s twice the driving time from Springfield to St. Louis on Interstate 44. The
study also calculated that ridership in the rail’s first year would amount to a paltry 29,000
people, generating only $700,000 in ticket revenue. With estimated operating costs of $4.1
million, the state initially would have to subsidize the service to the tune of $3.4 million
annually, according to the report. Jim Anderson, president of the Springfield Area Chamber of
Commerce and chairman of the Missouri Highways and Transportation Commission, said the
costly state subsidy and lengthy travel time dealt the biggest blows to the proposed rail service.
Source: http://www.sbj.net/article.asp?aID=22610438.934379.1011062.2
36822.5496469.388&aID2=77765

13.June 17, USA TODAY — DHS opposes passport rule delay. The Department of Homeland
Security (DHS) is vigorously fighting a move by Congress to delay a requirement that U.S.
citizens show a passport to re−enter the country by land or sea from Mexico, Canada, Bermuda,
or the Caribbean, saying it puts the nation's borders at risk. A growing number of members of
Congress say they are determined to delay the new anti−terrorism passports rules to prevent a
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huge backlog at the Department of State passport processing centers across the country.
Security leaders say Congress is "tempting fate" by seeking the delay and are dead set against
it, said DHS spokesperson Russ Knocke. The new rules for land and sea travelers are set to be
phased in beginning in January 2008. Congress wants to move the deadline to June 2009, at the
earliest. The anti−terrorism passport rules were designed to help secure borders in the aftermath
of the September 11, 2001, attacks. The first phase, which affected only airline travelers, took
effect in January.
Source: http://www.usatoday.com/travel/news/2007−06−17−passports_N.h tm

14.June 15, Houston Chronicle — Man gets probation for having dynamite stick at airport. A
man found last year at George Bush Intercontinental Airport with a stick of dynamite from a
Bolivian silver mine was sentenced Friday, June 15, to two years' probation. Howard
MacFarland Fish, 21, apologized to his parents and the 200 passengers aboard the August 25
flight from Buenos Aires. Authorities found the dynamite labeled "Danger Explosive" in Fish's
checked luggage after his arrival at Bush. The Lafayette (PA) College student also had three
black powder fuses, an electrical blasting cap, and a bag of ammonium nitrate. Fish said he was
vacationing and brought the items home as souvenirs.
Source: http://www.chron.com/disp/story.mpl/metropolitan/4894879.htm l

[Return to top]

Postal and Shipping Sector

Nothing to report.
[Return to top]

Agriculture Sector

15.June 17, Decatur Daily (AL) — Poultry biosecurity signs handy, state officials find. In the
past, if you rode down a country road in Alabama and passed a chicken farm, you’d probably
smell the presence of poultry. The last thing you would expect to see is red, white and blue
biosecurity signs warning you in English and Spanish not to enter without protective gear. After
the terrorist attacks of 2001, Alabama poultry farms began posting biosecurity signs. Dana
Bennett, poultry unit manager at the Alabama Department of Agriculture, said the signs are a
deterrent to discourage unannounced visitors. “You would be surprised at the number of people
who go up to a poultry farm because they just want to see what it is like,” Bennett said.
Source: http://www.decaturdaily.com/decaturdaily/news/070617/poultry .shtml

16.June 15, Stop Soybean Rust News — Soybean rust found on commercial soybeans in Texas.
Texas officials report a low incidence of Asian soybean rust found in two commercial soybean
fields during a field day in Hidalgo County in south Texas. The incidence was low, less than
one percent of lower leaves. Last year, soybean rust was found in a late−planted soybean field
in Hidalgo County on February 14. Earlier this year, rust was again detected in old−crop and
volunteer commercial soybeans in a Hidalgo County field.
Source: http://www.stopsoybeanrust.com/viewStory.asp?StoryID=1050
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17.June 13, Iowa State University — Iowa state plant pathologists detect crop diseases from
satellites. Iowa State University researchers have developed a way to use satellite images to
find Asian soybean rust. Using remote sensing, Global Positioning System and Geographical
Information System technologies, scientists can measure the green leaf area of soybeans to
detect and identify diseases down to the area of a square meter, about 1.2 square yards. The
footprints of early soybean rust infection are oval−shaped. The way it spreads over time in a
field helps identify it from other diseases. Plant disease detection using satellites would provide
the GPS coordinates for spotters on the ground to pinpoint locations to collect disease
diagnoses field samples. The samples would then be taken in for laboratory tests to confirm the
identity of the plant disease at that location. Tests conducted last year in South Africa
demonstrated the technology. Being able to monitor the movement of soybean rust could help
reduce the impact of the devastating disease.
Source: http://www.ag.iastate.edu/aginfo/news_detail.php?var1=333

[Return to top]

Food Sector

18.June 17, Associated Press — Tainted foods are daily problem in Asia. While the discovery
of tainted imports from China has shocked Westerners, food safety has long been a problem in
much of Asia, where enforcement is lax and food poisoning deaths are not unusual. Hot
weather, lack of refrigeration and demand for cheap street food drives vendors and producers to
find inexpensive −− and often dangerous −− ways to preserve their products. What's exported,
for the most part, is the good stuff. Companies know they must meet certain standards if they
want to make money. But in the domestic market, substandard items and adulterated foods
abound, including items rejected for export. Formaldehyde, for instance, has long been used to
lengthen the shelf life of rice noodles and tofu in some Asian countries, even though it can
cause liver, nerve and kidney damage. The chemical, often used in embalming, was found a few
years ago in seven of 10 pho noodle factories in Hanoi, Vietnam. Borax, found in everything
from detergent to Fiberglas, is also commonly used to preserve fish and meats in Indonesia and
elsewhere. Farmers in various countries often spray produce with banned pesticides.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/06
/17/AR2007061700148.html

19.June 16, Associated Press — Bacteria detection leads to beef recall. More than 80,000
pounds of beef, most never distributed to consumers, have been voluntarily recalled as a
precaution by Washington Beef, the company said Friday, June 15. The 82,286 pounds of beef,
produced on June 11, were distributed to wholesalers, processors and retail institutions in
Washington, Oregon, California and Idaho. Testing showed no product contamination and there
have been no reports of illness, but the beef has been recalled because it may have been
exposed to water that contained coliform bacteria, Washington Beef said in a statement.
Source: http://seattletimes.nwsource.com/html/localnews/2003750515_b eefrecall16m.html

20.June 16, Associated Press — Older Canadian cows reaching U.S. despite ban. A U.S. food
safety group says older Canadian cows are coming across the border, despite the fact that
they're still banned. In a letter this week to the U.S. Department of Agriculture, Food and Water
Watch claims cattle older than 30 months, thought to be at higher risk of mad cow disease, are
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"routinely'' entering the U.S. food supply. The watchdog group attached affidavits from five
unnamed government inspection workers at slaughterhouses in three states. The workers say
there have been direct orders from supervisors not to intervene when an older Canadian animal
is being processed, in violation of regulations.
Source: http://www.ctv.ca/servlet/ArticleNews/story/CTVNews/20070616
/cow_ban_070616/20070616?hub=Canada

[Return to top]

Water Sector

21.June 17, Associated Press — West Palm Beach officials skip water filtration step. Faced
with a depleted water supply and extreme drought conditions, the city of West Palm Beach, FL,
decided this spring to bypass a water filtration step and instead pump treated sewage water into
its well fields, officials said. Utility managers opted to not filter the treated sewage water
through a marsh, a process that takes two years. Instead, officials blended the reuse water with
millions of gallons of water from old Palm Beach County quarry pits then sent that water to
well fields that serve more than 100,000 customers. Officials developed the plan after water
managers ordered the city on April 3 to stop pumping from Lake Okeechobee, which dropped
to record−low water levels this year. Without Lake Okeechobee, the city had trouble
replenishing its water supply.
Source: http://www.miamiherald.com/775/story/142767.html

[Return to top]

Public Health Sector

22.June 17, Agence France−Presse — Gene study shows new targets for leishmaniasis. Gene
sleuths believe they may have identified potential chinks in the parasite that causes
leishmaniasis, a disfiguring and sometimes fatal disease that afflicts some 12 million people
around the world. Their comparison of three species of protozoa that cause most cases of
leishmaniasis could be a boon for drug engineers, whose budgets for tackling this neglected
disease are already slender. British−led scientists compared the genetic code of Leishmania
major, which causes the cutaneous form of leishmaniasis, with those of L. infantum and L.
braziliensis, which cause the more dangerous, visceral form of the disease, also called
kala−azar. What struck the researchers was that these parasites were very similar genetically,
even though they cause very different types of disease. Another surprise was to find a small
number of genes that have never been spotted before. Researcher Chris Peacock described these
novel genes as a "short cut" that could help the pharmaceutical quest. Around 350 million
people in 88 countries are "at risk" of the disease, whose incidence has risen sharply over the
past decade, according to the Wellcome Trust Sanger Institute, a British medical research
charity that led the genome comparison.
Leishmaniasis information: http://www.cdc.gov/ncidod/diseases/submenus/sub_leishmania.h
tm
Source: http://news.yahoo.com/s/afp/20070617/hl_afp/healthdisease_07 0617213044
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23.June 17, Washington Post — FDA scrutiny scant in India, China as drugs pour into U.S.
India and China have become major suppliers of low−cost drugs and drug ingredients to
American consumers. Analysts say their products are becoming pervasive in the generic and
over−the−counter marketplace. Over the past seven years, amid explosive growth in imports
from India and China, the U.S. Food and Drug Administration (FDA) conducted only about 200
inspections of plants in those countries, and a few were the kind that U.S. firms face regularly.
The agency, which is responsible for ensuring the safety of drugs for Americans wherever they
are manufactured, made 1,222 of these quality−assurance inspections in the U.S. last year. In
India, which has more plants making drugs and drug ingredients for American consumers than
any other foreign nation, it conducted a handful. Companies based in India were bit players in
the American drug market 10 years ago, selling just eight generic drugs. Today, almost 350
varieties and strengths of antidepressants, heart medicines, antibiotics and other drugs
purchased by American consumers are made by Indian manufacturers. Five years ago, Chinese
drug makers exported about $300 million worth of products to the U.S. Last year, they sold
more than $675 million in pharmaceutical ingredients and products in the U.S. market.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/06
/16/AR2007061601295_pf.html

24.June 16, Reuters — Bird flu kills one Vietnamese. Bird flu has killed a 20−year−old
Vietnamese man, the first death in the country from the virus since late 2005, state−run
television reported on Saturday, June 16. The man died last week in the northern province of
Ha Tay neighboring Hanoi, Deputy Health Minister Trinh Quan Huan was quoted as saying.
The television report did not say how the victim became infected with the H5N1 virus.
Source: http://www.alertnet.org/thenews/newsdesk/L16040719.htm

[Return to top]

Government Sector

25.June 18, Bloomberg — White House on security alert as vehicle is checked. On Monday,
June 18, a building that is part of the White House complex was evacuated and the area placed
under a security lock down after a bomb sniffing dog detected possible explosives in a vehicle
parked nearby. Reporters were evacuated from the building housing the news media at Jackson
Place, across the street from the main White House grounds and adjacent to Blair House, where
Israeli Prime Minister Ehud Olmert is staying prior to his meeting tomorrow with President
George W. Bush. The vehicle that caused the alert is assigned to the delegation. The area is
under heightened security because of Olmert's presence. The Secret Service closed off streets in
a two−block area west and north of the White House just as the afternoon rush hour was about
to begin. There was no indication that the executive mansion where Bush lives and works was
affected. Administration staff continued to work in the White House, though the north lawn
inside the gates of the complex was cleared of television crews and reporters.
Source: http://www.bloomberg.com/apps/news?pid=20601103&sid=a0FYYxNq
JeBI&refer=us

26.June 17, Canadian Press — Third suspicious fire hits Montreal's Jewish community.
Members of Montreal's Jewish community are feeling threatened following the third suspicious
fire in less than a month at a popular summer retreat north of Montreal. A private home at the
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camp, about a one−hour drive from Montreal, was destroyed by fire early Sunday morning,
June 17. No one was injured in the fire but police say two other buildings were broken into over
the night and it appeared there was an attempt to set one of them ablaze. However, a police
spokesperson said this latest one appeared to be accidental in nature. Earlier this month, a
rabbi's summer home at the camp was razed by flames only days after a smaller fire broke out
nearby. Police are not calling the incident a hate crime, and won't say if the three fires are
connected.
Source: http://www.cbc.ca/canada/montreal/story/2007/06/17/montreal− fire.html

[Return to top]

Emergency Services Sector

27.June 17, Cumberland Times−News (MD) — Maryland emergency center plans
improvements. The 911 center in Cumberland, MD, is adding more dispatchers and is
planning a major upgrade of its underground facility near Constitution Park. “We have roughly
a million dollar package of new equipment coming from the state through the 911 Numbers
Board,” said 911 Joint Communications Division chief Bobby Dick . What also will help is that
Allegany County’s emergency operations will move to the new Public Safety Building at the
North Branch Industrial Park in Mexico Farms soon. Moving into the larger operations room
and installing state−of−the−art work stations will help personnel do their job more effectively
and bring the center in line with other 911 centers around the state, Dick said. He also said that
the new equipment package, which could be installed by this fall, “will be a state−of−the−art
911 system” and will be “able to pinpoint the call with aerial photographs.” The new
technology also will tie the communications center with the Public Safety Building at Mexico
Farms to allow face−to−face communication between the two locations.
Source: http://www.times−news.com/local/local_story_168112028.html

28.June 17, Associated Press — Hurricane exit plans for Alabama’s elderly, sick upgraded.
Some of the people whose lives are at stake during a hurricane are lying helpless in nursing
homes and hospitals on the Alabama coast, where emergency computer and phone networks
have been enhanced to help them when a storm threatens the northern Gulf. During
brainstorming sessions about “the next big one,” evacuation of pajama−clad hospital patients
and nursing home residents remains a top priority. Health officials say it’s better to ride out a
storm in a facility that’s well built and has power generators than to evacuate — unless it’s
directly in the storm’s path. Bob Lowry, a spokesperson for the University of South Alabama
(USA) Medical Center in Mobile, said if a hospital evacuation is necessary, patients are moved
in order of their conditions. Hospitals trade information on available beds and other disaster
needs, using a Mobile−based computer monitored by the Alabama Department of Public
Health, the Emergency Management Agency, and the Alabama Hospital Association. USA’s
Center for Strategic Health Innovation developed the Alabama Incident Management System,
which collected data from more than 90 hospitals during Katrina and provided continuous
support to the state Health Department as it responded to the hurricane.
Source: http://www.clarionledger.com/apps/pbcs.dll/article?AID=/2007 0617/NEWS/70617002

[Return to top]
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Information Technology and Telecommunications Sector

29.June 18, VNUNet — Crippling malware attack strikes in Italy. Italy is suffering from a
barrage of remote attacks launched from hundreds of compromised Websites, security experts
have warned. Researchers at Symantec reported that attackers have injected 'iframe' tags within
the HTML files on compromised sites. The tags redirect users to a site that runs MPack, a
utility that attempts multiple exploits and malware installations. More than 65,000 users had
been redirected to the malicious page since Friday afternoon, June 15, and more than 7,000
successful exploits had been carried out.
Source: http://www.vnunet.com/vnunet/news/2192236/massive−malware−at tack−breaks

30.June 18, Kable (UK) — Humans, not tech, are the greatest security risk. The UK's
Department of Trade and Industry (DTI) has made roughly $7.9 million available for four
research projects aimed at reducing the IT risk created by human error. The program, which is
part of its Network Security Innovation Platform, reflects the fact that human error is by far the
biggest risk to network security, the DTI said. It cited the results of a survey it conducted,
involving over 1,800 people, on the use of passwords. It found that: a) Just over one third
recorded their password or security information by either writing it down or storing it
somewhere on their computer; b) Nearly two thirds never changed their password; c) One in
five people used the same password for non−banking Websites as well as their online bank. The
projects will use behavioral science in a bid to tackle the human risk element in network
security.
Source: http://www.kablenet.com/kd.nsf/Frontpage/C3AEB7E8641F7CF0802
572FB004DC9D4?OpenDocument

31.June 16, Information Week — In fight against botnets, warning victims is half the battle.
The Feds have caught some of the alleged "bot herders" it says are spamming the world from
botnets they've created. Now they'd like to warn more than 1 million computer owners whose
machines have been infected, but doing so will be an inexact and tedious undertaking. The FBI
has begun notifying ISPs from which the IP addresses of infected computers originated. "If they
choose to, they can contact their customers," says Shawn Henry, deputy assistant director of the
FBI's Cyber Division. If the FBI determines that a large company or organization is among the
botnet victims, it will notify them directly, he adds. Combing through the IP addresses of
zombie computers and notifying ISPs will be one of the biggest jobs the FBI has ever
undertaken, says special agent Richard Kolko. Because botnets are widely distributed, the FBI
considers them a growing threat to national security, the national information infrastructure,
and the economy.
Source: http://www.informationweek.com/security/showArticle.jhtml;js
essionid=DDQGQAGD3WLKKQSNDLOSKH0CJUNN2JVN?articleID=19990485 5

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
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Website: https://www.it−isac.org/.

[Return to top]

Commercial Facilities/Real Estate, Monument &Icons Sector

32.June 15, KLTV (TX) — Car bomb set to explode when ignition turned on. Alcohol Tobacco
and Firearms (ATF) agents were called to a Kilgore, TX, business, Friday, June 15, where they
confirmed that someone had wired a truck to blow up on ignition. The 60−year−old Hawkins
native heard a pop when he turned his key to his truck this morning, then drove to work like
any other day. "Had this device functioned as it was designed we feel pretty confident the
individual would have been killed," said lead ATF agent Clay Alexander. Then the man noticed
something unusual hanging under his truck. Agents say the bomb was wired to the trucks
ignition, set to blow up when the truck was started, but failed to totally detonate. The bomb was
still live when agents arrived, so it was with a certain amount of risk that agents worked to
defuse the bomb. ATF agents removed the live 16−inch partially detonated pipe bomb.
"Whoever did this new what they were doing and took the time to do it. They had to get inside
the engine compartment they had to wire the device on the frame of the vehicle under the
drivers side, it's much more complex than we normally see and causes us great concern,"
Alexander says.
Source: http://www.kltv.com/Global/story.asp?S=6666247&nav=1TjD

[Return to top]

General Sector

Nothing to report.
[Return to top]

DHS Daily Open Source Infrastructure Report Contact Information

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure
Report is a daily [Monday through Friday] summary of open−source published information
concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure
Report is archived for ten days on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

DHS Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644 for more information.
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To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

Department of Homeland Security Disclaimer
 The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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