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The Associated Press reports hundreds of passengers were stranded for hours overnight
Friday, March 16, on airliners that couldn't take off from John F. Kennedy International
Airport because of the ice and snow storm that pummeled the Northeast.  (See item 13)

• 

The Modesto Bee reports teams of experts from federal firearms investigators to California
toxics analysts are sifting through the smoldering ruins of a train trestle seeking clues to the
causes and consequences of the suspicious blaze on the American River Parkway.  (See item
15)

• 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. March 17, News 14 (NC) — Power restored after transformer fire. Electricity was restored
Saturday, March 17, after a fire at a Progress energy substation on Glen Eden Drive in Raleigh,
NC, knocked out power to as many as 40,000 customers. At about 7:30 p.m. Friday, the
Crabtree Valley Mall went black and traffic lights went out. It was the result of a transformer
fire at the Blue Ridge substation for Progress Energy. Rusty Styons of the Raleigh Fire
Department said, “Initial alarm was dispatched to this location, and determined that one of the
major transformers serving the northwest quadrant of the city has in fact been damaged and was
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in flames.” The fire disrupted power to a total of four substations, knocking out electricity to as
many as 40,000 customers at the height of it. “The system worked as it was supposed to,” said
Mike Hughes of Progress Energy. “When it detects a problem, it locks it out so it doesn’t cause
a larger problem. We were able to get three of the four substations back on in a matter of
minutes.”
Source: http://rdu.news14.com/content/top_stories/default.asp?ArID=1 02002

2. March 17, KWTX 10 (TX) — Texas plant uses only biodiesel to produce power. Chicken fat
and a $3.5 million investment are behind a breakthrough in the way Texans heat, cool and light
their homes and offices. Using the slimy, light−colored tallow as the source for clean−burning
biodiesel, Biofuels Power Corporation launched three, 2,000 horsepower diesel engines a
couple of weeks ago. Privately held Biofuels Power and others in the renewable energy
business say the plant is the first of its kind to produce power for sale on the open market using
only biodiesel. The nonprofit National Biodiesel Board says it knows of no other such plant
running entirely on biodiesel, which can be used in any conventional diesel engine. By year's
end, Biofuels Power says it hopes to finish a second, larger biodiesel plant to produce power for
the electric utility Entergy, which has customers in parts of Southeast Texas and Louisiana.
Source: http://www.kwtx.com/home/headlines/6552467.html

3. March 16, Bloomberg — U.S. seeks up to four million barrels for oil reserve. The
Department of Energy plans to buy up to four million barrels of crude oil to begin replacing 11
million barrels sold from the Strategic Petroleum Reserve after Hurricane Katrina struck in
August 2005. Offers to sell the oil to the government are due April 3 and suppliers will be
picked within a week after that, the Energy Department said Friday, March 16. The crude is to
be delivered in May to sites in Texas or Louisiana. Energy Secretary Samuel Bodman said on
February 22 that the government planned to begin refilling the reserve as early as April at a rate
of 50,000 to 100,000 barrels a day. Purchases totaling 4 million barrels in May would equal
about 129,000 barrels a day. Bodman said at the time that the government would stop buying if
it raised prices.
Source: http://www.bloomberg.com/apps/news?pid=20601072&sid=aAQpYik_
jWyw&refer=energy

4. March 15, Associated Press — Workers extinguish small uranium fire at Y−12 plant.
Officials at the federal government's Y−12 nuclear weapons plant in Oak Ridge, TN, say a
small fire at the facility Thursday, March 16, was quickly extinguished. A spokesperson for
government contractor BWXT says uranium chips spontaneously ignited at 9:36 a.m. EDT
when they were exposed to air. No workers were hurt and there was no damage to the Beta 2
building. Spokesperson Bill Wilburn says workers extinguished the fire with powdered graphite
before the plant firefighters arrived. The incident was categorized as an "operational
emergency" by officials at the plant.
Source: http://www.wate.com/Global/story.asp?S=6231303

[Return to top]

Chemical Industry and Hazardous Materials Sector
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5. March 16, Associated Press — Tanker overturns on interstate, closes all lanes of traffic. A
tractor−trailer carrying gasoline overturned Thursday, March 15, on Interstate 95, shutting
down all lanes of traffic as fuel leaked from the truck. The accident happened south of
Fayetteville near St. Pauls, NC. The tractor−trailer ran off the road into a swamp, and troopers
believe about 6,700 gallons of gasoline and 2,000 gallons of diesel fuel spilled. The rig was
owned by Reliable Tank Lines based in Winston−Salem. Traffic was backed up for two to three
miles as crews worked to reopen the highway. About eight miles of the interstate was closed as
traffic was detoured onto U.S. 301.
Source: http://www.hendersonvillenews.com/apps/pbcs.dll/article?AID=
/20070316/APN/703163473

[Return to top]

Defense Industrial Base Sector

6. March 16, Federal Computer Week — Comptroller Walker: Fiscal woes threaten defense
transformation. If left unchecked, the government’s present fiscal path will provoke a crisis by
the year 2040 that will have grave effects on the country’s ability to ensure national security,
according to David Walker, comptroller general at the Government Accountability Office. “Our
country is now the world’s largest debtor nation,” Walker said in a March 8 speech at the U.S.
Naval Academy. “And our mounting debt is undermining our ability to deal with a range of
current and emerging challenges in the 21st century.” Defense transformation must mobilize to
address fiscal concerns that affect the military, he added. “As budgets grow tighter, the military
is going to have to distinguish unlimited wants from true needs based on credible current and
future threats,” he said. The Department of Defense (DoD) must do more to attract and retain a
high−quality workforce, Walker added. The stress of war operations has caused DoD to employ
contractors in unprecedented and unclear ways. “The time has come to review and reconsider
the role of contractors and best to contract with, compensate and oversee them,” Walker said.
Source: http://www.fcw.com/article97955−03−16−07−Web

7. March 15, Department of Defense — DoD acquisitions chief outlines goals. Ken Kreig,
undersecretary of defense for acquisition, technology and logistics, said he’s confident efforts
under way to improve the Department of Defense's (DoD) acquisition processes are having a
direct impact on warfighters while making more effective use of taxpayer dollars. Kreig
outlined seven basic goals DoD’s acquisition transformation initiatives aim to achieve: a) A
top−quality work force that’s critical to disciplined, accountable and ethical acquisition process;
b) DoD’s core values, policy objectives, joint capability needs and resources, all focused
together to reducing risk and provide predictable schedules and cost; c) An acquisition system
that’s able to respond to combat commanders with product−ready capabilities, on time and on
cost; d) Realistic, cost−effective plans and programs essential to preserving flexible and
responsive options; e) An environment within DoD that encourages industry to create and
sustain reliable and cost−effective industrial capabilities sufficient to meet the department’s
strategic objectives; and f) Efficient and effective acquisition performance, achieved through
effective structure and integration of efforts within the department and fewer layers of
authority.
Source: http://www.defenselink.mil/news/newsarticle.aspx?id=32459
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8. March 15, Government Accountability Office — GAO−07−376: Defense Acquisitions: Key
Decisions to Be Made on Future Combat System (Report). The Future Combat System
(FCS) is central to Army transformation efforts, comprising 14 integrated weapon systems and
an advanced information network. In previous work, the Government Accountability Office
(GAO) found that the elements of a sound business case −− firm requirements, mature
technologies, a knowledge−based acquisition strategy, a realistic cost estimate, and sufficient
funding −− were not present. As a result, FCS is considered high risk and in need of special
oversight and review. Congress has mandated that the Department of Defense (DoD) decide in
early 2009 whether FCS should continue. GAO is required to review the program annually. In
this report, GAO analyzes FCS development, including its requirements definition; status of
critical technologies, software development, and complementary programs; soundness of its
acquisition strategy related to design, production and spin−out of capabilities to current forces;
and reasonableness of costs and sufficiency of funding. GAO is making recommendations to
the Secretary of Defense that specific criteria should be considered during the 2009 milestone
review and alternatives to the program analyzed should FCS fail to deliver needed capabilities
when and as expected. DoD concurred with GAO’s recommendations.
Highlights: http://www.gao.gov/highlights/d07376high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−376

9. March 15, Government Accountability Office — GAO−07−387: Defense Acquisitions:
Missile Defense Acquisition Strategy Generates Results but Delivers Less at a Higher Cost
(Report). Over the next five years, the Missile Defense Agency (MDA) expects to invest $49
billion in the BMD system’s development and fielding. MDA’s strategy is to field new
capabilities in two−year blocks. In January 2006, MDA initiated its second block −− Block
2006 −− to protect against attacks from North Korea and the Middle East. Congress requires the
Government Accountability Office (GAO) to assess MDA’s progress annually. This year’s
report addresses MDA’s progress during fiscal year 2006 and follows up on program oversight
issues and the current status of MDA’s quality assurance program. GAO assessed the progress
of each element being developed by MDA, examined acquisition laws applicable to major
acquisition programs, and reviewed the impact of implemented quality initiatives. GAO
continues to encourage the Department of Defense (DoD) to act on prior recommendations to
implement a knowledge−based acquisition strategy for all BMDS elements and to adopt more
transparent criteria for reporting each element’s quantities, cost, and performance. In this
report, GAO recommends that DoD adopt firm baselines, use procurement funds for
operational assets, and adopt other measures to better track cost and outcomes against goals.
DoD did not agree to an element−based reporting approach.
Highlights: http://www.gao.gov/highlights/d07387high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−387

[Return to top]

Banking and Finance Sector

10.March 16, SC Magazine — Fortinet spots malware, phishing on Google Blogger.com pages.
Hundreds of Weblogs on Google's Blogger.com platform are being used in phishing attacks or
to disseminate malware, according to research released last week by Fortinet. One malicious
script links to "Pharmacy Express," but actually lures victims into typing in personal and
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medical information to be collected by fraudsters. A script on the page downloads a file to track
IP addresses, browser types and versions, according to Fortinet. "These are not legitimate blogs
that were compromised. They appear to be deliberately set up to promote phishing, which is
against our terms of service," Google said in the statement. "We are investigating and blogs
found to include malicious code or promote phishing will be deleted."
Source: http://scmagazine.com/us/news/article/644376/fortinet−spots−
malware−phishing−google−bloggercom−pages/

11.March 16, Websense — Phishing Alert: First Education Federal Credit Union. Websense
Security Labs has received reports of a phishing attack that targets customers of First Education
Federal Credit Union. Users receive a spoofed email message which claims that if they take a 5
question survey, they will get a $100 credit to their account. The email provides a link to a
phishing site that attempts to collect personal and account information. This phishing site is
hosted in Thailand and was up at the time of this alert.
Source: http://www.websense.com/securitylabs/alerts/alert.php?AlertI D=754

[Return to top]

Transportation and Border Security Sector

12.March 18, Associated Press — Two arrested at LAX airport for allegedly impersonating
police. Two people who claimed to be taking a handcuffed prisoner to Hawaii for a court
hearing were arrested at Los Angeles International Airport (LAX) after one was found to be
carrying a gun without a permit, authorities said. A man and woman were arrested for
investigation of impersonating peace officers after they entered a security screening area at
Terminal Three on Friday morning, March 16, Los Angeles Airport Police spokesperson
Belinda Nettles said Saturday. The couple, who were wearing plainclothes, claimed to be law
enforcement officers. The woman said she was carrying a firearm, and both claimed they had
written documents indicating they were authorized to carry firearms, Nettles said. Airport
police ran a check and found that neither was a police officer, and the woman did not have a
permit to carry a gun, Nettles said. The gun was seized and the pair were taken into custody.
Officials did not immediately release their names. The "prisoner" also was taken into custody,
Nettles said but she did not have additional details.
Source: http://www.chron.com/disp/story.mpl/headline/nation/4640784. html

13.March 17, Associated Press — Passengers stuck again on grounded planes. Hundreds
passengers were stranded for hours overnight Friday, March 16, on airliners that couldn't take
off from John F. Kennedy International Airport because of the ice and snow storm that
pummeled the Northeast. The exact number of planes stuck on the tarmac was unclear, but irate
passengers reported that the problems affected several airlines. Pilots and officials blamed some
of the problems on a shortage of deicing fluid and a new federal regulation giving pilots a
narrow window to get their planes in the air once the chemicals are applied. The change has
meant some jets need to get doused repeatedly if their takeoffs are delayed. The Port Authority
of New York and New Jersey, which operates the metropolitan area's airports, said airlines −−
not the airport −− are responsible for supplying and maintaining terminal deicing equipment.
Port Authority aviation director Bill DeCota said airport operators and the carriers need to
collectively work out a solution quickly to what is evolving as a major problem with deicing.
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From Friday to Saturday morning, more than 3,600 commuter and mainline flights were
canceled nationwide because of the effects of the storm. JetBlue, US Airways, Delta Air Lines
and American Airlines all reported cancellations.
Source: http://www.cnn.com/2007/TRAVEL/03/17/stranded.flights.ap/ind ex.html

14.March 17, CNN — Seven dead in Russian plane crash. A Russian passenger jet slammed into
Samara airport Saturday morning, March 17, in a crash landing, killing at least seven people
and wounding 51 others, Russia's Interfax news agency reported, citing an emergency ministry
official. The Tupolev Tu−134 was attempting to land "in thick fog when a wing contacted the
runway, causing the plane to break up," emergency ministry spokesperson Irina Andrianova
told Interfax. The plane was carrying 63 passengers, including seven crewmembers. Rescue
workers sifting through debris at crash site in search of victims and so far 10 have been taken to
the hospital, with six listed in critical condition, Andrianova said. "Another 34 victims are
being provided with medical aid near the airport," she added. The plane was headed from the
Siberian city of Surgut to Belgorod, with a stop over in Samara. Samara is one of the largest
industrial cities in Russia and is located about 500 miles southeast of Moscow. The ageing
Tu−134 is widely used in the former Soviet Union.
Source: http://www.cnn.com/2007/WORLD/europe/03/17/russia.planecrash /index.html

15.March 17, Modesto Bee (CA) — Railway blaze may be arson; closure will affect
commuters. Teams of experts from federal firearms investigators to state toxics analysts sifted
through the smoldering ruins of a train trestle Friday, March 16, seeking clues to the causes and
consequences of the massive blaze on the American River Parkway. The cause of the inferno
Thursday night on the Union Pacific (UP) Railroad mainline remained undetermined but may
have been arson, investigators said. The track closure forced passenger and freight train
officials to scramble to reroute dozens of trains Friday, causing slowdowns throughout the
region. The hot−burning fire that destroyed the trestle seemed to ignite simultaneously in a thin
line along a 100−yard section of the tracks. "It's suspicious because of how rapidly it spread,"
Sacramento Fire Department Capt. Jim Doucette said. Doucette, a 27−year veteran of the
department, said that in his experience, "an accident wouldn't have spread as quickly." The
Sacramento Police Department's explosive ordnance disposal unit responded to the scene "due
to the suspicious nature of the fire and the speed with which it spread," Sgt. Matthew Young
said. The rebuilding process is expected to cost $25 million to $30 million, and Union Pacific
officials said they hope to resume service over the line by May 1.
Source: http://www.modbee.com/local/story/13395756p−14013790c.html

16.March 16, Journal News (NY) — Jet skids off runway at Westchester County Airport in
New York. Hundreds of passengers had their flights delayed on Friday, March 16, at
Westchester County Airport, after a private jet returning from Bermuda skidded off the only
runway. There were no injuries in the accident, but the airport suspended flights after the 9:48
a.m. EDT incident, leaving a crowd of travelers stranded in the terminal indefinitely. "We just
have to get the plane out of the turf," said John Starace, operations manager. The plane, a
Grumman G200 Galaxy, held six passengers and two pilots.
Source: http://www.thejournalnews.com/apps/pbcs.dll/article?AID=/200
70316/UPDATE/703160449/1029/NEWS13

17.
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March 16, Associated Press — U.S. warns of long delays for passports. Overwhelmed by
unprecedented demand, the State Department is warning would−be travelers to brace for
lengthy delays in getting U.S. passports, even when they pay a hefty fee to speed their
applications. The department has hired hundreds of employees to process passport requests over
the past two years as tougher immigration rules have taken effect. Even so, the department says
a crush of new applicants −− more than one million a month −− has inundated its staff and
caused delays of up to eighteen months amid the peak January−to−April season when many
people are preparing to travel over the spring and summer. In addition, a regulation that took
effect this year requiring Americans to have passports when traveling by air anywhere outside
the country, including Canada, Mexico and the Caribbean, "has increased passport demand and
production to record levels," the department said in a statement this week. Applications
received between October and March have risen 44 percent over the same period in 2005−2006,
the department said in a notice sent to lawmakers yesterday. According to the notice, routine
passport processing could take 10 weeks instead of the previous six, and expedited processing
could take four weeks instead of two weeks.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2007/03
/15/AR2007031501827.html

18.March 16, Associated Press — FAA: Crowded skies to get more crowded. Airline
passengers can expect more delays as airplanes crowd the skies, the Federal Aviation
Administration (FAA) said Thursday, March 15. The agency expects an average of 1.4 million
more takeoffs and landings −− the equivalent of traffic at two Dallas−Fort Worth International
Airports −− every year until 2020. In 2006, air traffic controllers handled 61.1 million takeoffs
and landings. "Delays are mounting due to congested airspace and congested airports," said
FAA administrator Marion Blakey. "The congestion is really becoming a chronic thing."
Blakey said 2006 was the worst year ever for delays, and 2007 isn't looking any better. Last
year, more than 490,000 flights departed or arrived late, she said. This year, domestic airline
ticket prices are expected to increase by 0.4 percent before dropping an average of 0.9 percent
annually, the FAA said as part of its annual aviation forecast. The agency predicts airline traffic
will grow faster at hub airports than at smaller ones. Blakey said the nation's aging air traffic
control system must be replaced to avoid gridlock in the skies. To pay for a new system that
would rely on satellite−based navigation, the FAA proposes to replace the ticket tax now paid
by airline passengers with a combination of fees and taxes.
Source: http://www.cnn.com/2007/TRAVEL/03/16/crowded.skies.ap/index. html

19.March 15, Department of Transportation — U.S. Maritime Administration, Vietnam sign
bilateral maritime agreement. U.S. maritime shippers, carriers and port operators will have
far−reaching access to Vietnam’s rapidly expanding markets for transportation services, thanks
to a new agreement signed today by U.S. Maritime Administrator Sean T. Connaughton and
Vuong Dinh Lam, Vietnam‚s national maritime administration chairman. Under the terms of
the new agreement, U.S. companies may acquire a controlling 51 percent share in joint venture
enterprises, such as partnering arrangements between U.S. and Vietnamese companies. The
agreement also allows U.S. companies to take a lead role in providing a wide range of maritime
services including cargo agency, cargo documentation, cargo management, ocean freight
forwarding, storage and warehouse services, and container station and depot services. Five
years after the agreement is implemented, U.S. companies will be permitted to establish their
own companies and offer a full range of shipping services without having to include a
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Vietnamese partner. Prior to the agreement U.S. companies were restricted to minority holdings
in Vietnamese companies. The agreement builds upon other Administration initiatives to
deepen U.S.−Vietnam economic relations, including last year's trade agreement between the
two countries, Connaughton added.
Source: http://www.dot.gov/affairs/marad0507.htm

20.March 15, Government Accountability Office — GAO−07−610R: Railroad Safety −−
Responses to Posthearing Questions (Correspondence). This letter responds to your request
that the Government Accountability Office (GAO) provide responses to questions related to
recent testimony before your subcommittee on reauthorizing federal rail safety programs.
GAO’s testimony discussed how the Federal Railroad Administration (FRA) (1) focuses its
efforts on the highest priority risks related to train accidents in planning its oversight, (2)
identifies safety problems on railroad systems in carrying out its oversight, and (3) assesses the
impact of its oversight efforts on safety. This testimony was based on GAO’s recent report on
these topics. GAO’s work focused on FRA’s activities. GAO did not assess potential and actual
states’ roles or FRA’s efforts to encourage state participation. If a larger role is envisioned for
states, several questions would have to be addressed, including (1) the goals for state
participation (e.g., increased safety levels to be achieved), (2) how federal and state efforts
would complement each other, (3) what inspection and enforcement authority (e.g., to cite
violations) would be allowed; and (4) who would pay for any increase in state inspection
presence.
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−610R

21.February 28, Government Accountability Office — GAO−07−352: Reagan National Airport:
Update on Capacity to Handle Additional Flights and Impact on Other Area Airports
(Report). In 1999, the Government Accountability Office (GAO) reported that Reagan
National Airport could accommodate at least 36 more slots, which are authorizations from the
Department of Transportation (DOT) for a takeoff or landing. In 2000 and 2003, two federal
statutes, known as AIR−21 and Vision 100, permitted DOT to award 44 new slots to airlines,
24 of which could be used for flights to cities more than 1,250 miles, which was the statutorily
mandated limit for non stop flights from Reagan National. The DOT awards went to airlines
serving six cities (Denver, Las Vegas, Los Angeles, Phoenix, Salt Lake City, and Seattle). For
this year’s reauthorization of the Federal Aviation Administration, GAO was asked for an
update on the capacity of Reagan National to accommodate additional slots and the effect of
relaxing the perimeter rule. GAO updated its 1999 study to answer key questions. In
commenting on this report, DOT and the airports authority generally agree with our findings
but with one exception, the airports authority disagrees with DOT’s estimate of slots because it
disputes their methodological assumptions. GAO believes the department’s methodology for
estimating airport capacity is appropriate.
Highlights: http://www.gao.gov/highlights/d07352high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−352

[Return to top]

Postal and Shipping Sector

Nothing to report.
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[Return to top]

Agriculture Sector

Nothing to report.
[Return to top]

Food Sector

22.March 19, New York Times — Pet food is recalled after link to animal deaths. More than 60
million cans and pouches of dog and cat food sold under dozens of brand names were recalled
on Saturday, March 18, after being linked to the deaths of 10 animals. The food was
manufactured by Menu Foods, of Ontario, Canada, which makes wet food sold as store brands
for companies like Wal−Mart, Kroger and Safeway. The company also makes food on behalf of
many brand−name pet food makers. Menu Foods said it had recalled some food made for the
Iams unit of Procter & Gamble. Two other pet food companies −− Nestlé Purina PetCare and
Hills Pet Nutrition, the unit of Colgate−Palmolive that makes the Science Diet brand —
recalled some of their products that were made by Menu Foods. The company said in a
statement that tests of its food had “failed to identify any issues with the products in question.”
But it did associate the timing of the reported deaths with its use of a new supplier for wheat
gluten, a source of protein.
Source: http://www.nytimes.com/2007/03/19/business/19pet.html?em&ex=
1174363200&en=d54fd7a2d53a3ab5&ei=5087%0A

23.March 16, Agricultural Research Service — Pitting microbe against microbe for safer foods.
Before fresh fruit is cut, it's important that the outer skin be kept free from foodborne
pathogens. That's because food−contaminating microbes on the surface of a peel or rind could
piggyback onto a cutting knife and be dragged into the fruit's flesh. Agricultural Research
Service (ARS) scientists have led a team that tested a combination of bacterial enemies that
effectively controlled Listeria monocytogenes on fresh−cut honeydew melon pieces during
exposure tests. L. monocytogenes is a foodborne human pathogen—widely distributed in
nature—that tolerates environmental stress, multiplies at low temperatures and survives
refrigeration. It can cause serious infections. To test bacteria−fighting potential, the researchers
treated honeydew melon pieces with three different protective solutions: either an oxidative
bacterium known as Gluconobacter asaii, a mixture of six L. monocytogenes−specific
bacteriophages or a combination of both. The G. asaii bacteria are naturally present on the
surface of pome fruits, such as apples and pears, and are nontoxic to humans. Bacteriophages
are viruses that, while nontoxic to humans, kill specific human bacterial pathogens. After
artificially contaminating the test honeydew pieces with L. monocytogenes, the team found that
the combination of phages and G. asaii bacteria was the most effective treatment. It reduced L.
monocytogenes populations by more than 99.9 percent.
Source: http://www.ars.usda.gov/News/docs.htm?docid=1261

24.March 16, Korea Times — Two in three restaurants willing to serve American beef. Two
out of three domestic restaurants are willing to serve U.S. beef for South Korean customers, a
lobby group for American beef exporters said on Friday, March 16. In its recent survey of 997
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restaurants in Seoul and Kyonggi Province, the U.S. Meat Export Federation (USMEF) found
that 65.8 percent of the respondents said they would use U.S. beef for dishes. USMEF also said
only 18.2 percent of them were unwilling to buy the beef, even under a scenario in which the
market is fully reopened. The majority of Koreans do not want to consume meat from cattle
raised in the U.S. where there have been three cases of mad cow disease. According to an
earlier survey of 1,213 housewives conducted by the Ministry of Agriculture and Forestry, 70.2
percent of the respondents said they were disinclined to buy U.S. beef if it was available on the
market. Asked about what comes to mind with U.S. beef, 35 percent of them picked mad cow
disease. About 10 percent of housewives said they associate U.S. beef with a lack of food
safety, while 7.8 percent and 3.7 percent described it as low−quality and unsanitary,
respectively.
Source: http://times.hankooki.com/lpage/biz/200703/kt200703161826291 1910.htm

[Return to top]

Water Sector

25.March 16, Agence France−Presse — China vows safe drinking water for Olympics. Beijing
authorities are replacing hundreds of miles of old and rusting water pipes to ensure tap water at
the 2008 Olympics sites is safe to drink, state media reported on Friday, March 16. "Tap water
in the Olympic gyms and the athletes' village will be safe to drink," Jiao Zhizhong, head of the
Beijing Water Authority, was quoted as saying by the China Daily newspaper. The paper said
the Olympics would place "enormous pressure on the already parched city," which is in the grip
of a long drought. State media said recently that there was only enough water in Beijing to
adequately supply a little over 14 million people in 2005, but at the end of last year the city had
some 15 million permanent residents and four million migrant workers.
Source: http://news.yahoo.com/s/afp/20070316/hl_afp/oly2008chnchinaw
ater_070316025820;_ylt=AgSLtkuSe8VCI1mpfe8jQTGJOrgF

26.March 15, WBOY (WV) — Water plant contaminated. A letter distributed Tuesday, March
13, warned residents that the Salem, WV's drinking water is contaminated. The Salem Water
Board said the water has a very high level of the water trihalomethanes (TTHM). A water
treatment by−product, TTHM is part of a family of chemicals that includes methane. Salem
should average should about 80 micrograms per liter. The city has almost 112.9 micrograms per
liter. According to the letter, "Some people...may experience problems with their liver, kidneys,
or central nervous system, and may have an increased risk of getting cancer." City officials said
Wednesday, March 14, the water could have been contaminated for at least five years.
Source: http://www.wboy.com/story.cfm?func=viewstory&storyid=21313

[Return to top]

Public Health Sector

27.March 16, New York Times — Hospital worker with TB may have exposed 500 patients. An
employee at a Bronx, NY, hospital has tuberculosis (TB) and may have exposed hundreds of
patients and co−workers, including more than 200 newborn babies, officials said Thursday,
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March 15. The employee, whom officials identified only as a woman, worked in the maternity
ward, the nursery, the neonatal intensive care unit and the psychiatric ward at St. Barnabas
Hospital. Her TB was diagnosed on January 29. The city’s Department of Health and Mental
Hygiene and hospital officials have combed through hospital records and are trying to track
down 532 patients, including 238 infants, and more than 100 other people, including people
who have worked at St. Barnabas, who they believe might have been exposed. Officials said
they decided to disclose the woman’s infection after they had trouble contacting many of the
people they believed to be at risk.
Source: http://www.nytimes.com/2007/03/16/nyregion/16health.html?_r=
1&ref=health&oref=slogin

28.March 16, Voice of America — Indonesian man dies of bird flu. Indonesian health officials
said a 32−year−old man has died of bird flu, raising the total number of deaths in the country to
at least 65. Health officials said the man lived in the capital, Jakarta, and died Thursday, March
15, at a hospital there. Indonesia has had the highest number of deaths in the world from the
H5N1 strain of bird flu. Meanwhile, the World Health Organization confirmed Friday, March
16, the second human bird flu death in Laos. The woman died on March 8 near the capital,
Vientiane.
Source: http://www.voanews.com/english/2007−03−16−voa14.cfm

29.March 16, Associated Press — Burkina Faso declares meningitis epidemic zones.
Twenty−two districts in Burkino Faso have been declared epidemic zones, following the death
of more than 400 people in a meningitis outbreak, health officials said. The deaths are out of
nearly 5,000 meningitis cases since January in Burkina Faso, a country inside what the World
Health Organization (WHO) calls Africa's "meningitis belt," the agency said. A statement
released by the country's ministry of health said that while 22 districts have been classified as
epidemic zones, another 15 are on alert. Four are inside the densely populated capital. The
meningitis belt −− stretching from Senegal, Africa's westernmost country, to Ethiopia in the
east −− has seen 1,670 deaths out of 15,595 cases since the beginning of the year, according to
WHO. The outbreak is concentrated in four countries: Burkina Faso, Congo, Sudan and
Uganda. The highest death toll was in Burkina Faso, where WHO reports 432 have died,
although health officials put the death toll higher at 583; 430 deaths were reported in Sudan;
105 in the Democratic Republic of Congo; 87 died in Uganda.
Source: http://www.usatoday.com/news/world/2007−03−16−africa−meningi tis_N.htm

30.March 15, Associated Press — Unchecked in prison, hepatitis C threatens outside world.
The most dangerous thing coming out of prison these days may be something most convicts
don't even know they have: hepatitis C. Nobody knows how many inmates have the disease; by
some estimates, around 40 percent of the 2.2 million in jail and prison are infected, compared
with just two percent of the general population. Eventually, when they are released, medical
experts predict, they will be a crushing burden on the health care system, perhaps killing as
many people as AIDS in years to come. At the same time, they will be carriers, spreading the
disease. Hepatitis C can be treated, but many prisons do not test for it. Hepatitis C is already the
most common disease of its sort in the U.S. −− a chronic, life−threatening, blood−borne
infection. It is most commonly linked to infected needles used for drugs, though prison tattoos
and body piercing with non−sterile equipment are also risky.
Source: http://www.cnn.com/2007/HEALTH/conditions/03/15/hepatitis.ap /index.html
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[Return to top]

Government Sector

31.March 16, Reuters — White House gate reopened after fence−jumping. The street in front of
the White House and an appointments gate were reopened on Friday, March 16, after a man
jumped the fence and threw a bag of items onto the grounds that turned out to be harmless,
officials said. The walkway along Pennsylvania Avenue was closed to pedestrians for more
than three hours as police investigated the items and shot the bag with a water cannon, said Eric
Zahren, spokesperson for the Secret Service. Among the items in the bag were a book and a
tape recorder, said White House press secretary Tony Snow. Zahren identified the man who
jumped the fence as Catalino Lucas Diaz, 66. He was arrested and held pending charges.
Source: http://www.reuters.com/article/domesticNews/idUSN16167395200 70316

[Return to top]

Emergency Services Sector

32.March 16, Federal Emergency Management Agency — National flood safety awareness
week. The Federal Emergency Management Agency (FEMA) is pleased to support The
National Oceanic and Atmospheric Administration (NOAA)−sponsored 2007 National Flood
Safety Awareness Week, which takes place from March 19−23. According to the NOAA
National Weather Service’s spring predictions, the upper Midwest is currently in the middle of
its snowmelt. Warmer than normal temperatures in recent weeks have increased the risk of
flooding due to ice jams over portions of the region. Flooding causes damage and destruction
across regions nationwide −− wiping out homes, businesses, and personal financial resources.
Property owners and renters need to know that they can take steps to protect their property and
financial security before disaster strikes. NOAA’s predictions state that portions of eastern
South Dakota, eastern Iowa, southeastern Minnesota, southern Wisconsin and northern Illinois
are at risk of flooding. In addition, high soil moisture over northeastern Ohio and northwestern
Pennsylvania and extreme southwestern New York state could lead to flooding if additional
heavy precipitation occurs. Also, there is a flooding potential for southeast Colorado because
the soil moisture is high, due to the melting of an above normal snowpack, which resulted from
record snowfall in the state in December and January.
Source: http://www.fema.gov/news/newsrelease.fema?id=34892

33.March 16, Digital Communities — Michigan chosen to participate in national exercise for
mobilizing emergency volunteers. The Michigan Department of Community Health (MDCH),
Office of Public Health Preparedness (OPHP) recently participated in a first−of−its−kind
exercise to test the state's ability to mobilize volunteers in the event of a federal public health
emergency. Michigan was one of only four states elected to participate. The U.S. Department of
Health and Human Services (HHS) invited the OPHP to participate in the two−day exercise in
which HHS and multiple state health departments tested volunteer mobilization and deployment
protocols within and between state and federal public health entities. This exercise marked the
first time that HHS has conducted a volunteer mobilization exercise that focuses on the need for
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hundreds of volunteers from all over the country to help in a large−scale federal disaster such as
that which occurred during Hurricane Katrina. An early proponent of electronic volunteer
registration, Michigan began work toward developing an electronic volunteer registry system in
2003. Today the MI Volunteer Registry houses a network of close to 2,000 volunteers who
stand ready to assist in large−scale emergencies. The exercise tested response times,
communication processes, chain of command, how the system performed, and how the staff
managed it.
Source: http://www.govtech.net/digitalcommunities/story.php?id=10444 8

34.March 15, Government Accountability Office — GAO−07−300: Hurricanes Katrina and
Rita Disaster Relief: Continued Findings of Fraud, Waste, and Abuse (Report). The
Federal Emergency Management Agency (FEMA) continues to respond to hurricanes Katrina
and Rita. The Government Accountability Office’s (GAO) previous work identified suspected
fraud, waste, and abuse resulting from control weaknesses associated with FEMA’s Individuals
and Households Program and the Department of Homeland Security’s (DHS) purchase card
program. Congress asked GAO to follow up on this previous work to determine whether
potentially improper and/or fraudulent payments continued to be made. GAO testified on the
results of their audit and investigative efforts on December 6, 2006. This report summarizes the
results of GAO’s follow−up work. GAO recommends that DHS direct FEMA to take six
actions, including establishing controls to prevent duplicate housing benefits to FEMA trailer
and apartment residents and duplicate benefit payments for the same damages. GAO is also
recommending that FEMA establish controls to prevent benefits to nonqualified aliens. FEMA
outlined actions it plans to take or has taken that are designed to address each of our six
recommendations. However, FEMA plans to perform additional investigations on two of the
findings to determine whether problems are systemic prior to implementing recommended
changes.
Highlights: http://www.gao.gov/highlights/d07300high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−300

[Return to top]

Information Technology and Telecommunications Sector

35.March 16, US−CERT — Computer Associates BrightStor ARCServe backup updates.
Computer Associates has released updates to address four vulnerabilities in their BrightStor
ARCserve Backup product. The most severe of these vulnerabilities may allow an
unauthenticated attacker to execute arbitrary code or create a denial of service condition.
Additional information about these vulnerabilities can be found in the Security Notice for
BrightStor ARCserve Backup Tape Engine and Portmappe:
http://supportconnectw.ca.com/public/storage/infodocs/babtap eng−securitynotice.asp
Source: http://www.us−cert.gov/current/current_activity.html#caupdat e

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
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their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.

[Return to top]

Commercial Facilities/Real Estate, Monument &Icons Sector

Nothing to report.
[Return to top]

General Sector

Nothing to report.
[Return to top]

DHS Daily Open Source Infrastructure Report Contact Information

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure
Report is a daily [Monday through Friday] summary of open−source published information
concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure
Report is archived for ten days on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

DHS Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644 for more information.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

Department of Homeland Security Disclaimer
 The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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