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WellPoint, one of the nation’s largest health insurers, has begun notifying 75,000 members of
its Empire Blue Cross and Blue Shield unit in New York that a compact disc holding their
vital medical and other personal information has disappeared.  (See item 6)

• 

The Federal Aviation Administration has released the progress report on its new system that is
transforming air traffic control from a ground−based system of radars to a satellite−based
system through the Next Generation Air Transportation System Integrated National Plan.
 (See item 10)

• 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. March 14, Government Accountability Office — GAO−07−581T: Combating Nuclear
Smuggling: DHS's Decision to Procure and Deploy the Next Generation of Radiation
Detection Equipment Is Not Supported by Its Cost−Benefit Analysis (Testimony). The
Department of Homeland Security (DHS) is responsible for addressing the threat of nuclear
smuggling. Radiation detection portal monitors are key elements in our national defenses
against such threats. DHS has sponsored R&D and testing activities to develop a “next
generation” portal monitor, known as the advanced spectroscopic portal monitor. However,
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each one costs 6 times more than a current portal monitor. In March 2006, we recommended
that DHS conduct a cost−benefit analysis to determine whether the new portal monitors are
worth the additional cost. In June 2006, DHS issued its analysis. In October 2006, we issued
our report that assessed the DHS study. The Government Accountability Office’s (GAO)
statement, based on our October 2006 report, addresses whether DHS’s cost−benefit analysis
provides an adequate basis for its decision to purchase and deploy the next generation portal
monitors. GAO’s October 2006 report included two recommendations designed to improve the
quality and comprehensiveness of the Department’s analysis. DHS neither agreed nor disagreed
with our recommendations, but continued to support its analysis as a solid basis for buying and
deploying the new generation of radiation portal monitors.
Highlights: http://www.gao.gov/highlights/d07581thigh.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−581T

2. March 13, Lexington Herald Leader (KY) — Mine−safety bill doubles inspections, adds
medics. A measure that would double safety inspections at underground mines won approval
from the State Senate yesterday in a 36−0 vote, bringing praise from a cadre of widows who
have pushed hard for the bill's passage. The House later concurred with changes made to the
bill and sent it to Governor Ernie Fletcher for his signature. "The Mine Safety Bill adds to the
work done last year to help improve the safety of Kentucky's miners," Fletcher said in a
statement. The proposal requires that state inspectors complete six inspections of each
underground mine per year, including two focused solely on electrical issues. House Bill 207,
sponsored by Democratic Rep. Brent Yonts of Greenville, also requires that two medics be on
hand when an underground mine is in operation.
Source: http://www.kentucky.com/263/story/15539.html

[Return to top]

Chemical Industry and Hazardous Materials Sector

3. March 13, NBC 4 (Washington, DC) — Explosion rocks fertilizer plant. An explosion in
Western Maryland blew a hole in the roof of a fertilizer plant. The incident happened Tuesday
afternoon, March 13, in Hagerstown. Firefighters closed the streets down as a result. One
person was hurt in the explosion, but did not go to the hospital.
Source: http://www.nbc4.com/news/11244522/detail.html

[Return to top]

Defense Industrial Base Sector

4. March 14, Aviation Week — Air Force: Airspace defense system shielding CONUS. The Air
Force's $60 million national airspace defense system, meant to marry Federal Aviation
Administration (FAA) and North American Aerospace Defense Command (NORAD) radars
with Air Force monitoring and defense capabilities, is now the shield for the continental United
States (CONUS), the service announced Tuesday, March 13. The Air Force transitioned the
defense system −− called Battle Control System−Fixed (BCS−F) −− to CONUS operations
February 16. Essentially, BCS is meant to help prevent the same type of terrorist attacks as
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those that took place September 11, 2001. During those attacks, there was no seamless tracking
of the planes with FAA and NORAD radar systems and defense networks. As a result, Air
Force officials say, fighter planes could not arrive quickly enough to intercept the hijacked
planes.
Source: http://www.aviationweek.com/aw/generic/story.jsp?id=news/air
s0314.xml&headline=Airspace%20Defense%20System%20shielding%2
0CONUS:%20AF%20&channel=defense

[Return to top]

Banking and Finance Sector

5. March 15, Computing — Online fraud hits record high. Losses from online banking fraud
have leapt 44 percent from $44.9 million in 2005 to $64.8 milliion in 2006, but banks are
pointing to signs that the tide may be turning. Figures released by banking body Apacs show
that online fraud is outstripping any other type of fraud, and the number of phishing attacks on
banks has reached a new high, rising from 1,714 to 14,156 over the same period. However,
there has been a sharp slowdown in losses. ‘Online banking fraud figures break down to about
$43.5 million lost in the first half of 2006 and $19.6 million in the second half,’ said Andy
Muddimer, head of online banking at Alliance & Leicester (A&L). Muddimer says A&L’s
picture−based, two−factor authentication has improved consumer confidence and encouraged a
25 percent rise in online banking transactions in the past year. Banking giant HSBC says there
are many ways to combat online fraud, and two−factor authentication is not the only solution.
Ant Allan, research vice president at analyst Gartner, says to some extent two−factor
authentication is implemented for show. ‘Banks also need to invest in fraud detection, which is
necessary to deal with more sophisticated attacks that are easily able to bypass two−factor
authentication,’ he said.
Source: http://www.vnunet.com/computing/news/2185494/online−fraud−hi ts−record

6. March 14, New York Times — Medical data on Empire Blue Cross members may be lost.
WellPoint, one of the nation’s largest health insurers, has begun notifying 75,000 members of
its Empire Blue Cross and Blue Shield unit in New York that a compact disc holding their vital
medical and other personal information has disappeared. The information was on an
unencrypted disc that a subcontractor recently sent to Magellan Behavioral Services, a company
in Avon, CT, that specializes in monitoring and coordinating mental health and substance abuse
treatments for insurance companies. Empire began notifying the affected consumers by mail on
Saturday, March 10, that their records — including their names, Social Security numbers,
health plan identification numbers and description of medical services back to 2003 −− had
been lost. Before shipping the information to Magellan, the coding and passwords that protect
the privacy of the information was removed by a Magellan subcontractor, Lisa Ann Greiner, an
Empire spokesperson, said Tuesday. She said that it was not yet known whether the disc had
been lost or stolen. “We are still working with the vendors and UPS to find the compact disc.
We have no evidence that it was stolen or that members security has been breached,” she said.
Source: http://www.nytimes.com/2007/03/14/business/14insure.html?ref =business

7. March 13, Finextra — UK banks censured for dumping customer data in bins. The UK's
Information Commissioner's Office (ICO) has found 11 financial institutions in breach of the
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Data Protection Act after they dumped customers' personal details in outdoor bins. The banks
involved are HBOS, Alliance & Leicester, Royal Bank of Scotland, Scarborough Building
Society, Clydesdale Bank, Natwest, United National Bank, Barclays Bank, Co−operative Bank,
HFC Bank, Nationwide Building Society. The UK's Post Office was also found in breach of the
act. The watchdog has now ordered the firms to sign a formal undertaking to comply with the
principles of the Data Protection Act. Failure to abide by the rules will lead to further
enforcement action and could result in prosecution.
Source: http://www.finextra.com/fullstory.asp?id=16653

8. March 13, Websense Security Labs — Phishing Alert: Rogers Communication. Websense
Security Labs has received reports of a phishing attack that targets users of Rogers
Communications. Users receive a spoofed email message, which claims that their account has
been disabled because a third party accessed their account. The email also states that more
information is needed to keep their account secure. The email provides a link to a phishing site
that attempts to collect personal and account information. This phishing site is hosted in the
United States and was up at the time of this alert.
Source: http://www.websense.com/securitylabs/alerts

[Return to top]

Transportation and Border Security Sector

9. March 14, Miami Today — Transit officials call for test of ferry service on bay. After
months of new study and a decade of debate, Miami−Dade transit officials on Monday, March
13, recommended the launch of a three−year, $29.5 million test of ferryboat commuter service
on Biscayne Bay. In a report sent to Miami−Dade County commissioners, the Metropolitan
Planning Organization said five−day−a−week express ferry service linking downtown Miami
with Haulover Park on the north and Matheson Hammock Park on the south could significantly
reduce rush−hour congestion on the region's roads. But before the project can progress, it must
be approved by the county commission's transportation committee, scheduled to meet
Wednesday, March 14, and the entire panel later next month. If the county commission
green−lights the plan, José Luis Mesa, head of the Metropolitan Planning Organization, which
oversees mass−transit issues in Miami−Dade said, his staff still has to resolve environmental
issues and find funding. In the report submitted to county commissioners, the Metropolitan
Planning Organization said annual operating costs including maintenance, insurance and fuel
could hit $4.5 million. Building ferries, docks, parking facilities and terminals at the three stops
could cost up to $16 million. If all goes as planned the ferry service would begin in September
2009.
Source: http://www.miamitodaynews.com/news/070315/story4.shtml

10.March 14, Aero−News Network — FAA releases next generation air transportation system
progress report. The Federal Aviation Administration (FAA) is completely transforming air
traffic control from a ground−based system of radars to a satellite−based system through the
Next Generation (NextGen) Air Transportation System Integrated National Plan. NextGen is
critically important because the current system will not be able to handle traffic that is expected
to increase to one billion passengers by 2015 and double current levels by 2025. Planning and
implementing NextGen is being carried out by a unique public/private partnership called the
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Joint Planning and Development Office (JPDO). The JPDO is made up of representatives from
the Departments of Transportation, Defense, Homeland Security, Commerce, the FAA, NASA
and the White House Office of Science and Technology Policy. It is also supported, through the
JPDO, by a wide range of aviation experts from across the private sector. The FAA will
continuously refine these estimates, working closely with our users as we implement new
cost−based financing mechanisms. These are presented in the agency’s financing reform
proposal, enactment of which is critical to the successful transformation of the nation’s airspace
system.
FAA testimony: http://www.faa.gov/news/testimony/news_story.cfm?newsId=8298
Report: https://www.faa.gov/regulations_policies/reauthorization/med
ia/nextgen_progress_report.pdf
Source: http://www.aero−news.net/index.cfm?ContentBlockID=8e5bbd37−0
12e−44ef−b2c4−472bbbc851da

11.March 13, Associated Press — Georgia changing highway exits like one where bus crashed.
Georgia highway officials investigating a deadly bus crash said Tuesday, March 13, they would
add safety measures to several commuter−lane exits like the one the baseball team's bus had
taken before it plunged off an overpass. Seven people on the bus died from their injuries, five of
them baseball players from Bluffton University in Ohio. Georgia Department of Transportation
spokesperson David Spear said the state would be adding signs and adding reflective striping to
seven similar ramps starting Wednesday, March 14. The bus driver apparently mistook one of
the Atlanta−area commuter−lane exit ramps for a lane, officials said. The bus crossed through a
T−intersection at the top of the ramp and careered over the retaining wall of the overpass to the
interstate, 30 feet below. The driver and his wife also died in the crash. The changes can be
made quickly and without having to get permits to add overhead signs or other devices, Spear
said. More significant alterations to the ramps could come with time after engineers study the
exits more, he said. Spear declined to say whether the new safety measures could have
prevented the March 2 wreck.
Source: http://www.cnn.com/2007/US/03/13/bus.wreck.ap/index.html

12.February 22, Government Accountability Office — GAO−07−316: Maritime Security: Public
Safety Consequences of a Terrorist Attack on a Tanker Carrying Liquefied Natural Gas
Need Clarification (Report). The United States imports natural gas by pipeline from Canada
and by tanker as liquefied natural gas (LNG) from overseas. LNG—a supercooled form of
natural gas—currently accounts for about 3 percent of total U.S. natural gas supply, with an
expected increase to about 17 percent by 2030, according to the Department of Energy (DOE).
With this projected increase, many more LNG import terminals have been proposed. However,
concerns have been raised about whether LNG tankers could become terrorist targets, causing
the LNG cargo to spill and catch on fire, and potentially explode. DOE has recently funded a
study to consider these effects; completion is expected in 2008. The Government
Accountability Office (GAO)s was asked to (1) describe the results of recent studies on the
consequences of an LNG spill and (2) identify the areas of agreement and disagreement among
experts concerning the consequences of a terrorist attack on an LNG tanker. To address these
objectives, GAO, among other things, convened an expert panel to discuss the consequences of
an attack on an LNG tanker. GAO recommends that the Secretary of Energy ensure that DOE
incorporates into its LNG study the key issues identified by the expert panel. In reviewing our
draft report, DOE agreed with our recommendation.
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Highlights: http://www.gao.gov/highlights/d07316high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−07−316

[Return to top]

Postal and Shipping Sector

13.March 14, DM News — Predictability, flexibility key issues at USPS/PRC regulatory
summit. Predictability and flexibility −− and what those terms mean in the context of the new
postal regulatory environment(PRC) −− were key issues discussed at a U.S. Postal
Service/Postal Regulatory Summit, called “Meeting Customer Needs in a Changing Regulatory
Environment,” held at the Bolger Center in Potomac, MD. The new regulatory environment
stems from the Postal Accountability and Enhancement Act that was signed into law last year.
The act culminates a 12−year effort by Congress to secure changes to the laws governing the
U.S. Postal Service (USPS). It gives the USPS more predictability by linking future rate
increases to the Consumer Price Index and also gives the USPS more flexibility for pricing
competitive products.
Source: http://www.dmnews.com/cms/dm−news/direct−mail/40391.html

[Return to top]

Agriculture Sector

14.March 13, Stop Soybean Rust News — Iowa State confirms soybean rust on bin residue.
While Asian soybean rust has never been identified in an Iowa field during the season, rust
pustules and spores were found on a single leaf retrieved from a bin of 2006 soybeans. The rust
was tentatively identified by the Iowa State University diagnostic lab, then sent for positive
confirmation to the U.S. Department of Agriculture laboratory in Beltsville, MD, where all first
finds in a state must be confirmed. The scientists there said it looked like soybean rust upon
visual exam −− Tuesday, March 12, the word came that molecular testing confirmed the
pathogen, said Greg Tylka, Iowa State University Extension plant pathologist and spokesperson
for the Iowa Soybean Rust Team. The soybeans were harvested in Mahaska County in
southeast Iowa −− two counties southeast of Des Moines.
Source: http://www.stopsoybeanrust.com/viewStory.asp?StoryID=1025

15.March 13, Agence France−Presse — Croatia steps up measures against swine fever. Croatia
on Tuesday, March 13, said it had issued a selective nationwide ban on the transport of pigs in a
bid to halt a swine fever epidemic that has hit farms in one third of the country. "The spreading
of the disease is worrying. Two weeks ago swine fever was present in only two counties. It has
since been reported in six counties" out of 21, agriculture ministry spokesperson Mladen Pavic
said. "We have forbidden transport of pigs in the whole country, pig fairs, feeding them slops
and keeping them in open spaces," he said. Swine fever is a highly contagious disease which is
passed on through excrement or saliva.
Source: http://news.yahoo.com/s/afp/20070313/hl_afp/croatiaagricultu re_070313175406

[Return to top]
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Food Sector

16.March 13, Animal and Plant Health Inspection Service — USDA to allow mango imports
from India. The U.S. Department of Agriculture’s Animal and Plant Health Inspection Service
(APHIS) is amending its fruit and vegetable regulations to allow, under certain conditions, the
importation of mangoes from India into the continental U.S. To ensure that plant pests do not
enter the U.S. through the importation of this commodity, the mangoes must be treated with
specified doses of irradiation at an APHIS−certified facility. Each shipment must also be
accompanied by a phytosanitary certificate issued by the national plant protection organization
of India with additional declarations that certify treatment and inspection of the mangoes, and
identify the orchards in which they were grown. In addition, the fruit will be subject to
inspection at the port of first arrival.
Source: http://www.aphis.usda.gov/newsroom/content/2007/03/mango.sht ml

17.March 13, Wall Street Journal — Produce industry develops means to pinpoint origin of
contaminated products. The produce industry is keeping better track of where and how its
food is grown and handled. Dole Food Co., the world's largest producer of fresh vegetables,
recently started using radio−frequency identification tags to track leafy greens as they move
from fields to trucks and through processing facilities. The system will allow Dole to trace
contaminated produce not only to a particular farm, but also to a specific part of a field.
Western Growers, whose members grow, pack and ship half of the nation's fresh produce, is
helping develop a global−positioning system enabling growers to track their goods through the
supply chain. In addition, many big produce buyers are spelling out how growers should
monitor their farms for possible sources of contamination, and insisting on guarantees that the
directions are followed.
Source: http://online.wsj.com/article/SB117375313164835040.html?mod= googlenews_wsj

[Return to top]

Water Sector

Nothing to report.
[Return to top]

Public Health Sector

18.March 14, Associated Press — Six Asian countries test preparedness for possible virus
pandemic. Six Asian nations tested their preparedness on Tuesday, March 13, for a possible
outbreak of a pandemic caused by a long−feared mutation of the bird flu virus. Officials
representing a variety of agencies in the countries, from tourism to defense, practiced
responding to a scenario in which the H5N1 bird flu virus became easier for people to catch.
The six nations −− China, Cambodia, Laos, Myanmar, Thailand and Vietnam −− share borders
and a history of transmigration. In the practice scenario, 18 people and three health care
workers tested positive in a Malaysian community for bird flu, and it was then found that the
H5N1 virus had mutated into a form easily spread between humans. Two of the biggest
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challenges the officials discussed were detecting suspected cases and then communicating that
information rapidly to each other and the public.
Source: http://www.hindu.com/thehindu/holnus/003200703140311.htm

19.March 14, Associated Press — Indonesia won't share bird flu samples. Indonesia will not
share bird flu samples with the World Health Organization (WHO) without a legally binding
agreement promising the virus won't be used to develop an expensive commercial vaccine, the
health minister said Wednesday, March 14. Siti Fadilah Supari, digging her heels in following a
weeks−long standoff with the global body, said a letter of guarantee from WHO's director
general Margaret Chan late last month was not good enough. "That's just an agreement in
principle ... we need one that is legally binding," she told reporters, adding that Asia Pacific
health leaders meeting in Jakarta later this month will seek a change in the WHO's 50−year−old
virus−sharing system.
Source: http://www.physorg.com/news93073558.html

20.March 13, UN News Center — United Nations meeting enlists technology in war on
counterfeit medicine market. A United Nations (UN) backed meeting to combat the
multi−billion−dollar market for counterfeit medicines sought to harness technology in the
arsenal of weapons used to crack down on the products, which can promote drug resistant
strains of disease, worsen medical conditions and kill patients. “In the case of
anti−counterfeiting, the challenges we face are finding technologies that cannot themselves be
counterfeited and transferring them to resource poor settings at an affordable cost,” UN World
Health Organization (WHO) Director−General for Health Technology and Pharmaceuticals
Howard Zucker said. “While technology alone cannot solve the problem, some of these
solutions could greatly enhance the ability to detect and deter the distribution of counterfeit
medicines,” he added of the measures, ranging from simple, cheap but relatively easily copied
tools like holograms to the more complex and expensive, such as invisible printing and digital
watermarks. Forensic technology, chemical or biological tags built into medicines packaging,
are even more secure against copying but more costly and provide no visible reassurance to
customers. Serialization using technologies such as bar codes and radio frequency identification
help provide authentication by allowing a medicine to be tracked through the supply chain.
These require an expensive technical infrastructure and are not completely immune to hacking.
Source: http://www.un.org/apps/news/story.asp?NewsID=21840&Cr=medici ne&Cr1=

21.March 13, Reuters — Bird flu detected in vaccinated Egypt flocks. Egypt has detected bird
flu in chickens and ducks from reportedly vaccinated flocks in a sign that inoculation
procedures in the most populous Arab country may be lacking, an animal health official said on
Tuesday, March 13. The official, who closely follows bird flu in Egypt, said chickens and
ducks from vaccinated household flocks and on poultry farms had tested positive for the H5N1
bird flu virus this year in 12 locations, and eight of the infections were detected this month. He
said all but one of the vaccinated flocks where infections occurred were in the hard−hit Nile
Delta, where most of the country's 24 human cases have been concentrated. Since the virus first
surfaced in Egyptian poultry a year ago, 13 Egyptians have died of the disease, and all but two
human infections have been attributed to contact with sick or dead household birds.
Source: http://in.today.reuters.com/news/NewsArticle.aspx?type=world
News&storyID=2007−03−13T231052Z_01_NOOTR_RTRJONC_0_India−290 826−1.xml
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[Return to top]

Government Sector

22.March 13, MyMotherLode.com (CA) — Pipe bomb devices found at California college. At
Columbia College, Tuolumne County Sheriff's Lt. Dan Bressler says four pipe bomb devices
have been found. He says they are located in the brush area between the dormitories and the
motorcycle parking area on the campus, located in Columbia, CA. Bressler says the area has
been secured, and the Calaveras County Bomb Squad has been called in to assist. Bressler says
it appears the bomb devices have been there for a while because they are showing "signs of
weathering."
Source: http://www.mymotherlode.com/News/article/kvml/1173830862

23.March 13, Department of Homeland Security — DHS awards research contracts. The
Department of Homeland Security’s (DHS) Science and Technology (S&T) directorate
announced the selection on Tuesday, March 13, of 22 small businesses to participate in
technology contracts that will increase innovation and creativity in research and development in
homeland security solutions. A total of 23 projects will be funded through the department’s
Small Business Innovation Research (SBIR) program with individual firms receiving up to
$100,000 in one of five research areas for up to six months. “I am pleased to announce this
sixth set of awards to small businesses to develop innovative technology that will help meet the
department’s mission to protect the homeland,” said Jay M. Cohen, Under Secretary for S&T.
In Phase I, firms will define the scientific, technical and commercial merit of a particular
concept. Firms whose concepts prove successful in Phase I may be invited to apply for a
two−year Phase II award, which will not exceed $750,000, and furthers development of the
original concept into a prototype stage. Participation in the SBIR program is restricted to
for−profit, small businesses in the United States with 500 or fewer employees, including all
affiliated firms.
Source: http://www.dhs.gov/xnews/releases/pr_1173820924254.shtm

[Return to top]

Emergency Services Sector

24.March 13, Federal Emergency Management Agency — President declares emergency
disaster for Indiana. The head of the U.S. Department of Homeland Security's Federal
Emergency Management Agency (FEMA) announced that federal disaster aid has been made
available for the state of Indiana. The assistance will supplement state and local recovery efforts
in the area struck by record snow and near record snow during the period of February 12−14,
2007. FEMA Director David Paulison said federal funding is available to state and eligible
local governments on a cost−sharing basis for emergency protective measures that were
undertaken to save lives and protect public health, safety and property, including snow removal.
The aid, authorized under an emergency disaster declaration issued for the state of Indiana by
President Bush, supplements actions undertaken to alleviate the impacts of the emergency over
a continuous 48−hour period during or proximate to the incident period in the counties of
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Benton, Blackford, Boone, Carroll, Cass, Clinton, Delaware, Elkhart, Fountain, Fulton, Grant,
Hamilton, Henry, Jasper, Jay, Kosciusko, Lake, Madison, Marion, Marshall, Miami,
Montgomery, Newton, Noble, Parke, Pulaski, Putnam, Randolph, Tippecanoe, Tipton,
Vermillion, Wabash, Warren, and White Counties.
Source: http://www.fema.gov/news/newsrelease.fema?id=34792

25.March 13, Federal Emergency Management Agency — FEMA closely monitoring Winooski
River ice jam. The Department of Homeland Security's Federal Emergency Management
Agency (FEMA) is actively monitoring the ongoing situation in Montpelier, VT, regarding the
Winooski River ice jam. FEMA officials, including members of its Emergency Response Team,
met with state emergency managers this week in Waterbury to be briefed on the current
situation. "FEMA has been working closely with the state since the ice jam occurred," said
Arthur W. Cleaves, FEMA Regional Director. "We are very concerned about the flood potential
that exists and are aware of how devastating and quick a flood event can happen.” FEMA is
using the Geographic Information System and remote sensing to identify those areas that are at
greatest risk of flooding along the river and sharing that information with state and local
officials. These systems can look at the 100− and 500−year flood plain along the river and
project out where the most damaging flooding could take place. FEMA encourages citizens in
the potentially impacted area to take this opportunity to prepare themselves and their families
for a flooding event.
Source: http://www.fema.gov/news/newsrelease.fema?id=34797

26.March 13, Government Technology — Virginia first in nation to issue new first responder
credentials. On September 11, 2001, the Pentagon site was swarming with first responders
from across the region. Arlington County −− responsible for incident command −− struggled to
quickly ensure that only credentialed responders had access to the most sensitive areas of the
scene. Arlington is now piloting the nation's first test of the First Responder Authentication
Credentials (FRAC). Arlington has issued more than 1,400 FRAC cards to emergency services
workers, enabling quick, authorized access to emergency scenes across multiple jurisdictions
and agencies. The FRAC identification card is encoded with critical data that enables
commanders at the scene of an emergency to authenticate the responder's credentials using a
wireless handheld device.
Source: http://www.govtech.net/magazine/channel_story.php/104398

27.March 13, Associated Press — Louisiana emergency officials prepare for imaginary
'Hurricane Lane'. Emergency officials in Louisiana staged a hurricane drill on Tuesday,
March 13, in preparation for the June 1 start of the 2007 storm season. Governor Kathleen
Blanco's cabinet and federal emergency officials spent the day in preparation for landfall of the
imaginary "Hurricane Lane," a fictional Category 3 storm simulated on computers by the
National Weather Service. The exercise focused on the decisions made −− such as when to hire
bus companies to transport evacuees −− as a storm gains strength in the Gulf of Mexico.
Colonel Jeff Smith, state emergency preparedness chief, said the drill was a success. Before the
drill, Blanco said, "I believe that Louisiana is better prepared than ever before for hurricane
season."
Source: http://www.nola.com/newsflash/louisiana/index.ssf?/base/news
−30/1173820236290830.xml&storylist=louisiana
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Information Technology and Telecommunications Sector

28.March 14, US−CERT — Technical Cyber Security Alert TA07−072A: Apple Updates for
Multiple Vulnerabilities. Apple has released Security Update 2007−003 to correct multiple
vulnerabilities affecting Apple Mac OS X and Mac OS X Server. The most serious of these
vulnerabilities may allow a remote attacker to execute arbitrary code. Attackers may take
advantage of the less serious vulnerabilities to bypass security restrictions or cause a denial of
service. Users should install Apple Security Update 2007−003. OS X 10.4 users should upgrade
to 10.4.9 to obtain the security fixes in Apple Security Update 2007−003.
Updates are available via Apple Update:
http://docs.info.apple.com/article.html?artnum=305214
Source: http://www.us−cert.gov/cas/techalerts/TA07−072A.html

29.March 14, CNET News.com — OpenBSD hit by IPv6 flaw. A vulnerability in the way
OpenBSD handles IPv6 data packets opens systems running the traditionally secure
open−source operating system to serious attack. A memory corruption vulnerability error exists
in the OpenBSD code that handles IPv6 packets, Core Security Technologies said in an alert
published Tuesday. Exploiting the flaw could let an attacker commandeer a vulnerable system,
according to Core, which said it discovered the issue and crafted sample exploit code.
Security update: http://www.openbsd.org/errata40.html
Source: http://news.com.com/OpenBSD+hit+by+critical+IPv6+flaw/2100−1
002_3−6167193.html?tag=cd.top

Internet Alert Dashboard

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.

[Return to top]

Commercial Facilities/Real Estate, Monument &Icons Sector

30.March 14, Associated Press — Man takes police to bomb in apartment. Police found an
elaborate explosive device made of propane, kerosene, acetone and lacquer thinner in a city
Housing Authority apartment in Allentown, PA, and evacuated a half−block area while it was
dismantled. A man police found trying to set a bag containing lighter fluid and a wick on fire
Tuesday, March 13, told officers he wanted to blow up the building and to look in his
second−floor apartment. Jeffrey A. Sweeney, 51, referred to a dispute with the Housing
Authority, police said in an arrest affidavit. Officers found the bomb and called the fire
department's bomb squad and hazardous materials units. Occupants of nearby buildings were
evacuated while the device was dismantled. In night court Tuesday, Sweeney was arraigned on
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charges of risking a catastrophe, arson and related offenses, terroristic threats, reckless
endangerment, and possession of a prohibited offensive weapon.
Source: http://kdka.com/pennsylvaniawire/PA−BRF−−EasternPa−Apa_d_n_0
pa−−/resources_news_html

[Return to top]

General Sector

Nothing to report.
[Return to top]

DHS Daily Open Source Infrastructure Report Contact Information

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure
Report is a daily [Monday through Friday] summary of open−source published information
concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure
Report is archived for ten days on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

DHS Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644 for more information.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

Department of Homeland Security Disclaimer
 The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.

12

http://kdka.com/pennsylvaniawire/PA-BRF--EasternPa-Apa_d_n_0pa--/resources_news_html
http://kdka.com/pennsylvaniawire/PA-BRF--EasternPa-Apa_d_n_0pa--/resources_news_html
http://www.dhs.gov/iaipdailyreport
http://www.dhs.gov/iaipdailyreport
mailto:dhsdailyadmin@mail.dhs.osis.gov
mailto:dhsdailyadmin@mail.dhs.osis.gov
mailto:nicc@dhs.gov
mailto:soc@us-cert.gov

