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Daily Highlights

Reuters reports a new study casts doubt on nuclear waste storage safety, and materials that
scientists had hoped would contain nuclear waste for thousands of years may not be as safe
and durable as previously thought.  (See item 2)

• 

The Sun−Herald reports that all 16 counties in the Southwest Florida Water Management
District are experiencing a "severely abnormal" drought, and are now under a "Phase 2 water
shortage," that will remain in effect until July 31 unless conditions improve.  (See item 25)

• 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. January 10, Reuters — Oil keeps U.S. vulnerable, lawmakers told. The U.S. economy will
continue to rely on crude oil imports −− which currently account for more than half the nation's
oil consumption −− panelists said at a hearing before the Senate Energy Committee on global
oil supplies. The idea of "energy independence" is a myth, and attempts to insulate U.S.
consumers from world crude oil markets could actually drive up domestic energy prices, said
Linda Stuntz, an energy attorney and former Energy Department official. "Barring draconian
measures, the United States will depend on imported oil for a significant fraction of its
transportation fuel needs for at least several decades," Stuntz said, citing a Council on Foreign
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Relations report. Robert Hormats of Goldman Sachs agreed that energy independence "offers a
false promise to the American people," and called for lawmakers to demand that U.S.
automobiles become more fuel−efficient. "Energy independence at this point is not possible..."
Hormats said. State−owned oil companies like those that control oil reserves in Iran, Venezuela
and Saudi Arabia will have greater leverage in coming years, Stuntz said. "The world will
become increasingly dependent on state oil companies to produce the oil that is needed," she
said.
Source: http://www.abcnews.go.com/Politics/print?id=2785567

2. January 10, Reuters — Study casts doubt on nuclear waste storage safety. Materials that
scientists had hoped would contain nuclear waste for thousands of years may not be as safe and
durable as previously thought, researchers said on Wednesday, January 10. They used a
technique called nuclear magnetic resonance, or NMR, which is more sensitive than other
methods in detecting radiation damage. It showed that a synthetic material called zircon
encapsulating plutonium is susceptible to degradation faster than expected and may not be able
to contain the waste until it becomes safe. The safe storage of nuclear waste is problematic
because of the uncertainties in how materials will behave many thousands of years hence. The
findings, reported in the journal Nature, could lead to a rethink of using zircon for the
long−term storage of nuclear waste. The findings are particularly important for long−lived
isotopes such as plutonium, uranium and neptunium.
Source: http://news.yahoo.com/s/nm/20070110/sc_nm/nuclear_storage_dc _1

[Return to top]

Chemical Industry and Hazardous Materials Sector

Nothing to report.
[Return to top]

Defense Industrial Base Sector

3. January 11, Christian Science Monitor — Fighter jet signals China's military advances. A
sleek, swept−wing fighter−bomber dubbed the "Jian−10," unveiled last week, is more than just
another jet plane. It is China's calling card, announcing Beijing's arrival among the top ranks of
military manufacturers. Powered by Chinese engines and firing Chinese precision−guided
missiles, the locally built Jian−10 has "allowed China to become the fourth country in the
world" to have developed such a capability, "narrowing the gap with advanced nations,"
boasted Geng Ruguang, deputy general manager of the plane's manufacturer, Avic−I. The latest
fruit of a military modernization drive that has produced an indigenous Chinese nuclear attack
submarine, early warning aircraft, frigates and destroyers, cruise missiles, and computerized
command and control systems, the Jian−10 is "a decisive step by China toward becoming an
aviation power," the official Xinhua news agency declared. The plane is also a new symbol of
China's role−reversal in the global arms industry. "Most technology analysts have been
surprised by the speed with which China has gone from being an arms−buying country to one
with real promise of being a producer of front−edge military technology," says Denny Roy,
senior researcher at the Asia−Pacific Center for Security Studies in Honolulu.
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Source: http://www.csmonitor.com/2007/0111/p07s01−woap.html

4. January 10, Federal Computer Week — The day of the big systems integrator is over, says
DISA official. The Defense Information Systems Agency (DISA) is trying several innovative
ways to bring the best commercial information technology products to Department of Defense
as it moves away from propriety systems and software in its search for greater speed and
flexibility. “The day of the big systems integrator is over,” Brig. Gen. David Warner, DISA’s
program executive officer for command and control capabilities. No longer will one company
work alone to build a system based on proprietary software, Warner said. Instead, DISA will
use loose requirements to create a “capability architecture” and call on third parties to collect
technologies from across the private sector, he said. Lead systems integrators will continue to
play a big role, but that role will have to change, said John Garing, DISA’s chief information
officer. “If we continue to buy large, turnkey solutions that have a lot of integrated software in
them, that reduces necessarily the flexibility we want,” Garing said. DISA is trying to move
toward a service−oriented architecture framework that can add the military agencies one by one
and pick up new things quickly, he said.
Source: http://www.fcw.com/article97314−01−10−07−Web

5. January 09, U.S. Army — Army makes adjustments to future force unmanned aerial
systems. The U.S. Army announced Tuesday, January 9, that it is realigning its unmanned
aerial assets to correspond better with future joint−force requirements and budgetary
constraints. The Army is balancing competing priorities: the costs of war and reset, and the
need to modernize the force. Consequently, the service will continue to improve Raven and
Shadow Unmanned Aerial Systems, develop two of four classes of Future Combat Systems
Unmanned Aerial Systems, and field the Extended Range/Multi−Purpose Unmanned Aerial
Systems. "The lessons our Army learned after five years of war helped to form our future force
requirements," said Brig. Gen. Stephen D. Mundt, Director of Army Aviation. "Unmanned
Aerial Systems will play an increasingly prominent operational role for our Combatant
Commanders and for our Soldiers." Training and Doctrine Command and various Army staffs
spearheaded a 13−month study, which carefully assessed the Army's Unmanned Aerial Systems
capabilities. The future force Unmanned Aerial Systems adjustments were approved by Army
Chief of Staff Gen. Peter J. Schoomaker last month. The Army has begun implementing the
new Unmanned Aerial Systems realignment.
Source: http://www.army.mil/−newsreleases/2007/01/09/1293−army−makes
−adjustments−to−future−force−unmanned−aerial−systems/

6. January 09, Federal Computer Week — DISA to develop satellite comms architecture. The
Defense Information Systems Agency (DISA) is asking industry for help in developing a
communications architecture for satellite systems that serve the Department of Defense (DoD),
the intelligence community and NASA. The Transformational Communications Architecture
will address the potential for an expanded role for commercial satellite communications to meet
the requirements of DoD, NASA and the intelligence community through the year 2020,
according to the request for information released Tuesday, January 9.
Source: http://www.fcw.com/article97311−01−09−07−Web

[Return to top]
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Banking and Finance Sector

7. January 11, Websense — Multiple phishing alerts: Kaw Valley State Bank and Trust,
ELGA Credit Union, MoneyGram, and RHB Bank. Websense Security Labs has received
reports of a phishing attack that targets customers of Kaw Valley State Bank and Trust of
Topeka, KS. Users receive a spoofed e−mail message, which claims that their account has been
disabled and that, due to multiple login errors, they will have to confirm their identity. There
have also been reports of a phishing attack that targets customers of Elga Credit Union in
Michigan. Users receive a spoofed e−mail message, which claims that they need to confirm
their e−mail address. Also, a phishing attack that targets customers of MoneyGram, an Internet
payment service, has been reported. Users receive a spoofed e−mail message, which claims that
they need to confirm their credit card for their account because the old one has expired. Lastly,
Websense Security Labs has received reports of a phishing attack that targets customers of
RHB Bank of Kuala Lumpur, Malaysia. Users receive a spoofed e−mail message, requesting
that they confirm details about their account. All of these e−mails provide a link to phishing
sites that attempt to collect account information.
Screenshots:
http://www.websense.com/securitylabs/alerts/alert.php?AlertI D=723
http://www.websense.com/securitylabs/alerts/alert.php?AlertI D=722
http://www.websense.com/securitylabs/alerts/alert.php?AlertI D=721
http://www.websense.com/securitylabs/alerts/alert.php?AlertI D=720
Source: http://www.websense.com/securitylabs/alerts/

8. January 10, CNET News — New tool enables sophisticated phishing scams. Security experts
at RSA, the Security Division of EMC Corporation, have come across a new tool that
automatically creates sophisticated phishing sites, a sign that cybercrooks are getting
increasingly professional. The tool, which RSA calls the "Universal Man−in−the−Middle
Phishing Kit," is available on underground online marketplaces for about $1,000, Jens
Hinrichsen, RSA's product marketing manager for fraud auction, said in an interview
Wednesday, January 10. "Unlike other phishing kits which have been in existence for quite
some time, this kit is unique because with a very simple user interface you can choose whatever
site you'd like to spoof," Hinrichsen said. Using the new kit, a fraudster only has to enter
variables such as which site should be spoofed and where the fraudulent page will be hosted.
The tool then produces a dynamic Web page in the PHP (hypertext preprocessor) scripting
language. The fraudster hosts this page somewhere on the Web, typically on a compromised
Web server or a free Web host, and lures people to it with spammed e−mail messages or other
links.
Source: http://news.com.com/New+tool+enables+sophisticated+phishing+
scams/2100−1029_3−6149090.html

9. January 10, AuctionBytes — PayPal to thwart phishing scams with new device. PayPal is
beta testing a new tool to help keep user accounts secure. The PayPal Security Key is a small
electronic device that account−holders may order from PayPal. The device, small enough to
attach to a keychain, generates a unique six−digit security code about every 30 seconds. Users
enter that code when they log in to their PayPal or eBay account with their regular user name
and password. Because the numbers on the device change continually, the code used to sign in
expires, providing a higher level of security. The PayPal Security Key uses Verisign's
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two−factor authentication system.
Source: http://www.auctionbytes.com/cab/abn/y07/m01/i10/s02

10.January 10, SC Magazine — Hacker cracks University of Arizona network, may have
breached employee information. A hacker may have obtained the personal information of
University of Arizona employees, as well as details of the institution's financial transactions.
Students' personal information was not compromised when a hacker accessed the university
network in an incident discovered last week. University employees discovered unauthorized
movies and games on the network January 2, according to a report in the Tucson Citizen. The
hacker, who authorities believe lives in France based on his or her IP address, could potentially
have obtained university credit card details, information about transactions between university
departments, and an unknown number of employees' Social Security numbers, according to
press reports.
Source: http://www.scmagazine.com/us/news/article/625387/hacker−crac
ks−university−arizona−network−may−breached−employee−informat ion

[Return to top]

Transportation and Border Security Sector

11.January 11, Associated Press — Republic, Frontier sign service contract. Republic Airways
Holdings Inc., a regional carrier for several major airlines, said Thursday its Republic Airlines
unit will provide Frontier Airlines regional jet service for Denver−based Frontier Airlines.
Republic replaces Horizon Air Industries Inc., whose contract with Frontier expires in
December 2007. The latest agreement calls for Republic Airways to provide and operate 17
Embraer 170 jets for Frontier Airlines beginning in March. Frontier will continue to schedule
and market all of its regional jet service flights.
Source: http://biz.yahoo.com/ap/070111/republic_airways_contract.htm l?.v=1

12.January 11, Washington Technology — Skinner: CBP financial reporting plagued by
problems. IT control vulnerabilities are a material weakness in the financial reporting systems
of the Bureau of Customs and Border Protection (CBP), according to a new independent audit
released by Department of Homeland Security Inspector General Richard L. Skinner. The audit
identified two material weaknesses, including the one related to IT. It also described several
other reportable conditions and discovered noncompliance with the Federal Information
Security Management Act of 2002, Federal Financial Management Improvement Act of 1996
and the Improper Payments Information Act of 2002. The other material weakness involves
refunds of various revenues collected through the Automated Commercial System. The agency
collects duties, taxes and fees from importers. The automated system lacks the proper controls
to prevent excessive or improper refunds, the audit said.
Audit: http://www.dhs.gov/xoig/assets/mgmtrpts/OIG_07−19_Dec06.pdf
Source: http://www.washingtontechnology.com/news/1_1/daily_news/2995
1−1.html?topic=homeland

13.January 11, Miami Herald — Cache of cocaine found at Port Everglades. Customs officials
at Port Everglades have seized $400,000 worth of cocaine hidden in a shipment of clothes. The
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cocaine entered the port Monday, January 8, aboard the Greetseil, a cargo ship arriving from
Peru. The U.S. Immigration and Customs Enforcement is investigating.
Source: http://www.miami.com/mld/miamiherald/email/news/breaking_new s/16435386.htm

14.January 11, Department of Transportation — FMCSA proposes requirements and
incentives for new safety. Truck and bus companies with a history of serious hours−of−service
(HOS) violations may be required to install electronic on−board recorders in all of their
commercial vehicles for a minimum of two years, according to a proposed rule announced on
Thursday, January 11, by the Federal Motor Carrier Safety Administration (FMCSA). The
proposed rule also would encourage industry wide use of electronic on−board recorders
(EOBR) by providing incentives for voluntary use, said John H. Hill, FMCSA Administrator.
Specifically, the proposal would require EOBRs to record basic information needed to track a
driver’s duty status, including: identity of the driver, duty status, date, time, and location of the
commercial vehicle, and distance traveled. It would also add a new requirement to use Global
Positioning System technology or other location tracking systems to automatically identify the
location of the vehicle, which further reduces the likelihood of falsification of HOS
information. If adopted, FMCSA estimates that within the first two years that the rule is
enforced approximately 930 carriers with 17,500 drivers would be required to use electronic
on−board recorders. The full Notice of Proposed Rulemaking will be published in the Federal
Register on January 18, 2007, and public comments will be accepted until April 18, 2007.
To request a copy of the notice, email: news@fmcsa.dot.gov.
Source: http://www.dot.gov/affairs/fmcsa0207.htm

15.January 11, Chicago Tribune — 'Vibrating bag' prompts bomb scare at O'Hare. An
unattended "vibrating bag" caused a brief scare at O'Hare International Airport Thursday
morning, January 11, but the shaking was later determined to be caused by a sleep apnea
machine. The package was reported around 8 a.m. CST, which prompted a response from the
Chicago Police Department's Bomb and Arson Unit, a unit sergeant said. Investigators cleared
the immediate vicinity in Terminal 5, where international flights arrive and depart. Wendy
Abrams, spokesperson for the city's Department of Aviation, said the response to the "vibrating
bag" did not affect operations at the airport.
Source: http://www.chicagotribune.com/news/local/chi−070111oharepack
age,1,235815.story?coll=chi−news−hed

16.January 10, IDG News Service — Two charged with hacking Los Angeles traffic lights.
Two men have been charged with illegal computer access after they allegedly hacked in to the
Los Angeles city traffic center to turn off traffic lights at four intersections last August. The two
men, both engineers with the city's Automated Traffic Surveillance Center, accessed city
computers on the morning of August 21 and were able to turn off signal control boxes just
hours before a job action by city engineers, the Los Angeles district attorney said in a statement
released late last week. The accused were able to bar other city employees from accessing the
computer system to put the lights back online. No accidents were reported, but it took four days
to fix the city's traffic control system, the statement said. Gabriel Murillo, 37, and Kartik Patel,
34, are both charged with unauthorized access of a computer.
Source: http://www.infoworld.com/article/07/01/10/HNhackedlights_1.h tml

[Return to top]
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Postal and Shipping Sector

17.January 11, Albany Business Review (NY) — Area post offices to open Sunday to handle
passport applications. The U.S. Postal Service will have special Sunday hours at select
branches in the Albany, NY, region to process passport applications as new requirements are
about to go into effect for air travel to Canada, Mexico, and the Caribbean. Post offices in East
Greenbush, Northville, Rexford, Halfmoon, Malta, Altamont, Saratoga Springs and Glens Falls
will be open January 14 from 10 a.m. to 2 p.m. EST to take passport photos and process
applications, according to Maureen Marion, a Postal Service spokesperson. In total, 30 of the
700−plus post offices in the Albany district will be open Jan. 14. The district covers a wide
swath of upstate New York, from Plattsburgh to Binghamton and Waterloo to the
Massachusetts border. The impending deadline has driven up demand for passports, Marion
said, particularly on Saturdays, when parents bring children to get passports. The one−time
event is being called Passport Sunday. Depending on the response, the postal service may
repeat the Sunday hours.
Source: http://albany.bizjournals.com/albany/stories/2007/01/08/dail y45.html

18.January 10, Frederick News−Post (MD) — Hazmat team called for parcel sent to county
state's attorney's office. A suspicious package mailed to the Frederick County State's
Attorney's Office at the Frederick County, MD, courthouse tested negative for dangerous
substances Tuesday, January 10, said Cpl. Jennifer Bailey. Frederick County State's Attorney
Charlie Smith confirmed the overnight package had been mailed to him from an address in
Emmitsburg. Smith had the package run through the X−ray machine at the entrance to the
courthouse. Since it came back negative, he opened the package and discovered a white
powdery substance in a small envelope. A Hazmat team and deputies responded to the
courthouse and quarantined the office. The matter is under investigation.
Source: http://www.fredericknewspost.com/sections/news/display.htm?s toryid=55533

[Return to top]

Agriculture Sector

19.January 11, University of Georgia College of Agriculture and Environmental Sciences News
Service — Animal−tracking system moving forward. Making the National Animal
Identification System (NAIS) voluntary doesn't mean that it will fade from existence, said
Ronnie Silcox, an associate professor of animal and dairy science at the University of Georgia.
NAIS was designed to inventory each livestock producer's premises and animals and to provide
an industrywide, 48−hour trace−back system. The system came about as a way to stop the
spread of diseases such as bovine spongiform encephalopathy, by tracking it to its source. As of
November 27, 2006, only 333,184 premises have been registered in the U.S. That's a fraction of
the more than 1.43 million American meat producers listed in the 2002 census data. For more
than a year, Silcox has worked to help Georgia's producers meet NAIS standards. About 40,000
such livestock facilities exist throughout the state. Less than 10 percent of those have premise
ID numbers, he said.
Source: http://www.gainesvilletimes.com/news/stories/20070111/localn ews/149201.shtml
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20.January 11, USAgNet — Colorado cattle deaths being assessed. The Colorado Cattleman's
Association (CCA) says a blizzard that buried the state's southeastern region has killed between
8,000 and 15,000 head of livestock, a range that hasn't shifted for the last few days as those
cattle visible to rescuers have been recovered. But authorities won't know for certain the
number of cattle losses until the remains of the December 28 blizzard until spring. Terry
Fankhauser, executive vice president of CCA, said Wednesday, January 10, that cattle losses
alone could cost more than $10 million, but that number could double or even triple after
factoring in costs associated with feed, illnesses, weight loss and equipment, among other
things.
Source: http://www.usagnet.com/story−national.php?Id=83&yr=2007

21.January 10, Animal and Plant Health Inspection Service — Update testing regulations for
U.S. cattle exports. The U.S. Department of Agriculture’s Animal and Plant Health Inspection
Service (APHIS) is proposing to amend its livestock exportation regulations to eliminate the
U.S. requirement for pre−export tuberculosis and brucellosis testing. The proposed changes
would no longer require pre−export testing for cattle from any tuberculosis accredited−free or
brucellosis class−free state and for exports to countries that do not require testing. APHIS is
proposing this action to relieve restrictions on certain exports of U.S. cattle to Canada for which
testing is no longer necessary. Canadian animal health authorities have recognized our success
in eradicating brucellosis, tuberculosis and other diseases by establishing the Restricted Feeder
Cattle Program, which allows certain untested feeder cattle to be imported into Canada. To
participate in this program, the feeder cattle must originate from a state that has been designated
by APHIS as brucellosis and tuberculosis free. In addition, should other countries importing
U.S. cattle suspend or remove their testing requirements, this proposal would ensure that U.S.
cattle exporters receive the full benefits of no longer being required to perform pre−export tests.
Source: http://www.aphis.usda.gov/newsroom/content/2007/01/tbbrucreg .shtml

22.January 10, Denver Post — High−tech tracking meets old−time Western ranching. More
and more computer chips are being used to identify livestock in Colorado and elsewhere. The
National Animal Identification System (NAIS) voluntary program coordinated by the U.S.
Department of Agriculture and local government agencies, can be used as a safeguard to protect
against the spread of animal disease, proponents say. Information gathered in the system can
also be used in marketing and animal management, among other applications. In Colorado,
information from the system helped quickly identify and assist ranchers in southeastern
Colorado whose stock were trapped in snow by a recent wave of blizzards. Since most roads
were snowed over, National Guard helicopter pilots, who were airlifting feed, couldn't visually
follow highways to ranches. But coordinates of ranches registered with the system allowed
rescuers to quickly and methodically find snowbound ranches. More than 5,500 ranchers and
livestock operators in Colorado, about 25 percent of the total, have agreed to take part in the
system. So far, about 1.4 million radio−frequency ID tags have been shipped nationally, said
Ben Kaczmarski, an NAIS spokesperson.
Source: http://www.denverpost.com/headlines/ci_4988653

23.January 10, DTN Soybean Rust Information Center — Rust survives in Alabama. Despite
frosts in Alabama, small patches of soybean rust−infected kudzu have survived in protected
urban locations. Rust's ability to overwinter in the southern U.S. concerns scientists and
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soybean producers who wonder if the disease could harm U.S. soybeans given the right
circumstances. If enough inoculum could accumulate during the winter and spring months, the
disease might possibly have a chance to spread farther and faster than it did during 2005 and
2006. The Alabama finds reported Tuesday, January 9, may be rather insignificant, though,
because rust successfully overwintered at all three locations −− Mobile, Daphne and
Montgomery counties −− last year.
Source: http://www.dtnsoybeanrustcenter.com/index.cfm?show=10&mid=75 &pid=2

[Return to top]

Food Sector

24.January 09, Animal and Plant Health Inspection Service — Proposal to allow meat imports
from Southern Patagonia in Argentina. The U.S. Department of Agriculture’s (USDA)
Animal and Plant Health Inspection Service (APHIS) is proposing to amend its regulations to
add the southern portion of Patagonia in Argentina to the list of regions considered free of
rinderpest and foot−and−mouth disease (FMD). In order to confirm the FMD disease−free
status of this area, APHIS completed a thorough risk assessment, conducted site visits and
collected information from Argentina’s government. In addition to the proposal involving a
change in disease status, APHIS is also proposing to add this area to the list of regions subject
to restrictions on meat and meat products because of the proximity to and trading relationships
with affected areas. These restrictions would require actions such as preparing meat and meat
products for export in a USDA inspected facility and sending a certificate issued by the
government of Argentina with the product stating that it has not commingled with product from
an FMD affected area.
Source: http://www.aphis.usda.gov/newsroom/content/2007/01/argenmeat .shtml

[Return to top]

Water Sector

25.January 10, Sun−Herald (FL) — Florida water district declares shortage. All 16 counties in
the Southwest Florida Water Management District are experiencing a "severely abnormal"
drought, according to a district report issued Tuesday, January 9. As a result, the district's
director declared a "Phase 2 water shortage," which restricts residents to lawn watering one day
per week. The restrictions will remain in effect until July 31 unless conditions improve. The
restrictions affect users of both well water and water supplied from canals, rivers or lakes.
District staffers, in a report, cited several drought indicators, including rainfall, river flows, lake
levels and groundwater levels, as the basis for the declaration. At least 11 of the 16 counties
were listed as "critically abnormal" for their dry conditions. The Peace River's flow, currently
measured at 125 cubic feet per second at Arcadia, was listed as "extremely abnormal." All but
one of the 16 counties had ground water levels that were "below normal." Lake levels in the
northern region of the district were 2.6 feet below normal. But, in the other areas, the lakes
were near normal for this time of year.
Source: http://www.sun−herald.com/Newsstory.cfm?pubdate=011007&story
=tp10ch15.htm&folder=NewsArchive2
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[Return to top]

Public Health Sector

26.January 11, Reuters — South Korea says human had bird flu, recovers. South Korea's
health ministry said on Thursday, January 11, a poultry worker was infected with the H5N1
strain of bird flu late last year, but had not been seriously ill. The person was infected after an
outbreak of the H5N1 strain that first hit poultry farms in the country in November 2006. The
poultry worker was subject to regular testing of farmers and workers involved in a mass cull of
about 1.7 million fowl following the discovery of the H5N1 virus at four farms in and around
Iksan, about 100 miles south of Seoul. Tests have been completed on 26 of 85 farmers and
those carrying out the cull in Iksan. Results on the remaining people should be finished by
around the end of this month, the ministry said.
Source: http://www.alertnet.org/thenews/newsdesk/SP212262.htm

27.January 10, Reuters — New immigrants may need basic vaccinations. Many new
immigrants and refugees to the U.S. and Canada are susceptible to measles, mumps and rubella.
In particular, immigrant women show lower rates of immunity to rubella than immigrant men.
Christina Greenaway of Jewish General Hospital, Montreal, Canada, and colleagues conducted
a study of 1,480 adult immigrants and refugees between October 2002 and December 2004 to
assess their immunity to measles, mumps and rubella. Thirty−six percent of the immigrants
were susceptible to at least one of these three infections, the team found. Women were twice as
likely as men to be immune to measles. However, women were 30 percent more likely to be
susceptible to rubella than men. While all immigrants are required to have up−to−date
vaccinations, "gaps in vaccination coverage remain...because some groups, such as asylum
seekers, refugees and adoptees, are excluded and because no systematic mechanism verifies
vaccine doses," Greenaway and colleagues note.
Source: http://today.reuters.com/news/articlenews.aspx?type=healthNe
ws&storyID=2007−01−10T202112Z_01_COL073230_RTRUKOC_0_US−IMMI
GRANTS−VACCINATIONS.xml&WTmodLoc=HealthNewsHome_C2_healthNew s−1

28.January 10, Government Computer News — CDC awards disease surveillance IT grants.
The U.S. Centers for Disease Control and Prevention (CDC) awarded $3.7 million in grants
designed to improve health information sharing to detect and respond to emerging public health
threats, with the goal of ultimately adopting a nationwide health care surveillance system. The
grants will fund studies at three new Centers of Excellence in Public Health Informatics located
at the New York City Department of Health and Hygiene; the University of Utah, Salt Lake
City; and Johns Hopkins University, Baltimore, MD. Researchers will investigate new
technologies to improve the timeliness and accuracy of electronic disease surveillance systems
and accelerate the development of a national disease surveillance network. They also will
implement and evaluate a model electronic health record system that incorporates public health
priorities and epidemiological data.
Source: http://www.gcn.com/online/vol1_no1/42917−1.html

[Return to top]
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Government Sector

Nothing to report.
[Return to top]

Emergency Services Sector

29.January 10, NBC4−TV (CA) — UCLA developing database for responders to use in
disasters. A University of California Los Angeles (UCLA) center is developing an online
database and mapping system for first responders to better address the needs of Los Angeles
County's "vulnerable populations" in the event of a disaster, officials said Wednesday, January
10. The database and maps are being designed for the Los Angeles County Office of
Emergency Management, and will also be used by the Los Angeles Mayor's Office, Los
Angeles County Sheriff's Department, Los Angeles Police Department, and city and county fire
departments.
Source: http://www.nbc4.tv/news/10717925/detail.html

[Return to top]

Information Technology and Telecommunications Sector

30.January 11, IDG News Service — Google irks Website owners over malware alerts. Some
Website operators are complaining that Google is flagging their sites as containing malicious
software when they believe their sites are harmless. At issue is an "interstitial" page that
appears after a user has clicked on a link within Google's search engine results. If Google
believes a site contains malware, the page will appear, saying "Warning − visiting this Website
may harm your computer!" Google does not block access to the site, but a user would have to
manually type in the Website address to continue. Organizations are complaining their sites do
not contain malicious software, and the warning is embarrassing. Google's warning page
contains a link to Stopbadware.org, a project designed to study legal and technical issues
concerning spyware, adware, and other malicious software. Organizations should work with
their Web hosting provider to check for security problems, Stopbadware.org said.
Source: http://www.infoworld.com/article/07/01/11/HNgooglemalwareale rtsirk_1.html

31.January 11, New York Times — Firms fret as office e−mail jumps security walls. Companies
spend millions on systems to keep corporate e−mail safe. If only their employees were as
paranoid. A growing number of Internet−literate workers are forwarding their office e−mail to
free Web−accessible personal accounts offered by Google, Yahoo and other companies. Their
employers, who envision corporate secrets leaking through the back door of otherwise
well−protected computer networks, are not pleased. It is a battle of best intentions: productivity
and convenience pitted against security and more than a little anxiety. Corporate techies want
strict control over internal company communications and fear that forwarding e−mail might
expose proprietary secrets to prying eyes. Employees just want to get to their mail quickly,
wherever they are, without leaping through too many security hoops. So far, no major corporate
disasters caused by this kind of e−mail forwarding have come to light. But security experts say
the risks are real. Also, because messages sent from Web−based accounts do not pass through
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the corporate mail system, companies could run afoul of federal laws that require them to
archive corporate mail and turn it over during litigation.
Source: http://www.nytimes.com/2007/01/11/technology/11email.html?_r
=1&ref=technology&oref=slogin

32.January 11, VNUNet — Bug found in Apple security patch software. The group behind the
Month of Apple Bugs (MoAB) project has found a flaw in software designed to fix security
issues on Apple Macs. The vulnerability affects the Application Enhancer (Ape) software,
which was designed by a rival group trying to combat the flaws highlighted by MoAB. The bug
could allow malicious users on a local system to replace Ape's binary code and take control of
the root privileges on a computer. "Like the previous local exploits, this could be combined
with a remote exploit to gain root privileges from an administrator account without user
interaction," said Landon Fuller, author of the Ape software, on his blog. "There are also a
number of alternative exploit conditions that could occur due to the admin−writability of other
directories in /Library."
Source: http://www.vnunet.com/vnunet/news/2172335/apple−flaw−found−s ecurity−patch

33.January 10, eWeek — Hosted VoIP services grow, report shows. In−Stat, a technology
research firm, released its latest research study Wednesday, January 10, that showed that hosted
Voice over IP (VoIP) telephony usage has increased among small businesses. The study,
"Hosted VoIP: Steady Growth, But Will the Boom Come?" found that small businesses have
the most hosted VoIP deployments in the 20−to−50−seat range and that hosted VoIP will
continue to grow over the next few years with revenues expected to exceed $2 billion by 2010.
"Most business customers adopt hosted VoIP with the expectation of cost savings, but soon
come to value the feature functionality and integration with data networks the application
provides," said David Lemelin, senior analyst at In−Stat. "As a result, hosted VoIP solutions are
becoming more valuable." The study from In−Stat found the following: 1) U.S.−hosted VoIP
seats in service are expected to continue to increase consistently to more than 3 million in 2010;
2) For hosted VoIP services, cost savings is the main appeal; 3) Businesses that have several
office locations as well as the mobile worker are most attracted to hosted VoIP solutions.
Source: http://www.eweek.com/article2/0,1895,2081954,00.asp

34.January 10, eWeek — VeriSign offers hackers $8,000 bounty on Vista, IE 7 flaws.
VeriSign's iDefense Labs has placed an $8,000 bounty on remote code execution holes in
Windows Vista and Internet Explorer (IE) 7. The Reston, VA, security intelligence outfit threw
out the monetary reward to hackers as part of a challenge program aimed at luring researchers
to its controversial pay−for−flaw Vulnerability Contributor Program. The launch of the latest
hacking challenge comes less than a month after researchers at Trend Micro discovered Vista
flaws being hawked on underground sites at $50,000 a pop and illustrates the growth of the
market for information on software vulnerabilities. iDefense isn't the only brand−name player
in the market. 3Com's TippingPoint runs a similar program, called Zero Day Initiative, that
pays researchers who agree to give up exclusive rights to advance notification of unpublished
vulnerabilities or exploit code. The companies act as intermediaries in the disclosure process −−
handling the process of coordinating with the affected vendor −− and use the vulnerability
information to beef up protection mechanisms in their own security software, which is sold to
third parties.
Source: http://www.eweek.com/article2/0,1895,2082014,00.asp
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35.January 10, IDG News Service — NSA helped Microsoft make Vista secure. The U.S.
agency best known for eavesdropping on telephone calls had a hand in the development of
Microsoft's Vista operating system, Microsoft confirmed Tuesday, January 9. The National
Security Agency (NSA) stepped in to help Microsoft develop a configuration of its
next−generation operating system that would meet Department of Defense requirements, said
NSA spokesperson Ken White. This is not the first time the secretive agency has been brought
in to consult with private industry on operating system security, White said, but it is the first
time the NSA has worked with a vendor prior to the release of an operating system. By getting
involved early in the process, the NSA helped Microsoft ensure that it was delivering a product
that was both secure and compatible with existing government software, he said. Still, the
NSA's involvement in Vista raises red flags for some. Part of this concern may stem from the
NSA's reported historical interest in gaining "back−door" access to encrypted data produced by
products from U.S. computer companies like Microsoft.
Source: http://www.infoworld.com/article/07/01/10/HNnsamadevistasecu re_1.html

36.January 10, Security Focus — Acer ships laptops with security hole. Computer maker Acer
has shipped its notebook computers with an ActiveX control that lets any Website install
software on the machine, security researchers warned this week. The ActiveX control −−
named LunchApp.ocx −− appears to be a way for the company to easily update customer
laptops, but also allows others to do the same thing, anti−virus firm F−Secure stated in a blog
post on Tuesday, January 9. The security problem, first discovered in November by security
researcher Tan Chew Keong, was confirmed by antivirus F−Secure. "The library, named
LunchApp.ocx, is probably supposed to help with browsing the vendor's Website, enable easy
updates and such," wrote F−Secure's research team. "It turns out it also makes all those
machines vulnerable to a specially crafted HTML file that could instantly download malicious
file(s) onto the user's machine and then execute them."
Source: http://www.securityfocus.com/brief/404

Internet Alert Dashboard

Current Port Attacks

Top 10 Target
Ports

The top 10 Target Ports are temporarily unavailable. We apologize
for the inconvenience.
Source: http://isc.incidents.org/top10.html; Internet Storm Center

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.

[Return to top]

Commercial Facilities/Real Estate, Monument &Icons Sector

Nothing to report.
[Return to top]
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General Sector

Nothing to report.
[Return to top]

DHS Daily Open Source Infrastructure Report Contact Information

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure
Report is a daily [Monday through Friday] summary of open−source published information
concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure
Report is archived for ten days on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

DHS Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644 for more information.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

Department of Homeland Security Disclaimer
 The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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