
Department of Homeland Security
Daily Open Source Infrastructure

Report
for 10 January 2007

Current
Nationwide

Threat Level is

For info click here
http://www.dhs.gov/

Daily Highlights

The Department of Homeland Security released on Tuesday, January 9, fiscal year 2007 grant
guidance and application kits for five grant programs that will total roughly $445 million in
funding for state, local, and private industry infrastructure protection initiatives.  (See item 15)

• 

The Federal Aviation Administration on Monday, January 8, published a comprehensive final
rule that further reduces the risks for passengers and crews flying long−range regularly
scheduled commercial routes over remote areas.  (See item 18)

• 

A New York Department of Environmental Protection worker, caught on surveillance camera,
is under investigation for tampering with equipment that chlorinates a reservoir serving more
than eight million New Yorkers.  (See item 23)

• 
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Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. January 09, Bloomberg — Oil plunges to lowest since 2005, trading near $54 on mild
weather in U.S. Crude oil fell to the lowest in 18 months as mild weather in the eastern U.S.
curbed heating−fuel consumption, causing stockpiles to increase. “It's hard to be worried about
heating−oil supplies when we've seen 60−degree weather this January,” said Rick Mueller, an
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analyst with Energy Security Analysis Inc. in Wakefield, MA. “Refiners are shifting to gasoline
production, which should leave us with ample supplies. Demand for crude oil should fall as the
product stockpiles grow.” The Organization of the Petroleum Exporting Countries (OPEC)
agreed to cut output by 1.2 million barrels a day starting November 1, and a further cut was
agreed to last month of 500,000 barrels a day from February 1. OPEC made the cuts because of
falling prices, which are down 30 percent from the record of $78.40 a barrel reached on July 14.
Source: http://www.bloomberg.com/apps/news?pid=20601072&sid=aAdfjw48
qdAs&refer=energy

2. January 09, Charleston Daily Mail (WV) — Deputies arrest two in theft of copper wire.
Kanawha County, WV, deputies arrested two people accused of stealing copper from an
American Electric Power (AEP) substation. They reportedly stole about 50 feet of copper wire
from an AEP substation located at the mouth of Hughes Creek, according to the news release.
Source: http://www.dailymail.com/story/News/+/200701096/Deputies−arr
est−two−in−theft−of−copper−wire/

3. January 09, Energy Information Administration — EIA releases Short−Term Energy
Outlook. Projections of U.S. heating fuel expenditures for the 2006−07 winter season have
declined from last month's Outlook reflecting warm weather. Average household heating fuel
expenditures are projected to be $873 this winter compared to $948 last winter. This would be
the first winter since the winter of 2001−02 in which home heating fuel expenditures are
expected to decline from the prior winter. In 2007 and 2008, total U.S. energy demand is
expected to increase at annual rates of about 1.2 and 1.7 percent, respectively. The price
forecasts over the next few months have been lowered from last month's Outlook, but
projections beyond this winter are relatively unchanged. The price of West Texas Intermediate
crude oil, which averaged $66.02 per barrel in 2006, is projected to average $64.42 per barrel in
2007 and $64.58 per barrel in 2008. Henry Hub natural gas prices, which averaged $6.94 per
mcf in 2006, are projected to average $7.06 in 2007 and $7.72 in 2008.
Source: http://www.eia.doe.gov/steo

4. January 08, Platts Energy Bulletin — FERC approves new MISO shortage procedures. The
Midwest Independent Transmission System Operator (MISO) has won approval from the
Federal Energy Regulatory Commission (FERC) for its revised plan on dealing with shortages
and avoiding emergencies in its real−time power market. The revamped shortage procedures
were effective Monday, January 8. The new procedures will allow MISO to use up to 50
percent of spinning reserves for as much as 60 minutes to head off an emergency. The idea is to
do a better job of dispatching online resources during periods of capacity shortage that have not
yet reached the level of an emergency shortage.
Source: http://www.platts.com/Electric%20Power/News/8819049.xml?sub=
Electric%20Power&p=Electric%20Power/News

[Return to top]

Chemical Industry and Hazardous Materials Sector

5. January 08, Click2Houston — Three treated, dozens decontaminated after chemical
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release. A leaking tanker−truck sent a large plume of white smoke into the air Monday
afternoon, January 8, forcing officials to issue a shelter−in−place for more than an hour in
Sugar Land, TX. More than two−dozen workers were also treated. The chemical release came
from a ruptured line at the Nalco Energy Services plant at 7705 Highway 90 near Highway 59
in Sugar Land. Officials said the tanker leaked ethylenediamine, which is a solvent used in
adhesives that is considered an irritant. Three Nalco employees were sent to the hospital for
treatment of respiratory problems. Approximately 27 Nalco employees were decontaminated.
"We believe a pressure−relief valve on the truck may have dislodged causing a release into the
atmosphere," said John Wantuch, Nalco's plant manager. The tanker contained about 4,000
gallons of ethylenediamine.
Source: http://www.msnbc.msn.com/id/16531784/

[Return to top]

Defense Industrial Base Sector

6. January 08, Federal Computer Week — DoD seeks commercial encryption software. The
Department of Defense (DoD) is looking to protect all data at rest (DAR) on mobile computers
and storage devices using commercial encryption software. DoD will soon award one or more
enterprisewide software agreements under the DoD Enterprise Software Initiative and the
General Services Administration’s Federal SmartBUY program. The department is calling on
industry to submit software solutions to encrypt all DAR storage devices, including hard drives
of laptop and desktop computers, tablet PCs, smart phones, personal digital assistants, and
removable storage devices, according to a pre−solicitation notice. DoD estimates the
agreements will cover more than one million laptops and one million other mobile devices.
Source: http://www.fcw.com/article97296−01−08−07−Web

7. January 08, Federal Computer Week — Report: Boom expected in hiring security−cleared
workers. The hiring of workers with security clearances is expected to surge the first quarter of
2007 as a result of the many multimillion−dollar Department of Defense contracts that were
awarded in December, according to the first edition of the ClearanceJobs Report for 2007.
According to ClearanceJobs.com, an online recruiting service, those estimates could change
because although some employers post jobs online that are contingent upon a contract award,
many job seekers don’t like applying for positions that don’t yet exist. ClearanceJobs said the
job postings in December showed a strong increase in the number of positions requiring
higher−level clearances. When compared to the preceding month, there were 10 percent more
jobs posted requiring a Top Secret or higher clearance the final month of 2006.
Source: http://www.fcw.com/article97293−01−08−07−Web

[Return to top]

Banking and Finance Sector

8. January 09, Finextra (UK) — Entropia Universe to auction virtual banking licenses. The
company behind Entropia Universe −− an online role−playing game that has a real world cash
economy −− says it will auction five virtual banking licenses that will allow financial firms to
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set up real world banking systems in the online universe. Online science fiction game Entropia
Universe has over 500,000 members and had a turnover of over $160 million in 2005. The
cyber world has a currency that has a fixed exchange rate with the U.S. Dollar. Cash can be
moved between Entropia Universe and the real world using an ATM card. Now MindArc, the
company that developed Entropia, is offering banks two−year exclusive licenses that will
enable them to set up operations in the online world. The licenses will be available through the
public auction beginning mid January 2007. The virtual banks will work in a similar way to real
world firms and will initially be provided with secure systems enabling them to lend money to
citizens and collect interest payments.
Source: http://finextra.com/fullstory.asp?id=16346

9. January 09, Register (UK) — Mystery drop in fraud and spam. Spam levels suddenly
dropped 30 percent last week, according to SoftScan, which attributes the let−up to a "broken"
botnet. SoftScan believes the most likely explanation is that hackers have temporarily lost
control of a significant network of compromised machines. It seems unlikely that new
computers at Christmas had much to do with affecting the number of compromised machines.
Alternatively the drop in spam might be a result of the recent earthquake in Asia disrupting
spamming activity from that region, but this theory fails to explain a gradual (rather than more
sudden) drop off in spam levels this month. Early Warning reports that fraud surprisingly fell
last month, even though Christmas witnessed a rise in e−commerce sales. "This is really an
unexpected and encouraging first in Internet fraud statistics. As e−commerce goes on rising, we
are used to corresponding increases in [scammers]' activities to capitalize on it," said Andrew
Goodwill of Early Warning. "As the number and value of sales has risen so sharply, fraud −− as
a proportion −− is definitely down. The reason for this drop is I believe the increased awareness
of Internet merchants ... and ... measures [they have] in place to detect the fraudulent attempts."
Source: http://www.channelregister.co.uk/2007/01/09/scam_decline/

10.January 08, TechWeb — ID thieves dupe users with Saddam execution video. Trojan horses
piggybacked on messages that claim to include video clips of Saddam Hussein's execution are
circulating, F−Secure said Monday, January 8. The tactic is typical of hustlers and
cybercriminals, said F−Secure. So far, F−Secure has tracked three different pieces of malware
that use a Saddam theme. Two of them—Banload.bsw and Banload.bsx—try to disguise
themselves by opening a YouTube search result page that shows hits from a keyword in
Portuguese: "enforcado" (execution). All three exploits are in fact Trojans that download a
spyware keylogger that steals online bank account passwords. Hussein has been invoked
several times by scammers in the past. Nearly two years ago, spam said to include pictures of
Saddam after he'd supposedly been shot dead while trying to escape U.S. custody actually
harbored the Bobax.h worm. Shortly after that, Nigerian fraudsters tried to dupe recipients into
parting with their money by offering a share of the private fortunes of Hussein and his closest
aids.
Source: http://www.techweb.com/showArticle.jhtml;jsessionid=DBGNNZZ2
T4GUAQSNDLOSKH0CJUNN2JVN?articleId=196801963

11.January 08, Pottstown Mercury (PA) — Men who stole money through prayer scam admit
to theft. Two men have been charged in connection with a scam during which they prayed over
a Pottstown woman’s cash, before it literally disappeared. Samuel Monroe approached a
woman at 3 p.m. EST, April 6, 2005, as the woman stood outside a Sovereign Bank in
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Norristown, PA. Monroe told the woman he was from South Africa and that he was in the U.S.
to collect an inheritance from a deceased uncle. Monroe showed the woman a large amount of
cash he was carrying and said that he could not take the money back with him to Africa. He
wanted to donate the money to a local church, and he wanted the woman’s help, offering her
money for her assistance. Nelson Branch then approached Monroe and the woman to assist
Monroe. "Monroe convinced (the woman) that she should give him her $2,600 and her ATM
card so that he could combine it with his money and pray over it before he returned it to her,"
Richard wrote. The woman gave Monroe her cash and ATM card and Monroe placed it into a
handkerchief and prayed over it, which he then gave back to her. The woman discovered it only
contained torn paper.
Source: http://www.pottstownmercury.com/site/news.cfm?newsid=1768178
9&BRD=1674&PAG=461&dept_id=18041&rfi=6

12.January 08, Register (IA) — U.S. Secret Service in Iowa counts $14,000 in counterfeit cash
last month. Last month, more than $14,000 in counterfeit cash was detected in Iowa and turned
over to the U.S. Secret Service, according to Chuck Hull, an agent in Des Moines, IA.
Typically, between $100,000 and $120,000 in counterfeit cash is detected yearly in Iowa; about
80 percent of it is believed to have been made in Iowa. Counterfeit money down to $1 and $5
bills is now being circulated. Des Moines police wrote 116 incident reports about counterfeit
cash in 2006. There were 194 reports in 2005, a year in which a lot of bogus cash was coming
into the country from Mexico. Officials believe they reduced the flow of counterfeit bills that
year after they shut down a large counterfeit printing plant in Guadalajara. Several bogus bills
have been detected recently by Community State Bank offices in the Des Moines area. Many of
the bills have been discovered in night deposit bags from area restaurants and other businesses.
Cindy Williams, a vice president with Community State Bank, said her bank has recently
detected many counterfeit bills. She said $20 bills are popular with counterfeiters right now.
Source: http://desmoinesregister.com/apps/pbcs.dll/article?AID=/2007
0108/NEWS01/701080331/−1/SPORTS01

[Return to top]

Transportation and Border Security Sector

13.January 09, Department of Transportation — DOT proposes to award new daily U.S.−China
flight to United. The Department of Transportation (DOT) on Tuesday, January 9, proposed to
award United Airlines the right to operate a new daily flight between the United States and
China, allowing the airline to inaugurate new non−stop service between Washington Dulles
International Airport and Beijing’s China Peking Capital Airport beginning March 25 if the
tentative decision becomes final. The Department assessed the bids from four airlines for the
chance to operate seven weekly flights between the two countries based on criteria such as
which applicant would serve the most customers and provide the best service to the traveling
public. In its tentative decision, the Department found that United’s Washington−Beijing
proposal had the potential to benefit the greatest number of passengers. More people travel to
China from the Washington metro area than from any other U.S. city that currently does not
have nonstop U.S.−China service, the Department said. In addition, the tentative decision noted
that United’s service would provide the greatest capacity, offering over 253,000 seats annually
in the U.S.−China market.
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Tentative decision, carrier applications, and comments are available on the Internet at
http://dms.dot.gov docket OST−2006−25275.
Source: http://www.dot.gov/affairs/dot0607.htm

14.January 09, Associated Press — New details on Metro derailment. The Metro subway car
that jumped off the rails near downtown Washington, injuring 20 people, was the same type
involved in four previous Metro derailments since 2003. The National Transportation Safety
Board (NTSB) said Monday, January 8, that it planned to look at records of the previous
derailments, which did not involve passengers, for clues to what may have happened in the
latest accident. The cars, made by a Spanish company and brought on line beginning August
2001, account for about 20 percent of the system's 950−car fleet. Officials have said the
investigation will focus on the derailed car and the track. On Monday, federal investigators
continued examining the track at the site of the derailment and brought in a track expert from
Chicago to assist them, Higgins said. They also began examining the train more closely and
downloaded information from its data recorders, she said. Meanwhile, the NTSB said there
were also concerns about the emergency response to the accident in the nation's second−largest
subway system. Metro officials have said it took firefighters about 45 minutes to reach people
trapped in the last two cars of the train.
Source: http://www.wusa9.com/news/news_article.aspx?storyid=54832

15.January 09, Department of Homeland Security — DHS announces $445 million to secure
critical infrastructure. The Department of Homeland Security (DHS) released on Tuesday,
January 9, fiscal year 2007 grant guidance and application kits for five grant programs that will
total roughly $445 million in funding for state, local and private industry infrastructure
protection initiatives. These five programs comprise the Infrastructure Protection Program
(IPP), which to date have provided more than $1.5 billion in grants to strengthen security at
critical facilities ranging from chemical plants to mass transit systems and seaports. “We’re
investing resources where risk is greatest and where the funds will have the most significant
impact,” said Homeland Security Secretary Michael Chertoff In addition to other grants,
Amtrak will receive $8 million under the Transit Security Grants Program to enhance intercity
passenger rail security initiatives and to coordinate efforts with local and regional transit
systems. In addition to other grants, for the first time, Transit Security Grants will provide
award recipients the flexibility to decide where they can better focus their resources. In the past,
these awards were allocated in specific amounts for rail and separate amounts for bus. Transit
Security Grants will further fund enhanced security for 19 ferry systems in 14 regions
Source: http://www.dhs.gov/xnews/releases/pr_1168366069190.shtm

16.January 09, Associated Press — EU seeks aviation deal talks with Canada. The European
Union (EU) wants to start talks with Canada on an aviation deal that could cut fares and create
more jobs, the European Commission said Tuesday, January 9. The agency meets U.S. officials
this week on a similar deal that has been stalled. An “open skies” deal with Canada would free
up market restrictions and set regulatory standards for safety and security, the EU executive
said. It will replace 17 bilateral air services agreements between Canada and EU nations in line
with a 2002 court ruling that said an EU pact must take over from individual deals, "restoring
legal certainty" for airlines, the commission said. Air travel in Europe and the United States
accounts for 60 percent of global air traffic. Analysts say an EU−U.S. open skies deal could
allow more airlines to fly the lucrative trans−Atlantic routes, paving the way for cheaper air
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tickets between New York and Paris.
Source: http://biz.yahoo.com/ap/070109/eu_north_america_aviation.htm l?.v=4

17.January 08, Associated Press — Officials hope to ease LaGuardia clogs. Squeezed onto a
peninsula at the edge of Queens, the 67−year−old LaGuardia airport has long been among the
most congested and constrained in the country. In ideal weather, its two 7,000−foot runways
can handle a maximum of around 75 planes an hour, or about one every 48 seconds, according
to the Federal Aviation Administration (FAA). Still, the Port Authority of New York and New
Jersey, which runs the airport, believes it may be possible to move an additional eight million
passengers a year. The secret is pressuring airlines to fly bigger planes, said Port Authority
spokesperson Pasquale DiFulco. The Port Authority favors setting minimum plane sizes on a
gate−by−gate basis, based on how many passengers each can handle. The FAA, on the other
hand, has a plan that would require most airlines to meet an average aircraft−size target,
probably of between 105 and 122 seats per flight. FAA officials have temporarily put in place a
new set of operating rules that will extend the status quo through the summer. The agency
hopes to have a final solution in place by then.
Source: http://www.usatoday.com/travel/flights/2007−01−08−laguardia−
airport−congestion−bigger−jets_x.htm

18.January 08, Federal Aviation Administration — FAA changes safety rules for long−range
flights. The Federal Aviation Administration (FAA) on Monday, January 8, published a
comprehensive final rule that further reduces the risks for passengers and crews flying
long−range regularly scheduled commercial routes over remote areas. The rule effectively
changes the current limitations and opens up routes for twin−engine passenger and cargo
planes, and sets uniformly high standards for all commercial passenger planes when they fly
routes more than three hours from an airport. The new rule takes into account the extraordinary
reliability of today’s aircraft engines. It covers the design, maintenance and operation of
airplanes and engines for extended operations flights −− commonly called ETOPS −− that go
beyond certain distances from the nearest airport. Since airplanes occasionally divert for
reasons unrelated to the engines, such as mechanical problems or passenger medical
emergencies, the rule requires that airplane systems be able to support lengthy diversions in
remote and sometimes harsh environments. The rule also requires pro−active flight planning,
crew training and plans to have facilities at or close to each diversion airport that will protect
passengers and crew from the elements and make them comfortable.
ETOPS rule: http://www.faa.gov/regulations_policies/rulemaking/recently_ published/
Source: http://www.faa.gov/news/press_releases/news_story.cfm?newsId =7975

[Return to top]

Postal and Shipping Sector

19.January 09, Memphis Business Journal — FedEx Kinko's adds two new services. FedEx
Kinko's is launching new direct mail and online printing services. An operating company of
Memphis−based FedEx Corp., FedEx Kinko's direct mail service will help small businesses
with direct marketing, including design, production, finishing, address verification and mail
processing, the company said Tuesday, January 9. FedEx Kinko's Print Online will enable
clients to electronically send documents to FedEx Kinko's Office and Print Centers for printing
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and shipping. Based in Dallas, FedEx Kinko's is the newest division of FedEx. It recently
posted quarterly revenues of $519 million. With 1,500 locations in 11 countries, FedEx Kinko's
offers copying, printing, professional finishing, document creation, and Internet access.
Source: http://memphis.bizjournals.com/memphis/stories/2007/01/08/da ily11.html

[Return to top]

Agriculture Sector

20.January 08, Cattle Network — Study to protect U.S. from foot & mouth disease. The Center
for Animal Disease Modeling and Surveillance (CADMS) in the School of Veterinary
Medicine at the University of California Davis, has launched a nationwide research study aimed
at protecting the livestock industry from the devastating consequences of foot−and−mouth
disease. Livestock producers throughout the nation are asked to participate in an online survey
to gather data on animal movements and husbandry practices that will be used in a simulation
model to predict the duration and magnitude of a foot−and−mouth disease outbreak, as well as
determine the best strategies for containment. This project is being conducted in collaboration
with the National Center for Foreign Animal and Zoonotic Diseases (FAZD) and is supported
by the U.S. Department of Agriculture and the Department of Homeland Security. Information
about the distribution of livestock nationwide, animal movements and husbandry practices in
the U.S. is not up to date. This lack of current information hampers the implementation of an
effective response strategy.
CADMS: http://www.cadms.ucdavis.edu/
Source: http://www.cattlenetwork.com/content.asp?contentid=96066

21.January 08, Southwest Nebraska News — Number of positive CWD tests drops. The number
of Nebraska deer testing positive for chronic wasting disease (CWD) fell for the second year in
a row, although there is evidence the disease has expanded. Seventeen deer tested positive, out
of a sample size of 5,841, for the disease in 2006, according to Bruce Trindle, fish and wildlife
specialist for the Nebraska Game and Parks Commission’s Norfolk office. The state, which
began sampling deer in 1997, had a high of 33 positive tests in 2004 and 19 the following year.
Three positive tests came from deer taken in northeastern Cherry County, where there had been
one positive in 2004. Of the 114 positive tests statewide since the program began, most have
come from deer taken in Panhandle counties. However, some areas that have had a
concentration of positive tests since the program began showed just one positive test among
them.
CWD information: http://www.cwd−info.org/
Source: http://www.swnebr.net/newspaper/cgi−bin/articles/articlearch iver.pl?159509

[Return to top]

Food Sector

22.January 09, Hankyoreh (South Korea) — U.S. rejects visits by South Korean lawmakers to
American cattle farms. The U.S. government has rejected calls from South Korean lawmakers
to allow them to inspect U.S. cattle farms, saying it has "no authority" over private facilities,
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the lawmakers and documents from the Korean government revealed Tuesday, January 9. The
revelation gave South Korean agricultural authorities another reason to maintain the current
quarantine rules for American beef imports. Washington has called on Seoul to ease the
restrictions. Some lawmakers also considered legislation to ban beef from any country that has
had an outbreak of mad cow disease.
Source: http://english.hani.co.kr/arti/english_edition/e_internation al/183073.html

[Return to top]

Water Sector

23.January 05, WABC (NY) — Department of Environmental Protection worker accused of
tampering with New York City's water. A worker with the New York Department of
Environmental Protection (DEP) is under investigation for allegedly tampering with equipment
that chlorinates a reservoir serving more than eight million New Yorkers. Police sources tell us
that the city's Department of Investigation used a surveillance camera to catch the DEP worker.
He was initially suspended for a month, but now he's back at a desk job pending the outcome of
an internal investigation. Some officers who protect the city's water supply say that's an
outrage. There is no more important reservoir in New York because it provides water to nearly
nine million city residents. The Department of Investigation shared their findings with federal
prosecutors, but that office has declined to comment. The DEP says it is continuing its
investigation into the incident and when completed will determine any disciplinary action.
Source: http://abclocal.go.com/wabc/story?section=local&id=4910139

[Return to top]

Public Health Sector

24.January 09, Canadian Press — Final Severe Acute Respiratory Syndrome report released.
The final report of a commission into Toronto, Canada's Severe Acute Respiratory Syndrome
(SARS) crisis says those involved in the response failed to ensure the safety of health−care
workers, who continued to become infected throughout the four months the virus plagued
Ontario hospitals. The report suggests the Ontario Ministry of Labor play a lead role in the
response to future infectious disease outbreaks in hospitals to ensure that workplace safety is
given the highest priority. The report said the Labor Ministry was effectively sidelined during
SARS, which claimed 44 lives during the outbreak in the spring of 2003. And it suggested
health−care workers would have been better protected if occupational health experts were
involved. Forty−five per cent of Ontario's 375 SARS cases were health−care workers, and two
nurses and a doctor died from SARS. The report said hospitals are as dangerous a place to work
as mines and factories. But Ontario hospital workers don't enjoy the same level of workplace
protection as workers in those other sectors.
Source: http://cnews.canoe.ca/CNEWS/Canada/2007/01/09/3256566−cp.htm l

25.January 09, Agence France−Presse — Indonesia confirms 76th human bird flu case. A
woman undergoing hospital treatment in Indonesia has bird flu, the country's second confirmed
case of the disease this year and its 76th overall, a senior health official has said. "The woman,
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37 years, came from Serpong and had become ill after cooking and eating a chicken she had
bought live at a local market on December 30," government health official Nyoman Kandun
said Tuesday, January 9. A 14−year−old boy undergoing treatment at the same hospital has also
been declared to be infected with bird flu. Kandun said five other patients showing bird flu
symptoms were being monitored but tests on their samples had not yet been completed.
Source: http://news.yahoo.com/s/afp/20070109/wl_afp/healthfluindones ia_070109104848

26.January 09, Reuters — Beijing on alert for mass fever cases. China, where Severe Acute
Respiratory Syndrome (SARS) first emerged in 2002, is on the alert for fever among groups of
flu sufferers in its freezing capital, Xinhua news agency said on Tuesday, January 9. "Beijing
municipal health authorities have called for close monitoring of people suffering respiratory
infectious diseases as the city has been beset by flu and colds since the New Year," Xinhua
said. The bureau had also urged hospitals to put more doctors and nurses on duty and take
measures to prevent cross−infection between patients.
Source: http://www.alertnet.org/thenews/newsdesk/PEK219909.htm

27.January 08, New York Times — An outbreak of rift valley fever kills dozens in Kenya. A
growing outbreak of Rift Valley fever has killed at least 74 people in northeastern Kenya since
December, and health officials fear that it could become much more widespread. The disease
primarily infects livestock, but humans can catch the virus. Most people do not get very sick,
but some develop a brain infection or a hemorrhagic fever. In people, the death rate is usually
about one percent. So far, 165 human cases have been reported in Kenya, but the real number is
thought to be much higher, because mild cases probably go unreported and because the region
is vast, with hard−to−reach areas inhabited by nomadic livestock herders. The cause of the
outbreak is unusually heavy rains, which have created ponds and lakes where mosquitoes can
breed, in an area that is normally dry. Because the virus is carried by mosquitoes, the disease
has the potential to spread far and wide. Cases have already been reported outside the
northeastern province, which has scientists worried.
Rift Valley fever information: http://www.cdc.gov/ncidod/dvrd/spb/mnpages/dispages/rvf.htm
Source: http://www.nytimes.com/2007/01/08/world/africa/08fever.html?
em&ex=1168405200&en=0fef141243f6db8d&ei=5087%0A

[Return to top]

Government Sector

28.January 09, Oakland Press (MI) — Clarkston school buses vandalized, but classes go on
anyway. Clarkston Community Schools is the fourth Oakland County, MI, district hit by
vandals targeting school bus tires in less than a month. Unlike the previous three incidents,
students didn't get a day off. Bus drivers caught the prank soon enough to have the fleet running
on schedule. At least one valve stem cap on nine of 62 buses was clipped, releasing the air. The
vandalism was discovered early on Monday, January 8, Clarkston schools spokesperson Anita
Banach said. Earlier incidents crippled school bus fleets in Michigan’s Farmington, West
Bloomfield, and Waterford districts. Depending on the amount of damage, charges for
malicious destruction of property could reach felony status, yielding hours of community
service, jail time or even a short stint in prison, said Oakland County Sheriff Mike Bouchard.
There are 8,100 students in the Clarkston district and about 6,000 use the bus system.
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Source: http://www.theoaklandpress.com/stories/010907/loc_2007010931 .shtml

[Return to top]

Emergency Services Sector

29.January 09, VNUNet — UK gets e−mail terror alerts. The UK Security Service is launching
an e−mail alert system to warn citizens of a change to the country's threat level. People wanting
to receive the warnings in their inboxes can sign up for the service at the official MI5 Website.
The messages will also tell people when the threat level falls as well as rises.
MI5 press release: http://www.mi5.gov.uk/output/Page574.html
Source: http://www.vnunet.com/vnunet/news/2172124/uk−gets−email−terr or−alerts

30.January 08, Associated Press — Anniversary of California's 'Forgotten Quake' kicks off
education campaign. It's the California earthquake hardly anyone has heard of −− strong
enough to rip 225 miles of the San Andreas Fault and make rivers run backward. Tuesday,
January 9, marked the 150th anniversary of the magnitude−7.9 Fort Tejon quake, which was
blamed for just two deaths in what was then sparsely populated California. No museum exhibits
or musical tributes will mark the 1857 event, sometimes referred to as the forgotten quake. Still,
scientists do not want to pass up the opportunity to warn the public about the threat the fault
poses and how to prepare for it. They say a repeat of Fort Tejon in the now−populous Inland
Empire region east of Los Angeles could kill thousands and cause of tens of billions of dollars
in damage. To drive home the point, the U.S. Geological Survey and other groups on Tuesday
kicked off a yearlong campaign to warn people to prepare for the Big One. The education
campaign will culminate in 2008 with what officials say will be the biggest earthquake disaster
drill in U.S. history.
Source: http://www.chron.com/disp/story.mpl/nation/4455887.html

31.January 05, Hawaii — Recommendations for improving Hawaii's communications during
emergencies released. A committee convened by Hawaii Governor Linda Lingle following the
October 15, 2006, earthquakes has released a report outlining 15 key recommendations to
improve emergency communication procedures to ensure residents and visitors receive accurate
and timely information during natural disasters and other emergencies. The final report released
Friday, January 5, by the Governor’s Comprehensive Communications Review Committee
offers recommendations to enhance procedures for distributing information to the public as well
as the media on a more frequent basis.
Full report: http://www.hawaii.gov/gov/news/releases/2006/gov/news/releas
es/Folder.2006−04−27.2244/Comprehensive%20Communications%20R
eview%20Report%201.05.07%20FINAL%20REPORT.pdf
Source: http://www.hawaii.gov/gov/news/releases/2006/News_Item.2007− 01−05.3223

[Return to top]

Information Technology and Telecommunications Sector

32.

11

http://www.theoaklandpress.com/stories/010907/loc_2007010931.shtml
http://www.mi5.gov.uk/output/Page574.html
http://www.vnunet.com/vnunet/news/2172124/uk-gets-email-terror-alerts
http://www.chron.com/disp/story.mpl/nation/4455887.html
http://www.hawaii.gov/gov/news/releases/2006/gov/news/releases/Folder.2006-04-27.2244/Comprehensive%20Communications%20Review%20Report%201.05.07%20FINAL%20REPORT.pdf
http://www.hawaii.gov/gov/news/releases/2006/gov/news/releases/Folder.2006-04-27.2244/Comprehensive%20Communications%20Review%20Report%201.05.07%20FINAL%20REPORT.pdf
http://www.hawaii.gov/gov/news/releases/2006/gov/news/releases/Folder.2006-04-27.2244/Comprehensive%20Communications%20Review%20Report%201.05.07%20FINAL%20REPORT.pdf
http://www.hawaii.gov/gov/news/releases/2006/News_Item.2007-01-05.3223


January 09, VNUNet — Experts warn of WiMax security holes. Even before the
much−hyped WiMax wide area wireless networking gets off the ground experts are warning of
security issues affecting the technology. Analyst firm ABI Research noted that, contrary to
many users' expectations, WiMax does have "a number of security vulnerabilities." "Early
Wi−Fi consumers enjoyed a false sense of security until there were some well−publicized
hacking exploits," said ABI vice president Stan Schatt. "The WiMax Forum has emphasized
how much more secure WiMax is than early Wi−Fi. As a result, there may be WiMax
customers who are similarly lulled into a false sense of security." Schatt warned that the flaws
should begin to show themselves once the first big WiMax rollouts begin. Gaps in WiMax
security fall into three categories: user terminals; intrusion detection; and connectivity service
networks. User terminals will need encryption acceleration to handle AES processing demands.
In addition, access service networks at the edge of WiMax networks offer the ideal place for
vendors to add intrusion detection and protection software and hardware.
Source: http://www.vnunet.com/vnunet/news/2172121/experts−warn−wimax −security

33.January 08, CNET News — A shifting landscape for e−mail security. Cisco Systems'
purchase of e−mail security specialist IronPort Systems is another sign that big−name vendors
are taking over the spam fight, analysts say. Upon completion of the $830 million cash and
stock deal, networking giant Cisco will join Symantec and Microsoft as a leader in the e−mail
security arena. Those other companies entered the market via acquisitions and product
development of their own. "As a market matures, this is typically what happens −− the major
vendors want to have another arrow in their quiver to sell," said Peter Firstbrook, an analyst
with Gartner. More acquisitions are likely, with Cisco rival Juniper Networks and tech giant
IBM possible suitors for the remaining independent e−mail security companies, he said. E−mail
security used to be the terrain of specialized providers, selling to eager buyers who wanted to
stop the influx of e−mail threats, particularly spam. Today, such technology has become more
of a commodity, and the area has changed from a sellers market to a buyers market catered to
by the big guys, analysts said.
Source: http://news.com.com/A+shifting+landscape+for+e−mail+security
/2100−7350_3−6147760.html

Internet Alert Dashboard

Current Port Attacks

Top 10 Target
Ports

The top 10 Target Ports are temporarily unavailable. We apologize
for the inconvenience.
Source: http://isc.incidents.org/top10.html; Internet Storm Center

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.

[Return to top]

Commercial Facilities/Real Estate, Monument &Icons Sector

Nothing to report.
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General Sector

Nothing to report.
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DHS Daily Open Source Infrastructure Report Contact Information

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure
Report is a daily [Monday through Friday] summary of open−source published information
concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure
Report is archived for ten days on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

DHS Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644 for more information.

Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

Department of Homeland Security Disclaimer
 The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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