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Daily Highlights

IDG News Service reports authorities have charged 21−year−old Khalil Abdulla−Raheem, a
Unisys Corp. subcontractor, with stealing a desktop computer with billing information on as
many as 38,000 U.S. Department of Veterans Affairs medical patients.  (See item 10)

• 

The Associated Press reports an armed man crashed his vehicle into a security barricade at the
U.S. Capitol on Monday, September 18; he then ran into the building and was arrested,
forcing the complex to be locked down briefly.  (See item 25)

• 

Washington Technology reports that in order to connect first responders throughout the
Washington, DC, area, local agencies have deployed several tactics, including making
standards for new radio systems and buying a cache of preprogrammed radios to hand out in a
crisis.  (See item 28)

• 

DHS Daily Open Source Infrastructure Report Fast Jump

Production Industries: Energy; Chemical Industry and Hazardous Materials; Defense Industrial Base

Service Industries: Banking and Finance; Transportation and Border Security; Postal and Shipping

Sustenance and Health: Agriculture ; Food; Water; Public Health

Federal and State: Government; Emergency Services

IT and Cyber: Information Technology and Telecommunications; Internet Alert Dashboard

Other: Commercial Facilities/Real Estate, Monument &Icons; General; DHS Daily Report Contact
Information

Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: ELEVATED, Cyber:
ELEVATED
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) −
http://www.esisac.com]

1. September 18, New York Times — Reactors prone to long closings, study finds. An analysis
of nuclear reactors by a safety group has found that they are prone to costly shutdowns for
safety problems regardless of their age or the experience of their managers. Extended
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shutdowns would be a bigger problem for future plants because, in the past, electricity
customers of regulated utilities paid for them. Some of the reactor construction projects now
being considered, however, would be built as “merchant” plants, with no guaranteed income,
only revenue from power sales. The heart of the problem, said David Lochbaum, a nuclear
engineer at the Union of Concerned Scientists, is that the Nuclear Regulatory Commission is
not good at assessing the ability of a reactor staff to keep the plant in good physical condition
and maintain training and other requirements. As a result, he said, plants operate until serious
problems accumulate and force a shutdown. Early in the era of commercial nuclear power,
analysts theorized that with experience, reactors would run more smoothly; however, most of
the shutdowns came after the reactors were 10 years old. Discovery of decades−old design
problems is common during lengthy shutdowns. Lochbaum said that after a reactor was shut
down for one reason, other problems were often discovered.
Source: http://www.nytimes.com/2006/09/18/washington/18nuke.html?_r=
1&ref=us&oref=slogin

2. September 18, Worldwatch Institute — Renewables becoming cost−competitive with fossil
fuels in the U.S. Renewable resources currently provide just over six percent of total U.S.
energy, but that figure could increase rapidly in the years ahead, according to a joint report
released Monday, September 18, by the Worldwatch Institute and the Center for American
Progress. Many of the new technologies that harness renewables are, or soon will be,
economically competitive with fossil fuels. Dynamic growth rates are driving down costs and
spurring rapid advances in technologies. Since 2000, global wind energy generation has more
than tripled; solar cell production has risen six−fold; production of fuel ethanol from crops have
more than doubled; and biodiesel production has expanded nearly four−fold. Annual global
investment in "new" renewable energy has risen almost six−fold since 1995, with cumulative
investment over this period nearly $180 billion.
Source: http://www.worldwatch.org/node/4526

3. September 18, Christian Science Monitor — UN nuclear watchdog ponders international
fuel bank. As the International Atomic Energy Agency (IAEA) meets this week for its 50th
congress, a key focus will be a vision even older than the UN nuclear watchdog itself: the
creation of a world nuclear−fuel "bank." Such a bank would store enriched uranium vital for
nuclear energy−fissile material that, if enriched further, could make an atomic bomb. The bank
would then disburse it to member states that have agreed not to produce the material. IAEA
officials say they hope a "road map" emerges from several proposals. Forty−plus states possess
the advanced technology to produce nuclear fuel −− but not all of them do so. The notion of
multilateral control of fuel supply has been revived by states under pressure from both higher
oil prices and post−9/11 concerns that highly enriched fuel could get into terrorists' hands and
be weaponized. The IAEA proposal in play this week emphasizes economic incentives: a
"guaranteed" supply at below−market prices. A Russian proposal would create international
centers, starting in Russia, in which nuclear fuel would be produced under IAEA safeguards
and sold indiscriminately to any state. The U.S. proposal would forbid technology transfer to
countries that don't already have an advanced system.
Source: http://www.csmonitor.com/2006/0918/p04s01−wogi.html?s=hns

4. September 15, Christian Science Monitor — U.S. to cut funds for two renewable energy
sources. The U.S. Department of Energy (DOE) is quitting the hydropower and geothermal
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power research business −− if Congress will allow it. Declaring them “mature technologies”
that need no further funding, the Bush administration in its FY 2007 budget request eliminates
hydropower and geothermal research. "What we do well is research and funding of new, novel
technologies," says Craig Stevens, chief spokesperson for the DOE. "From a policy perspective,
geothermal and hydro are mature technologies. We believe the market can take the lead on this
at this point." The costs of lost opportunities from dropping such research, however, could be
enormous in the long run, recent federal studies suggest. Geothermal holds vast potential −− at
least 30,000 megawatts of identified resources developable by 2050 and more unidentified
resources, much of it in Western states, the National Renewable Energy Laboratory reported in
May. Research aims at new technologies that can use underground zones with good heat but
little water and those with lower temperature rocks deeper in the earth. Meanwhile, the more
than 5,400 potential "small hydro" power projects could produce about 20,000 megawatts of
power, a DOE study in January found.
Source: http://www.csmonitor.com/2006/0915/p02s01−uspo.html

[Return to top]

Chemical Industry and Hazardous Materials Sector

5. September 18, American Press (LA) — Chemical blaze in Louisiana prompts
shelter−in−place advisory. Westlake, LA, was under a shelter−in−place for more than two
hours Sunday night, September 17, following a fire at the Georgia Gulf Lake Charles chemical
plant. The shelter−in−place was issued as a precaution because officials thought the plant could
have been releasing hydrochloric acid.
Source: http://www.americanpress.com/index.php?option=com_content&ta
sk=view&id=1865&Itemid=0

[Return to top]

Defense Industrial Base Sector

6. September 18, Washington Technology — DoD hopes to move toward smaller, faster forces.
Today, hummingbird−sized aerial vehicles exist only in computer simulations, but military
officials hope the technology will become a reality. The hardware and software required to
develop the flying devices as well as the devices themselves are emblematic of the Pentagon’s
modernization efforts. Go−anywhere, high−bandwidth communications, solutions that deliver a
common operational picture, and technologies that train soldiers and bring about new
innovation are all major keys to the Department of Defense (DoD's) modernization effort.
Business opportunities abound today and in the future for technology companies that can help
the DoD achieve those goals. To better deal with new threats, the armed forces are transitioning
from a large−force structure to a more nimble modular one. The hope is that smaller and faster
forces can react more quickly and be more lethal when needed. A modular structure may be
more effective, but it also intensifies the need for a strong unification of command. An effective
common operational picture lets commanders make life−saving decisions more quickly. They
can select and hit targets faster, which could reduce casualties. Any technology or integration of
systems that helps the military achieve that will be highly sought after.
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Source: http://www.washingtontechnology.com/news/21_18/defense/29308 −1.html

[Return to top]

Banking and Finance Sector

7. September 17, BBC — New crime body blocks bank scam. A major scam aimed at hundreds
of Internet banking customers has been averted, the UK's new Serious Organized Crime
Agency (Soca) has said. The unit, launched in April, prevented the fraud −− targeting account
passwords and names −− by issuing a new style of alert to financial institutions. It led to an
arrest in a foreign country, said Soca director−general Bill Hughes. Soca, which has been
dubbed the UK's FBI, brings together 4,000 police, customs, and immigration experts. One of
Soca's predecessors, the National Criminal Intelligence Service, issued similar alerts but
Hughes said his organization had a closer relationships with business and had developed the
system of alerts. Warnings can be made in writing or on CD, and in urgent cases Soca −− which
is not revealing details of the current case −− would telephone banks to issue an alert.
Source: http://news.bbc.co.uk/2/hi/business/5353568.stm

8. September 17, Associated Press — Head of the Department of the Treasury speaks out on
terror funds. The global financial community must work to prevent illicit activities that
support terrorism, U.S. Treasury Secretary Henry Paulson said Sunday, September 18.
"Protecting the financial system from abuse by terrorist and illicit financiers is integral to
international financial stability and global security," Paulson said to participants in the
International Monetary Fund's policy committee. Paulson cited intelligence in claiming that
Iran employs shady tactics to obtain technology to support terror and procure weapons of mass
destruction. He said Iran uses "more than 30 front companies" but did not identify any of them.
The Bush administration also says North Korea has used illicit financial dealings for weapons
proliferation and counterfeiting U.S. currency. This month, Washington imposed a ban on U.S.
bank transactions with Iran's Bank Saderat, insisting that Tehran is channeling funds to
terrorists through the state−owned bank. Last year, Washington blacklisted Banco Delta Asia,
based in the Chinese territory of Macau, and several North Korean companies it said were
involved in illicit activities such as counterfeiting, money laundering, and funding weapons
proliferation.
Source: http://news.yahoo.com/s/ap/20060917/ap_on_bi_ge/paulson_terr or_financing_2

9. September 15, Websense Security Labs — Multiple Phishing Attacks: Community Trust
Credit Union, Maybank2U, First National Community Bank. Websense Security Labs has
received reports of a phishing attack targeting customers of Community Trust Credit Union,
which is based in Illinois. Users receive a spoofed e−mail message, claiming that certain
services will be deactivated unless renewed by the user immediately. The e−mail provides a
link to a phishing site that attempts to collect user account information. Another new phishing
attack targets customers of Maybank2U, which is based in Malaysia. Users receive a spoofed
e−mail which claims that a software upgrade is being carried out. The message requests that
users confirm account details, and they should click on a link in the e−mail to start the
procedure. The link leads to a fake login page. Another phishing attack targets customers of
First National Community Bank, which is based in Ohio. Users receive a spoofed e−mail,
which promotes a survey. The e−mail urges users to click on a link to take part in the survey in
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order to receive a $100 Bonus. The link redirects users to a fraudulent site, where the user is
asked to fill in a form to provide account details.
Screenshots: http://www.websensesecuritylabs.com/alerts/alert.php?AlertID =617
http://www.websensesecuritylabs.com/alerts/alert.php?AlertID =616
http://www.websensesecuritylabs.com/alerts/alert.php?AlertID =615
Source: http://www.websensesecuritylabs.com/alerts/

10.September 15, IDG News Service — Unisys contractor arrested in VA theft. Authorities have
charged a 21−year−old Unisys Corp. subcontractor with stealing a desktop computer with
billing information on as many as 38,000 U.S. Department of Veterans Affairs medical patients.
Khalil Abdulla−Raheem was charged Wednesday, September 13, with theft of government
property. He is the employee of an unnamed company that "provides temporary labor to
Unisys," according to a statement released by the Veterans Affairs (VA) department's Office of
Inspector General. The computer was stolen in late July from Unisys's Reston, Virginia, offices.
It contained records on about 16,000 living patients who had received treatment at VA medical
centers in Philadelphia and Pittsburgh, as well as information on another 2,000 who are
deceased. Data on an additional 20,000 patients may have been stored on the computer,
according to the VA. The VA said that these records may have contained Social Security
numbers, addresses, and insurance information. The U.S. Federal Bureau of Investigation (FBI)
is now analyzing the computer to determine whether this information has been compromised,
but investigators do not believe that Abdulla−Raheem was after the VA data.
Source: http://www.infoworld.com/article/06/09/15/HNunisyscontractor
arrested_1.html?source=rss&url

11.September 14, Associated Press — Nikon: Customer information mistakenly released on
Website. Personal information on more than 3,200 subscribers of a magazine published by
Nikon Inc. was available on a Website before the breach was discovered, the company said
Thursday, September 14. Details including names, addresses, and credit card numbers could be
seen over a nine−hour period on a Website for Nikon World magazine, but only nine new
subscribers gained access to the information, the company said. Workers at an Alabama camera
store discovered the problem Wednesday morning as one of them tried to subscribe to the
magazine. Michael Nimmer, retail manager at Capitol Filmworks, said a worker found pages
and pages of personal data by clicking on a Web link included in an e−mail from Nikon World.
Nikon said the disclosure resulted from a problem with an external vendor. The company said it
had contacted all the subscribers whose information was revealed, plus the nine new
subscribers who were able to view it.
Source: http://www.al.com/newsflash/regional/index.ssf?/base/news−24
/1158260064262960.xml&storylist=alabamanews

12.September 13, Associated Press — ATM reprogrammed to deliver more cash. Police are
looking for a man who reprogrammed a gas station ATM to give out four times as much money
as it should. Surveillance footage shows a man walking into a gas station at 6:17 p.m. EST on
August 19, swiping an ATM card, and punching in a series of numbers, breaking the machine's
security code. The ATM was reprogrammed to disburse $20 bills but record it was a $5 debit to
his account, Virginia Beach Police spokesperson Rene Ball said. He returned a short time later
and took out more money. The card was prepaid and can be purchased at several locations, so
police are not sure who is behind the theft. No one noticed until nine days later, when a
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customer told the clerk that the machine was giving out more money than it should.
Source: http://abcnews.go.com/US/wireStory?id=2431079

[Return to top]

Transportation and Border Security Sector

13.September 18, Associated Press — New screening measures for air cargo. Packages taken to
airline ticket counters for shipment on passenger planes will have to go through the same
security screening as checked baggage, Department of Homeland Security Secretary Michael
Chertoff announced Thursday, September 14. Such packages −− brought to an airline's counter
by individuals looking to get a package to another destination or by courier services −− already
were being screened for the past several months at most airports around the country. But the
screening now will be mandatory for 100 percent of those packages, Chertoff said at a news
conference at Boston's Logan International Airport. "We closed that gap earlier this year, but
we're now making this a legal requirement," Chertoff said, announcing that a formal directive
was signed Thursday. Chertoff cited Logan as being the first airport in the country to begin
screening 100 percent of its passengers' checked baggage for explosives. Logan had begun the
package screening four months ago, using X−ray and explosive sensors that are used to screen
passenger baggage on a system of conveyor belts. Most of the cargo on passenger planes, which
comes from larger freight shippers, is subjected only to random checks.
Source: http://www.telegram.com/apps/pbcs.dll/article?AID=/20060914/ APN/609141929

14.September 18, Minneapolis/St Paul Business Journal — Government to approve NWA's
Compass Airlines. Compass Air, the planned in−house regional unit of Northwest Airlines
Corp. (NWA), could soon get federal approval. The Department of Transportation filed a notice
in the Federal Register on Friday, September 15, indicating that regulators were ready to
transfer the operating certificate from the defunct Independence Air to Northwest, which will
use the license to launch its own regional unit. NWA has been planning the creation of an
in−house subsidiary for some time. This spring, it bought an airline license from the bankrupt
FLYi subsidiary Independence Air.
Source: http://biz.yahoo.com/bizj/060915/1347160.html?.v=1

15.September 18, Department of Transportation — BTS releases second quarter airline
financial data. The Bureau of Transportation Statistics (BTS), part of the Department of
Transportation, reported on Monday, September 18, that a group of 21 selected passenger
airlines reported a domestic operating profit margin of 7.9 percent in the second quarter, the
largest profit margin for this group since the second quarter of 2000. The 21−carrier group
consists of the seven largest network, low−cost, and regional carriers based on operating
revenue. BTS reported that the domestic profit margin for the group was the first since the
second quarter of 2005. The group of low−cost carriers reported a domestic operating profit
margin of 10.6 percent, the regional carrier group reported a 7.9 percent margin and the
network carriers reported a 7.2 percent profit margin. The only airlines in the 21−carrier group
to report operating loss margins were low−cost carriers Spirit Airlines and ATA Airlines and
network carrier Continental Airlines. The top operating profit margins were reported by
low−cost Southwest Airlines, network carrier Northwest Airlines, and regional carrier Atlantic
Southeast Airlines.
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Complete data from the second quarter of 2006 and previous quarters are posted on the BTS
Website at http://transtats.bts.gov
Source: http://www.dot.gov/affairs/bts4306.htm

16.September 18, News Factor Network (CA) — Virgin Atlantic bans Apple and Dell laptop
batteries. Passengers on the Virgin Atlantic UK−based airline carrying laptops can bring them
aboard only after removing the battery and storing it in carry−on luggage, according to the
company. "Any removed or spare batteries must be individually wrapped/protected and placed
in your carry on baggage," Virgin said in a statement. Airlines have recently stepped up safety
precautions as laptops, and other computing and communication devices, have become
common accessories for travelers and issues with equipment safety has become a concern. The
Virgin announcement comes on the heels of reports that some laptop batteries could be a fire
hazard. Virgin customers can still use their Apple and Dell laptops while onboard flights, but
will have to be sitting in either Upper Class or Premium Economy where power outlets are
available. People assigned to seats without power outlets will be barred from using their Dell or
Apple laptops completely, according to the statement. Qantas and Korean Air have also
instituted a ban of Apple and Dell notebook computers running on batteries.
Source: http://www.newsfactor.com/news/Virgin−Airline−Bans−Apple−−De
ll−Laptops/story.xhtml?story_id=10200BKQO3QO

17.September 18, Lincoln Courier (IL) — Safety tops speed in race for faster trains. With new
safety gates and other improvements, 126 miles of track that stretches north from Springfield,
IL, and through Lincoln, IL, is ready to whisk passenger trains about 30 miles an hour faster
than they now travel. But more than a decade after Illinois set its sights on high−speed rail,
trains are still chugging along at their usual 79 miles per hour, throttled as officials re−evaluate
new safety technology to ensure faster trains can co−exist with freight trains and cars that cross
over rail lines. State officials say they won’t go ahead until they settle on one of the emerging
systems designed to automatically slow down or stop trains to ease dangers that come with
higher speeds. In the meantime, Illinois will continue its push toward high−speed rail while also
working to enhance existing Amtrak service, said State Rep. Elaine Nekritz, D−Northbrook.
Other states are making inroads, including Michigan, where ridership has increased up to 12
percent on routes now running at 95 mph, said Marc Magliari, spokesperson for Amtrak, which
has set national ridership records for three straight years.
Source: http://www.lincolncourier.com/story.asp?SID=2984&SEC=8

[Return to top]

Postal and Shipping Sector

Nothing to report.
[Return to top]

Agriculture Sector

18.September 18, USAgNet — New pest in Midwestern cornfields. New field data suggests corn
farmers can see more crop damage this year from a pest that they have little experience
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fighting. Insect pheromone traps placed by universities and other collaborators in cornfields
throughout the Midwest to help track western bean cutworms are showing the pest has moved
further east than ever. Once known mainly as a western U.S. dry bean pest, in recent years it
has moved to cornfields and steadily expanded its range eastward into the heart of the corn belt.
The traps show that western bean cutworm moths have reached the northern half of Illinois,
northwestern Indiana, southern Wisconsin and western Ohio. Heaviest flights were reported
across Nebraska, Iowa and northwestern Illinois.
Cutworm information: http://www.ext.colostate.edu/Pubs/insect/05538.html
Source: http://www.usagnet.com/story−national.php?Id=1894&yr=2006

19.September 18, Illinois Ag Connection — Emerald ash borer discovered in Illinois. The
Illinois Department of Agriculture (IDOA) Monday, September 18, confirmed the emerald ash
borer (EAB) has been located in Winnetka. The infestation was discovered by an arborist late
last week while assisting in an extensive survey initiated as a result of infestations in Wilmette
and Evanston. The arborist submitted ash branches to the IDOA Des Plaines office with
galleries symptomatic of EAB presence. The samples were sent on to the EAB headquarters in
Brighton, MI, where a positive confirmation of EAB larvae was made. EAB is a destructive,
non−native pest that feasts on ash trees. The first case was detected in June in Kane County.
Since then, the insect was also found in Wilmette and Evanston. A quarantine zone has been
established around 51 square miles of Kane County to contain the spread there. Once the survey
in Cook County is complete, the quarantine will be amended to reflect the infestation in
Wilmette, Evanston and Winnetka.
EAB information: http://www.emeraldashborer.info/
Source: http://www.illinoisagconnection.com/story−state.cfm?Id=804&y r=2006

20.September 15, Stop Soybean Rust News — Two Louisiana parishes have soybean rust.
Louisiana reported two more parishes with soybean rust infections Friday, September 15, both
in commercial fields. The rust−positive total for the state grows to 12; U.S. total is 57 counties
and parishes in eight states. According to the Louisiana state commentary, Asian soybean rust
was found in Jefferson Davis Parish (southwest Louisiana) for the first time. Rust was detected
in the check plot of a fungicide test performed in a commercial field of soybeans. Soybean rust
was found in Iberville Parish for the first time, also in a commercial field. Incidence and
severity levels were low.
Source: http://www.stopsoybeanrust.com/viewStory.asp?StoryID=953

[Return to top]

Food Sector

21.September 18, AgProfessional — Smithfield Foods to acquire Premium Standard Farms.
Smithfield Foods Inc. and Premium Standard Farms (PSF) Monday, September 18, announced
that their Boards of Directors have unanimously approved a definitive merger agreement under
which Smithfield Foods will acquire all of the outstanding shares of Premium Standard Farms
through a merger. The agreement has a total transaction value of approximately $810 million.
With sales of $11 billion, Smithfield is the leading processor and marketer of fresh pork and
processed meats in the U.S., as well as the largest producer of hogs. PSF is one of the largest
vertically integrated providers of pork products in the U.S., producing pork products for the
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retail, wholesale, foodservice, export, and further processor markets. PSF is the nation's
second−largest pork producer and sixth−largest pork processor, with approximately 4,300
employees working at farms and processing facilities in Missouri, North Carolina and Texas.
Source: http://www.agprofessional.com/show_story.php?id=43222

22.September 17, U.S. Food and Drug Administration — Consumer advisory on carrot juice.
The U.S. Food and Drug Administration (FDA) is advising consumers of the vital importance
of keeping carrot juice—including pasteurized carrot juice—refrigerated. There are three cases
of botulism in the state of Georgia associated with pasteurized carrot juice that may have been
due to the product not being properly refrigerated. FDA, the U.S. Centers for Disease Control
and Prevention, and health authorities in Georgia have been closely monitoring and continue to
investigate these three cases of foodborne botulism. Botulism is a rare but serious paralytic
illness caused by botulinum toxin, a nerve poison that under certain conditions is produced by
Clostridium botulinum, a bacterium commonly found in soil. Botulism can be fatal and is
considered a medical emergency. Foodborne botulism is not common in the U.S.; an average of
24 cases are reported each year.
Source: http://www.fda.gov/bbs/topics/NEWS/2006/NEW01454.html

[Return to top]

Water Sector

Nothing to report.
[Return to top]

Public Health Sector

23.September 18, Agence France−Presse — Britain beefs up its bird flu testing surveillance.
Great Britain is to step up its efforts to combat the spread of bird flu by introducing strategic
testing for the H5N1 strain of the virus, the environment agency has announced. The
Department for Environment, Food and Rural Affairs said Monday, September 18, it had
updated and revised its screening plans in time for the autumn migration and would target areas
with higher numbers of migrating waterfowl and poultry. Ducks, geese, swans, gulls and
waders −− which are thought to be at greater risk for carrying bird flu −− will be targeted in
designated surveillance areas across the country. A dead migratory swan discovered in Scotland
in April was found to have had the H5N1 strain, prompting fears across Britain about its
potential spread. But no other birds have since tested positive.
Source: http://news.yahoo.com/s/afp/20060918/hl_afp/healthflubritain _060918110005

24.September 17, Reuters — Bird flu pandemic could cost two trillion dollars. A severe bird flu
pandemic among humans could cost the global economy up to two trillion dollars, the World
Bank said on Sunday, September 17, sharply raising earlier estimates. Jim Adams,
vice−president for East Asia and the Pacific and head of the Bank's avian flu taskforce, said a
severe pandemic could cost more than three percent of the global economy's gross national
product. He said earlier estimates last year of about $800 billion in economic costs were
basically written on the back of an envelope. But more recent financial modeling had revealed a

9

http://www.agprofessional.com/show_story.php?id=43222
http://www.fda.gov/bbs/topics/NEWS/2006/NEW01454.html
http://news.yahoo.com/s/afp/20060918/hl_afp/healthflubritain_060918110005


sharper threat should the virus mutate and pass easily among people. Financing totaling about
$150 million had been committed for projects in 11 countries, ranging from Albania to Laos
and Turkey to tackle the disease, which has killed at least 144 people since it re−emerged in
Asia in 2003. An additional $15 million in grant aid had also been finalized for cash−strapped
Indonesia, Adams said, as part of a wider package to help that country control the virus.
Source: http://today.reuters.com/news/articlenews.aspx?type=topNews&
storyID=2006−09−17T082730Z_01_SP73285_RTRUKOC_0_US−BIRDFLU−E
CONOMY.xml&archived=False

[Return to top]

Government Sector

25.September 18, Associated Press — Man with gun crashes through Capitol barricade. An
armed man crashed his vehicle into a security barricade at the U.S. Capitol on Monday,
September 18, ran into the building and was arrested, forcing the complex to briefly be locked
down, authorities said. The man was captured by police after running through the Rotunda in
the center of the Capitol and down a stairway into the basement. Officials said the man
appeared to be having a seizure, and was taken to a hospital. Police shut down the complex as
they investigated the incident, and to ensure that all people there were authorized to be there.
The incident happened shortly before 8 a.m., EDT, witnesses said. The Capitol complex was
reopened within the hour. Construction workers and police said the man drove his SUV through
a barricade at the Capitol, where a major visitors' center is under construction. His vehicle also
crashed into a water fountain on the plaza in the middle of the construction area.
Source: http://www.cnn.com/2006/POLITICS/09/18/capitol.arrest.ap/ind ex.html
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Emergency Services Sector

26.September 18, Washington Post — 'Victims' say underwater Metro rescue took too long,
lacked communication. For its annual disaster drill Sunday, September 17, the Washington,
DC, Metro wanted to devise the worst scenario possible: A bomb in a train in a long, deep
tunnel under the Potomac River with the power and communications out and seven agencies
trying to talk and work together. Firefighters from the District and Virginia pulled off their
"rescue" in about two hours. Metro officials had hoped that by using a "rescue train," they
would extricate the victims in about 45 minutes. Metro has been doing emergency drills since
1999 but never in an underwater tunnel. "There was a problem with communication. There
wasn't any," said Arthur Garroway, a volunteer rider. "When they tell you the rescue train is
coming in five minutes, and then there's nothing 25 minutes later, that does not instill
confidence." In addition, communication between the surface and the tunnel stopped. Metro
turned off the "repeaters" that boost the signal from portable radios. Local and federal police
and fire agencies have planned for such a situation and created the National Capital Region
Radio Cache, an emergency stock of radios that can be used to restore contact between
agencies, said Lt. Wes Rogers, a Fairfax County fire lieutenant.
Source: http://www.washingtonpost.com/wp−dyn/content/article/2006/09
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/17/AR2006091700608.html

27.September 18, Boston Globe — Largest anti−terrorism drill in New England conducted.
Federal, state, and local agencies Sunday, September 17, staged the largest anti−terrorism drill
ever in New England, simulating the response to a mock explosion of a radioactive dirty bomb
at the CambridgeSide Galleria in Cambridge, MA. The exercise, dubbed Operation Poseidon,
was monitored by roving teams of federal, state, and local observers, who will use the exercise
to better prepare for a real terrorist attack. Authorities said their critique of the drill is months
away and declined to talk about mistakes made, though they said the lessons learned are often
simple. "Certain equipment that was designed for certain operations may not lend itself to going
up and down stairs," said Fire Chief Gerald Reardon. He added that such drills also help ferret
out something as basic as an inactive pager or cell phone. The volunteers described passing
rescue workers failing to ask them if they needed help, despite the index cards the volunteers
wore indicating the seriousness of their condition: bleeding to death, radiation exposure, in
shock. Other volunteers said officials were slow to bring buses to evacuate people fleeing the
scene.
Source: http://www.boston.com/news/local/articles/2006/09/18/hundred
s_play_the_part_for_antiterrorism_drill/

28.September 18, Washington Technology — Washington, DC, area turns to radio−bridging
device to connect disparate first responders. Located between Maryland and Virginia, the
District of Columbia area is home to several county, state, and federal first responders. “If we
were to have an act of terrorism or some other crisis in the District of Columbia, there are many
police forces that have overlay jurisdiction in the metropolitan area, and they would respond,”
said John Freeburger, a project manager of the Office of National Capital Region
Coordination’s resources group, assigned to Montgomery County, MD, Fire and Rescue, and
event manager for the National Capital Region Radio Cache Project. And in many cases,
responders would arrive with radio systems that are not interoperable with one another. To ease
that problem, local agencies have deployed several tactics, including making standards for new
radio systems and buying a cache of preprogrammed radios to hand out in a crisis. Because
buying a new radio system is not in the budget for some jurisdictions, and handing out radios
isn’t always practical at a major incident, the radio cache project acquired technology that
bridges otherwise non−interoperable systems. The chosen technology for the project bridges
military and civilian radios; cell, satellite, direct−connect and landline phones; and trunked and
conventional radios.
Source: http://www.washingtontechnology.com/news/21_18/emerging−tech /29316−1.html

29.September 14, U.S. Department of Justice — Department of Justice releases Hurricane
Katrina Fraud Task Force first year report. On September 8, 2005, in the immediate
aftermath of Hurricane Katrina, United States Attorney General Alberto R. Gonzales
established the Hurricane Katrina Fraud Task Force. The Task Force is charged with deterring,
detecting, and prosecuting unscrupulous individuals who try to take advantage of the Katrina,
Rita, and Wilma disasters. The overall goal is to stop people who seek to illegally take for
themselves the money that is intended for the victims of the hurricanes and the rebuilding of the
Gulf Coast region. In this first year report, the Task Force reports that more than 400 people
have been federally charged with hurricane−related fraud since the Attorney General created
the Task Force. The report also includes recommendations for suggested best practices for law
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enforcement after future disasters. Refer to source to view the full text report.
Source: http://www.usdoj.gov/katrina/Katrina_Fraud/docs/09−12−06AGpr ogressrpt.pdf
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Information Technology and Telecommunications Sector

30.September 18, New York Times — A chip that can transfer data using laser light.
Researchers announced on Monday, September 18, that they have created a silicon−based chip
that can produce laser beams. The advance will make it possible to use laser light rather than
wires to send data between chips, removing the most significant bottleneck in computer design.
As a result, chip makers may be able to put the high−speed data communications industry on
the same curve of increased processing speed and diminishing costs −− the phenomenon known
as Moore’s law −− that has driven the computer industry for the last four decades.
Commercializing the new technology may not happen before the end of the decade, but the
prospect of being able to place hundreds or thousands of data−carrying light beams on standard
industry chips is certain to shake up both the communications and computer industries. With
the barrier removed, computer designers will be able to rethink computers, packing chips more
densely both in home systems and in giant data centers. Moreover, the laser−silicon chips
portend a vastly more powerful and less expensive national computing infrastructure.
Source: http://www.nytimes.com/2006/09/18/technology/18chip.html?_r=
1&ref=technology&oref=slogin

31.September 18, Sophos — Steve Irwin video tribute designed to collect e−mail addresses.
Sophos has warned of a spam campaign designed to harvest e−mail addresses by attracting
readers to Websites offering topical "video tributes." The spam e−mails lead to sites containing
a range of teasers offering video tributes to 9/11 victims, troubled celebrity Anna Nicole Smith
and "Crocodile Hunter" Steve Irwin who was killed on September 4. A teaser is displayed,
encouraging visitors to enter their full e−mail address to watch the full tribute. In the site's
privacy policy, the operator of the page reserves the right, among other things, "to send you
personalized marketing information via electronic delivery," "to send you targeted advertising"
and to "sell and/or license the personal information that you provide...to third party businesses,"
including "providers of direct marketing services and applications."
Source: http://www.sophos.com/pressoffice/news/articles/2006/09/vide o−tribute.html

32.September 15, IDG News Service — New Firefox fix patches security bugs. Mozilla
developers have released an updated version of their Firefox browser that fixes a number of
security issues, four of them rated critical. The update was released late Thursday, September
14, and Firefox users should receive the 1.5.0.7 patches via the browser's automatic update
system over the next few days, according to Mozilla. Research firm Secunia rates the flaws as
"highly critical," saying that they can be exploited to "conduct man−in−the−middle, spoofing
and cross−site scripting attacks, and potentially compromise a user's system," according to an
alert.
Secunia's alert: http://secunia.com/advisories/21906
Source: http://www.networkworld.com/news/2006/091506−firefox−patch.h tml
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33.September 15, eWeek — Hacker discovers Adobe PDF back doors. A British security
researcher has figured out a way to manipulate legitimate features in Adobe PDF files to open
back doors for computer attacks. David Kierznowski, a penetration testing expert specializing
in Web application testing, has released proof−of−concept code and rigged PDF files to
demonstrate how the Adobe Reader program could be used to launch attacks without any user
action. The first back door, involves adding a malicious link to a PDF file. Once the document
is opened, the target's browser is automatically launched and loads the embedded link. The use
of Web−based exploits to launch drive−by malware downloads is a well−known tactic and the
discovery of PDF back doors is further confirmation that desktop programs have become
lucrative targets for corporate espionage and other targeted attacks. A second back door demo
presents an attack scenario that uses Adobe Systems' Adobe Database Connectivity and Web
Services support. Kierznowski said the back door can be used to exploit a fully patched version
of Adobe Professional.
Source: http://www.eweek.com/article2/0,1895,2016606,00.asp

34.September 15, IDG News Service — Carriers unite for future mobile networks. Some of the
world's biggest cellular operators have gotten together to promote their vision of what
next−generation mobile technology should look like. Sprint Nextel, Vodafone Group, China
Mobile Communications, Orange, NTT DoCoMo, Royal KPN, and T−Mobile International
announced last week they have formed the Next Generation Mobile Networks (NGMN)
initiative. NGMN, a nonprofit group based in London, won't push a particular type of network
but rather a set of guidelines that future technologies should follow, said Steve Falk, vice
president of global standards at Sprint.
Source: http://www.pcworld.com/article/id,127150−page,1−c,topics/art icle.html

35.September 14, Sophos — Spammers pose as chain mail researchers to harvest e−mail
addresses. Sophos has warned computer users to think before forwarding chain letters after
discovering a new scam being used by spammers to collect e−mail addresses. A spammed
e−mail campaign poses as a research project into chain mail and joke messages that are
frequently sent between e−mail users around the world. Chain letters and jokes can easily be
sent to a person's full contact list or an entire company department, ending up with valid e−mail
addresses for everyone who received the message in the body of the message. The new spam
campaign asks for chain letters to be forwarded to the spammers (who are posing as a
researcher called Gemma). However, Sophos warns that rather than conducting a study of chain
letters, the recipients are actually planning to gather innocent peoples' contact details for the
purposes of spam and identity theft.
Source: http://www.sophos.com/pressoffice/news/articles/2006/09/chai n−harvest.html

Internet Alert Dashboard

Current Port Attacks

Top 10 Target Ports 1026 (win−rpc), 4672 (eMule), 41170 (−−−), 80 (www),
4662 (eDonkey2000), 445 (microsoft−ds), 25 (smtp), 113
(auth), 6881 (bittorrent), 6346 (gnutella−svc)
Source: http://isc.incidents.org/top10.html; Internet Storm Center

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
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their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.
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Commercial Facilities/Real Estate, Monument &Icons Sector

36.September 15, Congress Daily — Infrastructure subpanel approves dam safety legislation.
A House Transportation and Infrastructure subcommittee on Thursday, September 14, approved
legislation that would increase federal funding for state dam safety programs by 50 percent and
for the first time mandate Army Corps of Engineers inspection of all state regulated dams. The
measure would extend the 25−year−old National Dam Safety Program for another five years.
Under the bill, annual funding for the program, which is mainly administered by the Federal
Emergency Management Agency, would rise from $8.6 million to $12.7 million. The bulk of
the funding, $8.7 million, would be allocated in grants to the states to help them improve their
dam safety efforts. The federal government owns and operates only about five percent of the
nation's nearly 78,000 dams. The states have responsibility for virtually all the rest, several
thousand of which are believed to be dangerous. Similar legislation extending the federal dam
safety program has cleared a Senate Committee. Meanwhile, the panel also approved legislation
to create a four−year, $350 million program to help states repair and rehabilitate dams.
Source: http://www.govexec.com/story_page.cfm?articleid=35029&dcn=to daysnews
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General Sector

Nothing to report.
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DHS Daily Open Source Infrastructure Report Contact Information

DHS Daily Open Source Infrastructure Reports − The DHS Daily Open Source Infrastructure
Report is a daily [Monday through Friday] summary of open−source published information
concerning significant critical infrastructure issues. The DHS Daily Open Source Infrastructure
Report is archived for ten days on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

DHS Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the DHS
Daily Report Team at (703) 983−3644 for more information.
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Contact DHS

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

Department of Homeland Security Disclaimer
 The DHS Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and inform
personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original copyright
restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original source
material.
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