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Daily Highlights

The Associated Press reports four more people, including three airline baggage handlers, have
been arrested in a continuing investigation of cocaine smuggling at New Jersey’s Newark
Liberty International Airport.  (See item 8)

• 

The Department of Transportation has announced the creation of two new agencies: the
Research and Innovative Technology Administration and the Pipeline and Hazardous
Materials Safety Administration.  (See item 9)

• 

The Asbury Park Press reports 103 land−line telephones in Evesham Township, NJ, rang in
the space of a few hours, and a recording from the State Police warned of potential drinking
water problems, marking a milestone in public safety called "reverse 911."  (See item 19)

• 

DHS/IAIP Update Fast Jump

Production Industries: Energy; Chemical Industry and Hazardous Materials; Defense Industrial Base

Service Industries: Banking and Finance; Transportation ; Postal and Shipping

Sustenance and Health: Agriculture ; Food; Water; Public Health

Federal, State and Local: Government; Emergency Services

IT and Cyber: Information Technology and Telecommunications; Internet Alert Dashboard

Other: Commercial Facilities/Real Estate, Monument &Icons; General; DHS/IAIP Products &Contact
Information

Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: Elevated, Cyber: Elevated
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − http://esisac.com]

1. February 14, Associated Press — Nuclear waste repository setbacks spark debate.
Frustrated by setbacks in development of a national nuclear waste repository in Nevada, states
and utilities are reviving a proposal to privatize management of the Yucca Mountain project.
The idea, discussed Sunday, February 13, during a conference of the National Association of
Regulatory Utility Commissioners in Washington, DC, would create a government−chartered
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corporation with more independence than the Department of Energy (DOE) to manage
construction of the $58 billion repository. Proponents say that would give managers more
freedom to raise and manage fees for the project and spend money from a nuclear waste fund
now controlled by Congress. State officials and utility lobbyists taking a look at the idea argue a
corporate approach might be better than a government bureaucracy to oversee complex
repository construction. The proposal reflects frustration among states and utility interests that
have supported a government repository for nuclear spent fuel. DOE had pledged to take
ownership of nuclear waste by 1998, but a repository has yet to be finished.
Source: http://www.mohavedailynews.com/articles/2005/02/15/news/nati on/nation1.txt

[Return to top]

Chemical Industry and Hazardous Materials Sector

Nothing to report.
[Return to top]

Defense Industrial Base Sector

Nothing to report.
[Return to top]

Banking and Finance Sector

2. February 14, ABC7Chicago (IL) — State employees charged in phony identity scam. Two
employees with the Illinois Secretary of State's Office are allegedly involved in a fake identity
scam. Investigators say that James Thigpen and his sister, Teebra, are charged in the scheme
along with two Secretary of State employees, Lontonya Young, a cashier, and Angela Burgess,
an assistant manager. "We're here today to announce charges against four individuals, including
two who worked at the Illinois Secretary of State's office. They were involved in a scheme to
make dozens of fake Illinois drivers' licenses and identification cards," said Dick Devine, Cook
County's State Attorney. The two Secretary of State employees are accused of helping Thigpen
by pulling up drivers' licenses or identity card information and then laying Thigpen's picture
over newly produced cards. Over two−dozen of those phony cards were found in Thigpen's
house during a police visit last year.
Source: http://abclocal.go.com/wls/news/021405_ns_fakeid.html

3. February 14, Federal Computer Week — Treasury's proposed spending enhances Financial
Crimes Enforcement Network. According to the Department of Treasury's fiscal 2006 budget
proposal, the department's $11.6 billion request dedicates about 20 percent to information
technology (IT). Treasury's proposed $2.3 billion IT budget amounts to $82 million more than
Congress enacted for fiscal 2005. The goal is to move toward an all−electronic Treasury,
according to fiscal 2006 budget documents. The Treasury's Financial Crimes Enforcement
Network (FinCEN) bureau would get more money, up to $75.1 million from $73.5 million, a
2.3 percent increase. FinCEN officials hunt down sources of terrorist funding, money
laundering and other financial crimes. Bureau officials plan to spend part of their money on a
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data integration support structure, expanding the bureau's international information exchange
efforts and encouraging domestic businesses that file reports with the network to do so
electronically. While encouraging online filing, FinCEN officials also want to enhance the
bureau's text retrieval capability. Officials want to implement new technology that garners from
unstructured data, such as narrative text in which data items cannot be entered into predefined
fields, previously undetected patterns and associations among named entities and even subject
topics. FinCEN officials say they plan to share their text−mining tools with other federal, state
and local governments.
Source: http://www.fcw.com/fcw/articles/2005/0214/web−treas−02−14−05 .asp

4. February 09, National Association of State Chief Information Officers — State information
officers look at privacy implications of spam, phishing and spyware. In response to the
growing privacy concerns associated with Internet and e−mail threats, the National Association
of State Chief Information Officers has released “Welcome to the Jungle: The State Privacy
Implications of Spam, Phishing and Spyware.” This trio of threats not only causes frustration
and anxiety among computer users, but can potentially compromise the privacy of citizen and
government information through identity theft scams. As states enhance and expand their use of
e−government applications and e−mail, they must protect against spam, phishing and spyware,
which could deter citizens from engaging in electronic transactions. Technical solutions as well
as law enforcement and educational efforts can help to ensure citizens' confidence that their
personal information is protected while conducting business online and corresponding via
e−mail. In addition to raising CIOs' awareness of the potential privacy risks of spam, phishing
and spyware, the brief also provides additional resources for those who want to learn more
about how to counteract these Internet and e−mail threats. Report:
https://www.nascio.org/nascioCommittees/privacy/Spam%20Brief
%20Welcome%20to%20the%20Jungle%20020805%20Final.pdf
Source: https://www.nascio.org/pressReleases/050209.cfm

[Return to top]

Transportation Sector

5. February 15, Detroit Free Press (MI) — Bags overwhelm airport handlers. Thousands of
pieces of luggage were mishandled at Detroit Metro Airport's Northwest Airlines counters over
the weekend as a crush of winter break−bound passengers and their bags overwhelmed baggage
handlers. A union official who said inadequate staffing was to blame warned it could happen
again this weekend. Northwest Airlines said its staffing over the weekend was based on the
number of passengers it expected. "This was an unusual event, driven by an unusual
combination of circumstances," said airline spokesperson Kurt Ebenhoch. Passengers and
airline staff at Metro said luggage was piled to the ceiling behind Northwest counters in the
three−year−old, $1.2−billion McNamara Terminal and never made it onto many flights as lines
of travelers stretched outside the building. Problems occurred Friday, Saturday and Sunday,
though union officials said Saturday, February 12, was the worst. Ebenhoch said Monday,
February 14, all luggage had left Metro and was either already delivered to passengers or on the
way. It was one of the worst breakdowns in service at McNamara Terminal since it opened in
2002.
Source: http://www.freep.com/money/business/luggage15e_20050215.htm
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6. February 15, Government Accountability Office — GAO−05−357T: Transportation
Security: Systematic Planning Needed to Optimize Resources (Testimony). Critical
transportation systems crisscross the nation and extend beyond our borders to move millions of
passengers and tons of freight each day, making them both attractive targets to terrorists and
difficult to secure. Securing these systems is further complicated by the need to balance security
with the expeditious flow of people and goods through these systems. The Transportation
Security Administration (TSA) faces the daunting challenge of determining how to allocate its
finite resources to manage risks while addressing threats and enhancing security across all
transportation modes. To assist the Congress and TSA in focusing resources on the areas of
greatest need, the Government Accountability Office (GAO) was asked to describe Department
of Homeland Security (DHS) and TSA efforts in managing risks and allocating resources across
aviation and surface transportation modes, and in integrating screening, credentialing, and
research and development (R&D) efforts to achieve efficiencies. In prior reports, GAO has
made numerous recommendations designed to strengthen transportation security. GAO also has
conducted several ongoing reviews related to the issues addressed in this testimony, and will
issue separate reports related to these areas at later dates, with additional recommendations as
appropriate. Highlights: http://www.gao.gov/highlights/d05357thigh.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−05−357T

7. February 15, The Trucker — Two−pronged approach taken with truckers’ hours. Annette
M. Sandberg, administrator of the Federal Motor Carriers Safety Administration, said on
Monday, February 14, that a two−pronged approach is being taken to tackle the hours of service
(HOS) issue. First, the agency is proceeding with its rulemaking comment period. Second,
Congress has been asked to codify HOS and put it into statutes so that groups cannot keep
challenging the rules. Sandberg said that the agency hoped to have a bill completed by May.
She made her comments following a speech to a meeting of the Border Trade Alliance (BTA)
on Cargo Security and Trade being held in Washington, DC. Sandberg said the same problems
must be addressed regarding HOS and North American Free Trade Agreement (NAFTA). As to
the status of NAFTA, Sandberg told BTA attendees that she didn’t know when the southern
border with Mexico would open. Details are still being worked out with on−site inspections for
Mexican carriers and the border can’t open until that issue is resolved, she said. Sandberg said
about 700 Mexico carriers have applied to do business inside the U.S., most with fewer than 10
tractors. However, she said more than 70 percent of those applications have been turned down
because they had missing data.
Source: http://www.thetrucker.com/stories/02_05/0215_sandberg_BTA.ht ml

8. February 15, Associated Press — More Continental workers accused of smuggling cocaine.
Four more people, including three airline baggage handlers, were arrested Monday, February
14, in a continuing investigation of cocaine smuggling at New Jersey’s Newark Liberty
International Airport. The Continental Airlines handlers and a man who had worked as a
security guard were charged with using their access to secure areas to act as lookouts while
others diverted luggage containing cocaine from international flights so it could be claimed at
domestic carousels, U.S. Immigration and Customs Enforcement said. The scheme, which
involved retagging the baggage, allowed the suitcases to evade Customs inspection. The arrests
are related to those made in June, when 16 people, including 10 Continental workers at Newark
Liberty, as well as airports in Miami and Puerto Rico, were charged with smuggling hundreds
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of pounds of cocaine into the country through Newark Liberty from January 2000 to August
2003. Authorities have said Continental assisted in the investigation, which was conducted by
Customs Enforcement and the FBI, along with the Drug Enforcement Administration and the
Port Authority of New York and New Jersey.
Source: http://www.usatoday.com/travel/news/2005−02−15−airline−cocai ne_x.htm

9. February 15, Department of Transportation — Transportation Secretary announces two
new agencies. Department of Transportation Secretary Norman Y. Mineta on Tuesday,
February 15, announced the creation of two new agencies at the Department of Transportation
(DOT) −− one to focus on innovation and research and the other on pipeline and hazardous
materials safety −− to help the department more effectively execute its mission of developing
and applying innovative technologies to create the transportation system of the 21st century.
The new agencies will begin operating February 20, a week before the deadline set by
Congress. The Research and Innovative Technology Administration (RITA) and the Pipeline
and Hazardous Materials Safety Administration (PHMSA) were authorized on November 30,
2004 when President Bush signed the Norman Y. Mineta Research and Special Programs
Improvement Act. RITA will be dedicated to the advancement of the department's priorities for
innovation and research in transportation technologies and concepts. PHMSA will oversee the
safety of the more than 800,000 daily shipments of hazardous materials in the United States and
the 64 percent of the nation’s energy that is transported by pipelines.
Source: http://www.dot.gov/affairs/DOT2805.htm

[Return to top]

Postal and Shipping Sector

10.February 15, Fort Worth Star−Telegram (TX) — Postal service cuts ties to American
Airlines. As of Saturday, February 12, the U.S. Postal Service suspended its domestic mail
delivery contract with American Airlines, the nation's largest airline, after the carrier failed to
meet certain performance goals, including on−time delivery. For consumers, mail delivery
won't be affected, postal officials say. American's international mail delivery business remains
unaffected. According to postal officials, the suspension affects all mail carried by the airline to
the cities it serves in the U.S. The postal service also suspended domestic mail delivery on US
Airways, citing similar problems.
Source: http://www.dfw.com/mld/dfw/10903914.htm?1c

[Return to top]

Agriculture Sector

11.February 15, Vietnam News Agency — Bird flu recurs in Vietnam. According to the Vietnam
Veterinary Department under the Agriculture and Rural Development Ministry, bird flu has
recurred in an additional 16 sites in 12 communes in northern Hai Phong city, and southern
Long An and Bac Lieu provinces. The department said 1,993 chickens and 3,628 ducks in those
sites were subsequently culled.
Source: http://www.vnagency.com.vn/newsA.asp?LANGUAGE_ID=2&CATEGORY_
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ID=29&NEWS_ID=138939

12.February 15, Syngenta — Plant disease genome data released for public use. Syngenta
announced Tuesday, February 15, the donation of genetic information on Phytophthora
infestans or Potato Late Blight, one of the most devastating plant diseases in global agriculture,
to an international scientific gene database. Syngenta is donating sequence information on
nearly 18,000 individual genes expressed at key stages in the life−cycle of Phytophthora
infestans as well as most of its genomic sequence to GenBank, a publicly available DNA
database. Syngenta has worked for five years within the Syngenta Phytophthora Consortium, an
international panel of academic institutions, to analyze these genes and develop a partial
genomic sequence. Late Blight was the cause of the Irish Potato Famine (1845−1850) and
continues to cause billions of dollars worth of losses to potato and tomato crops each year. The
Phytophthora infestans family also includes the pathogen causing the emergent Sudden Oak
Death disease recently recognized in California.
Source: http://www.syngenta.com/en/media/article.aspx?article_id=482

[Return to top]

Food Sector

13.February 15, Food Safety and Inspection Service — Food emergency response network
division established. The U.S. Department of Agriculture's Food Safety and Inspection Service
(FSIS) Tuesday, February 15, announced the establishment of a new division that will play a
major role in developing the Food Emergency Response Network (FERN), an integrated
network of laboratories across America that can quickly respond to food−related emergencies.
The FSIS FERN Division will work with the Food and Drug Administration to expand and
manage a group of more than 90 federal, state, and local laboratories with the capability to
detect and identify biological, chemical, and radiological agents in food. "Developing a
network of laboratories that can communicate effectively and work together applying consistent
laboratory practices will increase our ability to prevent and respond to possible attacks or
emergencies involving food," said Acting Under Secretary for Food Safety Merle Pierson. The
FERN Division is being established under the FSIS Office of Public Health Science, which
provides scientific analysis, advice, data, and recommendations regarding matters involving
public health and science that are of concern to FSIS. The division will be co−located with the
FSIS Eastern Laboratory in Athens, GA.
Source: http://www.fsis.usda.gov/News_&_Events/NR_021505_01/index.as p

14.February 15, Food Safety and Inspection Service — Ground beef recalled in Wisconsin.
Emmpak Foods, Inc., Milwaukee, WI, establishment, is voluntarily recalling approximately
123,000 pounds of ground beef that may be contaminated with hydraulic fluid, the U.S.
Department of Agriculture's Food Safety and Inspection Service (FSIS) announced Monday,
February 14. The ground beef products were distributed to retail stores in Florida, Illinois,
Maryland, Massachusetts, New Jersey, North Carolina, Pennsylvania, and South Carolina. The
problem was discovered after FSIS received a consumer complaint.
Source: http://www.fsis.usda.gov/News_&_Events/Recall_006_2005_Relea se/index.asp

[Return to top]
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Water Sector

Nothing to report.
[Return to top]

Public Health Sector

15.February 15, Scientific American — Transgenic potatoes increase immunity to hepatitis in
human trials. Hepatitis B infects millions of people annually and nearly one million die each
year worldwide, despite the existence of injectable vaccines. Vaccines that can be administered
orally stand a better chance of being successful in poorer countries. Researchers at the Roswell
Park Cancer Institute in Buffalo, NY, grew potato plants engineered to carry a gene that
encodes the hepatitis B surface antigen. Once they had a plant that expressed high levels of the
protein, the researchers cloned it and grew a number of the plants in a greenhouse. Forty−two
volunteers then participated in a placebo−controlled, double−blind study in which they ate
bite−sized pieces of the transgenic spuds or regular ones on three different occasions. After
eating the tubers, the subjects underwent blood tests to assess their levels of hepatitis B virus
(HBV) antibodies. Sixty percent of the subjects that ate the transgenic potatoes showed marked
increases in their immune responses to HBV.
Source: http://www.sciam.com/article.cfm?chanID=sa003&articleID=0009
ABBD−14FF−1211−94FF83414B7F0000

16.February 14, National Institutes of Health — Post−mortem test could improve detection of
prion disease in humans. A post−mortem test could help scientists more accurately determine
if a person died of Creutzfeldt−Jakob disease (CJD), a human neurological disorder caused by
the same class of infectious proteins that trigger mad cow disease. Research findings open the
possibility that such testing might be refined in the future so it can be used to detect prion
disease in living people and animals before the onset of symptoms. The test is called
conformation−dependent immunoassay (CDI). In the new study, researchers found that CDI not
only identifies prions in human brain tissue but is faster and far more precise than the standard
immunological detection methods, which only detect a small fraction of the infectious prions
that may be in the brain. In the study, researchers extracted brain tissue from 28 people who had
died of CJD. They tested these samples using CDI, which uses highly specific antibodies that
bind to all disease−causing prions in the brain. They also used immunohistochemistry (IHC) to
measure only the prion proteins that are resistant to an enzyme called protease. CDI detected
abnormal prions in all of the sampled brain regions. IHC detected abnormal prions in less than
25 percent of the sampled brain regions.
Source: http://www.nih.gov/news/pr/feb2005/nia−14.htm

17.February 09, Proceedings of the National Academy of Sciences — Pathogen portals in plants
and animals. Biologists have discovered that pathogens of plants and animals use similar
molecular portals for entry into host cells. Researchers tracked the cellular movement of the
plant protein mildew resistance locus O (MLO), which is coopted by a widespread fungal
parasite for host cell invasion. The researchers found that fluorescently tagged MLO migrated
in the plant cell membrane and concentrated in an area where fungi attached themselves to the
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cell's outer surface. This directed movement to pathogen entry sites was also seen for an
intracellular plant protein, calmodulin, which interacts with and up−regulates MLO. The
researchers found that the calmodulin/MLO complex forms part of a microdomain in the
plasma membrane that is similar to microdomains formed by animal cells upon assault by
pathogenic bacteria. Clustering of lipid rafts is believed to drive the formation of these
pathogen−triggered microdomains. A third plant protein, syntaxin, also becomes recruited to
the fungus−induced pathogen portal. Unlike MLO and calmodulin, syntaxin directs a
vesicle−associated defense response to the intruder at the cell periphery, leading to localized
discharge of antifungal vesicle cargo. Thus, plant cells appear to have invented a strategy that
aims to eliminate infective agents at pathogen portals before host cell entry.
Source: http://www.pnas.org/cgi/content/abstract/0500012102v1?ijkey=
a4138101b51a338899fe65927dabf5b04ddf6f0e&keytype2=tf_ipsecsh a

[Return to top]

Government Sector

Nothing to report.
[Return to top]

Emergency Services Sector

18.February 15, The Wichita Eagle (KS) — Class on terror spotting offered to public. Average
folks will play "a vital part" in keeping the nation safe from terrorist attacks, said Andra
Bannister, director of the Regional Community Policing Training Institute at Wichita State
University (WSU) in Wichita, KS. To help that along, the institute is hosting two free programs
this week to train residents in counterterrorism. The first will be at 6 p.m. Wednesday, February
16, at WSU, and the second will be at the same time Thursday at Kansas State University in
Manhattan. The program will show residents what to watch for and what to report to police.
Participants will also learn more about the Patriot Act, the motivations and tools of terrorists,
and what "homeland security" involves.
Source: http://www.kansas.com/mld/kansas/news/local/crime_courts/109 00940.htm

19.February 15, Asbury Park Press (NJ) — Reverse 911 warns of water problems. On
Thursday, February 10, 103 land−line telephones in Evesham Township, NJ, rang in the space
of a few hours, and a recording from the State Police warned of potential drinking water
problems, marking a milestone in public safety called "reverse 911." The alert system a is new
part of the state's homeland−security preparedness package, according to Lt. Col. Lori
Hennon−Bell, State Police deputy superintendent for homeland security in New Jersey.
Another advantage of the system is that it tells authorities which numbers do not pick up, so
officers know which doors to knock on during an emergency.
Source: http://www.app.com/apps/pbcs.dll/article?AID=/20050215/NEWS0 3/502150310/1007

20.February 15, Baltimore Sun (MD) — Officials unveil communications system for first
responders. Officials from the city of Baltimore and Howard, Harford, Carroll, Baltimore, and
Anne Arundel counties on Monday, February 14, unveiled the Central Maryland Area Radio
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Communications (CMARC) system. The network includes five channels that are accessible to
any emergency worker using an 800−megahertz radio, officials said. The system will initially
cover the city and areas within the Baltimore Beltway, around Baltimore−Washington
International Airport and along Interstate 95, said Ernie Crist, manager of Emergency Services
for Harford County, who led the team of officials working on the CMARC project. The
$700,000 cost of installing eight antennas and buying 284 radios for distribution in Annapolis,
Baltimore City and Baltimore, Carroll and Harford counties was covered by a Department of
Homeland Security grant, officials said. All of the county and city agencies have some
800−megahertz radios already, Crist said. State agencies, including the Maryland State Police
and Maryland Transportation Authority Police, are buying 800−megahertz radios, he said.
Source: http://www.baltimoresun.com/news/local/bal−md.emergency15feb
15,1,6710131.story?coll=bal−local−headlines&ctrack=1&cset=tr ue

21.February 14, Reuters — E−mail bug made computers phone emergency line. A Louisiana
man has pleaded guilty to sending rigged e−mails that caused some computers to dial the 911
emergency services number, prosecutors said Monday, February 14. David Jeansonne admitted
to sending e−mails to about 20 subscribers of Microsoft's WebTV, a television Internet service
since renamed MSN TV. An attachment to the e−mail rewrote the user's access WebTV
number to 911 so that the next time the service was used, calls to WebTV in Santa Clara, CA,
were diverted. "This prompted unnecessary emergency police dispatches at numerous locations
around the country in July 2002," the U.S. Attorney's office for the Northern District of
California said in a statement. "At least 10 WebTV users reported that the local police either
called or visited their residences in response to the unnecessary 9−1−1 calls." Jeansonne faces a
maximum penalty of 10 years in prison after pleading guilty to two counts of intentionally
damaging computers and causing a public safety threat.
Source: http://www.reuters.com/newsArticle.jhtml?type=technologyNews &storyID=7626050

22.February 14, Lincoln Tribune (NC) — Emergency responders to participate in exercise. An
exercise titled “Heartbreaker” will take place over several days this week at Gaston College’s
Regional Emergency Services Training Center (RESTC) in Dallas, NC. Heartbreaker will
include four types of health threats and calls for the activation of the state's seven Public Health
Regional Surveillance Teams (PHRSTs). The exercise will focus on the command and control
of the multiple health crises that occur during the course of the exercise, followed by a
debriefing and review on Thursday, February 17. More than 100 law enforcement, emergency
medical, fire and emergency management personnel will participate in the event.
Source: http://www.lincolntribune.com/modules/news/article.php?story id=783

[Return to top]

Information Technology and Telecommunications Sector

23.February 15, CNET News.com — Instant messaging gets perfect forward security. Two
researchers at the University of California at Berkeley have created an add−on to instant
messaging (IM) that they claim will enable the participants to identify each other and have a
secure conversation without leaving any proof that the chat occurred. The result, dubbed
off−the−record (OTR) messaging by security researchers Ian Goldberg and Nikita Borisov, is a
plug−in for the Gaim open source instant−messaging client that enables encrypted messages
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that do not leave a key that could be used to verify that the conversation happened. That
attribute, known in cryptography as perfect forward security, also prevents snoopers from
reading any copies of the conversation. In order for a secure and deniable IM conversation to
occur, both parties need to have the off−the−record program installed on Gaim or use America
Online's Instant Messenger with a server set up to be a proxy with software also developed by
Goldberg and Borisov.
Source: http://news.zdnet.co.uk/internet/security/0,39020375,3918793 4,00.htm

24.February 14, SecurityTracker — Open webmail input validation flaw in 'logindomain' lets
remote users conduct cross−site scripting attacks. A vulnerability was reported in Open
WebMail. A remote user can conduct cross−site scripting attacks. The software does not
properly validate user−supplied input in the 'logindomain' parameter. A remote user can create
a specially crafted URL that, when loaded by a target user, will cause arbitrary scripting code to
be executed by the target user's browser. Upgrade to 2.50 after 20050212 or apply patch
available at: http://openwebmail.org/openwebmail/download/cert/patches/SA− 05:01/
Source: http://securitytracker.com/alerts/2005/Feb/1013172.html

25.February 14, Secunia — IBM WebSphere Application Server JSP source code disclosure.
A vulnerability has been reported in WebSphere Application Server, which can be exploited by
malicious people to gain knowledge of potentially sensitive information. The vulnerability is
caused due to an unspecified error allowing the source code of Java Server Pages (".jsp") to be
disclosed via a specially crafted URL on the Windows platform. Original advisory and updates
available at: http://www−1.ibm.com/support/docview.wss?uid=swg24008814 and
http://www−1.ibm.com/support/docview.wss?uid=swg24008815
Source: http://secunia.com/advisories/14274/

26.February 13, SC Magazine — Cybersecurity boosts bottom line. Companies that make
cybersecurity a priority say it increases their efficiency and gives them a competitive advantage
in the market, according to a survey of information security professionals. The joint survey by
the Business Software Alliance (BSA) and the Information Systems Security Association
(ISSA) queried 850 ISSA members online between December 2004 and January 2005. The
members represent large to small businesses. Seventy−six percent of the companies said raising
security as a priority gives them a competitive advantage. Their systems are down less often,
they're not losing customers due to lack of trust, and their brand is not threatened, said Robert
Holleyman, BSA president and CEO. The survey also showed that in the last 12 months, more
companies have raised security to the senior management level − 44 percent in 2004 versus 39
percent in the previous 2003 survey. Survey:
http://www.bsa.org/usa/press/newsreleases/BSA−ISSA−Commissio ned−Survey.cfm
Source: http://www.scmagazine.com/news/index.cfm?fuseaction=newsDeta
ils&newsUID=87605d0f−ffc6−4169−93e4−3c7274412de7&newsType=La test%20News

Internet Alert Dashboard
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DHS/US−CERT Watch Synopsis

Over the preceding 24 hours, there has been no cyber activity which constitutes
an unusual and significant threat to Homeland Security, National Security, the
Internet, or the Nation's critical infrastructures.

US−CERT Operations Center Synopsis: On Tuesday, Microsoft published 13
security updates as part of their February security release. Eleven of the security
bulletins affect Windows, and nine of the bulletins have been marked as "Critical."
The US−CERT recommends ensuring that all Windows systems on your network
have been patched for these vulnerabilities.Full information on the vulnerabilities, as
well as links to the patches can be found at
http://www.microsoft.com/security/default.mspx

Current Port Attacks

Top 10
Target
Ports

445 (microsoft−ds), 135 (epmap), 1025 (−−−), 139 (netbios−ssn), 1026
(−−−), 80 (www), 53 (domain), 1027 (icq), 6346 (gnutella−svc), 25
(smtp)
Source: http://isc.incidents.org/top10.html; Internet Storm Center

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.

[Return to top]

Commercial Facilities/Real Estate, Monument &Icons Sector

Nothing to report.
[Return to top]

General Sector

27.February 15, Reuters — Philippines hunt bombers. Philippine security forces are hunting for
the bombers behind blasts in Manila and two other cities that killed 11 people on February 14,
while investigating a Muslim rebel claim of responsibility. Abu Sayyaf, a small Muslim
militant group linked to al Qaeda, said it carried out the attacks in crowded public places to
punish the government for a heavy military offensive on its strongholds on the southwestern
island of Jolo. "It's too early to tell," national security adviser Norberto Gonzales said of the
claim of responsibility. "We're looking at several angles, including the networking of foreign
militants and home−grown rebel groups," he told Reuters. Six people were killed in Manila and
five in two southern cities −− four in General Santos and one in Davao. More than 150 people
were wounded in the three attacks. Some security officers said the bombs could have been an
attempt to distract the army as nearly 5,000 troops on Jolo battled about 800 Abu Sayyaf rebels
and renegade members of another faction. Army and police intelligence officials said they were
not ruling the involvement of Jemaah Islamiah, a regional network linked to al Qaeda and the
suspected fund−raiser for previous attacks by Abu Sayyaf and other Philippine groups.
Source: http://today.reuters.co.uk/news/newsArticle.aspx?type=worldN
ews&storyID=2005−02−15T125727Z_01_DEN527389_RTRUKOC_0_PHILIP
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PINES−ISSUES.xml
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DHS/IAIP Products & Contact Information

The Department of Homeland Security's Information Analysis and Infrastructure Protection (IAIP) serves as a national critical
infrastructure threat assessment, warning, vulnerability entity. The IAIP provides a range of bulletins and advisories of interest to
information system security and professionals and those involved in protecting public and private infrastructures:

DHS/IAIP Daily Open Source Infrastructure Reports − The DHS/IAIP Daily Open Source
Infrastructure Report is a daily [Monday through Friday] summary and assessment of open−source
published information concerning significant critical infrastructure issues. The DHS/IAIP Daily
Open Source Infrastructure Report is available on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

Homeland Security Advisories and Information Bulletins − DHS/IAIP produces two levels of
infrastructure warnings. Collectively, these threat warning products will be based on material that is
significant, credible, timely, and that addresses cyber and/or infrastructure dimensions with possibly
significant impact. Homeland Security Advisories and Information Bulletins are available on the
Department of Homeland Security Website: http://www.dhs.gov/dhspublic/display?theme=70

DHS/IAIP Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the
DHS/IAIP Daily Report Team at (703) 883−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the
DHS/IAIP Daily Report Team at (703) 883−3644 for more
information.

Contact DHS/IAIP

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

DHS/IAIP Disclaimer
 The DHS/IAIP Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and
inform personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original
copyright restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original
source material.
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