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Daily Highlights

Reuters reports that Google, the Internet's most popular search engine, can find just about
everything including caches of credit card numbers and back doors into protected databases.
 (See item 6)

• 

The Associated Press reports a security screener at New Jersey’s Newark Liberty International
Airport failed to spot a butcher knife in a passenger's pocketbook and was removed from the
post for retraining.  (See item 11)

• 

Government Computer News reports engineers from Cisco Systems Inc. and IBM Corp. have
offered a set of basic guidelines for building an emergency alert system suited for the 21st
century: one that uses the Internet.  (See item 21)

• 

DHS/IAIP Update Fast Jump

Production Industries: Energy; Chemical Industry and Hazardous Materials; Defense Industrial Base

Service Industries: Banking and Finance; Transportation ; Postal and Shipping

Sustenance and Health: Agriculture ; Food; Water; Public Health

Federal, State and Local: Government; Emergency Services

IT and Cyber: Information Technology and Telecommunications; Internet Alert Dashboard

Other: Commercial Facilities/Real Estate, Monument &Icons; General; DHS/IAIP Products &Contact
Information

Energy Sector

Current Electricity Sector Threat Alert Levels: Physical: Elevated, Cyber: Elevated
Scale: LOW, GUARDED, ELEVATED, HIGH, SEVERE [Source: ISAC for the Electricity Sector (ES−ISAC) − http://esisac.com]

1. February 14, California Energy Commission — Energy commission issues natural gas
assessment. The California Energy Commission on Monday, February 14, issued “The Natural
Gas Assessment Update,” a report identifying California’s natural gas demand and dependence.
The report offers an assessment on California’s demand and existing and new supply sources to
meet that demand. It also addresses the growing competition for natural gas supplies and rising
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prices that directly impact California’s economy. California is the tenth largest consumer of
natural gas in the world. The state imports 84 percent of its supply for use in its commercial,
industrial, residential, and electricity generation sectors. Domestic natural gas prices are high
and are projected to increase as natural gas becomes the preferred fuel and North American
demand outstrips supplies. Report:
http://www.energy.ca.gov/2005publications/CEC−600−2005−003/C EC−600−2005−003.PDF
Source: http://www.energy.ca.gov/releases/2005_releases/2005−02−14_n atural_gas.html

2. February 13, New York Times — Wind power is becoming a better bargain. Wind energy
makes up a small fraction of electric generation in this country, but the rising price of natural
gas has made wind look like a bargain; in some cases, it is cheaper to build a wind turbine and
let existing natural gas generators stand idle. There is new debate about how to value wind,
which has no fuel cost and no pollution emissions. Two new theories are coming to the fore.
One, expounded by researchers at the Lawrence Berkeley National Laboratory in California, is
that if enough plants that run on renewable energy are built, the demand for natural gas will
drop so much that the price will fall. That would seem to justify federal policies subsidizing
wind, because broad sections of the economy would benefit, although developers of wind plants
would suffer. Another idea is to spread wind plants geographically, so that if wind is low in one
area, it may still be sufficient in another. Better data collection may also allow better forecasts.
A third is to install natural gas generators at the site of wind plants, to serve as backup, or to
pair wind plants with old, inefficient natural gas plants elsewhere that might otherwise be
retired.
Source: http://www.nytimes.com/2005/02/13/national/13wind.html?

3. February 13, Reuters — Ocean waves eyed for power supplies. Energy companies and
coastal cities are aiming to tap ocean waves and tidal currents as abundant sources of
electricity. Whether captured by big buoys bobbing on sea swells, or by submerged turbines
spinning with the ebb and flow of the tides, the energy potential of moving water, or marine
power, is beginning to turn heads in the energy world. Water power has several advantages over
wind power, including having a lower profile, said Robert Thresher, a wind power researcher at
the Department of Energy's National Renewable Energy Laboratory. "It doesn't have the
visibility of a wind turbine device," he said. Another advantage, Thresher said, is that water
currents are more energy−dense than wind currents −− about 1,000 times more. Marine power
is in its infancy, but an experimental wave project run last summer by Ocean Power Delivery
Ltd in the Scottish Orkneys successfully provided power to 500 homes through Scottish Power.
Marine power research has received millions of dollars worth of government subsidies in
Scotland, but the United States currently has no federal program. Still, the potential is high for
U.S. waters, even at many of the nation's thousands of dams and rivers.
Source: http://www.reuters.com/newsArticle.jhtml?type=businessNews&s toryID=7611884

[Return to top]

Chemical Industry and Hazardous Materials Sector

Nothing to report.
[Return to top]
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Defense Industrial Base Sector

Nothing to report.
[Return to top]

Banking and Finance Sector

4. February 14, CNET News — Companies join anti−phishing initiative. Microsoft, eBay,
PayPal and Visa have joined a new anti−phishing initiative spearheaded by WholeSecurity, the
companies said Monday, February 14. Dubbed the Phish Report Network, the effort will
attempt to slow the spread of phishing attacks by reporting deceptive Websites to a central
database operated by WholeSecurity, an IT security company based in Austin, TX. Once a site
has been reported to the network and confirmed as fraudulent, the organization notifies all of its
members about the URL, allowing companies to block the suspect site and encourage their
customers to follow suit. The Phish Report Network will distribute aggregated lists of banned
sites so that its members can incorporate the data into their own software, e−mail applications
and browser services. Many e−commerce sites have called for greater vigilance on the part of
financial services companies such as Visa to help stem the tide of online fraud, as credit cards
are involved in a majority of the criminal schemes. Visa executives cited the Phish Report
Network as a prime opportunity to respond to some of those requests.
Source: http://news.com.com/Microsoft%2C+eBay+join+antiphishing+init
iative/2100−1029_3−5575106.html

5. February 13, Medill News Service — Surge in online fraud prompts call to increase
security. Last year saw a dramatic rise in online phishing, scams that elicited private
information from unwitting computer users and resulted in more than $1 billion in damages to
victims. In response, financial industry leaders say they're increasing online security, ferreting
out fraudulent Websites and educating consumers in an effort to keep them from getting ripped
off. The problem has become so pervasive that an underground phishing industry −− where
sellers offer phishing toolkits, fake Websites and lists of e−mails to spam −− has popped up. An
overwhelming majority of the fake sites are designed to mirror financial−service companies,
and most of them are hosted in the United States. Some even use current credit−card
promotions or bank offerings to make their sites seem more legit. “Many banks and other
financial institutions are reluctant to report that they've been the victims of phishing for fear of
harming their reputations," said Wayne Abernathy with the American Bankers Association.
Such scams may scare off consumers from the growing use of online banking −− a technology
that could save them time and give them up−to−the−minute posts on their accounts. "It affects
the future of our financial system," Abernathy said.
Source: http://cbs.marketwatch.com/news/story.asp?guid=%7BAEFF03A9−C
F8A−409A−A214−F7D46404311A%7D&siteid=google&dist=google

6. February 13, Reuters — Google hacking uncovers sensitive material. Hackers have found a
handy tool to take control of bank accounts, tap into corporate computer networks and dig up
sensitive government documents −− Google. The Internet's most popular search engine can find
everything from goldfish−care tips to old classmates in the blink of an eye, but it's equally
adept at finding caches of credit card numbers and back doors into protected databases. Google
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Inc. and other search providers create an inventory of the World Wide Web through an
automated process that can uncover obscure Web pages not meant for the public. Unlike other
intrusion techniques, Google hacking doesn't require special software or an extensive
knowledge of computer code. At a recent hackers' conference in Washington, Johnny Long, a
Computer Sciences Corp. researcher, demonstrated the eye−opening results of dozens of
well−crafted Google searches. Using Google, identity thieves can easily find credit card and
bank account numbers, tax returns, and other personal information buried in court documents,
expense reports and school Websites that contain such information. Corporate spies can
uncover passwords and user names needed to log on to a corporate network, or find poorly
configured computers that still use default passwords.
Source: http://www.reuters.com/newsArticle.jhtml?type=topNews&storyI D=7611408

[Return to top]

Transportation Sector

7. February 14, Associated Press — Northwest Airlines pilots offer pension reform. With
pension payments at two major airlines in serious jeopardy, pilots at Northwest Airlines are
offering to negotiate some pension reforms. The Northwest pilots have told their negotiators to
meet with Northwest management to talk about freezing the pension plan, which has seen
payments increase from $61 million in 1995 to $168 million in 2003. Hal Myers, a
spokesperson for the Northwest branch of the Air Line Pilots Association, said on Friday,
February 11, that union leaders are exploring solutions that will benefit the pilots and the
airline, which has lost about $2.5 billion since early 2001. In August, an actuarial firm hired by
the union estimated that Northwest would need to contribute almost $1.8 billion to its pilots'
pension plan by 2008. US Airways, which is in bankruptcy, has terminated its traditional
pension plan for its pilots. This week, United Airlines said it will halt some pension payments
to about 3,000 retired pilots while the bankruptcy court determines if the Pension Benefit
Guaranty Corp. can take control of United's pilot pension plan as of the end of last year.
Northwest has avoided bankruptcy so far, because last year its pilots agreed to cut their
compensation by $265 million a year.
Source: http://www.freep.com/news/latestnews/pm2789_20050212.htm

8. February 14, The Marietta Times (OH) — Airport plans runway safety project. The
Mid−Ohio Valley Regional Airport in Parkersburg, WV, is in the planning stages of a $10
million runway safety project that will give pilots more room if they lose control landing or
taking off. The project will not enhance the airport's ability to accommodate larger aircraft, but
it would maintain its current ability to handle aircraft now using the airport. The project is a
requirement of the National Transportation Safety Board, and, without it, likely would hurt the
airport's ability to attract a new commercial carrier. "We are doing this basically because we
have to," said Airport Manager Carolyn Strock. "Without it, we would have a much harder time
getting a new carrier." Airport officials are in the process of hoping to attract a second
commercial carrier to the airport. Currently, the only commercial service is from U.S. Air
Express. A runway safety area gives the pilot of a plane who loses control on the runway room
to recover before the plane encounters obstacles.
Source: http://www.mariettatimes.com/news/story/0214202005_new03airp oot.asp
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9. February 14, Department of Transportation — Secretary Mineta reaffirms administration’s
commitment to reform of passenger rail. Amtrak “is dying and everyone knows it,”
Department of Transportation Secretary Norman Y. Mineta said during a news conference at
Chicago’s Union Station on Monday, February 14. Mineta came to reaffirm President Bush’s
commitment to reform of the nation’s passenger rail system a week after the Administration
unveiled a budget that proposed an end to taxpayer subsidies for the current Amtrak system.
Mineta said Amtrak has problems partly because it runs money−losing routes and regularly
diverts cash away from repairs to cover operating losses. The Administration soon will
re−introduce the “Passenger Rail Investment Reform Act” to put “passenger rail back on track
by recognizing the reality of rail travel today,” Mineta said. The proposal, according to Mineta,
would establish a 50−50 federal match for state investments in passenger rail infrastructure, like
stations, trains and tracks, and open passenger rail service to competition.
Source: http://www.dot.gov/affairs/dot2705.htm

10.February 14, Associated Press — Port Authority reaches deal to keep commute afloat.
Ferry service between New Jersey and lower Manhattan will continue without interruption
under a deal with a new operator, BillyBey Ferry Co. and the Port Authority of New York and
New Jersey, the authority said Monday, February 14, 2005. New York Waterway serves some
15,000 daily commuters. It has said it could no longer afford to handle all the routes.
Source: http://www.nynewsday.com/news/local/wire/newjersey/ny−bc−nj−
−ferryservice0214feb14,0,286459.story?coll=ny−region−apnewje rsey

11.February 14, Associated Press — Airport screener misses butcher knife. A security screener
at New Jersey’s Newark Liberty International Airport failed to spot a butcher knife in a
passenger's pocketbook and was removed from the post for retraining, officials said. Katrina
Bell, 27, had cleared security and was waiting with her sister to board a flight on Saturday
morning, February 12, when she discovered she was carrying a knife. The North Carolina
woman immediately told airport personnel, who summoned police and officials of the
Transportation Security Administration (TSA), which employs the screeners. The screener was
removed from the checkpoint and will undergo remedial training, TSA spokesperson Ann
Davis said. "The knife was in a cluttered handbag," Davis said. "It was characterized to me as
difficult to detect." Officials then asked Bell to go through security again with the knife in her
pocketbook. It was discovered during the second check.
Source: http://www.kansascity.com/mld/kansascity/news/nation/1089224 8.htm?1c

12.February 11, Department of Transportation — Proposal to extend O’Hare flight reduction
announced. A voluntary airline agreement to reduce flight delays at Chicago’s O’Hare
International Airport would be extended another six months, through the end of October, under
a proposal announced on Friday, February 11, by U.S. Secretary of Transportation Norman Y.
Mineta. The current voluntary agreement with airlines operating into and out of O’Hare was set
to expire April 30. “The voluntary flight reductions have helped ease the pressure on travelers
and given all of us some breathing room while we work toward a longer term solution to the
capacity challenges at O'Hare,” said Mineta. As delays mounted last year at O’Hare, Mineta
convened a meeting between the Federal Aviation Administration and the U.S. and Canadian
airlines serving the airport. The result was a voluntary agreement by each airline to limit
arriving flights at O'Hare during peak hours at the airport. The agreement’s benefits were
immediate, Mineta said. Less than a month after the agreement took effect last November,
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on−time arrivals improved by nearly 20 percent while the average arrival delay dropped by
over 40 percent as compared to November 2003.
Source: http://www.dot.gov/affairs/dot2605.htm

[Return to top]

Postal and Shipping Sector

Nothing to report.
[Return to top]

Agriculture Sector

13.February 14, Agricultural Research Service — Moth released in Florida to curb spread of
fern. More than 100 moths from Australia were released in Florida Monday, February 14, to
begin a biological control effort against an invasive weed that has spread over more than
100,000 acres in the state. Scientists with the Agricultural Research Service (ARS) and officials
from the State of Florida released the moths at the Jonathan Dickinson State Park in Hobe
Sound. The moth, Austromusotima camptonozale, is the first biological control agent approved
for release against the invasive weed Old World climbing fern, Lygodium microphyllum. This
aggressive vine has spread across south and central Florida, scaling the stems or trunks of other
plants to form thick vegetative blankets. On the ground, it creates tough, spongy mats that
smother grasses, low−growing shrubs, and small trees. "Land managers consider this fern to be
the state's worst invasive species, so we hope the moth will begin to offer much−needed relief,"
said ARS entomologist Robert W. Pemberton. Climbing fern is native to the Old World tropics
including Australia, Africa, tropical Asia, and the Pacific Islands but doesn't cause problems in
those areas, probably because natural enemies help keep it in check.
Source: http://www.ars.usda.gov/News/docs.htm?docid=1261

[Return to top]

Food Sector

14.February 11, Canadian Food Inspection Agency — Canada concludes bovine spongiform
encephalopathy investigation. The Canadian Food Inspection Agency (CFIA) has concluded
its investigation into the latest case of bovine spongiform encephalopathy (BSE) confirmed on
January 11, 2005. All animals tested through the investigation were found negative for BSE.
CFIA's investigation determined that 349 animals comprised the birth cohort. Of this group, 41
animals were found alive, were euthanized and tested negative for BSE. Most of the other
animals from the birth cohort had previously died or been slaughtered. The investigation also
identified the affected animal’s two most recently born offspring. One calf had been
slaughtered and the other, too young to be tested for BSE, was euthanized. Canada’s feed ban
was introduced in 1997 as a proactive precaution. At that time, it is likely that the feed ban was
not immediately adopted uniformly across the feed industry. Prohibited materials would have
been purged from the ruminant feed system as Canadian renderers, feed manufacturers,
retailers, distributors and producers developed, implemented and refined new operating
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processes. The feed component of the investigation determined that BSE may have been
transmitted to the affected animal through feed produced shortly after the feed ban was
introduced. However, exact production dates for the feeds under investigation are unavailable.
Source: http://www.inspection.gc.ca/english/corpaffr/newcom/2005/200 50211e.shtml

[Return to top]

Water Sector

15.February 14, Baltimore Sun (MD) — Maryland legislators to consider ban of gas additive.
On Wednesday, February 16, Maryland lawmakers are planning to consider what to do about a
gasoline additive that is contaminating wells across the state. Three bills have been introduced
to phase out methyl−tertiary−butyl−ether (MTBE) in gasoline within five years. Legislators
have drawn up those and other MTBE−related measures, from Harford County, where detection
of the gas additive in 178 Fallston−area wells last summer sparked an uproar among home
owners. Added to gasoline in the early 1990s to help fight unhealthful summer smog, MTBE
has leaked from underground tanks and is tough to remove once it seeps into groundwater.
State officials say the additive has polluted about 600 private wells, most in the Baltimore area.
If Maryland lawmakers act to bar MTBE −− the state would join 17 others, including California
and New York, that have taken similar action to safeguard drinking water.
Source: http://www.baltimoresun.com/news/bal−te.md.mtbe14feb14,1,628
0950.story?coll=bal−home−headlines&ctrack=2&cset=true

[Return to top]

Public Health Sector

16.February 14, New York Times — Search for origin of new HIV strain widens. Viruses
isolated from two people are being studied to determine whether either might be the source of a
rare form of HIV detected in a New York City man. More tests need to be conducted to
determine if the strains from the three people are the same, said David Ho, director of the Aaron
Diamond AIDS Research Center in Manhattan. Laboratory tests have shown that the strain
from the New York City man is resistant to 19 of the 20 anti−retroviral drugs. Molecular tests
of the man's HIV show it has changes that appear to differ significantly from the typical strains
being circulated in New York City. Ho said his laboratory has begun testing a virus that was
isolated from a man who was known to be HIV−infected before he became a sex partner of the
New York City man. The second virus is from an unidentified patient in California. It was
found in the records of a commercial laboratory, and portions of its genetic makeup closely
resemble the molecular pattern of the New York City man's virus. The male contact in New
York City is among hundreds of men with whom the New York City man told health officials
he has had sex in recent weeks.
Source: http://www.nytimes.com/2005/02/14/health/14aids.html

17.February 14, Ravalli Republic (MT) — Officials monitor scientist exposed to Q fever
bacteria. A leaky container exposed a Rocky Mountain Laboratories scientist to a dangerous
bacterium Friday, February 11. A researcher at the federal biological lab in Hamilton, MT,
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came in contact with a weakened form of the bacterium that causes Q fever and is being
monitored. The leak happened in a biosafety level 3 lab. The researcher followed all required
safety and reporting procedures after the exposure and will be evaluated for infection. Q fever
infection in humans usually results from inhaling the organism from air that contains barnyard
dust contaminated by dried placental material.
Source: http://www.ravallinews.com/articles/2005/02/14/news/news02.t xt

18.February 14, XinhuaNet — Thailand reports possible bird flu infection. A patient suspected
of having bird flu has been admitted to hospital in Thailand's central province of Phitsanulok,
the Thai News Agency reported Monday, February 14. The six−year−old boy from Bangrakam
district has had a record of close physical contact with chickens, the agency said. He is
currently under constant medical supervision.
Source: http://www.thanhniennews.com/worlds/?catid=9&newsid=4966

[Return to top]

Government Sector

19.January 14, Government Accountability Office — GAO−05−33: Homeland Security: Agency
Plans, Implementation, and Challenges Related to the National Strategy for Homeland
Security (Report). The National Strategy for Homeland Security sets forth a plan to improve
homeland security through the cooperation of federal, state, local, and private sector
organizations on an array of functions. These functions are organized into the six distinct
“critical mission areas” of (1) intelligence and warning, (2) border and transportation security,
(3) domestic counterterrorism, (4) protecting critical infrastructures and key assets, (5)
defending against catastrophic threats, and (6) emergency preparedness and response. Within
each of these mission areas, the strategy identifies “major initiatives” to be addressed. In all, the
strategy cites 43 initiatives across the six mission areas. The Government Accountability Office
(GAO) reviewed the strategy’s implementation to (1) determine whether its initiatives are being
addressed by key departments’ strategic planning and implementation activities, whether the
initiatives have lead agencies identified for their implementation, and whether the initiatives
were being implemented in fiscal year 2004 by such agencies and (2) identify ongoing
homeland security challenges that have been reflected in GAO products since September 11,
2001, by both mission area and issues that cut across mission areas. GAO has also identified a
large diversity of other challenges in each of the six critical mission areas since September 11.
Highlights: http://www.gao.gov/highlights/d0533high.pdf
Source: http://www.gao.gov/cgi−bin/getrpt?GAO−05−33

[Return to top]

Emergency Services Sector

20.February 14, Associated Press — New York, North Carolina pull uncertified gas masks.
North Carolina and New York are withdrawing from service thousands of Australian−made gas
masks bought for police after the September 11 terrorist attacks because they do not meet
federal standards for protection against nerve gas, anthrax and other toxins. Three weeks ago,
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the North Carolina crime control department began removing the 2,400 masks it purchased for
$675,000 from Safety Equipment Australia because the company had missed several deadlines
to get them certified, Crime Control Secretary Bryan Beatty said. The move came after nearly
two years of warnings from the state’s labor and health departments that the masks lacked
federal certification. If certified, the masks will be redistributed. New York also purchased
4,500 of the Australian company’s side−mounted masks for its state police when there were
few standards for terrorism−level equipment, said Sgt. Phil Bache, the agency’s health and
safety officer.
Source: http://www.fortwayne.com/mld/journalgazette/news/nation/1089 6332.htm

21.February 11, Government Computer News — Cisco, IBM propose Internet−based disaster
alert system. Engineers from Cisco Systems Inc. and IBM Corp. have offered a set of basic
guidelines for building an emergency alert system suited for the 21st century: one that uses the
Internet. Such a system could be used to quickly alert people in the appropriate geographic area
of an impending catastrophic event, such as a tsunami or a hurricane, said Fred Baker, a fellow
at Cisco. Baker, along with Brian Carpenter, a senior engineer at IBM, submitted a draft of how
such a system may work to the Internet Engineering Task Force on January 11. The two are
now accepting feedback on refining the model. Although the idea of an Internet−based warning
system has been floated for a number of years, Baker said he saw renewed interest after the
December 26 tsunami ravaged southern Asia. Today, the government alerts citizens of natural
disaster primarily through alerts sent to radio and television stations −− courtesy of the U.S.
Emergency Alert System −− as well as through the use of sirens. Existing warning centers, such
as the National Oceanic and Atmospheric Administration's Pacific Tsunami Warning Center or
the Geological Survey’s Earthquake Hazards Program, could send e−mail alerts using this
approach, Baker said.
Source: http://www.gcn.com/vol1_no1/daily−updates/35053−1.html

[Return to top]

Information Technology and Telecommunications Sector

22.February 14, Washington Post — Verizon announces MCI acquisition. Verizon
Communications Inc. announced Monday, February 14, that it has agreed to buy MCI Inc. in a
deal it valued at $6.7 billion in cash, stock and dividends. The merger comes amid a rush to
consolidate in the telecommunications industry that has seen SBC Communications Inc.
agreeing to acquire AT&T Corp. and Sprint Corp. agreeing to buy Nextel Communications,
Inc. The boards of Verizon and MCI have approved the acquisition, which requires shareholder
as well as regulatory approval. The company, in a statement, said it expects approval to take
about a year. Verizon owns a 55 percent stake in Verizon Wireless and is the primary phone
provider serving 40 percent of the nation's population. MCI is the nation's second−largest
long−distance company with 14 million residential customers and about a million corporate
customers.
Source: http://www.washingtonpost.com/wp−dyn/articles/A22406−2005Feb 14.html

23.February 12, SecurityFocus — Firefox remote SMB document local file disclosure
vulnerability. A vulnerability has been published that may allow attackers to read the contents
of attacker−specified files on the client users filesystem. To exploit this vulnerability, the
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attacker must place a HTML document containing code to read the target file on a remote SMB
share. The attacker must then create flash content that will load the remote document via file://
URI. There is no solution at this time.
Source: http://www.securityfocus.com/bid/12533/discussion/

24.February 12, SecurityFocus — Advanced Guestbook password parameter SQL injection
vulnerability. It has been reported that Advanced Guestbook is prone to a SQL injection
vulnerability that could allow an attacker to gain administrative access to the application. Proof
of Concept exploits indicate that it is possible to trigger this issue by leaving the username or
password entry blank and then entering certain strings in the password or username fields. This
vulnerability is reportedly fixed in version 2.3.1.
Source: http://www.securityfocus.com/bid/10209/discussion/

25.February 11, SecurityFocus — Vulnerabilities in perl−suid wrapper. Vulnerabilities leading
to file overwriting and code execution with elevated privileges have been discovered in the
perl−suid wrapper. A local attacker could set the PERLIO_DEBUG environment variable and
call existing perl−suid scripts, resulting in file overwriting and potentially the execution of
arbitrary code with root privileges. Users should upgrade to the latest version of Perl.
Source: http://www.securityfocus.com/archive/1/390215

26.February 11, SecurityFocus — Microsoft Internet Explorer multiple vulnerabilities.
Microsoft Internet Explorer is reported prone to multiple vulnerabilities. These issues may
allow remote attackers to execute arbitrary script code, disclose sensitive information and
execute files from the local system. These issues are reported to be addressed by MS05−014:
http://www.microsoft.com/technet/security/bulletin/MS05−014. mspx
Source: http://www.securityfocus.com/bid/12530/discussion/

27.February 11, Secunia — BrightStor ARCserve Backup default administrator account. A
security issue has been reported in BrightStor ARCserve/Enterprise Backup, which can be
exploited by malicious people to gain unauthorized access. The product contains a hard−coded,
undocumented administrative account for the Common Agent component. Successful
exploitation grants administrative access to the system and may allow execution of arbitrary
code. Apply patches available at: http://supportconnect.ca.com
Source: http://secunia.com/advisories/14233/

28.February 11, Secunia — Avaya various products multiple vulnerabilities. Avaya has
acknowledged some vulnerabilities in various products, which can be exploited by malicious,
local and remote users. Exploitation of these vulnerabilities can be used to bypass certain
security restrictions and gain escalated privileges, conduct cross−site scripting and phishing
attacks, disclose sensitive information, and compromise a vulnerable system. Solution available
at: http://support.avaya.com/elmodocs2/security/ASA−2005−037_MS0 5−004−MS05−015.pdf
Source: http://secunia.com/advisories/14210/

29.February 11, Secunia — Barracuda Spam Firewall 200 open mail relay vulnerability. A
vulnerability exists which can be exploited by white−listed senders to use Barracuda Spam
Firewall as an open mail relay regardless of what domains Barracuda Spam Firewall is
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configured. Update to firmware 3.1.11 or later.
Source: http://secunia.com/advisories/14243/

Internet Alert Dashboard

DHS/US−CERT Watch Synopsis

Over the preceding 24 hours, there has been no cyber activity which constitutes
an unusual and significant threat to Homeland Security, National Security, the
Internet, or the Nation's critical infrastructures.

US−CERT Operations Center Synopsis: On Tuesday, Microsoft published 13
security updates as part of their February security release. Eleven of the security
bulletins affect Windows, and nine of the bulletins have been marked as "Critical."
The US−CERT recommends ensuring that all Windows systems on your network
have been patched for these vulnerabilities.Full information on the vulnerabilities, as
well as links to the patches can be found at
http://www.microsoft.com/security/default.mspx A webcast will also be held on
February 10th to discuss the technical details of the vulnerabilities. To register for the
webcast, please visit the following link:
http://msevents.microsoft.com/CUI/WebCastEventDetails.aspx?c
ulture=en−US&EventID=1032262943&EventCategory=3

Current Port Attacks

Top 10 Target Ports 25 (smtp), 1026 (−−−), 1029 (−−−), 1027 (icq), 1028
(−−−), 445 (microsoft−ds), 1025 (−−−), 135 (epmap),
15118 (dipnet [trojan]), 1433 (ms−sql−s)
Source: http://isc.incidents.org/top10.html; Internet Storm Center

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or visit
their Website: www.us−cert.gov.

Information on IT information sharing and analysis can be found at the IT ISAC (Information Sharing and Analysis Center)
Website: https://www.it−isac.org/.

[Return to top]

Commercial Facilities/Real Estate, Monument &Icons Sector

30.February 14, Associated Press — Mall gunman arraigned. A mall worker, Keith Lazarchik,
said Monday, February 14, he made a "split−second decision" to follow a gunman as he opened
fire in a crowded mall, wounding two people and sending shoppers scrambling. When the
gunman, identified by police as Robert Bonelli, ran out of ammunition and dropped his
assault−type rifle, Lazarchik lunged for the gun and two of his co−workers tackled the gunman.
Bonelli, 24, of nearby Saugerties, NY, was being held without bail on first− and second−degree
assault and reckless endangerment charges, said Brian Woltman, a dispatcher for the Town of
Ulster Police Department. He was arraigned early Monday, February 14, in Ulster Town Court.
According to police, Bonelli opened fire Sunday afternoon, February 13, inside the Best Buy
store in the Hudson Valley Mall, just outside Kingston, about 55 miles south of Albany. After
firing several shots, he made his way into the mall corridor and continued shooting until
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running out of ammunition near the center court, witnesses said.
Source: http://www.cnn.com/2005/US/02/14/mall.shooting.ap/index.html

[Return to top]

General Sector

Nothing to report.
[Return to top]

DHS/IAIP Products & Contact Information

The Department of Homeland Security's Information Analysis and Infrastructure Protection (IAIP) serves as a national critical
infrastructure threat assessment, warning, vulnerability entity. The IAIP provides a range of bulletins and advisories of interest to
information system security and professionals and those involved in protecting public and private infrastructures:

DHS/IAIP Daily Open Source Infrastructure Reports − The DHS/IAIP Daily Open Source
Infrastructure Report is a daily [Monday through Friday] summary and assessment of open−source
published information concerning significant critical infrastructure issues. The DHS/IAIP Daily
Open Source Infrastructure Report is available on the Department of Homeland Security Website:
http://www.dhs.gov/iaipdailyreport

Homeland Security Advisories and Information Bulletins − DHS/IAIP produces two levels of
infrastructure warnings. Collectively, these threat warning products will be based on material that is
significant, credible, timely, and that addresses cyber and/or infrastructure dimensions with possibly
significant impact. Homeland Security Advisories and Information Bulletins are available on the
Department of Homeland Security Website: http://www.dhs.gov/dhspublic/display?theme=70

DHS/IAIP Daily Open Source Infrastructure Report Contact Information

Content and Suggestions:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the
DHS/IAIP Daily Report Team at (703) 883−3644.

Subscription and Distribution Information:
Send mail to dhsdailyadmin@mail.dhs.osis.gov or contact the
DHS/IAIP Daily Report Team at (703) 883−3644 for more
information.

Contact DHS/IAIP

To report physical infrastructure incidents or to request information, please contact the National Infrastructure
Coordinating Center at nicc@dhs.gov or (202) 282−9201.

To report cyber infrastructure incidents or to request information, please contact US−CERT at soc@us−cert.gov or
visit their Web page at www.us−cert.gov.

DHS/IAIP Disclaimer
 The DHS/IAIP Daily Open Source Infrastructure Report is a non−commercial publication intended to educate and
inform personnel engaged in infrastructure protection. Further reproduction or redistribution is subject to original
copyright restrictions. DHS provides no warranty of ownership of the copyright, or accuracy with respect to the original
source material.
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