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Mr. Chairman and Members of the Subcommittee:

Good morning, I am Steve Cooper, Chief Information Officer for the Department of Homeland Security (DHS).  It is my pleasure to appear before the Subcommittee, and I wish to thank the Chairman and Members for the providing me the opportunity to update you on our efforts and progress in integrating and securing information systems within the Department and to discuss the President’s FY 2005 budget request for Information Technology.  I will also update the Subcommittee on our Enterprise Architecture program efforts.  
Enterprise Architecture

In his proposal for creating the Department over a year ago the President highlighted the use of enterprise architecture techniques to improve both the sharing and use of information.  The President stated that the “development of a single enterprise architecture for the department would result in elimination of the sub-optimized, duplicative, and poorly coordinated systems <and processes> that are prevalent in government today.  There would be rational prioritization of projects necessary to fund homeland security missions based on an overall assessment of requirements rather than a tendency to fund all good ideas beneficial to a separate unit's individual needs even if similar systems are already in place elsewhere.”
In my previous testimonies, I’ve discussed the vision and strategy of DHS and how that strategy must fulfill the President’s vision.  Additionally, it must be supported by a disciplined capital planning and investment control process that is guided by business-driven enterprise architecture.  With release of the first version of the enterprise architecture in September 2003, we made progress toward the goal of one DHS infrastructure.  Version 1 of the enterprise architecture describes a target information management infrastructure that will be dramatically different from the one we have today, one that will provide timely, accurate, useful and actionable information to all individuals who require it all the time.  We believe this effort was truly unique in the federal government in that we delivered a comprehensive and immediately useful target enterprise architecture in less than four months.  
However, Version 1 of the Homeland Security Enterprise Architecture (HLS EA) defines the enterprise architecture at a conceptual level and outlines a general transition strategy that must be broken down further for the architecture to be implemented.  Version 1, which was published at the end of September 2003:

· Identified common activities

· Proposed conceptual projects

· Proposed reusable business components

· Proposed Technology Patterns

· Began communications effort

· Increased understanding of EA planning and integration

· Increased the knowledge of the target architecture

Work is currently under way on Version 2 of the enterprise architecture.  This work will develop additional detail around the target architecture and enhance the transition strategy from Version 1 into a more detailed transition plan that will more specifically enable the implementation of the target enterprise architecture.  This effort currently consists of 5 business teams composed of about 45 business people charged with the responsibility of decomposing the common business activities.  During this effort for Version 2, we will:

· Verify and augment transitional projects

· Verify and augment reusable business components

· Verify and augment technology patterns

· Prepare an HLS-EA Framework that identifies the products that will be produced by the department and that are expected to be produced by the Transitional Project Managers

· Prepare governance procedures and bodies to ensure alignment with the HLS-EA

· Ensure the integration of the transitional projects

Concurrently with the Version 2 effort, the enterprise architecture team is working with several large project offices, e.g., ACE and US-VISIT, to determine alignment to the transition strategy so that these project offices can immediately begin building to the target architecture.  
Version 2 is currently on track for completion early in the 4th quarter, FY04.  Along with continuing the hard work of developing greater detail, we will continue reaching deeper to find more opportunities for consolidation and opportunities to develop new and improved mission support capabilities enabled by information technology.  Version 2 of the enterprise architecture, together with the associated transition plan, will serve as the basis for further improving DHS mission performance and facilitating IT alignment, integration, and consolidation.

Technical Reference Model Status
In Version 1 of the EA, we developed the DHS Technical Reference Model (TRM) by extending the TRM from the Office of Management and Budget Federal (OMB) Enterprise Architecture (FEA).  The value of the TRM is to provide a common set of terminology for describing and organizing technology.  We are currently working on further developing the DHS TRM by improving the structure of technology categories so that they promote consistency and are more meaningful across the Department.  

In addition, we have made progress on filling in the Standards Profile (SP).  The Standards Profile provides guidance to the components and major programs on what technologies to use to implement solutions to ensure consistency and interoperability with other solutions within the Department and the homeland security community.  Our approach is to collect all of the technology standards from the component CIO offices and to organize them into the revised TRM for analysis.  In many cases, the standards in place are consistent across the components and these consensus standards will be adopted as the Departmental standard.  Standards that are adopted fall, generally, into four categories: Move-to, Divest, Hold, or Contain.   As part of the process, we have assigned “stewardship” of specific standards to individuals within my CIO shop or to other appropriate individuals in the Department. As the standards are developed, they reviewed by the Applied Technology Working Group, in accordance with the EA Governance Process as a part of the IT strategic management framework, and are adopted by the Enterprise Architecture Board (EAB). 
One particular area where the TRM from the EA Version 1 has been useful is in guiding investment in IT is in the area of “technology patterns.”  Patterns are repeatable solutions to recurring technical challenges that are based on best practices, typically from industry.  In Version 1 of the EA, we identified over a dozen patterns that have significant applicability within the Department.  As a result, one of the major business/IT initiatives within the Department, the eMERGE2 program of the Resource Management Transformation Office (RMTO) has adopted the pattern approach and is in the process of acquiring technologies that implement several of the patterns identified.  These patterns and technologies will form a technology foundation for other programs to leverage. 

Implementation of “Quick Hits”  
Definitions for the Quick Hits, foundational elements and activities that had to be in place to support achievement of an integrated enterprise architecture, have been completed and stewards have been recommended.  The Quick Hits have begun to be integrated into existing projects.  For example, RMTO will soon begin implementing some of the technology patterns included in the Technology Patterns Quick Hit.  The Consolidated Enforcement Environment (CEE) project has formed a case management working group and is incorporating the Standardized Investigation Case Management Quick Hit into their plans and will be coordinating with the Department of Justice on a long term solution.  The One Face at the Border initiative met the requirements for the Integration POE Workforce Quick Hit. The Office of Infrastructure Management, within the DHS CIOs office, is working toward Network Integration as part of their One DHS Infrastructure project.

Challenges Achieving an Integrated Enterprise Architecture, Timelines and Implementation
DHS is a new organization, formed a little over a year ago from 22 legacy agencies, each with their own culture, processes, and legacy IT systems.  Many of these legacy agencies had begun development of their own Enterprise Architectures prior to the establishment of DHS.  The challenge for DHS is to implement an integrated DHS Enterprise Architecture while ensuring that, during the process, the entire Department has the IT capabilities needed to accomplish the mission.

One challenge to achieving an integrated HLS EA is having an EA that is sufficiently mature to support detailed alignment and analysis for IT investment management decision-making.  As I’ve noted previously, DHS developed Version 1 of the DHS EA in 4 months ending in September 2003.  We also used Version 1 to identify Quick Hits and we are currently developing the HLS EA version 2, to support IT investment management.

Another potential challenge is overcoming resistance to change and obtaining management and organizational buy-in into the EA.  The Department has placed a very high priority on the HLS EA.  Deputy Secretary Loy has directed the major organizational components of DHS to participate in development of Version 2 of the DHS EA.  As we speak, there are more than 5 different Business Focus Area Teams, composed of subject matter experts from across the Department, working in facilitated team sessions to make sure that the business model for EA Version 2 accurately and comprehensively captures the capabilities needed to accomplish the Department’s mission.  The extent of each organizational element’s participation in these Business Area Focus Teams is reported to the DHS Management Council and monitored on a bi-weekly basis.

The development of an EA is an enormously complex process.  The goal was to produce a foundation for enabling DHS to make decisions about DHS investments immediately and to begin to direct its resources away from stove-piped, duplicative systems and move to interoperable, enterprise wide systems providing improved mission capability. Although Version 1 of the EA is relatively conceptual in nature, it does provide a foundation for implementation.  As noted, DHS has been using the principles and transition strategy as a basis for beginning to redirect resources from current investments.

As we speak, DHS is working on Version 2 of the EA.  This version will include a transition plan that will be completed in June 2004.  Version 2 will continue to build on the hard work of the first version by developing greater detail, reaching deeper to find more opportunities for consolidation, and establishing a consolidated framework for meeting mission need.  
One of the difficulties in expediting implementation of such a major change, such as EA, is the degree to which that change can be managed and accepted by an organization.  However, DHS has already made significant progress in meeting the goals of the EA.  We are well on our way to consolidating many of the management functions from each of the 22 agencies, including financial and human resources systems.  

· 19 financial management service providers were reduced to 10

· 13 separate contracting offices were reduced to 8

· 22 human resource offices were reduced to 7

· 8 different payroll systems were reduced to 3 and DHS expects to reduce this to one by the end of the year.

· 22 property management systems have been consolidated to 3.

These are just a few of the examples of progress.  And it is clear we still have a long way to go.

One of the first things we need to do is implement a full governance structure with enforcement authority to ensure that investments are aligned with the strategic goals.  We have already made progress in this area.  This week the DHS Enterprise Architecture Board (EAB)is open for business.  The EAB is charged with the responsibility of reviewing all investments for their alignment to our EA.  What this means is that all investments going through the FY06 budget process will have to demonstrate that it is achieving the goals of our transition strategy and that it is aligned to the technology standards identified in the EA.  This will mean that the EAB will be responsible for reviewing nearly 300 investments this year. That is a daunting task for an organization.  

Another area we could focus on to expedite the implementation is to increase the number of working groups focusing on specific areas within DHS that support the DHS mission.  Currently, DHS has the Resource Management Transformation Office (RMTO), which is consolidating an enterprise solution for DHS administrative functions, such as accounting, acquisition, budgeting, grants, and procurement.

Department-wide Information Technology Investments Budget Request FY 2005

Information contributes to every aspect of homeland security and is a vital foundation for the homeland security effort.  My office has responsibility for providing IT leadership that will foster best management practices in managing IT, enhance efficiencies through shared-services and coordination of acquisition strategies, ensuring systems are properly certified and accredited as secure, and being an advocate for business transformation, all necessary toward ensuring the homeland is made more secure.  The leadership and funding provided through the Department’s IT investments are crucial for maintaining an enterprise architecture that is fully integrated with other management processes, and for allowing DHS to participate in many E-Gov Initiatives.      

The President’s budget request for FY 2005 includes a request for $226 million for Department-wide Information Technology Investments.  Key strategic issues in FY 2005 will be to build and expand upon the foundational work completed in FY 2003 and FY 2004; to facilitate consolidation of management function capabilities; to lead the implementation of the Department’s Enterprise Architecture; and, to continue to coordinate information integration efforts within DHS.
Included in the request is $95 million for Information Technology Services, a portion of which will provide funding for the Department-wide Geographic Information System (E-GIS) capability; to improve the Department’s Enterprise Portal; this funding provides for continuation of the DHS Enterprise Architecture and planning; evolving the Financial Management System, eMERGE2; and, development of the Human Resources information technology solution. 
Additionally the request includes $31 million for Security activities, which will provide funding for continuation of the Homeland Security Information Technology and Evaluation program; and for continued support of terrorist information integration and sharing. 

Finally, the FY 2005 request includes $100 million for Wireless Communications, which includes funding for enhancement of the Integrated Wireless Network (IWN) and Tech Ops Support. The Expanded IWN initiative expands to other DHS agencies the pre-existing Justice-Treasury IWN partnership established prior to the inception of the Department of Homeland Security (DHS), and which includes mobile radio (MR) and the application of emerging technologies as it pertains to domestic law enforcement and counter/anti-terrorist operations (including missions in the U.S. Territories), tactical communications, legacy systems support, and airborne and non-Coast Guard marine communications. It also continues the funding for the SAFECOM project.  

Information Security 
Since it's creation, the Department of Homeland Security has moved out aggressively to design and implement an Information Security Program that will not only ensure compliance with all appropriate statutes and regulations, but to also ensure that the entire Homeland Security community has a secure and trusted computing environment from which to operate. The heart of our reporting structure is built around the congressional requirements expressed in the Federal Information Security Management Act known as FISMA.  In order to effect a comprehensive Information Security Program and in accordance with the provisions of FISMA, I have designated a Chief Information Security Officer (CISO) who manages and oversees all of the internal Homeland Security Department’s Information Systems Security activities.

Due to the comprehensive nature of the FISMA reporting requirements, and to avoid duplication of effort, DHS uses the FISMA reports to satisfy the annual requirement to verify to the Secretary the status of the Information Security Program.  Additional mechanisms, such as program briefings, status information and incident reports ensure continuous visibility to the Secretary throughout the year.

The FISMA report details compliance with Federal laws and policies and DHS information security policies and standards.  DHS is in the process of implementing enterprise management tools to ensure the accuracy and completeness of FISMA reporting across the Department.  

FISMA requires each agency to perform for each program and system “periodic testing and evaluation of the effectiveness of information security policies, procedures, and practices” annually.  NIST SP 800-26, Self-Assessment Guide for Information Technology Systems, is the required self-assessment guide required by OMB policy.  This, self-assessment guide utilizes an extensive questionnaire (containing specific control objectives and suggested techniques which the security of programs and systems can be measured.  OMB’s FISMA implementing guidance also requires agencies to maintain a Plan of Action and Milestones process that captures and tracks security weaknesses, and associated corrective milestones.

I have selected a Commercial off the Shelf Product called “Trusted Agent FISMA”.  This is an automated enterprise based management tool that maintains FISMA reporting data from all our components and their POA&M’s that will capture and track security weaknesses and associated corrective milestones; in addition it will collect, process and store self-assessment information in accordance with NIST SP 800-26. We have deployed this system throughout DHS and have generated our first quarterly report.  We expect this to improve the timeliness and accuracy of our reporting as this information is available real-time to the Secretary and other cognizant officials.

With this tool we will be able to focus our compliance and as well as leverage the effort of the DHS Inspector General to corroborate the accuracy of the FISMA information and improve the compliance stature of the department.

I thank you again for the opportunity to testify before you today and I am pleased to answer any questions you may have.
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