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Good afternoon Chairman Thornberry, Congresswoman Lofgren, and Members of the Subcommittee.  I am pleased to appear before you today to report on the progress the Science and Technology Directorate of the Department of Homeland Security is making in implementing Title III of the Homeland Security Act of 2002.  Dr. Charles McQueary, Under Secretary for Science & Technology, appeared before this Subcommittee on May 21, 2003 and I am pleased to have the opportunity to update you on the status of our efforts to build out the Directorate.  In its planning, the S&T Directorate has been guided by the Homeland Security Act, current threat assessments, our understanding of existing capabilities or those that can be anticipated in the near term, and by the priorities outlined in the President’s National Strategy for Homeland Security.  In short, we are shaping the Directorate to serve as the Department’s hub for research and development for exposing and countering chemical, biological, radiological, nuclear, high-explosive and cyber threats against the United States and its people.

Progress in Operations of Key Offices

I am pleased to report that all key offices of the Science & Technology Directorate are operational.  Directors with strong credentials have been appointed to each office and we continue to strategically add highly skilled technical, professional and support staff.  The offices originally planned are up and running and include: Plans, Programs and Budgets; Research and Development; Homeland Security Advanced Research Projects Agency; and Systems Engineering and Development.  
The Science and Technology Directorate is implementing its activities through focused portfolios that address chemical, biological, radiological and nuclear and cyber threats; support the research and development needs of the operational units of the Department; and receive valuable input from private industry and academia as well as national and Federal laboratories.   

Office of Plans, Programs and Budgets

The Office of Plans, Programs and Budgets (PPB) is operating under my supervision. I have organized this office into several portfolios, each of which is focused on a particular discipline or activity; taken together, these portfolios span the Directorate’s mission space. A key mission for the S&T Directorate is to act as the Department’s focal point and advocate for countermeasures to weapons of mass destruction. Thus, there are portfolios that address countermeasures for chemical, biological, radiological, nuclear, cyber, and high-explosives threats.  A further key mission for the Directorate is to provide the research, development, test and evaluation for our customers in the other directorates. Thus, there are portfolios focused on borders and transportation security, intelligence analysis and critical infrastructure, and emergency preparedness and response.  Finally, there is a portfolio dedicated to developing standards for technologies for homeland security to better aid Federal, State, and local agencies in being smart buyers of homeland security technologies. 

Directors are now in place for each of the portfolios and we are continuing to build out our staff. The staff of each portfolio is charged with being expert in their particular area, with understanding the activities and capabilities extant in Federal agencies and across the broad research and development community; and with developing a strategic plan for their particular portfolio, to include near-, mid-, and long-range research and development activities. In addition, I have staff that is charged with understanding the threat from a technical perspective, with integrating the various portfolios into a coherent overall plan, with developing the corresponding budget, and monitoring its financial execution. Finally, I am responsible for executing the Directorate’s implementation responsibilities for the SAFETY Act.

Homeland Security Advanced Research Projects Agency 

It is our good fortune that Dr. David Bolka joined us last month as director of the Homeland Security Advanced Research Projects Agency, known as HSARPA.  Dr. Bolka made significant contributions in advancing technical and scientific projects in his prior work with Lucent Technologies and Bell Laboratories, following a notable Naval career.  

HSARPA’s Chemical/Biological Technical Office is fully operational. Other offices will address the technical aspects of countering radiological, nuclear, high explosives and cyber threats. Still others will have informational analysis, rapid prototyping/testbeds and conventional R&D as a focus. In addition, an area of special interest for this office will be the role that human psychology plays in terror threats and attacks. 
HSARPA is the external research-funding arm of the S&T Directorate.  It has at its disposal the full range of contracting vehicles and the authority under the Homeland Security Act to engage businesses, federally funded research centers, universities and other government partners in an effort to gather and develop viable concepts for advanced technologies to protect the homeland.  

HSARPA’s mission is to identify and develop revolutionary technologies, satisfy DHS customers’ operational needs for advanced technology, and quickly produce prototypes that lend themselves to commercial applications.  Its customers are State and local first responders and Federal agencies that are allied with homeland security such as the Coast Guard, Secret Service, Citizenship and Immigration, the Federal Emergency Management Agency and others.  

HSARPA’s first priority is to seed the development of the next generation of chemical/biological sensors and systems to meet anticipated threats under existing conditions.  We are interested in a timeline of 6 to 24 months for taking a technology from concept to prototype. HSARPA has engaged the private sector in its first solicitation [HSARPA RA 03-01], seeking detection systems for chemical and biological weapons and associated materials. Interest and response from the private sector has been strong.  S&T held a bidders’ conference in Washington on September 29 that drew approximately 400 participants and we have received more than 500 white papers as a result.  The next step is to select the finalists who will be invited to submit full proposals. We expect to begin contract negotiations in late January. 

HSARPA plans to issue a series of solicitations to address radiological, nuclear and high-explosives threats shortly. These and other solicitations will seek to engage our Nation’s research and development community, including academia, FFRDC’s, non-profits, and industry. 

In FY 2004, HSARPA will execute about 40 percent of appropriations for S&T.  Nearly 23 percent of the directorate’s R&D budget of $874 million will go to biological countermeasures while about 6 percent is for chemical countermeasures.  In addition, 10 percent of these funds are dedicated for revolutionary, long-range research for breakthrough technologies and systems, while the rest is dedicated to improving existing technologies that can be developed more quickly. 

Office of Research and Development

We are pleased to have Dr. Maureen McCarthy on board as Director of Science and Technology’s Office of Research and Development (OR&D).  Dr. McCarthy has served as Chief Scientist for the National Nuclear Security Administration and the Department of Energy and was previously DOE’s senior representative to the Homeland Security Transition Planning Office.  She will lead the office as it strives to provide the nation with an enduring capability in research, development, demonstration, testing and evaluation of technologies to protect the homeland.  This office also plans to provide stewardship to the scientific community and to preserve and broaden the leadership of the United States in science and technology.

Activities within OR&D address the resources that can be brought to bear to better secure the homeland through the participation of universities, national laboratories, Federal laboratories and research centers. Directors have been appointed to lead efforts in each of these areas and staff is being added rapidly. 

Office of Systems Engineering and Development

John Kubricky joined S&T earlier this month as Director of the Office of Systems Engineering and Development (SE&D). He is tasked with leading the implementation and transition of large-scale or pilot systems to the field through a rapid, efficient and disciplined approach to project management.  Mr. Kubricky previously served as Advanced Program Development Manager for Northrop Grumman and has held senior positions with California Microwave, Westinghouse Defense and with the U.S. Army Ninth Infantry Division. 

One of S&T’s challenges is to evaluate a wide spectrum of military and commercial technologies so rapid, effective and affordable solutions can be transitioned to Department’s customers that include first responders and Federal agencies. In some cases, military technologies could be candidates for commercialization, but rigorous systems engineering processes need to be applied to ensure a successful transition.  SE&D’s role is to identify and then in a disciplined manner retire risks associated with such technologies to ready them for deployment to the field.  In doing so, the office must view each technology through the prism of affordability, performance and supportability — all critical to end-users. SE&D must weigh considerations such as the urgency for a solution, consequences of the threat, safety of the product, lifecycle support and other factors as new products are introduced.  Products must be user friendly, have a minimum of false alarms, require little or no training and consistently provide accurate results.  SE&D will demonstrate and test solutions before they are released to the field, and will validate that those solutions meet user expectations. 

Office of Weapons of Mass Destruction and Office of Incident Management

Under Secretary McQueary created this office to serve as S&T’s arm for crisis response. The office assists and provides scientific advice to the Office of the Secretary of Homeland Security in assessing and responding to threats against the homeland.  Activities of this office, which is focused on the biological, chemical, radiological, and nuclear threats, revolve around response coordination, providing scientific and technical expertise in developing operational plans and assessment of threats, and continuity of operations.

Collaborative Efforts in Critical Infrastructure Protection

America’s critical infrastructure is a web that connects virtually every aspect of modern society.  The Department’s efforts in this area span 14 sectors and assets that are in need of particular attention.  These include agriculture, food, water, public health, information and telecommunications, energy, hazardous materials, and national monuments, among others. A major disruption to any of these sectors will impact others and could have far-reaching implications in terms of quality of life for large numbers of Americans. 

Acts of terrorism are not solely about loss of life. Acts can also occur that are aimed at creating widespread panic among our citizens, and disrupting our financial markets and economic well being.  The Department’s role here is prevention, protection, response and recovery.  Adding to the complexity of our job is the fact that much of the nation’s critical infrastructure is privately held and not controlled by the Federal government.  This underscores the need for strategic collaborations among DHS and other agencies in local, State and Federal government, in academia and the private sector — and I am pleased to say we continue to make strong progress in this area.

S&T supports the Department’s Information Analysis and Infrastructure Protection Directorate with research, assessments and guidance in evaluating threats and areas of vulnerability.  We provide the technical understanding of the current and evolving threat, such as those posed by biological pathogens and improvised nuclear or radiological weapons. We are providing cutting edge tools to better enable intelligence analysts to organize and query their data, and to better “connect the dots”. We are developing decision tools to better understand the vulnerabilities and risks to our infrastructure, so that policy makers can efficiently allocate resources to its protection.

The Department is very aware that our critical cyber infrastructure is an attractive target for our adversaries.  DHS has created the National Cyber Security Division under its Information Analysis and Infrastructure Protection Directorate.  NCSD operates around the clock to conduct cyberspace analysis, issue alerts and warnings and improve information sharing and stands ready to respond to major incidents and aid in national-level recovery efforts.  S&T is, in coordination with IA&IP,  creating a robust cybersecurity research and development activity aimed at better understanding our cyber vulnerabilities, and developing tools that make it easier to perform software patches, or detect the insider threat.  

National Laboratories, Federally Funded Research Centers and Universities
National Labs

The Science and Technology directorate has created the Homeland Security National Laboratory System.  The System, which is comprised of laboratories across the nation, provides the Department with a vigorous internal research component.  Directorate staff members work closely with personnel from each of the national laboratories to promote innovative homeland security solutions.  S&T is presently exploring ways for the national laboratories to participate in HSARPA activities.

Homeland Security Institute

The Homeland Security Act requires that DHS establish a federally funded research and development center known as the Homeland Security Institute to assist the Office of the Secretary and the S&T Directorate in addressing important homeland security issues that require scientific, technical and analytical expertise. To start the process, DHS, working with the Army’s U.S. Medical Research Acquisition Agency Activity (USAMRAA) issued an early notice on September 10 seeking expressions of interest and qualifications, which are due today, October 30. The results of this effort will assist DHS and USAMRAA in developing a major solicitation for this activity.  Plans call for the staffing of the office to begin November 1 and the formal solicitation to be issued in December. 

Among other functions, the Homeland Security Institute may be tasked with designing metrics to evaluate the effectiveness of homeland security programs throughout the Federal government including the national laboratories.

Universities

Through the Office of Research and Development, DHS is contributing to a government-wide effort to build U.S. leadership in science and technology.  The office is reaching out to the academic community in an effort to provide students with opportunities to pursue career paths in sectors of science and technology that are vital to our national security.  Two examples of this are the Homeland Security Centers of Excellence program and our Scholars and Fellows program.

With the Centers of Excellence program, the Department plans to establish a network of university-based Homeland Security centers, each with a different area of focus in research and development.  The first Center will examine the nation’s resiliency to various acts of terrorism, in terms of impact and consequences, using risk-based economic modeling.  The Department’s call for white papers regarding the initial Center drew over 70 responses.  S&T narrowed the field to 12 universities that submitted full proposals earlier this month and plan to announce the first Center of Excellence in late November. 
The Homeland Security Scholars and Fellows Program provide scholarships for undergraduate and graduate students pursuing degrees in areas that are already aligned with our mission. The first 100 awardees of this program began their studies this fall.  These men and women will study in areas such as life sciences, engineering, computers, information sciences, mathematics, physical sciences, social sciences and psychology.
National Biodefense Analysis and Countermeasure Center

The National Biodefense Analysis and Countermeasure Center (NBACC), based at Fort Detrick in Maryland, is the hub within homeland security for research and operational capabilities to anticipate, prevent, respond to, and recover from current and next-generation biological threats to the American people and our agricultural system.  NBACC is dedicated to protecting human health and agriculture by advancing the scientific community’s knowledge of potential bioterrorism.  NBACC aims to achieve efficient interagency and private sector cooperation with a structure that integrates facilities and technical expertise in biodefense and involves Plum Island Animal Disease Center, national and DHS laboratories, universities, the private sector and other government agencies. Biodefense characterization, bioforensics and agricultural security are the key programmatic thrusts of NBACC that are executed through these five research and operations centers:  Biothreat Assessment Support Center; Biodefense Knowledge Center; Bioforensics Analysis Center; Bio-Countermeasures Testing and Evaluation Center; and the Plum Island Animal Disease Center.

Homeland Security Science and Technology Advisory Committee

The Homeland Security Act required the S&T Directorate to put together a committee of 20 prominent individuals with expertise spanning the Directorate’s activities. They are to act, in essence, as our board of directors, advising the Under Secretary on the best ways S&T can deliver to the American people the technology and cutting edge capabilities that are a fundamental strength in the war on terrorism. We have decided on the people we would like to serve on that Committee, and are contacting them now. I expect the Committee to meet for the first time early in December.

Accomplishments

While, the Science and Technology Directorate has organized itself, is rapidly staffing up, it also has been at work delivering capability. I would like to mention some examples of current accomplishments as well as capabilities that will be available within the next few months.

Biological and Chemical Defense Programs:

· The Biowatch program has been established and deployed to numerous cities across the nation.  The program, developed, funded, and managed by the S&T Directorate, is executed in cooperation with EPA and CDC. It employs environmental sampling devices to quickly detect terrorist agents, such as anthrax, in time to distribute life-saving pharmaceuticals to affected citizens.  The Science and Technology directorate is now focusing its efforts on piloting the next generation of environmental samplers which will reduce the amount of labor required and response time needed for devices while keeping the detection probability high and false alarm rates low.

· The S&T Directorate and the Washington Metropolitan Area Transit Authority (WMATA), recently completed PROTECT (Program for Response Options and Technology Enhancements for Chemical/Biological Terrorism).  PROTECT, which is an operational chemical agent detection and response capability program, is deployed in more than six stations and operated by the WMATA.  Upon completion, the system will be totally owned and operated by WMATA and expanded to approximately 20 stations.  The information gleaned from PROTECT will have direct applications to similar facility protection and response efforts across the nation.  

· In June 2003, the Science and Technology directorate, in coordination with the Department of Defense’s Defense Threat Reduction Agency, Department of Energy, and University of Oklahoma sponsored a month-long atmospheric dispersion study in Oklahoma City, OK.  Nearly 150 scientists, engineers, and student assistants were dedicated to this study, which tracked the air movement of safe, non-toxic tracer gases in and around city buildings.  The resulting data is being used to enhance and develop urban specific computer models that will allow emergency management, law enforcement and other personnel to train for and respond to potential chemical, biological, and radiological terrorist attacks.

Interoperability of Communications:

· The Department is taking steps to boost the ability of 44,000 local, tribal and State entities and 100 federal agencies engaged in public safety to communicate effectively with one another, particularly during an emergency.  SAFECOM is a Federal umbrella program under S&T that is dedicated to improving public safety response through enhanced interoperable wireless communications. The goal is to enable public safety agencies to talk across disciplines and jurisdictions via radio communications systems, exchanging voice or data with one another on demand and in real time. SAFECOM is providing seed money for the Department of Justice’s Integrated Wireless Network program which will create interoperability among local, State and Federal public safety agencies in 25 cities. In addition, technical guidance for interoperable communications that was developed under SAFECOM will be included in this year’s Office of Domestic Preparedness grants. 
Information Analysis and Infrastructure Protection Programs:

· Analysts from S&T built and delivered a prototype system to IAIP to perform Graphical Information System (GIS) based computer assisted threat and vulnerability mapping of the oil and gas infrastructure in the American Southwest. S&T is also in the process of delivering to IAIP cutting edge visualization, data searching, data correlation, and all-source analytic aids to provide IAIP advanced analytic capabilities integrated with vulnerability information.

· The Nuclear Assessment Program is engaged in ongoing assessments and analysis of communicated nuclear threats and claims of illicit trafficking in nuclear materials. This program also inaugurated a new capability to rapidly analyze gamma and neutron spectroscopy in support of Customs and Border Patrol officers to quickly resolve radiation anomalies at the borders. This capability is in the process of being expanded, through the National Biodefense Analysis and Countermeasures Center, to the biological domain.

Border and Transportation Security Programs:

· The Science and Technology directorate has initiated the Border Safe Integrated Feasibility Experiment.  This experiment creates an infrastructure in the Southwest United States for data sharing between the Department’s Border and Transportation Security directorate and local and State law enforcement officials. The resulting system will identify individuals who have already entered our country, either legally or not, and who engage in hostile behavior after crossing the border.  The system will particularly focus on individuals who attempt to change their identity or borrow someone else’s identity. 

· S&T has deployed to sites in the New York metropolitan area (tunnels, bridges, ports and airports) various nuclear radiation technologies. This demonstration effort involves transition of state of the art, new detection technologies available at the National Labs to the field, the development of operational concepts and technical reach back procedures, and on-site alarm resolution. It will serve as a model for deployment of these technologies to the interior of the Nation, around major urban centers, and at ports and airports.


Portable Air Defense Systems:

· The Department of Homeland Security has developed and submitted to Congress a program plan for countermeasures against the shoulder-fired missile threat to commercial aircraft, known as MAN-Portable Air Defense Systems (MANPADS).  Based on this report, the Science and Technology Directorate established a program office to oversee the Department’s MANPADS efforts.  These actions are aimed at leveraging existing military research and development programs, and re-engineering those capabilities so that they are consistent with airport operations and commercial air carrier maintenance, support, and logistics schemes.

· In September, S&T released a solicitation announcing a program to address the potential threat posed by MANPADS.  The solicitation is the first step in the Department’s two-phase systems development and demonstration program for anti-missile devices for commercial aircraft.  Phase I will provide an analysis of the economic, manufacturing and maintenance issues needed to support a system that will be effective in the commercial aviation environment.  Phase II will include development of prototypes using existing technology which will be subjected to a rigorous test and evaluation process.   The Department held an Industry Day in Washington, DC on October 15 to brief contractors about the program.  White papers responding to the counter-MANPADS program solicitation are currently being reviewed. Respondents receiving favorable reviews will be encouraged to submit full proposals.
Maritime Security:

· The Science and Technology directorate’s Homeland Security Advanced Research Projects Agency (HSARPA) has joined with the U.S. Coast Guard to build a prototype integrated maritime surveillance facility covering Port Everglades, Miami and Key West.  The $3.7 million, 24-month program will integrate existing facilities and upgrade equipment to detect, track, and identify vessel traffic around ports, in the near-shore zones around ports, and over the horizon.  This evolutionary testing will provide an immediate coastal surveillance capability in a high priority area; offer the U.S. Coast Guard and other Departmental organizations the means to develop operational concepts; and implement and test interoperability among Homeland Security and Department of Defense systems and networks.

SAFETY Act:

· On October 10, 2003, Secretary Ridge signed an interim final rule implementing the Support Anti-Terrorism by Fostering Effective Technologies (SAFETY) Act of 2002.  The SAFETY Act is designed to encourage the development and rapid deployment of life-saving, anti-terrorism technologies by providing manufacturers and sellers with limited liability risks.  The Department is now accepting applications for designation under the Act. 
· In October, the Science and Technology directorate led a series of nation-wide seminars (Dallas, Los Angeles, Atlanta, Chicago and Washington) to introduce the process to implement the SAFETY Act.  The seminars provided general information about the Act, introduced the pre-application process, and provided a forum for questions about the Department’s implementation processes.  
Standards:

· Staff members of the Science and Technology directorate are working with the emergency responder community, and other federal partners such as NIST, to develop standards. Initial guidelines for radiation detection technology have already been made available, with formal standards nearing completion. Standards are also under development for detectors of biological hazards. Guidelines have been published for interoperable communications gear.
· The Science and Technology directorate is working with other Federal partners to develop a set of standards for cleanup after a biological or radiation incident.  By providing states and localities with cleanup guidelines, potential hazardous impacts can be significantly decreased.
Mr. Chairman, Congresswoman Lofgren and Members of the Subcommittee, this concludes my prepared statement.  I am happy to address any questions you may have.

1
2

