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Mr. Chairman and Members of the Committee:  As the United States Attorney for the Eastern District of Virginia, I am privileged to serve the public and to lead a talented staff in a district on the front lines of the war against terrorism.  It is also my privilege to appear before you today to discuss the significant problem identification document fraud poses for our national security.  

I.  Scope of the Problem

Identification document fraud is a serious, national problem.  Simply put, identities are for sale on America’s streets – to criminals, to terrorists, to anyone who wants to pose as someone else.  Thousands upon thousands of government identification documents are produced or sold by fraud every month, including state drivers licenses and identification cards, Social Security cards, green cards, birth certificates, and U.S. passports.  Some of these documents are counterfeit; others are genuine government documents that have been obtained through corruption or false statements.  All of them enable holders to conceal their real identity and where they really come from.


Unfortunately, identification document fraud has become widespread in Northern Virginia.  People from all over the United States come here to obtain fraudulent identification.  In just the past three years, my office has investigated and prosecuted a string of identification document frauds of a size we rarely, if ever, saw before.  To give a few examples:

$ 
Samuel G. Kooritzky of Vienna, Virginia, was convicted in March on 57 counts of conspiracy, labor certification fraud, immigration fraud and money laundering.  Mr. Kooritzky, who practiced law in Virginia, Maryland and the District of Columbia, filed false applications for alien employment certificates with the U.S. Department of Labor.  These certificates allow immigrants to apply for a green card to live and work in the United States.  Mr. Kooritzky filed over 2,700 fraudulent applications within an 18 month time frame.  He charged between $7,000 and $20,000 per application.

$ 
Jennifer Wrenn, a notary public and owner of a realty company in Northern Virginia, was convicted in August 2001 for selling fraudulent Virginia drivers licenses and identification cards to illegal immigrants from all over the United States.  At its height, this operation sold fraudulent documents to over 1,000 aliens a month.  After a year-long investigation, Ms. Wrenn and thirteen of her associates, including a lawyer, were convicted of various crimes, including identification document fraud, money laundering, and encouraging illegal immigration.  Several of the defendants, including Ms. Wrenn, her husband, and the lawyer, were sent to prison; many of the rest were deported.

$ 
Most recently, Steven Y. Lee, Jordan N. Baker, and Byung Chul Kim were charged in August  with filing fraudulent applications for alien employment certifications with the United States Department of Labor.  Lee and Baker are alleged to have prepared and submitted applications they knew contained false information and forgeries on behalf of many different employers and immigrants.  In particular, they are suspected of colluding with local employers – one of whom was Kim – to file applications seeking immigrant workers for jobs the employers did not have and did not intend to fill.  Lee and Baker sold these applications to Korean immigrants who would then use the approved applications to obtain employment authorizations but would never work for the sponsoring employer.  Lee and Baker charged the illegal immigrants between $10,000 and $50,000 per application, a portion of which fee Lee and Baker paid as a kickback to the cooperating employer.  Of the 150 applications known to have been submitted by these defendants, the vast majority are believed to be fraudulent. 

$ 
Our Office’s prosecution of Ousmane Sow and Aboubakar Doumbia for Social Security fraud illustrates how easily Social Security cards are obtained by fraud and how widespread the abuse is.  Sow and Doumbia were caught at Reagan National Airport in transit from New York to Miami.  They were traveling on tickets paid for with stolen credit cards and were found to be carrying a dozen foreign passports and two dozen stolen immigration forms.  Both men were charged with immigration fraud and pled guilty prior to trial.  Interestingly, both had fraudulent Virginia identification cards even though they lived in New York.

One of the two men agreed to cooperate with the government and revealed the purpose of their trip to Miami.  He and his accomplice were part of a West African criminal syndicate based in New York City.  This syndicate specialized in the fraudulent procurement of Social Security cards and, to a lesser extent, the fraudulent procurement of Virginia drivers licenses and identification cards.  Members of the syndicate repeatedly traveled from New York to major cities in the United States on tickets paid for with stolen credit cards.  The purpose of the trips was to apply for Social Security cards by fraud at the Social Security Administration offices in each city.  At each office, the members of the syndicate would apply for a card using a passport and an INS form.
  The members of the syndicate altered the passports by substituting their own photographs so that they could apply in person for a Social Security card in the name of one of the syndicate’s clients (to whom the passport actually belonged).  They further placed doctored INS forms in the client’s passport to make it appear that they, the applicants, were lawfully in the United States and had the right to work.  In fact, their clients were illegal immigrants in New York and New Jersey who paid the syndicate between $700 and $1,500 for a Social Security card.  Members of the syndicate obtained well over a thousand fraudulent Social Security cards.

$ 
Airport Security Task Force: After September 11, 2001, the Department of Transportation (DOT) became concerned that large numbers of employees at National and Dulles airports had obtained their airport secure area access badges by fraud or misrepresentation.  A task force was convened to investigate all 28,000 badge holders.  In the end, approximately 120 of them were charged with various crimes, including making false statements, Social Security fraud, and immigration fraud.  Another twenty badge holders were arrested by INS (now part of DHS’s Bureau of Immigrations and Customs Enforcement) on administrative charges.


These cases, and many others like them, demonstrate that identification document fraud is pervasive.  If a person is willing to pay the price, he or she can obtain fraudulent identification for any purpose, no questions asked.  These cases also reveal that identification document fraud is big business.  Kooritzky made no less than $6,300,000 in the space of eighteen months, including $1,000,000 in cash seized from a suitcase under a co-conspirators’s bed.  It is also easy: many defendants have told us that they bought their Social Security cards and green cards on the street for as little as $50.  

II.  Relevance to Homeland Security

Identification document fraud directly undermines our homeland security.  It also creates huge holes in our immigration and naturalization controls; it enables terrorists to enter and remain in our country; and it facilitates crime–crime such as credit card fraud, mortgage fraud, and bank fraud, the proceeds of which can be used to support sleeper cells or finance large-scale terrorist attacks in this country. 


Fraud involving state drivers licenses is of a particular concern.  Drivers licenses are a primary source of identification and a mainstay of daily life in this country.  With a drivers license, you may drive a car, board an airplane, and purchase a handgun.  You may open bank accounts, buy alcohol, and obtain credit cards.  In addition, although a driver’s license is not evidence of lawful residence in the United States, it may be perceived as such.  In short, the integrity of state drivers licenses is critical to our commerce and our national security.


Given the importance of drivers licenses and other government identification documents, we cannot afford to ignore serious identification fraud.  Widespread fraud in government programs is simply bad government and should be vigorously fought as a matter of principle.  No one benefits when state and federal programs are routinely abused.  In addition, identification document fraud undermines public confidence in government, particularly our ability to protect the national security.  We cannot restore public trust in our immigration and border controls if fraudulent green cards, drivers licenses, and Social Security cards remain available to anyone with cash to buy them.  This sort of fraud presents terrorists and other serious criminals with an easy way to gain entry to the United  States.  


Most important,  identification document fraud facilitates terrorism.  Seven of the September 11th hijackers
 obtained genuine Virginia drivers licenses by submitting false proof of Virginia residency to the DMV.
  One of the seven was involved in the failed attempt to fly Flight 93 into a target here in the Washington, D.C., area; two were aboard the airplanes that crashed into the World Trade Center; and four were aboard Flight 77 when it was flown into the Pentagon.  None of the seven lived in Virginia.  Rather, they made a special trip to Virginia, because they knew they could get a genuine drivers license in one day for approximately $100 in cash with no questions asked.   And although we will never know for sure, we strongly suspect that these seven hijackers intentionally used their Virginia drivers licenses to board the flights they hijacked to avoid the scrutiny a foreign passport would bring.

III.  Challenges Law Enforcement Faces in Combating the Problem




The Administration is working to address identity theft on a collaborative basis.  The Departments of Justice and Homeland Security, the Federal Trade Commission, the U.S. Postal Inspection Service, and other agencies are all working hard to combat this problem. 


Unfortunately, however, as the last few years have shown, immigration and identification fraud is flourishing in this country.  First, there are simply too many large-scale frauds to investigate all of them.  Second, we have recognized the need for improved coordination among the agencies with jurisdiction to investigate document fraud offenses.  Many different federal and state agencies have authority to investigate these crimes, but they rarely coordinate their efforts beyond a given case.


There are a number of additional steps we can take to fight identification document fraud more effectively and to improve our homeland security.  First, we can ensure that federal law enforcement agencies have the authority to investigate all forms of identification document fraud, from Social Security cards to employment authorizations to airport security badges.  Together with state law enforcement, federal agencies could pursue a truly national effort to combat identification document fraud.


Second, we must improve coordination among the many federal and state agencies with authority to investigate the various forms of identification document fraud.  Given the extent of the fraud we face, no one federal agency can be expected to tackle the problem alone.  As a preliminary matter, the number and scale of the frauds are simply too much for one agency.  Furthermore, most of the large frauds involve multiple government programs and cut across agency jurisdictions and state lines.  For example, we often find that the same document vendor who sells fraudulent state drivers licenses also sells fraudulent Social Security cards and green cards.  In such a case, it is essential that the investigation involve agents from the state motor vehicle agency, the Social Security Administration’s Office of the Inspector General, and the Department of Homeland Security.


Third, we should review our procedures that govern the issuance of identification documents to ensure they are effective.  Our prosecutions of large immigration and identification document frauds have revealed that the underlying regulatory and adjudicatory processes invite much of the abuse.  There are too many unintended loopholes and too few efforts to identify and deter fraudulent applications.  In short, our own procedures may sometimes make it easy for the unscrupulous to defraud the government.  As a result, we must place as much emphasis on reviewing the underlying programs as we do on prosecuting crimes against those programs.  


To be effective, the steps I have just outlined will need to be pursued at a national level, but the same principles work at the local level.  In my district, for example, we quickly realized that identification document fraud was one of the most significant threats to our homeland security in the wake of September 11.  We also realized that the conventional model of investigating and prosecuting these cases was not capable of dealing with the problem.  In response, we created the Immigration and Visa Task Force early this year specifically to address immigration and identification document fraud.  


The purpose of the task force is to create a standing group of agents and prosecutors to identify, investigate, and prosecute large immigration, visa, and identification document frauds.  The primary aims of the task force are (1) to restore integrity to the nation’s immigration and identification document controls and (2) to prevent terrorists and criminals from entering and residing in the United States.


The basic idea behind the task force is to bring agents from the various agencies with the relevant enforcement powers together with prosecutors to target and prosecute the bigger frauds in our area for maximum effect.  These frauds require substantial resources and time, but provide great deterrence because of the publicity and length of sentences they generate.  The task force  also pursues forfeiture as a further deterrent.  This too requires a good deal of investigation, but is well worth the effort (e.g., the government obtained $6.3 million in forfeiture in the Kooritzky case).


The task force meets approximately once a month at the United States Attorney’s Office and is chaired by an Assistant United States Attorney.  At each meeting, the members of the task force review the status of existing cases, examine new leads, and discuss practices or problems that deserve investigation.  The members of the task force are 


1) United States Attorney’s Office;


2) Department of Homeland Security- U.S. Immigration and Customs Enforcement;


3) Department of Homeland Security - Secret Service;


4) Department of Homeland Security - U.S. Citizenship and Immigration Services ;


5) DOJ- FBI;


6) DOJ- Office of Inspector General; 


7) Department of Labor;


8) Department of State;


9) Social Security Administration, Office of the Inspector General;


10) IRS;


11) US Postal Inspection Service;


12) Virginia DMV;


13) Fairfax County Police Department; and,


14) Metropolitan Washington Area Airport Police.


The participating agencies have worked well together, and the task force has already brought two large frauds to a close. 


That concludes my testimony, Mr. Chairman.  I am pleased to answer any question you may have. 







###

	�  The form used was an INS form I-94, which is a record of authorized entry.  


	�  The seven were Hani Hanjour, Khalid Almihdhar, Majed Moqed, Salem Alhazmi, Abdulaziz Alomari, Ahmed Alghamdi, and Ziad Jarrah. 


	�  Since September 11, 2001, this Office has prosecuted four individuals who helped the hijackers complete fraudulent forms and submit them to the Virginia Department of Motor Vehicles (“DMV”).  All four were charged with and pled guilty to identification document fraud, in violation of 18 U.S.C. § 1028.  In addition, this Office has used 18 U.S.C. § 1028 to prosecute several people who came to our attention through the 9/11 investigation, either due to their contacts with the hijackers or because of their presence near Dulles airport on September 11th with flight manuals.  We also prosecuted two men who ran a checkpoint at the Pentagon in a tow truck in February of this year.  In each of these cases, the defendant submitted false information to the Virginia DMV to obtain a Virginia identification card or license for himself or another by fraud.






