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TRANSPORTATION SECURITY

Highlights of GAO-03-1154T, testimony
before the Senate Committee on
Commerce, Science, and Transportation

The economic well being of the
United States is dependent on the
expeditious flow of people and
goods through the transportation
system. The attacks on September
11, 2001, illustrate the threats to
and vulnerabilities of the
transportation system. Prior to
September 11, the Department of
Transportation (DOT) had primary
responsibility for the security of
the transportation system. In the
wake of September 11, Congress
created the Transportation Security
Administration (TSA) within DOT
and gave it primary responsibility
for the security of all modes of
transportation. TSA was recently
transferred to the new Department
of Homeland Security (DHS). GAO
was asked to examine the
challenges in securing the
transportation system and the
federal role and actions in
transportation security.

In a June 2003 report, GAO
recommended that TSA and DOT
use a mechanism, such as a
memorandum of agreement, to
define and clarify each entity’s role
and responsibilities in
transportation security matters.
DHS and DOT disagreed with the
recommendation. Based on the
uncertainty in the entities’ roles
and responsibilities that
transportation stakeholders
surfaced to us, we continue to
believe our recommendation is
valid and would help address
transportation security challenges.
www.gao.gov/cgi-bin/getrpt?GAO-03-1154T.
To view the full product, including the scope
and methodology, click on the link above.
For more information, contact Peter Guerrero
at (202) 512-2834 or guerrerop@gao.gov.

Federal Action Needed to Enhance
Security Efforts

Securing the nation’s transportation system is fraught with challenges. The
transportation system crisscrosses the nation and extends beyond our
borders to move millions of passengers and tons of freight each day. The
extensiveness of the system as well as the sheer volume of passengers and
freight moved makes it both an attractive target and difficult to secure.
Addressing the security concerns of the transportation system is further
complicated by the number of transportation stakeholders that are involved
in security decisions, including government agencies at the federal, state,
and local levels and thousands of private sector companies. Further
exacerbating these challenges are the financial pressures confronting
transportation stakeholders. For example, the sluggish economy has
weakened the transportation industry’s financial condition by decreasing
ridership and revenues. The federal government has provided additional
funding for transportation security since September 11, but demand has far
outstripped the additional amounts made available. It will take the
collective effort of all transportation stakeholders to meet existing and
future transportation challenges.
Since September 11, transportation stakeholders have acted to enhance
security. At the federal level, TSA primarily focused on meeting aviation
security deadlines during its first year of existence and DOT launched a
variety of security initiatives to enhance the other modes of transportation.
For example, the Federal Transit Administration provided grants for
emergency drills and conducted security assessments at the largest transit
agencies, among other things. TSA has recently focused more on the
security of the maritime and land transportation modes and is planning to
issue security standards for all modes of transportation. DOT is also
continuing their security efforts. However, the roles and responsibilities of
TSA and DOT in securing the transportation system have not been clearly
defined, which creates the potential for overlap, duplication, and confusion
as both entities move forward with their security efforts.

systems approach to security is appropriate for several reasons. First, the transportation system is
intermodal, interdependent, and international. Given the intermodalism of the system, incidents in one
mode of transportation could affect other modes. Second, it is important not to drive terrorism from one
mode of transportation to another mode because of perceived lesser security—that is, make a mode of
transportation a more attractive target because another mode is “hardened” with additional security
measures. Third, it is important that security measures for one mode of transportation are not overly
stringent or too economically challenging compared with the measures used for other modes. Fourth, it is
important that the attention on one aspect of transportation security (e.g., cargo, infrastructure, or
passengers) does not leave the other aspects vulnerable.
TSA has also adopted a risk management approach for its efforts to enhance the security of the nation’s
transportation system. A risk management approach is a systematic process to analyze threats,
vulnerabilities, and the criticality (or relative importance) of assets to better support key decisions in order
to link resources with prioritized efforts. (See app. II for a description of the key elements of a risk
management approach.) The highest priorities emerge where the three elements of risk management
overlap. For example, transportation infrastructure that is determined to be a critical asset, vulnerable to
attack, and a likely target would be most at risk and therefore would be a higher priority for funding
compared with infrastructure that was only vulnerable to attack. According to TSA officials, risk
management principles will drive all decisions—from standard-setting to funding priorities to staffing.
Using risk management principles to guide decision-making is a good strategy, given the difficult tradeoffs TSA will likely have to make as it moves forward with its security efforts. We have advocated using
a risk management approach to guide federal programs and responses to better prepare against terrorism
and other threats and to better direct finite national resources to areas of highest priority. As
representatives from local government and industry associations and transportation security experts
repeatedly noted, the size of the transportation system precludes equal protection for all assets; moreover,
the risks vary by transportation assets within modes and by modes. In addition, requests for funding for
transportation security enhancements will likely exceed available resources. Risk management principles
can help TSA determine security priorities and identify appropriate solutions.
TSA Plans to Issue National Security Standards
TSA plans to issue national security standards for all modes of transportation. The federal government
has historically set security standards for the aviation sector. For instance, prior to the passage of ATSA,
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FAA set security standards that the airlines were required to follow in several areas including, screening
equipment, screener qualifications, and access control systems. In contrast, prior to the September 11
attacks, limited statutory authority existed to require measures to ensure the security of the maritime and
land transportation systems. According to a TSA report, the existing regulatory framework leaves the
maritime and land transportation systems unacceptably vulnerable to terrorist attack. For example, the
rail, transit, and motor coach transportation systems are subject to no mandatory security requirements,
resulting in little or no screening of passengers, baggage, or crew. Additionally, seaborne passenger
vessel and seaport terminal operators have inconsistent levels and methods of screening and are largely
free to set their own rules about the hiring and training of security personnel. Hence, TSA will set
standards to ensure consistency among modes and across the transportation system and to reduce the
transportation system’s vulnerability to attacks.20
According to TSA officials and documents, TSA’s standards will be performance-, risk-, and threat-based
and may be mandatory. More specifically:
•

Standards will be performance-based. Rather than being prescriptive standards, TSA standards
will be performance-based, which will allow transportation operators to determine how best to
achieve the desired level of security. TSA officials believe that performance-based standards provide
for operator flexibility, allow operators to use their professional judgment in enhancing security, and
encourage technology advancement.

•

Standards will be risk-based. Standards will be set for areas for which assessments of the threats,
vulnerabilities, and criticality indicate that an attack would have a national impact. A number of
factors could be considered in determining “national impact,” such as fatalities and economic
damage.

20

The Information Analysis and Infrastructure Protection Directorate within DHS is working with TSA, the Coast
Guard, and other federal agencies on developing a set of national standards that would apply to all ports. These
efforts are well under way. The Coast Guard has been developing a set of standards since May 2002 as part of its
efforts to conduct vulnerability assessments for all U.S. ports. The standards will go into effect on July 1, 2004, as
part of the International Convention for the Safety of Life at Sea (SOLAS) amendments and the International Ship
and Port Facility Security Code (ISPS) that was adopted by the International Maritime Organization conference in
December 2002. The Coast Guard considers that the implementation of these standards is best done through
mandating compliance with the SOLAS amendments and the ISPS Code. According to TSA, because of the Coast
Guard's significant role in securing maritime transportation, TSA will likely play a coordination role in the maritime
arena.
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•

Standards will be threat-based. The standards will be tied to the national threat condition and/or
local threats. As the threat condition escalates, the standards will require transportation operators to
implement additional countermeasures.

•

Standards may be mandatory. The standards will be mandatory when the risk level is too high or
unacceptable. TSA officials stated that in these cases, mandatory standards are needed to ensure
accountability. In addition, according to TSA officials, voluntary requirements put securityconscious transportation operators that implement security measures at a competitive disadvantage—
that is, they have spent money that their competitors may not have spent. This creates a disincentive
for transportation operators to implement voluntary requirements. TSA officials believe that
mandatory standards will reduce this problem. In determining whether mandatory standards are
needed, TSA will review the results of criticality and vulnerability assessments, current best practices,
and voluntary compliance opportunities in conjunction with the private sector and other government
agencies.

Although TSA officials expect some level of resistance to the standards by the transportation industry,
they believe that their approach of using risk-, threat-, and performance-based standards will increase the
acceptance of the standards. For example, performance-based standards allow for more operator
flexibility in implementing the standards, compared with rigid, prescriptive standards. Moreover, TSA
plans to issue only a limited number of standards—that is, standards will be issued only when
assessments of the threats, vulnerabilities, and criticality indicate that the level of risk is too high or
unacceptable.
TSA also expects some level of resistance to the standards from DOT modal administrations. Although
TSA will establish the security standards, TSA expects that they will be administered and implemented
by existing agencies and organizations. DOT modal administrations may be reluctant to assume this role
because doing so could alter their relationships with the industry. Historically, the missions of DOT
surface transportation modal administrations have largely focused on maintaining operations and
improving service and safety, not regulating security. Moreover, the authority to regulate security varies
by DOT modal administration. For example, FTA has limited authority to regulate and oversee security
at transit agencies. In contrast, FRA has regulatory authority for rail security, and DOT’s Office of
Pipeline Safety has responsibility for writing safety and security regulations for liquefied natural gas
storage facilities. In addition, DOT modal administrations may be reluctant to administer and implement
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standards because of resource concerns. FHWA officials commented that given the current uncertainty
about the standards and their impacts, FHWA is reluctant to commit, in advance, staff or funding to
enforce new security standards.
Gaining Stakeholder Buy-in is Critical for Standards to Work, but Stakeholders Express Concerns
Because transportation stakeholders will be involved in administering, implementing, and/or enforcing
TSA standards, stakeholder buy-in is critical to the success of this initiative. Compromise and consensus
on the part of stakeholders are also necessary. However, achieving such consensus and compromise may
be difficult, given the conflicts between some stakeholders’ goals and interests.
Transportation stakeholders we contacted also expressed a number of concerns about TSA’s plan to issue
security standards for all modes of transportation. For example, industry associations expressed concerns
that the standards would come in the form of unfunded mandates—that is, the federal government would
not provide funding to implement mandatory standards. According to the industry and state and local
government associations we spoke to, unfunded mandates create additional financial burdens for
transportation operators, who are already experiencing financial difficulties. Industry representatives also
expressed concern that TSA has not adequately included the transportation industry in its development of
standards. Many industry representatives and some DOT officials we met with were unsure of whether
TSA was issuing standards, what the standards would entail, or the time frames for issuing the standards.
The uncertainty about the pending standards can lead to confusion and/or inaction. For example, Amtrak
officials noted that they are reluctant to spend money to implement certain security measures because
they are worried that TSA will subsequently issue standards that will require Amtrak to redo its efforts.
Transportation stakeholders also raised other concerns about TSA’s plans to issues standards, including
questioning whether TSA has the necessary expertise to develop appropriate standards and whether
mandatory standards, as opposed to voluntary standards, are prudent.
TSA Is Launching Other Security Initiatives
TSA is also working on a number of additional security efforts, such as establishing the Transportation
Workers Identification Card (TWIC) program; developing the next generation of the Computer Assisted
Passenger Pre-Screening System; developing a national transportation system security plan; and exploring
methods to integrate operations and security, among other things. The TWIC program is intended to
improve access control for the 12 million transportation workers who require unescorted physical or cyber
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access to secure areas of the nation’s transportation modes by establishing a uniform, nationwide standard
for secure identification of transportation workers. Specifically, TWIC will combine standard
background checks and biometrics so that a worker can be positively matched to his/her credential. Once
the program is fully operational, the TWIC would be the standard credential for transportation workers
and would be accepted by all modes of transportation. According to TSA, developing a uniform,
nationwide standard for identification will minimize redundant credentialing and background checks.
DOT Modal Agencies Are Continuing Forward with Their Security Efforts
As TSA moves forward with new security initiatives, DOT modal administrations are also continuing
their security efforts and, in some cases, launching new security initiatives. For example, FHWA is
coordinating a series of workshops this year on emergency response and preparedness for state
departments of transportation and other agencies. FTA also has a number of initiatives currently under
way in the areas of public awareness, research, training, technical assistance, and intelligence sharing.
For example, FTA developed a list of the top 20 security actions transit agencies should implement and is
currently working with transit agencies to assist them in implementing these measures.
FAA is also continuing its efforts to enhance cyber security in the aviation system. Although the primary
responsibility for securing the aviation system was transferred to TSA, FAA remains responsible for
protecting the nation’s air traffic control system—both the physical security of its air traffic control
facilities and computer systems. The air traffic control system’s computers help the nation’s air traffic
controllers to safely direct and separate traffic—sabotaging this system could have disastrous
consequences. FAA is moving forward with efforts to increase the physical security of its air traffic
control facilities and ensure that contractors who have access to the air traffic control system undergo
background checks.

TSA’s and DOT’s Roles and Responsibilities Have Not Been Clearly Defined

The roles and responsibilities of TSA and DOT in transportation security have yet to be clearly
delineated, which creates the potential for duplicating or conflicting efforts as both entities move forward
with their security efforts. DOT modal administrations were primarily responsible for the security of the
transportation system prior to September 11. In November 2001, Congress passed ATSA, which created
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TSA and gave it primary responsibility for securing all modes of transportation.21 However, during
TSA’s first year of existence, TSA’s main focus was on aviation security—more specifically, on meeting
ATSA deadlines. While TSA was primarily focusing on aviation security, DOT modal administrations
launched various initiatives to enhance the security of the maritime and land transportation modes. With
the immediate crisis of meeting many aviation security deadlines behind it, TSA has been able to focus
more on the security of all modes of transportation.
Legislation has not specifically defined TSA’s role and responsibilities in securing all modes of
transportation. In particular, ATSA does not specify TSA’s role and responsibilities in securing the
maritime and land transportation modes in detail as it does for aviation security. For instance, the act
does not set deadlines for TSA to implement certain transit security requirements. Instead, the act simply
states that TSA is responsible for ensuring security in all modes of transportation. The act also did not
eliminate the existing statutory responsibilities for DOT modal administrations to secure the different
transportation modes. Moreover, recent legislation indicates that DOT still has security responsibilities.
In particular, the Homeland Security Act of 2002 states that the Secretary of Transportation is responsible
for the security as well as the safety of rail and the transport of hazardous materials by all modes.
To clarify their roles and responsibilities in transportation security, DOT modal administrations and TSA
planned to develop memorandums of agreement. The purpose of these documents was to define the roles
and responsibilities of the different agencies for transportation security and address a variety of issues,
including separating safety and security activities, interfacing with the transportation industry, and
establishing funding priorities. TSA and the DOT modal administrations worked for months to develop
the memorandums of agreement and the draft agreements were presented to senior DOT and TSA
management for review in early spring of this year. According to DOT’s General Counsel, with the
exception of the memorandum of agreement between FAA and TSA, the draft memorandums were very
general and did not provide much clarification. Consequently, DOT and TSA decided not to sign the
memorandums of agreement, except for the memorandum of agreement between FAA and TSA, which
was signed on February 28, 2003.22

21

P.L. No. 107-71, 115 Stat. 597 (2001).

22

DOT and TSA have signed other memorandums of agreement that are narrow in scope and address a specific
issue. For example, TSA and DOT signed a memorandum of agreement regarding the processing of civil rights
complaints.
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The General Counsel suggested several reasons why the majority of the draft memorandums of agreement
were too general. First, as TSA’s departure date approached—that is, the date that TSA transferred from
DOT to DHS—TSA and DOT modal administration officials may have grown concerned about formally
binding the organizations to specific roles and responsibilities. Second, the working relationships
between TSA and most of the DOT modal administrations are still very new; as a result, all of the
potential issues, problem areas, or overlap have yet to be identified. Thus, identifying items to include in
the memorandums of agreement was more difficult.
Rather than execute memorandums of agreement, the Secretary of Transportation and the Administrator
of TSA exchanged correspondence that commits each entity to continued coordination and collaboration
on security measures. In the correspondence, the Secretary and Administrator also agreed to use the
memorandum of agreement between TSA and FAA as a framework for their interactions on security
matters for all other modes. TSA and DOT officials stated that they believe memorandums of agreement
are a good strategy for delineating roles and responsibilities and said that they would be open to using
memorandums of agreement in the future.
Experts and Associations Identified Future Actions to Advance the Security of the Transportation
System
Transportation security experts and representatives of state and local government and industry
associations we contacted generally believe that the transportation system is more secure today than it
was prior to September 11. Transportation stakeholders have worked hard to strengthen the security of
the system. Nevertheless, transportation experts, industry representatives, and federal officials all
recommend that more work be done. Transportation experts and state and local government and industry
representatives identified a number of actions that, in their view, the federal government should take to
enhance security, including clarifying federal roles and coordinating federal efforts, developing a
transportation security strategy, funding security enhancements, investing in research and development,
and providing better intelligence information and related guidance. Specifically:
•

Clarify federal roles and responsibilities. The lack of clarity about the roles and responsibilities of
federal entities in transportation security creates the potential for confusion, duplication, and conflicts.
Understanding roles, responsibilities, and whom to call is crucial in an emergency. However,
representatives from several industry associations stated that their members were unclear about which
agency to contact for their various security concerns and which agency has oversight for certain
issues. Furthermore, they said that they do not have contacts within these agencies. As mentioned
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earlier, several industry representatives reported that their members are receiving different messages
from various federal agencies involved in transportation security, which creates confusion and
frustration within the industry. According to industry representatives and transportation security
experts, uncertainty about federal roles and the lack of coordination are straining intergovernmental
relationships, draining resources, and raising the potential for problems in responding to terrorism.
One industry association told us, for instance, that it has been asked by three different federal
agencies to participate in three separate studies of the same issue.
•

Establish a national transportation strategy. A national strategy is crucial for helping
stakeholders identify priorities, leveraging resources, establishing stakeholder performance
expectations, and creating incentives for stakeholders to improve security. Currently, local
government associations view the absence of performance expectations—coupled with limited threat
information—as a major obstacle in focusing their people and resources on high-priority threats,
particularly at elevated threat levels. The experts also noted that modal strategies—no matter how
complete—cannot address the complete transportation security problem and will leave gaps in
preparedness. As mentioned earlier, TSA is in the process of developing a national transportation
system security plan,23 which, according to the Deputy Administrator of TSA, will provide an
overarching framework for the security of all modes.

•

Provide funding for needed security improvements. Although an overall security strategy is a
prerequisite to investing wisely, providing adequate funding also is essential, according to experts we
contacted. Setting security goals and strategies without adequate funding diminishes stakeholders’
commitment and willingness to absorb initial security investments and long-term operating costs, an
expert emphasized. Industry and state and local government associations also commented that federal
funding should accompany any federal security standards; otherwise, mandatory standards will be
considered unfunded mandates that the industry and state and local governments will have to absorb.

•

Invest in research and development for transportation security. According to most transportation
security experts and associations we contacted, investing in research and development is an
appropriate role for the federal government, because the products of research and development
endeavors would likely benefit the entire transportation system, not just individual modes or
operators. TSA is actively engaged in research and development projects, such as the development of

23

TSA hopes to have a draft of the national transportation system security plan prepared by the end of this year.
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the next generation explosive detection systems for baggage, hardening of aircraft and cargo/baggage
containers, biometrics and other access control methods, and human factors initiatives to identify
methods to improve screener performance, at its Transportation Security Laboratory in Atlantic City,
New Jersey. However, TSA noted that continued adequate funding for research and development is
paramount in order for TSA to be able to meet security demands with up-to-date and reliable
technology.
•

Provide timely intelligence information and related guidance. Representatives from numerous
associations commented that the federal government needs to provide timely, localized, actionable
intelligence information. They said that general threat warnings are not helpful. Rather,
transportation operators want more specific intelligence information so that they can understand the
true nature of a potential threat and implement appropriate security measures. Without more
localized and actionable intelligence, stakeholders said they run the risk of wasting resources on
unneeded security measures or not providing an adequate level of security. Moreover, local
government officials often are not allowed to receive specific intelligence information because they
do not have appropriate federal security clearances. Also, there is little federal guidance on how local
authorities should respond to a specific threat or general threat warnings. For example, San Francisco
police were stationed at the Golden Gate Bridge to respond to the elevated national threat condition.
However, without information about the nature of the threat to San Francisco's large transportation
infrastructure or clear federal expectations for a response, it is difficult to judge whether actions like
this are the most effective use of police protection, according to representatives from a local
government association.

Observations
Securing the transportation system is fraught with challenges. Despite these challenges, transportation
stakeholders have worked to strengthen security since September 11. However, more work is needed. It
will take the collective effort of all transportation stakeholders to meet the continuing challenges and
enhance the security of the transportation system.24
During TSA’s first year of existence, it met a number of challenges, including successfully meeting many
congressional deadlines for aviation security. With the immediate crisis of meeting these deadlines
behind it, TSA can now examine the security of the entire transportation system. As TSA becomes more
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active in securing the maritime and land transportation modes, it will become even more important that
the roles of TSA and DOT modal administrations are clearly defined. Lack of clearly defined roles
among the federal entities could lead to duplication and confusion. More importantly, it could hamper the
transportation sector’s ability to prepare for and respond to attacks. Therefore, in our report, we
recommended that the Secretary of Homeland Security and the Secretary of Transportation develop
mechanisms, such as a memorandum of agreement, to clearly define the roles and responsibilities of TSA
and DOT in transportation security and communicate this information to stakeholders.
-------This concludes my prepared statement. I would be pleased to respond to any questions you or other
Members of the Committee may have.
For information about this testimony, please contact Peter Guerrero, Director, Physical Infrastructure
Issues, on (202) 512-2834. Individuals making key contributions to this testimony included Cathleen
Berrick, Steven Calvo, Nikki Clowers, Michelle Dresben, Susan Fleming, Libby Halperin, David Hooper,
Hiroshi Ishikawa, and Ray Sendejas.
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See appendix III for a listing of active GAO engagements related to transportation security.
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Appendix I
Key Actions Taken by DOT Modal Administrations to Secure the Different Transportation Modes,
September 2001 to May 2003

Mode
All (transport
of hazardous
materials)

DOT modal
administration
Research and Special
Programs Administration
(Office of Hazardous
Materials Safety)

Aviation

Federal Aviation
Administration

Highways

Federal Highway
Administration

Maritime

U.S. Coast Guarda

Maritime Administration

Examples of actions taken
•
Established regulations for shippers and transporters of certain
hazardous materials to develop and implement security plans and to
require security awareness training for hazmat employees.
•
Developed hazardous materials transportation security awareness
training for law enforcement, the industry, and the hazmat community.
•
Published security advisory, which identifies measures that could
enhance the security of the transport of hazardous materials.
•
Investigated the security risks associated with placarding hazardous
materials, including whether removing placards from certain shipments
improve shipment security, and whether alternative methods for
communicating safety hazards could be deployed.
•
Established rule for strengthening cockpit doors on commercial aircraft.
•
Issued guidance to flight school operators for additional security
measures.
•
Assisted Department of Justice in increasing background check
requirements for foreign nationals seeking pilot certificates.
•
Increased access restrictions at air traffic control facilities.
•
Developed computer security strategy.
•
Provided vulnerability assessment and emergency preparedness
workshops.
•
Developed and prioritized list of highway security research and
development projects.
•
Convened blue ribbon panel on bridge and tunnel vulnerabilities.
•
Activated and deployed port security units to help support local port
security patrols in high threat areas.
•
Boarded and inspected ships to search for threats and confirmed the
identity of those aboard.
•
Conducted initial assessments of the nation’s ports to identify vessel
types and facilities that pose a high risk of being involved in a
transportation security incident.
•
Established a new centralized National Vessel Movement Center to
track the movement of all foreign-flagged vessels entering U.S. ports of
call.
•
Established new guidelines for developing security plans and
implementing security measures for passenger vessels and passenger
terminals.
•
Used the pollution and hazardous materials expertise of the Coast
Guard’s National Strike Force to prepare for and respond to
bioterrorism and weapons of mass destruction.
•
•
•
•
•
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Increased port security and terrorism emphasis at National Port
Readiness Network Port Readiness Exercises.
Provided port security training and developed standards and curriculum
to educate and train maritime security personnel.
Increased access restrictions and established new security procedures
for the Ready Reserve Force.
Provided merchant mariner background checks for Ready Reserve
Force and sealift vessels in support of Department of Defense and Coast
Guard requirements.
Provided merchant mariner force protection training.
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Mode
Motor carrier

DOT modal
administration
Federal Motor Carrier
Safety Administration

Motor coach

Federal Motor Carrier
Safety Administration

Pipeline

Research and Special
Programs Administration
(Office of Pipeline Safety)

Rail

Federal Railroad
Administration

Transit

Federal Transit
Administration

Examples of actions taken
•
Conducted 31,000 on-site security sensitivity visits for hazardous
materials carriers; made recommendations after visits.
•
Initiated a field operational test to evaluate different safety and security
technologies and procedures, and identify the most cost- effective
means for protecting different types of hazardous cargo for security
purposes.
•
Provided free training on trucks and terrorism to law enforcement
officials and industry representatives.
•
Conducted threat assessment of the hazardous materials industry.
•
Developed three courses for drivers on security-related information,
including different threats, how to deal with packages, and how to
respond in the case of an emergency.
•
Developed contact list of operators who own critical systems.
•
Convened blue ribbon panel with operators, state regulators, and unions
to develop a better understanding of the pipeline system and coordinate
efforts of the stakeholders.
•
Worked with TSA to develop inspection protocols to use for pipeline
operator security inspections. The Office of Pipeline Safety and TSA
have begun the inspection of major operators.
•
Created e:mail network of pipeline operators and a call-in telephone
number that pipeline operators can use to obtain information.
•
Directed pipeline operators to identify critical facilities and develop
security plans for critical facilities that address deterrence, preparedness,
and rapid response and recovery from attacks.
•
Worked with industry to develop risk-based security guidance, which is
tied to national threat levels and includes voluntary, recommended
countermeasures.
•
Shared threat information with railroads and rail labor.
•
Reviewed Association of American Railroads’ and Amtrak’s security
plans.
•
Assisted commuter railroads with their security plans.
•
Provided funding for security assessments of three commuter railroads,
which were included in FTA’s assessment efforts.
•
Reached out to international community for lessons learned in rail
security.
•
Awarded $3.4 million in grants to over 80 transit agencies for
emergency response drills.
•
Offered free security training to transit agencies.
•
Conducted security assessments at the 36 largest transit agencies.
•
Provided technical assistance to 19, with a goal of 60, transit agencies
on security and emergency plans and emergency response drills.
•
Increased funding for security research and development efforts.

Source: GAO presentation of information provided by DOT modal administrations.
a

The U.S. Coast Guard was transferred to DHS in the Homeland Security Act of 2002 (P.L. No. 107-296, 116 Stat. 2135 (2002)).
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Appendix II
Elements of a Risk Management Approach
A risk management approach encompasses three key elements—a threat assessment, vulnerability
assessment, and criticality assessment. In particular, these three elements provide the following
information:
•

A threat assessment identifies and evaluates potential threats on the basis of such factors as
capabilities, intentions, and past activities. This assessment represents a systematic approach to
identifying potential threats before they materialize. However, even if updated often, a threat
assessment might not adequately capture some emerging threats. The risk management approach,
therefore, uses vulnerability and critical assessments as additional input to the decision-making
process.

•

A vulnerability assessment identifies weaknesses that may be exploited by identified threats and
suggests options to address those weaknesses.

•

A criticality assessment evaluates and prioritizes assets and functions in terms of specific
criteria, such as their importance to public safety and the economy. The assessment provides a
basis for identifying which structures or processes are relatively more important to protect from
attack. Thus, it helps managers determine operational requirements and target resources to the
highest priorities while reducing the potential for targeting resources to lower priorities.
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Appendix III
GAO Active Engagements Related to Transportation Security
TSA Baggage Screening
Key Questions: 1) What are the status and associated costs of TSA efforts to acquire, install, and
operate explosive detection equipment (Electronic Trace Detection Technology and Explosive
Detection Systems) to screen all checked baggage by December 31, 2003? 2) What are the
benefit and tradeoffs—to include costs, operations and performance—of using alternative
explosive detection technologies currently available for baggage screening?
General Aviation Security
Key Questions: 1) How has security concerns and measures at changed at general aviation
airports since September 11, 2001? 2) What steps has the Transportation Security Administration
taken to improve general aviation security?
Banner Pilot Waivers
Key Questions: What are procedures for conducting background and security checks for pilots of
small banner-towing aircraft requesting waivers to perform stadium overflights? (2) To what
extent were these procedures followed in conducting required background and security checks
since 9/11? (3) How effective were these procedures in reducing risks to public safety?
U.S. Coast Guard Budget And Mission Performance
Key Questions: (1) What are the levels of effort for USCG's various missions? (2) What is
USCG's progress in developing a strategic plan for setting goals for all of its various missions?
(3) What is USCG's mission performance as compared to its performance and strategic plans?
Transportation Security Administration's Computer Assisted Passenger Prescreening System II
(CAPPS-II)
Key Questions: 1) How will the CAPPS-II system function and what data will be needed to make
the system operationally effective? 2) What safeguards will be put in place to protect the
traveling public's privacy? 3) What systems and measures are in place to determine whether
CAPPS-II will result in improved national security? 4) What impact will CAPPS-II have on the
traveling public and airline industry in terms of costs, delays, risks, and hassle, etc.?
Transportation Security Administration Passengers Screening Program
Key Questions: 1) What efforts have been taken or planned to ensure passenger screeners
comply with federal standards and other criteria, to include efforts to train, equip, and supervise
passenger screeners? 2) What methods does TSA use to test screener performance, and what have
been the results of these tests? 3) How have the results of tests of TSA passenger screeners
compared to the results achieved by screeners prior to 9/11 and at the 5 pilot program airports? 4)
What actions are TSA taking to remedy performance concerns?
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Appendix III
TSA’s Use of Sole Source Contracts
Key Questions: (1) To what extent does TSA follow applicable acquisition laws and policies,
including ensuring adequate competition? (2) How well does TSA's organizational structure
facilitate effective, efficient procurement? (3) How does TSA ensure that its acquisition
workforce is equipped to award and oversee contracts? (4) How well do TSA's policies and
processes ensure that it receives the supplies and services it needs on time and at reasonable cost?
TSA's Efforts To Implement Section 106, 136, And 138 Of The Aviation And Transportation
Security Act
Key Questions: (1) What is the status of TSA’s efforts to implement section 106 of the Act
requiring improved airport perimeter access security? (2) What is the status of TSA’s efforts to
implement section 136 requiring assessment and deployment of commercially available security
practices and technologies? (3) What is the status of TSA’s efforts to implement section 138
requiring background investigations for TSA and other airport employees?
Implementation of the Maritime Transportation Security Act of 2002
Key Questions: 1) How effectively is the port vulnerability assessment process being
implemented, and what actions are being taken to address deficiencies identified? 2) What
progress is being made to develop port, vessel, and facility security plans? 3) Does the CG have
sufficient resources and an action plan to ensure the plans be completed, reviewed and approved
in time to meet statutory deadlines? 4) What will it cost stakeholders to comply?
Assessment of the Portable Air Defense Missile Threat
Key Questions: 1) What is the nature and extent of the threat from MANPADs? 2) How
effective are U.S. controls on the use of exported MANPADs? 3) How do multilateral efforts
attempt to stem MANPAD proliferation? 4) What types of countermeasures are available to
minimize this threat and at what cost?
Federal Aviation Administration Designee Program
Key Questions: (1) What is the nature, scope, and operational framework of the designee
program? (2) What are the identified strengths and weaknesses of the program? (3) What is the
potential for FAA's ODA proposal and other stakeholders' alternatives to address the identified
program weaknesses?
Custom Cargo Inspections at Seaports
Key Questions: (1) How has Customs developed the Automated Targeting System (ATS) and the
new anti-terrorism rules? (2) How does Customs use ATS to identify containerized cargo as "high
risk" for screening and inspection to detect cargo that might contain weapons of mass destruction
(WMD)? (3) To what extent is ATS implemented at seaports, including impact and challenges
involved? (4) What is Customs' plan for assessing system implementation and performance?
Enhancement Options for Intermodal Freight Transportation
Key Questions: 1) What are the current and emerging national challenges to freight mobility and
what proposals have been put forth to address these issues? 2) To what extent do these current
and emerging challenges exist at container ports and surrounding areas and to what extent do the
proposals appear to have applicability to these locations?
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Appendix III
Social Security Administration’s Role in Verifying Identities For State’s Licensing of Drivers
Key Questions: (1) What are states' policies and practices for verifying the identity of driver's
license/ID card applicants and how might they more effectively use SSNs or other tools to verify
identity? (2) How does SSA assist states in verifying SSNs for driver's license/ID card applicants
and how can SSA improve the verification service it provides?
United States Coast Guard’s National Distress and Response “Rescue 21” System Modernization
Key Questions: (1) What are the status, plans, and technical and programmatic risks associated
with the National Distress and Response System (NDRS) Modernization Project? (2) How is the
Coast Guard addressing concerns with the new NDRS, such as communication coverage gaps and
the inability to pinpoint distressed boaters? (3) How will Coast Guard's new homeland security
role affect the NDRS project?
U.S. Border Radiation Detection
Key Questions: (1) What is the status of Customs' plan to install radiation detection equipment at
U.S. border crossings? (2) What is the basis for the plan's time frame? (3) What is Customs'
technical capability to implement the plan? (4) How well is Customs coordinating with other
agencies in the area of radiation detection? (5) What are the results of Customs' evaluations of
radiation detection equipment and how are the evaluations being used?
Airline Assistance Determination Of Whether The $5 Billion Provided by P.L. 107-42 Was Used To
Compensate The Nation’s Major Air Carriers For Their Losses Stemming From The Events of
Sept. 11, 2001
Key Questions: (1) Was the $5 billion used only to compensate major air carriers for their
uninsured losses incurred as a result of the terrorist attacks? (2) Were carriers reimbursed, per the
act, only for increases in insurance premiums resulting from the attacks?
Effectiveness of the Transportation Security Administration’s Research and Development Program
Key Questions: (1) What is the budget profile for the Federal Aviation Administration's and the
Transportation Security Administration's (TSA's) aviation security research and development
(R&D) program? (2) How effective is TSA's strategy for determining which aviation security
technologies to research and develop? (3) To what extent do stakeholders believe that TSA is
researching and developing the most promising aviation security technologies?
Federal Air Marshals
Key Questions: (1) How has the FAM program evolved, in terms of recruiting, training, retention,
and operations since the transfer of program management to TSA? (2) To what extent has TSA
implemented the necessary internal controls to meet the human capital and operational challenges
of the FAM program? (3) To what extent has TSA developed plans and initiatives to
accommodate future FAM program sustainability, growth and maturation?
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