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Chairman Thornberry, Ranking Member Lofgren, and Members of the Subcommittee, thank you for the opportunity to discuss Dell’s perspective on cybersecurity and the role of technology, specifically hardware and software security products.  My name is Craig Lowery and I am the chief security architect in the Dell Product Group.    

Headquartered in Round Rock, Texas, a suburb of Austin, Dell was founded in 1984 on a simple concept: that by selling computer systems directly to customers, Dell could best understand their needs and efficiently provide the most effective computing solutions to meet those needs.  Today, Dell is the world's leading computer systems company. The company employs approximately 40,000 team members around the globe. We design, build and customize products and services to satisfy a range of customer requirements from the desktop notebook, server, storage and professional services needs of the federal government agencies, to those of the largest global corporations, and to those of consumers at home.  
To fully appreciate Dell’s security strategy, one must understand Dell’s direct business model. We believe that the best customer solutions are most efficiently derived through direct relationships with our customers and suppliers. Our build-to-order system allows customers to order computers tailored to their needs, manufactured specifically for and delivered directly to them.  We believe that customers receive the best value from products built with standard technologies; to that end, we seek to foster standards throughout the industry to reduce cost and increase customer flexibility and choice.  As I will explain, each of these facets of the direct model plays a key role in how Dell is approaching computer system security.
Cybersecurity has become increasingly important for our industry due to the need to provide products to our customers to better protect their IT systems from cyber attacks and viruses.  Until recently, most company security solutions have been proprietary and customized to fit their specific needs.  As the need for IT security has grown from supporting specific applications to that of protecting critical IT infrastructure, our industry, including Dell, has pushed for standardization to make security more affordable and widely available.  

As a technology vendor, Dell is committed to delivering value through reducing the costs of acquisition, deployment, interoperation and maintenance of our products, including our security products.  Dell believes that these benefits are best achieved through the benefits of industry standard technologies.  Specifically, Dell believes that standards in the security arena are driving and will continue to drive these technologies to levels of maturity that make them more transparent to the end-user and thus suitable for widespread adoption in the industry.  As these technologies mature, Dell leverages the benefits of its direct model to bring these technologies to market quickly and affordably.
Securing information systems is only possible through partnership between vendors and customers.  Security is a moving target, and the products and services addressing security needs necessarily evolve as the landscape changes.  Vendors are responsible for bringing to market products that incorporate widely accepted security design goals.  Customers are responsible for deploying the products in a manner consistent with effective security best practices.   Vendors must be open to customer feedback to understand their security concerns, and customers must be diligent to provide that input.

Dell is placing more and more emphasis on security as a chief design consideration in all of our products.  Certainly as a hardware vendor, we are acutely aware of the need for physical security through mechanisms such as locks and detection devices.  Our efforts to deliver more secure products extend beyond hardware.  Since we custom-build the systems we ship, including factory installing operating systems and applications, we have the opportunity to continually improve upon the software configurations we offer to customers.  We work closely with software providers during their design and implementation phases.  We are able to identify and integrate tested security components into our factory-installed software so that customers can enjoy the benefit of best solutions “out-of-the-box.” Pre-installed virus protection is one example.
An important security benefit of our build-to-order system is that it reduces the time between when we make changes to our products in the factory, and the time a customer receives the product.  Therefore, if we improve the security of a product, our system helps to minimize the lag time in getting it to the customer since there is no inventory that must first be moved in the distribution channel.
Another example of creating an even more secure software configuration is a new Dell offering available through our custom factory integration unit. Dell is beginning to offer desktop systems installed with Microsoft Windows 2000 pre-set to the Center for Internet Security’s Level I benchmark.  This is a separate offering from our “normal” Windows 2000 installation, which continues to be available. 

The CIS Level I benchmark is a consensus standard which the CIS considers the best and least restrictive security settings for Windows 2000.  These settings were developed with input from government agencies, business, universities, and individual security experts.  In providing the factory installed benchmark systems, Dell is responding to customer demand for a hardened operating system direct from the factory.  Although it is designed for our public segment customers such as federal, state and local governments, this product can benefit any organization wishing to receive a certain level of security with a system directly from Dell.

System BIOS passwords and hard-drive passwords continue to play an important role in security.  For even more robust forms of authentication and access control, Dell now offers integrated smart card readers in our Latitude D-family notebooks as a standard feature, and in our smart card reader keyboard for desktops.  In addition, Dell offers biometric authentication solutions in the form of add-on peripheral devices. Dell is actively involved in new developments in wireless security standards such as Wi-Fi Protected Access, and the emerging 802.11i standard.

Through our software and peripherals department, Dell is able to provide customers with third-party solutions that meet their demanding standards, such as wireless products, firewalls, and security software.  

Again, security requires cooperation between vendor and customer.  At Dell, we know our customers face many challenges when it comes to successfully deploying an IT infrastructure that is secure, usable, and manageable.  We provide deployment and management assistance to our customers in several forms to help them in these efforts.

In addition to telephone support, Dell provides access to our technical support web site.  Premium technical support is available to customers requiring even faster response. Our engineers develop white papers and journal articles targeting many content areas, including computer system security.  These articles are also freely downloadable from our web site at dell.com/powersolutions. We are actively engaged with security organizations such as the SANS Institute, the CERT Coordination Center, the Center for Internet Security, and the Free Standards Group.  

Dell also makes available pre-packaged and customized services, helping to ensure consistent, repeatable processes for our customers. Dell’s service offerings include everything from one-time services to deploy and configure, to fully managed solutions where we take on the day-to-day tasks of running your IT infrastructure.  Security is one of many aspects we consider in providing these services to our customers.

Dell is a security-aware and privacy-aware company.  We know that security is of increasing importance to our customers, and we are striving to deliver more secure products and services, as well as those that are security-specific, as they become available.  We deliver security solutions in a way that is consistent with Dell’s model: quality, low cost, easily integrated standards-based solutions that meet our customer requirements, delivered directly to them.  We look forward to working with this Subcommittee as it considers ways to improve cybersecurity.  

Thank you again for inviting me to participate in today’s hearing and for seeking Dell’s perspective on cybersecurity.  I would be happy to answer any questions.  
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