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Thank you for this opportunity to testify on behalf of AT&T regarding industry views on cyber security.  My name is Frank Ianna, and I am the outgoing President of AT&T Network Services.  My testimony will describe AT&T’s views on several aspects of this very important issue.

AT&T is among the premier voice and data communications companies in the world, serving businesses, consumers, and government. The company runs one of the most sophisticated communications networks in the U.S., backed by the research and development capabilities of AT&T Labs. A leading supplier of data, Internet and managed services for the public and private sectors, AT&T offers outsourcing and consulting to large businesses and government. With approximately $37 billion of revenue, AT&T has about 40 million residential customers and 4 million business customers who depend on AT&T for high-quality communications. As such, we have an overarching interest in preserving and promoting a safe, secure and robust infrastructure that will be a key enabler of economic growth and prosperity of the United States.  We therefore very much appreciate the opportunity to offer these comments today. 

Cyber vs. Physical security:

Sound security practices obviously must address both physical risks and cyber risks.  Cyber security risk management is more focused on the “logical” or user’s view of the way data or systems are organized as compared to physical security risk management of our network which is topology/technology-focused.  But cyber threats are particularly challenging for at least four key reasons.  First, attackers do not need physical presence to do significant harm, and a cyber “saboteur” could launch attacks from anywhere.  Nor does it take a large investment to launch a cyber attack, only a PC and access to the Internet. 

Second, the availability and deployment of cyber security capabilities is not only a service provider issue, but requires the involvement of product developers, vendors, and end-users.   Software code is becoming increasingly complex and the number of lines of code is multiplying at an incredible rate.  Thus no single entity has complete control over the security of its product or service.  The very structure of today’s hearing reflects that reality – that all vendors of products and services have critical roles to play in enhancing the overall cyber-resiliency of mission-critical services.  Industry, standards bodies, software and equipment vendors, network operators, and end-users of all products and services that make up the Internet should ensure that these products have built-in baseline security features and that these features are appropriately configured and kept up-to-date.  System administration of current cyber products is much too difficult. Vendors need to be encouraged to simplify their products and employers need to increase the level of expertise required to perform this vital task.

One specific area in which service providers and vendors could cooperate that would make a vast improvement in cyber-security is in the development of an overall security management system that would provide detailed traffic statistics to the Network Operations Centers of major IP backbone providers about the transmission of packets on our networks and detect and respond to anomalies, as we do today in our public switched telecommunications network.

Government can also play a key role in stimulating development and deployment of more secure products and services, not by trying to impose compliance at some arbitrary level, but by funding research and development of interoperable software and hardware standards to provide the network management that would enable network operators to detect and stop malicious attacks in the core network.  Government can also create strong incentives for the deployment of these capabilities through its purchasing power as a user of more secure cyber capabilities. 

Third, because there is extensive interconnection among telecommunications and IP networks, carriers must assist one another because a significant failure in one network can affect another network.  In fact, telecommunications carriers today share network disruption information directly between Network Operations Centers, and with the sector Information Sharing and Analysis Center (ISAC).  The Slammer worm, which was detected on January 25, 2003, was the fastest spreading worm in history.  This worm affected more than 90% of vulnerable hosts within 10 minutes, far more quickly than Code Red of 2001.  Industry participants worked together through the Telecom ISAC and with the government to share mitigation plans.  The good news is that the Slammer worm had no payload; the bad news is that a similar worm could be launched with a malicious payload.  We need to be better prepared by building more secure technology and employing better processes to support security controls for the entire network.   

Lastly, though cyber threats can originate anywhere, the insider threat should not be discounted, because a malicious insider may easily circumvent cyber security protections that are deployed to discourage outside threats.  To address this issue, providers of critical facilities must work with others in industry, and with government at all levels to develop and employ a standard process to ensure that all employees and contractors with access to critical facilities undergo appropriate background checks, screening, and National Crime Information Center reviews. Government can play a key role by helping to develop the most efficient process, and by acting as a centralized resource to coordinate requests from industry for reviews.  This is good and will help.  

Now, having said that, I want to add that those service providers of critical infrastructure have had to solve the problem of access long before it became prominent following the events of September 11.  Many people enter and leave critical infrastructure facilities every day.  The location may be any location where multiple providers have placed facilities and equipment.  These individuals may be communications technicians from different service providers who are maintaining equipment housed in the building.  There are others who also may need to gain access to a building, such as power contractors, janitors, vending machine operators, copying machine technicians, etc.  During the day, any number of non-communications-related individuals go in and out of telecom buildings.  One solution that AT&T has implemented is to escort all non-badged individuals who need access to critical locations.  AT&T has made strong security a top priority for many years, but because we are so extensively interconnected with other infrastructure operators, we must also closely cooperate with our peers, arguably to a greater extent than in any other infrastructure.  Our industry has of necessity been a leader in the information sharing process long before the President’s Commission on Critical Infrastructure Protection and PDD-63 recommended the formation of sector-specific, information sharing forums in May, 1998. 

Developing an effective “public-private partnership”:

As you know, most of the country’s critical infrastructures are owned and operated by the private sector, thus the private sector must play a key role in safeguarding those infrastructures.  With cyber security, the private sector has an even more important role, because the responsibility for implementing adequate security measures falls not only on core infrastructure providers like AT&T, but also on government and business enterprises that deploy and rely on cyber information systems to perform business-critical functions.  For these reasons, much has been said about the need for an effective “public-private partnership” to share security-related information and to address security-related threats and vulnerabilities.  These are laudable goals, and in fact, AT&T and other telecommunications companies have been working together to identify and address security risks, and to develop security-related best practices in partnership with government, for many years.  Two of the most significant partnerships are noteworthy.  

The Telecom-ISAC

Much of the benefit attributed to a partnership between government and industry involves the need to encourage robust, timely, two-way information sharing about threats, vulnerabilities, intrusions and anomalies.  New protections provided in the recently enacted Homeland Security Act significantly reduce the possibility that sensitive information shared voluntarily for these purposes might be disclosed publicly.  Nevertheless, companies will only engage in sustained and meaningful information sharing when there is a compelling business case for doing so, and only in a trusted environment.  We at AT&T have a lot of experience in this area.  Telecommunications carriers have shared information informally with the National Communications System (NCS) since 1984.  In 1991, the National Security Information Exchange (NSIE) was established as a forum in which government and industry could share information in a confidential, trusted environment.  Since March of 2000, the NCS’s National Coordinating Center (NCC) has served as the Information Sharing and Analysis Center, or “ISAC” for Telecommunications.  Telecom-ISAC participants, including industry and government representatives, gather and share information on threats, vulnerabilities and intrusion attempts. Information is analyzed to help avert or minimize disruptions to the telecommunications infrastructure.  The results are aggregated and disseminated as provided by agreement among the ISAC members.  In addition, the NCS hosts the NCC and is the lead agency for the telecommunications support functions under the Federal Emergency Response Plan.  In that capacity, the NCC is specifically charged with assisting in the coordination of telecommunications restoration and provisioning during national disasters through government and industry cooperation on a 24-hour basis. NCS and the telecommunications carriers also collaborated on the development of the “Government Emergency Telecommunications Service” or “GETS”, which provides government and industry personnel with key national security or emergency preparedness responsibilities with the ability to gain priority access to the public switched telecom network in times of significant network congestion.

There are two related reasons why we believe that the telecom-ISAC has been particularly successful.  First, the Telecom-ISAC is funded largely by government appropriations, so the core infrastructure and round-the-clock staffing is not borne exclusively by the private sector, as is the case with other ISACs.  Second, government “partners” provide value back to the industry participants.  First, the information-sharing goes two ways.  The government routinely provides specific threat and alert information to industry representatives.  Second, in real crises, the government NCC representatives quickly engage as ombudsmen on behalf of industry, helping industry gain access to impaired locations for purposes of restoration and recovery, and they represent the needs of concerns of the industry in terms of coordinating response.  On September 11, 2001, the NCC helped network providers gain access to Ground Zero to restore communications, including arranging for military air transport for some of our key disaster recovery personnel who were stranded in California when commercial aircraft were grounded.  The ability of government to deliver this kind of assistance, proven repeatedly in crises of differing degrees over the years, has led to an atmosphere of trust and cooperation in which we in industry have felt comfortable sharing sensitive information with the government and with our competitors in times of crisis. 

This level of trust is essential because in order for information about security concerns and incident response activities to be useful to companies and to the government, it must be shared quickly.  This need for expediency results in reports that are initially incomplete and potentially inaccurate, and there can be unintended consequences if the information is not treated with care.  This trusted environment has also allowed industry and government partners to engage in periodic “exercises” to test the potential impact of different threat scenarios based on accurate network data from multiple carriers.  

The National Reliability and Interoperability Council (NRIC)

Another example of the partnership that has worked and should be the model for any government and industry problem solving is the Network Reliability and Interoperability Committee (NRIC).  First organized by the FCC in 1992, the NRIC was established following several telecom outages to study the causes of the outages and to make recommendations to reduce their number and effects on consumers.  Since then, some 50 telecom carriers, equipment manufacturers, state regulators and consumers have participated. This has been a standing committee for over 10 years, and is a forum where industry and government come together for the good of the industry to work specific issues.  Y2K was one such issue.  NRIC VI is focused on Homeland Security with teams addressing both Physical and Cyber security.  The product is a set of best practices (proven processes used in the industry) for service providers and equipment/software vendors to use to mitigate risk of attacks.

Another feature of NRIC is the monitoring and analysis of the performance of the public switched network based on reliability data collected during the last 10 years.  The Network Reliability Steering Committee NRSC, a voluntary industry committee, reviews each outage report submitted to the FCC, looks for trends, publishes the results quarterly and annually, and looks for ways to improve the collective performance of the network.  A new phase of this work, currently underway in the NRIC, is collecting similar outage data on wireless, cable and ISP networks in order to conduct data analysis, enable performance improvement, and develop new best practices.  In leading this effort, the FCC has wisely recognized that to be successful, it must be: 1) voluntary; 2) developed by industry experts; and 3) adaptable by different network providers to reflect differing architectures and approaches.

Safeguarding sensitive proprietary information:

As a private sector operator of a major part of one of America’s most important critical infrastructures, we carefully safeguard all information about the physical locations, capabilities and components of our world-wide infrastructure.  While some security experts discount the “security through obscurity” approach to risk management, I disagree.  A July 9 Washington Post article describing the ability of a GMU graduate student to amass copious quantities of sensitive information about a vast array of critical infrastructure facilities highlights the danger of making sensitive information too easily available.  In fact, we would suggest that if possible, this student’s report be provided by the Department of Homeland Security to the appropriate industry body, presumably the Telecom-ISAC, for analysis of its accuracy.  It is in keeping with national security interests to assess the extent to which a motivated individual can develop a map of the infrastructure through compilation of publicly available information.  The findings would be very useful in developing safeguards to prevent the continued proliferation of such information.  

While this kind of threat clearly is of major importance for physical security, it also presents a very significant, indirect threat from a cyber-security perspective because the information could be used to launch simultaneous cyber and physical attacks, which could result in exponential reductions in network capacity and potentially dramatic customer impact.

Despite these concerns, we are increasingly solicited by various governmental entities for very specific, extremely sensitive, proprietary information about our capabilities and maps of our network facilities and routes. States are attempting to compile lists of the critical assets of AT&T and other carriers for purposes of critical infrastructure protection.  We are concerned about the breadth, open-endedness, lack of specificity, potential cost, and ability to safeguard and keep confidential any information that is provided.  Neither states nor the federal Government should expect this information from network operators.  First, security-related information that is provided to government entities outside the federal Department of Homeland Security may not be adequately protected from federal and state Freedom of Information laws.  Even more importantly, it is not clear that information collected on a wholesale or generalized basis advances homeland security in any way, and may create greater risks to homeland security.  In fact, proper analysis of any potential vulnerability requires a detailed assessment of the specific facilities of concern, the services they support, and the impact mitigation strategies applicable to those services.  Instead of making arbitrary requests for massive downloads of extremely sensitive information, states should work with the Department of Homeland Security (DHS) and directly with critical infrastructure providers to determine what specific information is really needed and to establish coordinated processes and procedures.  The DHS should be the focal point for the coordination across the regions, states, and municipalities, as well as across key industry sectors, to ensure that the information is useful, responsive, and properly managed.

Expanding and refining the “public private partnership”

We understand that the Department of Homeland Security, in coordination with the nation’s governors, is updating and expanding the Federal Disaster Response Plan into a National Response Plan, and that private sector critical infrastructure providers will have the opportunity to provide input to portions of the plan that address how the private sector would respond in a national crisis.  We applaud this approach, and look forward to continuing to work with the country’s leaders, both public and private sector, to ensure that the private sector’s views are considered and our capabilities are reflected in the evolving plan.  I would also like to emphasize that a significant challenge during the recovery from the attacks of September 11 was physical perimeter control procedures that were changed as the responsible government authority shifted from local to state to federal control.  As NSTAC recommended to the President, I also recommend that Congress task the Department of Homeland Security to partner with industry in developing a physical perimeter control plan to be part of the National Response Plan for use by all government authorities. 

AT&T would like to particularly thank Chairman Thornberry, Congresswoman Lofgren and the Members of this Subcommittee for holding a hearing on this important issue.  I offer AT&T’s assistance to the Committee as well as my own, and I would be glad to answer any questions you may have.
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