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Paper by Deputy Secretary of Defense William J. Lynn, “Defending a New Domain: The Pentagon’s Cyber Strategy,” Foreign Affairs (Sep – Oct 2010). In addition, an annual report by the
U.S.– China Economic and Security Review Commission (November 2009), a bipartisan consultative body of the U.S. Congress, indicated the possibility for the People’s Liberation Army
to execute computer network operations on enemy governments or military information systems during the initial stages of a conflict.
In a February 2011 speech, Deputy Secretary of Defense William J. Lynn pointed out cases of intrusion by foreign intelligence agencies, including the extraction of military plans and
weapons systems designs from governmental networks. Moreover, the United States Department of Defense report “Military and Security Developments Involving the People’s Republic
of China” (August 2010) indicated that numerous computer systems throughout the world, including those of the United States, were the target of intrusions and information theft that
originated in China, and there is the possibility that these attacks target intelligence on strategic and military facilities.
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An annual report released by the U.S.– China Economic and Security Review Commission (November 2010) indicated that during 2009 there were a total of 71,661 counts of malicious
cyber activity carried out on the United States Department of Defense (an approximately 31.2% increase on the previous year). In addition, in October 2010, Australia’s Defence Signals
Directorate (DSD) announced that the number of monthly attacks received during 2010 on military networks had reached 700, a 3.5-fold increase on the previous year.
Director of National Intelligence (DNI) “Annual Threat Assessment” (February 2009). The report assesses that many countries including Russia and China are capable of disrupting
information infrastructure in the United States by cyber attacks.
Aforementioned paper by Deputy Secretary of Defense William J. Lynn. An infected removable memory device was inserted into a computer at a U.S. base in the Middle East, and the virus,
placed there by a foreign intelligence agency, was uploaded to the network of the Central Command. This virus was undetected and spread over systems that handle both classified and
unclassified information, and data could have been transferred to servers under foreign control.
Speeches by Chairman of the Joint Chiefs of Staff Admiral Mike Mullen (July 8, 2009) and Deputy Secretary of Defense William J. Lynn (October 1, 2009).
In April 2011, the Korean National Police Agency (ROK) reported that the cyber attack on the ROK’s Government that occurred in March 2011 was carried out by the same source as the
cyber attack of July 2009.
A report released by the United States Director of National Intelligence (DNI), “Worldwide Threat Assessment” (February 2011), indicated that in April 2010 a Chinese Internet provider
posted inaccurate information which caused a massive amount of information to be redirected through the networks in China for 17 minutes, affecting the traffic to and from websites of
the U.S. Government and military.
March 2011 testimony of Department of Homeland Security, then Deputy Under Secretary Reitinger before the U.S. House Committee on Homeland Security, Subcommittee on Cybersecurity,
Infrastructure Protection, and Security Technologies.
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In addition to the efforts outlined in the main text that have been implemented within the defense structures of each country, the following initiative has been carried out in China. The
spokesperson of the Ministry of National Defense of the People’s Republic of China announced at the regular press conference held on May 25, 2011, that a “Network Blue Army” has been
established within the People’s Liberation Army in order to better safeguard the network security of armed forces.
10 For example, British Foreign Secretary Hague delivered a policy speech at the annual Munich Security Conference (MSC) held in February 2011, in which he set out the following seven
principles: (1) the need for governments to act proportionately in cyberspace and in accordance with national and international law; (2) the need for everyone to have the ability — in terms
of skills, technology, confidence, and opportunity — to access cyberspace; (3) the need for users of cyberspace to show tolerance and respect for diversity of language, culture, and ideas;
(4) ensuring that cyberspace remains open to innovation and the free flow of ideas, information, and expression; (5) the need to respect individual rights of privacy and to provide proper
protection to intellectual property; (6) the need to work collectively to tackle the threat from criminals acting online; and (7) the promotion of a competitive environment which ensures a
fair return on investment in network, services, and content.
In the International Strategy for Cyberspace released in May 2011, the United States outlined the following principles and norms in cyberspace: (1) upholding fundamental freedoms;
(2) respect for property; (3) valuing privacy; (4) protection from crime; (5) right of self-defense; (6) global interoperability; (7) network stability; (8) reliable access; (9) multi-stakeholder
Internet governance; and (10) cybersecurity due diligence.
9
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11 Specifically, the International Strategy for Cyberspace states that the United States will continue to work with the militaries and civilian counterparts of their allies and partners to expand
situational awareness and shared warning systems, enhance the ability to work together in times of peace and crisis, and develop the means and method of collective self-defense in
cyberspace.
12 Aforementioned paper by Deputy Secretary of Defense William J. Lynn.
13 In a 15 February 2011 speech, Deputy Secretary of Defense William J. Lynn explained that, “It is not adequate to rely on passive defenses that employ only after-the-fact detection and
notification. Active defenses operate at network speed, using sensors, software, and signatures derived from intelligence to detect and stop malicious code before it succeeds.” The
Department of Homeland Security is currently developing “Einstein 3,” an intrusion prevention system that detects and blocks computer viruses before an intrusion occurs, with technical
cooperation from the National Security Agency (NSA).
14 This paper states that ROE will first have to assist in distinguishing between the exploits of a mere hacker, criminal activity, espionage, and an attack on the United States. They will then
have to determine what action is necessary, appropriate, proportional, and justified in each particular case based on the laws that govern action in times of war and peace.
15 OCS and CSOC comprise temporary transferred staff from related ministries and agencies and are inter-governmental organizations.
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16 Also, CERT Australia, which was newly established within the Department of Justice based on the Cyber Security Strategy, provides private sector businesses with information on threats
and assists in handling attacks.
17 Under the Director of the National Intelligence Service, the National Cybersecurity Strategy Council has been established to deliberate on important issues, including: 1) establishing
and improving a national cybersecurity structure; 2) coordinating related policies and roles among institutions; and 3) deliberating measures and policies related to presidential orders.
Moreover, the Defense Information Warfare Response Center of the Defense Security Command is in charge of protecting military networks, while the National Cyber Security Center
(NCSC) of the National Intelligence Service oversees networks of the government and public institutions, and the Korea Internet Security Center (KISC) of the Korea Communications
Commission oversees private sector networks.
18 In April 2011, the Ministry of National Defense announced its intentions to transfer the Cyber Command, set under the Defense Intelligence Headquarters, to a unit under the direct
command of the Ministry of National Defense.
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