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MARI NE CORPS ORDER 3430. 2B

From Commandant of the Marine Corps
To: Di stribution List

Subj: POLICY FOR ELECTRONI C WARFARE (EW

Ref : (a) CICS Menorandum OF Policy 30 dtd 8 Mar 93
(b) CICS Menorandum OF Policy 6 dtd 3 Mar 93
(c) MCO 3430.5A
(d) MCO 3900. 15
(e) Joint Pub 3-51
(f) NAVMC 2800
(g) FMFM 3-55

Encl: (1) Organi zation
(2) References
(3) Termi nol ogy
(4) Responsibilities

1. Purpose. To promrulgate policy, guidance and organi zati ona
relationships for Electronic Warfare (EW.

2. Cancellation. MCO 3430. 2A
3. Background

a. Reference (a), and its successor, pronul gates Joint
policy for Command and Control Warfare (C2W and clarifies

responsibilities for CW to include:

(1) Joint Staff responsibility for C2W coordi nati on and
support.

(2) CINC s integration of C2ZWinto operation plans,
orders and exerci ses.
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(3) Directing the Defense Intelligence Agency (DI A)
to establish and maintain the Departnment of Defense (DoD)
architecture for integrated intelligence support to C2W

(4) Establish the Mlitary Intelligence Integrated Data
Systeniintegrated Data Base (MIDS/IDB) and its successors as
the DoD standard data base for C2Wintel li gence support.

b. Reference (b) is the Joint policy for EW EWIis an
over ar ching concept that includes Electronic Attack (EA),
El ectronic Warfare Support (ES), and El ectronic Protection (EP).
Encl osure (1) depicts this relationshinp.

c. Sonme EWactions are offensive and defensive, and nay
use ES. Actions listed under the subdivisions of EWare not
all-inclusive. EWis one of the five principal mlitary actions
of C2W EWnmay support other C2 requirenents to collect
information, or may itself be regarded as a nmmjor action used in
direct attack of an eneny’s C2, or the eneny’'s C2 support forces
in general.

d. Reference (c) is the Marine Corps policy for C2W
e. Reference (d) is the Conbat Devel opnent Process (CDP)
which identifies, obtains, and supports necessary conbat

requi renents.

f. Reference (e) is the Joint Doctrine for Electronic
War f ar e.

g. Reference (f) is the Joint User Handbook for Message
Text Formats.

h. Reference (g) is the doctrine for Tactical Directed-
Energy Warfare which includes el ectro-optics.

i. Enclosures (2) and (3) are definitions and term nol ogy.
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4. Discussion

a. Mdern warfare is characterized by technol ogi cal
advances, rapid tenpo of operations, increased range, accuracy
and lethality of weapons systens, and increased distances between
forces. This places greater reliance upon command and control
systenms. Friendly forces nust be able to use the el ectromagnetic
spectrum fully while disrupting, denying or exploiting the
eneny’s use of the same spectrum

b. EWeffectiveness is determ ned by the adversary’s
dependence upon the el ectromagnetic spectrum

c. Mrine operating forces primarily organize for conbat as
Marine Air-Gound Task Forces (MAGIF). Advantage will be taken
of the powerful effect of EWas part of a conbined arns strategy
for our MAGIF Commanders. EWstrengthens the C2W strat egy.

d. Marine Corps EWpolicy is based on references (b)
through (e).

5. Marine Corps Electronic Warfare Board

a. The Marine Corps EWBoard provides a forumto exchange
EWinformation, requirenents, prograns, nmanpower, training and
other service initiatives between the various departnents,
commands and agenci es responsible for a specific EWwarfare area.

b. The board will consist of the follow ng nenbers.
Addi tional expertise will be used as required to fulfill the
board’ s agenda.

DC/' S PP&O (PLI) Chai r

DC/'S Al (AS) Menber
DC/' S Aviation (APW41) Menber
CG MCCDC (421) Menber
COVIVARCORSYSCOM (| S/'S) Menber

c. The board will neet quarterly, or nore frequently if
required.
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6. Responsibilities. See enclosure (4).

7. Reserve Applicability. This Order is applicable to the
Mari ne Corps Reserve

R. D. HEARN
Assistant Commandan
of the Marine Corps

DI STRI BUTI ON: PCN 10203290000

Copy to: 7000110 (55)
7000093/ 8145005 ( 2)
7000099, 144/ 723005/ 8145001 (1)
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ORGANI ZATI ON

ELECTRONIC WARFARE

USE OF ELECTROMAGNETIC OR
DIRECTED ENERQY TO ATTACK
PERSONNEL, FACILITIES, OR
EQUIPMENT WITH THE INTENT
OF DEGRADING, NEUTRALIZING,
OR DEETROYING ENEMY
COMBAT CAPASILITY

DEGRADE,
FRIENDLY COMBAT CAPABILITY

ES \/

ACTIONS TASKED 8Y, OR UNDER DIRECT
CONTROL OF, AN OPERATIONAL COMMANOER TO
SEARCH FOR, INTERCEPT, IDENTIFY, ANO LOCATE
SOURCES OF RAOIATED ELECTROMAGNETC
ENERGY FOR IMMEDIATE THREAT RECOGNITION IN
SUPPORT OF EW OPERATIONS ANO QTHER
TACTICAL ACTIONS SUCH AS THREAT AVOIDANCE,
HOMING, ANO TARGETING

. B I I
ARM COMBAY DF EMCOMN I
CTED ENERQ ELECTROMAGNETIC
OiRE v COMBAT THREAT HARCENING
SLECTROMAGNETIC WARNING
JAMMING EW FREQ
ELECTROMAGNETIC : OECONFLICTION
DECEPTION

OTHER PROCEDURES ANO
ELECTRONIC TECHNIQUES/MCDES

ENCLOSURE (1)
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REFERENCES

1. Department of Defense Publications
DoD Directive 3222.4 El ectronic Warfare (EW and
Conmand, Control, Conmuni cations
Count er neasures (C3CM
DoD Directive TS-3600.1 Informati on Warfare (U)
2. Joint Publications

Joint Pub 3-0 Doctrine for Joint Operations

Joint Pub 3-13.1 Joint Doctrine for Command and Contr ol
warfare (C2W

Joint Pub 3-51 El ectronic Warfare in Joint Mlitary
Operations

CICS MCOP 6 El ectronic Warfare

CJCS MOP 24 Tacti cal Enpl oynment of Directed-Energy
Combat Systens

CJICS MOP 30 Command and Control Varfare

CJCS MOP 193 Wartine Reserve Modes

CJCsl 3212.02 Perform ng El ectronic Warfare in the United
St at es and Canada
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MICS 227-86 Plan for the Joint Coordination of

El ectroni ¢ Warfare Reprogranm ng
3. U S Navy Publications
CNO' N64 Space and El ectronic Warfare (SEW Navy
Pol i cy Paper, June 1992
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SECNAVI NST C3430

SECNAVI NST C3430

OPNAVI NST C3430.

OPNAVI NST 3431. 2

OPNAVI NST 5440. 7

4. U S. Marine Corp
MCO 3430. 5A
MCO 8240. 1

FMFM 3- 23

FMFM 3- 55

FMFM 3-55-1

FMFM 3- 57
FMFM 3- 350
FMFM 7-12
FMFRP 15-5

MAA- 36

ENCLOSURE ( 2)

.1 Quick Reaction Capability (QRC) Policy
for Electronic Warfare and Rel at ed
Systens; Establishnent of

.2 Department of the Navy Policy Concerning
El ectroni ¢ Count er - Count er measur es
(ECCM in Electronic Systens

4 Navy El ectronic Warfare Organi zati on and
Pol i cy

El ectronic Warfare Trai ni ng

2 M ssi ons and Tasks of the Fl eet
El ectroni c Warfare Support G oup (FEWG

s Publications
Policy for Command and Control Warfare (C2W
Marine Corps Tactical Directed Energy (DE)

Signals Intelligence/Electronic Warfare
Oper ations

Tactical Directed Energy

Tactical Directed Energy Techni cal
I nf ormati on

EW O ficers Handbook

Spectrum Managenent in a Joint Environnent
El ectronic Warfare

El ectronic Warfare in Conbi ned Arns

M ssion Area Analysis for Electronic Warfare
(1994-2004) Study, Final Report, 4 April 94.
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U S. Arny Publications

FM 34-1

MCO 3430. 5A

FM 34- 40

FM 90- 2A

Intelligence and El ectronic Warfare
Operations

Policy for Command and Control Warfare (C2W
El ectronic Warfare Operations

El ectroni c Deception

TRADOC Thr eat Handbook: Battl efield Survival and
Radi oel ectroni ¢ Conbat

TRADOC Threat Mnograph: Electronic Warfare, A Battalion
Success Story

U S. Air Force Publications

AFR 55-50

AFM 2-8

AFM 1-9

AFR 55-90

Command, Control, and Communi cati ons
Count er neasures (C3CM Policy

Tactical Air Operations-Electronic Warfare
Doctrine For Electromagnetic Conbat

El ectronic Warfare Policy

Conmbi ned Publications

ACP 177
ACP 178
ACP 179
ATP 44
ATP 51

QSTAG 295

Land Forces EWInstructions

Air Forces EWInstructions

Naval Forces EW I nstructions

El ectronic Warfare (EW in Air Qperations
El ectronic Warfare in the Land Battle

Command and Control of Electronic Warfare
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TERM NOLOGY

1. Command and Control (C2). The exercise of authority and
direction by a properly designated conmander over assigned or
attached forces in the acconplishnent of the nmission. C2
functions are performed through an arrangenent of personnel
equi pment, comuni cations, facilities, and procedures enpl oyed
by a commander in planning, directing, coordinating, and
controlling forces and operations in the acconplishnment of the
m ssion. (Joint Pub 1-02)

2. Command and Control Warfare (C2W. The integrated use of
operations security, mlitary deception, psychol ogica
operations, electronic warfare, and physical destruction
mutual Iy supported by intelligence, to deny information to,

i nfl uence, degrade, or destroy adversary comrand and contro
capabilities while protecting friendly conmand and contro

agai nst such actions. Comrand and control warfare applies
across the operational continuumand all |evels of conflict.
C2Wis both offensive and defensive: a. C2 Attack. To prevent
effective C2 of adversary forces by denying information to,

i nfl uenci ng, degrading, or destroying the adversary C2 system
b. C2-Protection. To maintain effective C2 of own forces by
turning to friendly advantage or negating adversary efforts to
deny information to, influence, degrade, or destroy the friendly
C2 system (Joint Pub 1-02)

3. Comunications Intelligence (COMNT). Technical and
intelligence informati on derived from foreign comuni cati ons by
other than the intended recipients. (Joint Pub 1-02)

4. Directed Energy (DE). An unbrella termcovering technol ogi es
that relate to the production of a beam of concentrated

el ectromagneti c energy or atom c or subatomic particles. (Joint
Pub 1-02)

5. Electronic Attack (EA). That division of electronic warfare
involving the use of electronagnetic or directed energy to attack
personnel, facilities, or equipnment with the intent of degrading,
neutralizing, or destroying eneny conbat capability.

ENCLOSURE ( 3)
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EA includes: 1) actions taken to prevent or reduce an eneny’s
effective use of the el ectromagnetic spectrum such as jamm ng
and el ectromagneti c deception, and 2) enploynment of weapons that
either use el ectronagnetic or directed energy as their primry
destructive nechanism (lasers, radio frequency weapons, particle
beans). (Joint Pub 1-02)

6. Electronics Intelligence (ELINT). Technical and geol ocation
intelligence derived fromforei gn non-conmuni cati ons

el ectromagneti c radi ati ons emanating from ot her than nucl ear
detonations or radioactive sources. (Joint Pub 1-02)

7. Electronic Protection (EP). That division of electronic
warfare involving actions taken to protect personnel, facilities,
and equi prent fromany effects of friendly or eneny enpl oynment of
el ectronic warfare that degrade, neutralize, or destroy friendly
conbat capability. (Joint Pub 1-02)

8. Electronic Wrfare (EW. Any nilitary action involving
the use of electromagnetic or directed energy to control the
el ectromagnetic spectrumor to attack the eneny. The three
maj or subdivisions within EWare electronic attack, electronic
protection and el ectronic warfare support. (Joint Pub 1-02)

9. Electronic Warfare Support (ES). That division of electronic
war fare involving actions tasked by, or under direct control of,
an operational commander to search for, intercept, identify, and
| ocate sources of intentional and unintentional radiated

el ectromagnetic energy for the purpose of inmediate threat
recognition. Thus, ES provides information required for

i mredi at e deci sions involving electronic warfare operations and
other tactical actions such as threat avoi dance, targeting, and
hom ng. ES data can be used to produce signals intelligence
(SIA@ NT), both communi cations intelligence (COM NT) and
electronics intelligence (ELINT). (Joint Pub 1-02)

10. Emi ssion Control (EMCON). The selective and controlled use
of el ectromagnetic, acoustic, or other emtters to optimnze
command and control capabilities while mininizing, for operations
security (OPSEC): a. detection by eneny sensors; b. mnimze

ENCLOSURE ( 3)
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mutual interference anong friendly systens; and/or c. execute
a mlitary deception plan. (Joint Pub 1-02)

11. Foreign Instrunentation Signals Intelligence (FISINT).
Technical information and intelligence information derived from
the intercept of foreign instrunentation signals by other than
the intended recipients. Foreign instrunmentation signals
intelligence is a category of signals intelligence. Note:
Foreign instrumentation signals include but are not limted to
signals fromtelenmetry, beaconry, electronic interrogators,
tracking/fusing/armng/firing cormmand systens, and vi deo data
links. (Joint Pub 1-02)

12. Frequency Deconfliction. A systematic nanagenent procedure
to coordinate the use of the electromagnetic spectrum for
operations, conmunications, and intelligence functions.
Frequency deconfliction is one el enent of el ectromagnetic
spectrum managenent. (Joint Pub 1-02)

13. Nondestructive Electronic Warfare. Those EWacti ons, not
i ncl udi ng enpl oynent of Warti me Reserve Mddes (WARM), that deny,
di srupt, or deceive rather than damage or destroy. (CICS MOP 6)

14. Signals Intelligence (SIGNT). A category of intelligence
conprising either individually or in conbination al

comruni cations intelligence, electronics intelligence, and
foreign instrunentation signals intelligence, however
transmitted. Intelligence derived from comrunications,

el ectronics, and foreign instrunentation signals. (Joint Pub
1-02)

15. Spectrum Managenent. Pl anni ng, coordi nating, and managi ng
joint use of the electromagnetic spectrumthrough operati onal
engi neering, and adm nistrative procedures, with the objective
of enabling electronic systens to performtheir functions in the
i ntended environnment w thout causing or suffering unacceptable
interference. (CICS MOP 6)

ENCLOSURE ( 3)
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RESPONSI BI LI TI ES

1. Deputy Chief of Staff for Plans, Policies and Operations
(D' S PP&O

a. Provides overall EWpolicy and gui dance.

b. Acts as the Marine Corps representative and point of
contact to the Ofice of the Secretary of Defense (OSD), the
Joint Chiefs of Staff (JCS)/Joint Staff, the Joint Conmmand and
Control Warfare Center (JC2WC), the Service information warfare
centers, the other services, and other agencies regardi ng EW
policy matters.

c. Coordinates the assignnent of personnel to serve as
nmenbers or observers of comm ssions, boards, advisory groups, or
comrittees external to the Marine Corps which require Mrine
Corps representation on EWnmtters.

d. Mnitors and participates in |iaison between the
mlitary services, Departnent of Defense, other national agencies
and private industry involving the exchange of informtion
pursuant to inproving Mari ne Corps EWcapabilities.

e. Coordinates with other HQWC departnents, MCCDC and
SYSCOM on EW policy, prograns, doctrine, mssions, and concepts
of enpl oynent .

f. ldentifies any existing policy that could adversely
i npact upon EWsystens currently fielded or under devel opnent.

g. Participates in the forrmulation, review, and eval uation
of joint/allied EWactions/pl ans.

h. Establishes Marine Corps EWobjectives, policies, and
procedures consistent with DoD.

i. Evaluates the Marine Corps EWposture and the
effectiveness of mmjor Marine Corps Commands’ EW prograns.

ENCLOSURE ( 4)
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j. Establishes guidelines for the integration of all
el ements of EWas conbined arns with fire and maneuver and
sustai nment wit hin canpai gn pl ans.

k. Provides HQMC staff assistance to CG MCCDC regardi ng the
identification, definition, validation, and pronul gati on of
Marine Corps EWrequirenents, doctrine, training and education,
and other rel ated areas under CG MCCDC s cogni zance.

I. Provides HQMC staff assistance to COMMARCORSYSCOM
regardi ng research, devel opnent, and acquisition activities for
current and future Marine Corps EW systens.

m Focal point concerning EW prograns under MARCORSYSCOM
devel opnment in support of planning, programing, and budgeti ng
system (PPBS) requirenents.

n. Reviews docunents dealing with the requirenent for
devel oprment, procurenent, training, deploynent, and life cycle
support of Marine Corps EW systens.

0. Mnitors the operational enploynent of EW systens.

p. Determines operational suitability and recomrends
changes to tactics for EWsystens.

2. Assistant Chief of Staff for Command, Control,
Comuni cations, Conputers, and Intelligence (ACS C41)

a. Responsible for intelligence, counterintelligence, and
other related intelligence activities in support of EW

b. Is the Functional Manager for EW systens.

c. Assists in the preparation of training and prograns
pertinent to intelligence support to EW

d. Provides threat evaluation of foreign intelligence and
EW or gani zati ons.

ENCLOSURE ( 4)
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e. Provides personnel to serve as nenbers or observers of
comm ssi ons, boards, advisory groups, or conmttees external to
the Marine Corps which require representation fromC4l on EW
matters.

f. Ensures the MIDS/IDB and its successors are the Marine
Corps standard for EWintelligence support data bases.

g. Ensures MIDS/IDB data and its successors are
i ntegrated, maintained, and di ssem nated to necessary commands.

h. Coordinates Cccupational Field (GCccFld) 26, Signals
Intelligence/ Gound El ectronic Warfare.

i. Reviews issues relating to the Radio Battalion Table of
Organi zation and Tabl e of Equi prent, and all other 0206/ 26XX
personnel billets.

j. Provides nenber for the Marine Corps EW Board.

k. Monitors and assists in the acquisition, integration,
mai nt enance, and di ssem nati on of databases for EWreprogranmm ng.

I. Reviews EWtraining and education standards for CccFld
26 personnel .

m Oversees connectivity and interoperability of Joint
dat abases and EW syst ens.

3. Deputy Chief of Staff for Aviation (DO S A
a. Acquisition sponsor, via the Chief of Naval Operations
(N-88), for Navy EWsystens which satisfy the C2Wand EW

requi renents of Marine Corps aviation.

b. Coordinates studi es concerning Marine Corps aviation EW
capabilities, requirenents, and systens.

c. Prepares and assists in the review of operational
requi renents and required operational capabilities dealing with

ENCLOSURE ( 4)
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Marine Corps aviation EW systens.

d. Mnitors the operational enploynent of aviation EW
systens to determ ne operational suitability, requirenents for
syst ens upgrades, and changes to tactics.

e. Reviews applicable PPBS docunentation on aviation EW
systens and provi des comment s/ recomendati ons on t he adequacy
of those prograrns.

f. Assigns nenbers to appropriate conm ssions, boards,
advi sory panels, or conmittees external to the Marine Corps
which require representation fromDC S A on aviation EWnatters.

g. Reviews aviation EWtraining and education standards
for aviation EWtraining.

h. Participates in the formulation, review, and eval uation
of joint/combi ned EW acti ons/ pl ans.

i. Coordinates with Commander, Naval Air Systens Conmmand
( COWNAVAI RSYSCOM and MARCORSYSCOM to ensure that adequate EW
features are incorporated into aviation systens under
devel opment .

j. Assists in the devel opnment of future requirenents for
trai ning devices/sinulators necessary to acconplish EWtraining
of aviation personnel.

k. Coordinates Aviation Electronic Warfare O ficer (MOS
7588) and EA-6B pilot (MOS 7543) MOSs.

I. Assists in devel oping, review ng and recomrendi ng j ob
performance requirenments for aviation EW MOSs.

m  Provi des nenber for Marine Corps EW Board.
4. Deputy Chief of Staff for Progranms and Resources (DC S P&R)

a. Directs, coordinates, and supervi ses Mari ne Corps EW

ENCLOSURE ( 4)
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programming activities within the framework of the Pl anning
Programm ng and Budgeti ng Syst em ( PPBS)

b. Coordinates Marine Corps EWrequirenments to ascertain
agreement with the follow ng:

(1) Budget, programrng, and resource realities.
(2) Defense Pl anni ng Qui dance.
(3) Unified Commanders’ Integrated Priorities Lists.
(4) Naval /ot her services/Joint/QOSD prograns.
c. Ensures HQMC staff application of appropriate
anal ytical disciplines in EWand docunentation, program

devel opnment, and program revi ew.

d. Represents (froma programr ng perspective) the Marine
Cor ps EW program before external agenci es.

5. Deputy Chief of Staff for Installations and Logistics
(DC'S 1&L)

a. Coordinates the life cycle support of EWsystens being
devel oped for the Marine Corps.

b. Incorporates, as appropriate for OPSEC, visua
deception, counter-surveillance, and physical security mneasures
ininstallations and facilities housing EWsystens.

c. Devel ops and publishes OPSEC material and design
criteria required to incorporate counter-surveillance nmeasures
for EWsystens install ations.

6. Commandi ng General, Marine Corps Conbat Devel opnent
Comand (CG MCCDC)

a. Devel ops and publishes EWconcepts, studies, doctrine,
and tactics, techniques, and procedures (TTP)

ENCLOSURE ( 4)
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b. Conducts nission area anal yses for all assigned EW
m ssi on areas.

c. Ensures that EWstrategy is included in appropriate
simul ati ons, nodels, and warganes.

d. Ildentifies changes to EWdoctrine, training, force
structure, and material .

e. Conducts long-term EWstudi es and anal yses to identify
shortfalls and requirenents.

f. Ensures EWIlessons | earned and nission area anal ysi s
itens enter the concept-based requirenments system

g. Ensures EWis integrated into plans, operations and
exercises as a conbined arm

h. Coordinates with other Services, Unified and Allied
Commands i n devel opi ng joint and conbi ned EW doctri ne.

i. ldentifies EWnission needs of the MAGIF and establi shes
requi renents for changes to doctrine, training, organization,
and equi prent .

j. Ensures provisions for adequate EWfeatures are
i ncorporated into required docunents for Marine Corps
el ectroni cs systens.

k. Establishes priorities for acquisition of EWrel ated
equi prent t hrough the POM process.

I. Monitors the progress of COMWARCORSYSCOM in sati sfying
EW equi prent requi renents.

m Establishes and ensures EWdoctrine and concepts are
included in appropriate Marine Corps training prograns.

n. Ensures adequate EWinstruction is included in the
courses of instruction at Marine Corps Service Schools to include

ENCLOSURE ( 4)
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| essons provided through the Marine Corps Institute. CG MCCDC
will also identify MIlitary Occupational Specialty (MXS) and
billet requirenments for EWinstructors to support those prograns.

0. Ensures continuous and progressive EWtraining for
Mari ne Corps personnel throughout their careers.

p. Ensures that adequate instruction and formal training in
all aspects of EWare incorporated into the curricula and program
of instruction of other Service and joint formal schools. At a
m ni mum training should include:

(1) Basic EW'term nol ogy.

(2) Exanples of topical/potential EWthreats.
(3) Marine Corps EWcapabilities.

(4) Joint Force EWcapabilities.

(5) Enploynment of EWand EWtechni ques.

(6) Integration of EWw th CW naneuver, firepower, and
sustai nment in conbined arns operations w thin canpai gn plans.

(7) Frequency deconfliction and Joint Restricted
Frequency Lists (JRFLS).

(8) Frequency Interference Reports (FIR) for al
occurrences of interference within the radio frequency (RF)
spectrum Reports should be submitted in accordance with the
M JI FEEDER of reference (f), or local regulations and formats
as appropriate.

(9) Preparing Electro-Optical (EO incident reports
usi ng the Operational Report (OPREP) systemin accordance with
reference (g).

(10) An awareness of the inpact that both eneny and

ENCLOSURE ( 4)
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friendly EWoperations nay have throughout the battl espace.

q. Reviews Marine Corps requirenments for EWtraining
equi prment, including training aids, devices, and sinulators.

r. Ensures adequate EWtraining is incorporated into
training and exerci ses conducted at the Marine Corps Air-Gound
Combat Center (MCAGCC).

s. Provides nenber for the Marine Corps EW Board.
7. Commander, Marine Corps Systens Conmand ( COVMARCORSYSCOM)

a. Conducts research, devel opnent, and acquisition
activities needed to satisfy requirenents validated by CG MCCDC
for new or upgraded EW equi prent.

b. Ensures provisions for adequate EWfeatures are
incorporated into Mari ne Corps el ectronic systens under
devel opment .

c. Chairs the Marine Corps Mlitary Intelligence Integrated
Data SystemIntegrated Data Base, and its successors, Functional
Control Board, and provide the Marine Corps Service Representative
to the DIA M I DS/ | DB FCB.

d. Coordinates the acquisition, integration, dissenination,
and mai ntenance of the MIDS/IDB and its successors.

e. Ensures EWsystens use the MIDS/IDB and its successors
as the standard for EWintelligence support data bases.

f. Ensures that EWsystens using the MIDS/IDB and its
successors provide for interoperability between Marine Corps and
ot her Services EW systens.

g. ldentifies and eval uates potentially useful new

technol ogi es and advi ses CG MCCDC of new or inproved EW conbat
capabilities that nay be achi evabl e through the exploitation of

ENCLOSURE ( 4)
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h. Provides technical support and other data as input for
requi renents docunents.

i. Provides nenber for the Marine Corps EW Board.

j. Acts as the Marine Corps technical manager for all EW
and rel ated data bases.

8. Commanders of Marine Forces

a. Initiates and executes a dynam ¢ EW program integrated
with C2W under the staff cognizance of the G 3/S-3.

b. Conducts training and operations to ensure EWtactica
and procedural expertise.

c. Plans for and executes frequency deconfliction through
the Electronic Warfare Coordination Cell (EWCC). Functions and
responsibilities of the EWCC can be found in appendi x A

d. Provides trained, qualified, and properly equi pped
personnel to Joint and Conmbi ned EW organi zati ons, as required.

e. Ensures all personnel assigned duties as an EWD receive
appropriate formal training in EW

f. ldentify and report to CG MCCDC, EWtraining
defi ci enci es.

ENCLOSURE ( 4)
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ELECTRONI C WARFARE COORDI NATI ON CELL

1. The Electronic Warfare Coordination Cell (EWCC) is the Marine
Corps staff agency responsible for planning, synchronizing,

coordi nati ng and deconflicting EWoperations for the conmand. A
maj or function of the EWCC is to provide EWoperational and
technical coordination within the theater of operations.

2. The term "Electronic Warfare Coordination Cell" replaces
"Signals Intelligence/ Electronic Warfare Coordi nation Center™
(S'EWCC) to coincide with the term nol ogy used by other Services,
and to better reflect the functions of the Center.

3. The EWCC is a "type" structure upon which to build Mrine
EWfunctions. It will not add structure to the existing
organi zation, but rather it will be used to coordi nate EW
activities of personnel already assigned.

4. MAGTF staffs will provide personnel to incorporate an EWCC
within the MEF G 3, when frequency deconfliction and other
EWrelated duties are required. Personnel will also be provided
for liaison teans to hi gher headquarters EW coordi nation

organi zati ons when required, such as a Joint Conmander’s

El ectronic Warfare Staff (JCEWS).

5. EWCC Structure. The structure of the EWCC is deterni ned by
several factors such as the overall structure of the conbatant
force and the | evel of EWto be conduct ed.

a. Highly conplex Joint Suppression of Eneny Air Defense
(JSEAD) operations may require the command’s EWstaff to
coordinate with representatives fromthe Air Force, Arny
aviation, air defense, maneuver units, and artillery to plan
and execute the operation.

b. Alimted jamr ng operation nay be managed by the EW
staff with mnimum outside coordination required.
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6. EWCC Functions/ Responsibilities

a. Coordinates, synchronizes and deconflicts EWtargeting
with fire support and intelligence collection plans/operations.

b. Ensures that EWis considered in each phase of the
OPLAN/ OPORD.

c. Integrates EWinto the C2W porti ons of OPLANs/ OPORDs.

d. Ensures the conmand’ s EW operati ons support the JTF
canpai gn pl an

e. Recomends to the G3 the level of EWtasking of
subor di nat e conmands.

f. Assists the G6 in the conpilation of the Restricted
Frequency List (RFL) and Joint Restricted Frequency List (JRFL),
and resol ve any conflicts.

g. Resolves potential EWfratricide and mis-identification
i ssues.

h. Coordi nates subordi nate command’ s requests for EW
support.

i. Coordinates requests for EWsupport from other services
and allies.

j. Establishes procedures for the rapid exchange of EW
information to support planning and execution

k. Assesses the effects of friendly and enenmy EWactivity
on the battlefield.

|. Miintains the status of EWresources available to the
comrander .

m ldentifies EWrequirenents for intelligence support.
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n. Coordinates EWreprogranm ng activities.
0. Coordinates the adnministrative and | ogi stical support,

and communi cations requirenents of tailored EWpackages in the
Ti me- Phased Force and Depl oynent Data (TPFDD).
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