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Exhibit R-2, RDT&E Budget Item Justification: PB 2020 Defense Contract Management Agency

Date: March 2019

Appropriation/Budget Activity

0400: Research, Development, Test & Evaluation, Defense-Wide | BA 5:
System Development & Demonstration (SDD)

R-1 Program Element (Number/Name)
PE 0303140BL / Information Systems Security Program

COST (§ in Millions) Prior FY 2020 | FY 2020 | FY 2020 Cost To Total
Years FY 2018 | FY 2019 Base oco Total FY 2021 | FY 2022 | FY 2023 | FY 2024 |Complete| Cost

Total Program Element 0.000 0.000 0.000 0.425 - 0.425 0.000 0.000 0.000 0.000| Continuing| Continuing

01: Cyber Activities 0.000 0.000 0.000 0.425 - 0.425 0.000 0.000 0.000 0.000| Continuing| Continuing

A. Mission Description and Budget Item Justification

DCMA is currently engaged in several major initiatives to improve our information technology environment. Information technology is the primary enabling capability our
acquisition workforce is reliant upon to communicate with contractors, the DoD acquisition community and our customers. These initiatives are driven by the National
Defense Strategy business reform line of effort. On December 21, 2017, the Reform Management Group directed the Information Technology (IT) and Business
Systems Reform Lead to review Fourth Estate IT networks, policies, business processes, functions, costs and Chief Information Officer (ClO) organizational structures
and manpower requirements across the Fourth Estate. In support of this directive, DCMA is structuring its information technology investments to be in synchronization
with the vision of the DoD guidance. One early result of this review is the decision to transfer commodity information technology administrative control to Defense
Information Systems Agency (DISA).

DCMA's IT investment strategy is being driven by the Director's initiatives to: 1) Develop Mission Business Systems; 2) Leverage Commodity Buying Power Through

DISA; and 3) Focus On The Last Tactical Mile. These initiatives directly align and support the Optimization and Modernization efforts of the DoD CIO, which include: 1)
Network Optimization; 2) Data Center Optimization; 3) Mission Partner Engagement; 4) Defense Travel Modernization ; 5) Enterprise Collaboration; 6) Consolidation of
Cyber and IT Responsibilities; 7) Rationalize Business Systems; 8) Streamline IT Commaodity Purchasing.

These initiatives will empower mobile and fixed users ability to utilize DoD enterprise capabilities with the same or better level of efficiency and effectiveness. In addition,
it will create an IT infrastructure that enables shared services and improve timely access to data via cloud capability in a secure and protected integrated environment.
The new strategy to move services to the cloud requires research and solution identification to understand and implement a cloud security capability that doesn't

currently exist within DCMA.
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UNCLASSIFIED

Exhibit R-2, RDT&E Budget Item Justification: PB 2020 Defense Contract Management Agency

Date: March 2019

Appropriation/Budget Activity
0400: Research, Development, Test & Evaluation, Defense-Wide | BA 5:
System Development & Demonstration (SDD)

R-1 Program Element (Number/Name)
PE 0303140BL / Information Systems Security Program

B. Program Change Summary ($ in Millions) FY 2018
Previous President's Budget 0.000
Current President's Budget 0.000
Total Adjustments 0.000

» Congressional General Reductions -
» Congressional Directed Reductions -
» Congressional Rescissions -
» Congressional Adds -
» Congressional Directed Transfers -
* Reprogrammings -
* SBIR/STTR Transfer -
* Tranfer of CYBER to spereate Program -
Element

FY 2019 FY 2020 Base FY 2020 OCO

0.000 0.000 -
0.000 0.425 -
0.000 0.425 -

- 0.425 -

FY 2020 Total

0.000
0.425
0.425

0.425
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Exhibit R-2A, RDT&E Project Justification: PB 2020 Defense Contract Management Agency

\Date: March 2019

Appropriation/Budget Activity R-1 Program Element (Number/Name)

Project (Number/Name)

0400/5 PE 0303140BL / Information Systems 01 I Cyber Activities
Security Program
COST ($ in Millions) Prior FY 2020 | FY 2020 | FY 2020 Cost To Total
Years | FY 2018 | FY 2019 Base oco Total FY 2021 | FY 2022 | FY 2023 | FY 2024 |Complete| Cost
01: Cyber Activities 0.000 0.000 0.000 0.425 - 0.425 0.000 0.000 0.000 0.000| Continuing| Continuing
Quantity of RDT&E Articles - - - - - - - - -

A. Mission Description and Budget Item Justification

DoD Joint Information Environment (JIE) and Joint Regional Security Stack (JRSS)

B. Accomplishments/Planned Programs ($ in Millions)

Development and research initiatives are a core component in DCMA’s ability to align efforts appropriately to the DoD CIO IT Reform Initiative. It's crucial that DCMA
continue to develop capabilities and automate processes within IT to secure DoD IT cloud migration services for DCMA. In order to meet the needs of the DoD
acquisition community, DCMA will develop a cloud security solution that integrates across all DCMA utilized government and commercial solutions while aligning with the

FY 2018

FY 2019

FY 2020

Title: System Modifications and Development

Description: Development and research initiatives are a core component in DCMA’s ability to align efforts appropriately to the
DoD CIO IT Reform Initiative. It's crucial that DCMA continue to develop capabilities and automate processes within IT to secure
DoD IT cloud migration services for DCMA. In order to meet the needs of the DoD acquisition community, DCMA will develop a
cloud security solution that integrates across all DCMA utilized government and commercial solutions while aligning with the DoD
Joint Information Environment (JIE) and Joint Regional Security Stack (JRSS)

FY 2020 Plans:

Cloud Security solution

DCMA does not currently perform the Cloud Security function which will require RDT&E to develop the requirements to implement
a new solution in support of the DoD CIQO's cloud migration strategy. This will take multiple years to research and develop the
requirements to implement another contract for a new capability and solution that will integrate across all DCMA utilized DoD and
commercial solutions while aligning with DoD Joint Information Environment (JIE) Joint Regional Security Stack (JRSS).

FY 2019 to FY 2020 Increase/Decrease Statement:

Increase is from a transfer of all cyber requirements into separate and transparent program elements in order to cleanly identify
an manage cyber security requirements. This requirement in the prior budget cycle was aligned to DCMA's Information technology
development program element.

0.000

0.425

Accomplishments/Planned Programs Subtotals

0.000

0.425
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Exhibit R-2A, RDT&E Project Justification: PB 2020 Defense Contract Management Agency ‘Date: March 2019
Appropriation/Budget Activity R-1 Program Element (Number/Name) Project (Number/Name)
0400/5 PE 0303140BL / Information Systems 01 I Cyber Activities
Security Program
C. Other Program Funding Summary ($ in Millions)
FY 2020 FY 2020 FY 2020 Cost To
Line Iltem FY 2018 FY 2019 Base (0]o{0) Total FY 2021 FY 2022 FY 2023 FY 2024 Complete Total Cost
» 030140BL: Operations 0.000 24.004 24.391 - 24.391 25.032 25.536 25.901 26.424 Continuing Continuing

& Maintenance

Remarks
**Only O&M IT CYBER specific direct funding reflected above.

D. Acquisition Strategy

The DoD CIO’s strategy addresses Cloud, Cyber and Artificial Intelligence Initiatives and their implementation via the DoD IT Reform Initiative. The DCMA Director

has identified three DCMA initiatives in alignment with the DoD CIQO’s initiatives to include: 1) Develop Mission Business Systems; 2) Leverage Commodity Buying
Power Through DISA; and 3) Focus On The Last Tactical Mile. The DCMA's Cloud Security requirement research and solution identification are critical to the success of
securely integrating DCMA's data into the DoD Cloud Migration effort.

E. Performance Metrics

To deliver on our mission and vision, the Agency is focused on five primary strategic goals: 1) Enhance Lethality through On-Time Delivery of quality products; 2)
Enhance Lethality through Affordability; 3) Ensure Agency funds are used in alignment with Department guidance and executed in a transparent, accountable manner;
4) Reform the Agency business practices by working smarter not harder; and 5) Enhance and Strengthen the skills, readiness, and effectiveness of the total workforce.
All five of these strategic goals align to the current three pillars of the National Defense strategy to: 1) Build a More Lethal Force; 2) Strengthen Our Alliances and Attract
New Partners; and 3) Reform the Department’s business practices for greater performance and affordability. The Agency will assess each of these primary strategic
goals identifying measurable capability improvements leading to enhanced Warfighter Lethality through timely delivery of quality products, and acquisition insight
supporting affordability and readiness.
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Exhibit R-3, RDT&E Project Cost Analysis: PB 2020 Defense Contract Management Agency

\Date: March 2019

Appropriation/Budget Activity

R-1 Program Element (Number/Name)

Project (Number/Name)

0400/5 PE 0303140BL / Information Systems 01 I Cyber Activities
Security Program
. _— FY 2020 FY 2020 FY 2020
Product Development ($ in Millions) FY 2018 FY 2019 Base 0CO Total
Contract Target
Method Performing Prior Award Award Award Award Cost To Total Value of
Cost Category Item & Type | Activity & Location | Years Cost Date Cost Date Cost Date Cost Date Cost |Complete| Cost Contract
Cloud Security solution C/FFP | Various : Various - - - 0.425| Jan 2020 - 0.425 | Continuing| Continuing -
Subtotal - - - 0.425 - 0.425| Continuing| Continuing N/A
Remarks
*The Other Programs
Target
Prior FY 2020 FY 2020 FY 2020 | Cost To Total Value of
Years FY 2018 FY 2019 Base oco Total |Complete| Cost Contract
Project Cost Totals - - 0.000 0.425 - 0.425 | Continuing| Continuing N/A

Remarks

The DCMA Information Technology supports the Agency’s CAS mission by capitalizing on IT investment innovations that leverage technology to achieve an agile enterprise
architecture that improves its contract management workforce’s productivity, efficiency, and effectiveness.
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Exhibit R-4, RDT&E Schedule Profile: PB 2020 Defense Contract Management Agency

\Date: March 2019

Appropriation/Budget Activity

R-1 Program Element (Number/Name)

Project (Number/Name)

0400/5 PE 0303140BL / Information Systems 01 I Cyber Activities
Security Program
FY 2018 FY 2019 FY 2020 FY 2021 FY 2022 FY 2023 FY 2024
1]2[3]4|1]2|3]a|1]2]3|a][1]|2]3|4]1]2]3]4|1][2|3]4][1]2]3]4
Cloud Security solution
Requirement identification ]
Development, Test, and Evaluation I

PE 0303140BL: Information Systems Security Program
Defense Contract Management Agency

UNCLASSIFIED
Page 6 of 7

R-1 Line #138




UNCLASSIFIED

Exhibit R-4A, RDT&E Schedule Details: PB 2020 Defense Contract Management Agency

\Date: March 2019

Appropriation/Budget Activity
0400/5

R-1 Program Element (Number/Name)
PE 0303140BL / Information Systems
Security Program

Project (Number/Name)
01 I Cyber Activities

Schedule Details

Start End
Events by Sub Project Quarter Year Quarter Year
Cloud Security solution
Requirement identification 2 2020 1 2021
Development, Test, and Evaluation 2021 3 2021
PE 0303140BL: Information Systems Security Program UNCLASSIFIED
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         DCMA is currently engaged in several major initiatives to improve our information technology environment.  Information technology is the primary enabling capability our acquisition workforce is reliant upon to communicate with contractors, the DoD acquisition community and our customers.  These initiatives are driven by the National Defense Strategy business reform line of effort.  On December 21, 2017, the Reform Management Group directed the Information Technology (IT) and Business Systems Reform Lead to review Fourth Estate IT networks, policies, business processes, functions, costs and Chief Information Officer (CIO) organizational structures and manpower requirements across the Fourth Estate.  In support of this directive, DCMA is structuring its information technology investments to be in synchronization with the vision of the DoD guidance. One early result of this review is the decision to transfer commodity information technology administrative control to Defense Information Systems Agency (DISA). 
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These initiatives will empower mobile and fixed users ability to utilize DoD enterprise capabilities with the same or better level of efficiency and effectiveness.  In addition, it will create an IT infrastructure that enables shared services and improve timely access to data via cloud capability in a secure and protected integrated environment. The new strategy to move services to the cloud requires research and solution identification to understand and implement a cloud security capability that doesn't currently exist within DCMA.
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                     Development and research initiatives are a core component in DCMA’s ability to align efforts appropriately to the DoD CIO IT Reform Initiative.  It's crucial that DCMA continue to develop capabilities and automate processes within IT to secure DoD IT cloud migration services for DCMA. In order to meet the needs of the DoD acquisition community, DCMA will develop a cloud security solution that integrates across all DCMA utilized government and commercial solutions while aligning with the DoD Joint Information Environment (JIE) and Joint Regional Security Stack (JRSS)   .
                     
                         
                             System Modifications and Development
                             Development and research initiatives are a core component in DCMA’s ability to align efforts appropriately to the DoD CIO IT Reform Initiative.  It's crucial that DCMA continue to develop capabilities and automate processes within IT to secure DoD IT cloud migration services for DCMA. In order to meet the needs of the DoD acquisition community, DCMA will develop a cloud security solution that integrates across all DCMA utilized government and commercial solutions while aligning with the DoD Joint Information Environment (JIE) and Joint Regional Security Stack (JRSS)   .
                             
                                 
                                     0.000
                                     MOCAS
In FY 2018 the Mechanization of Contract Administration Services (MOCAS) Joint Program Management Office (JPMO) will focus on establishing the conceptual design and transition plan for a modernized MOCAS technical architecture based on a transition strategy developed in the end of FY 2017.  The JPMO intends to utilize principals of the Federal Segment Architecture Methodology (FSAM) to iteratively modernize the legacy MOCAS core mission, business service, and enterprise service architectures.  In parallel, Single Line of Accounting (SLOA) coding and testing will be completed. The Procurement Defense Standards (PDS)/Procurement Instrument Identifiers (PIID) data standards will be finalized and fully implemented as well.  Lastly, the JPMO intends to establish a prototyping and testing lab consisting of servers, storage, and networking hardware to evaluate improved MOCAS technical architecture segments in accordance with the approved conceptual design and transition plan.



IWMS
The Integrated Workload Management System (IWMS) will add development and deployment of automated and semi-automated enterprise-wide functionally-integrated contract review, Financial Improvement and Audit Readiness (FIAR) audit management, and contract administration surveillance planning and execution capabilities throughout DCMA and begin development of contract close-out capabilities by 4th QTR FY 2018.

TMS
In FY 2018, DCMA’s Talent Management System (TMS) Increment 2B will be deployed to 12,000 plus DCMA users while simultaneously transitioning all data and content off of the old stove piped All Training Frame Work (ATFW) system into the new TMS system.  This Increment addresses needed production updates, simplifies workflows, develops Tag libraries to reduce html clutter, and provides vendor management and travel management capabilities. TMS will be intergraded with the Acquisition Workforce Qualification Initiative (AWQI) focused on on-the-job development for individuals’ needs and the ability to view skill gaps at an organization level allowing for development of mitigation planning for systemic gaps. Increment 2B is scheduled to deploy the end of FY 2018 due to the need to bring on a new contract for further development. DCMA IT will also plan to position TMS as stand-alone infrastructure improving accessibility, security, and performance for DCMA’s fully integrated training system.  

EVAS
Earned Value Analysis System (EVAS) will continue its partnership with industry to maintain standardized Earned Value (EV) metrics and protocols. EVAS plans to execute a Commercial Off The Shelf (COTs) software configuration and deployment utilizing baseline EV metrics while performing and completing Increments 1, 2, 3, & 4 of configuration and testing. Initial Operational Capability (IOC) is scheduled for 2nd QTR FY 2018. IOC consists of the COTS software solution fully configured, tested, and deployed on a DCMA EV Data Analysis laptop with EV automated metrics and protocols available to DCMA Earned Value Management specialists.  EVAS will use the remainder of FY18 to deploy to the EV community/field throughout DCMA. 

Asset and Service Management
The DCMA is consolidating this cost category item into a new cost category item entitled "Business Intelligence Modernization" which will continue to modernize its Information Technology and Service Management (ITSM) capabilities to fall in line with the NDAA software asset and assurance mandates. In addition, the effort continues to align DCMA’s Information Technology Business intelligence processes and capabilites with systems that can execute Information Technology Infrastructure Library (ITIL) best practices . 



Supply Chain Risk Assessment System
DCMA is consolidating this cost category item into a new cost category item entitled "Business Intelligence (BI) Modernization" and will continue development and upgrading for the Supply Chain Risk Assessment System's BI and reporting capabilities for better informed acquisition insight and process improvement.

Modifications & Delivery Orders (MDO)
DCMA is consolidating this cost category item into a new cost category item entitled "Business Intelligence (BI) Modernization" MDO and will continue to improve mass modification and related CARs efficiency, further reducing manual contract intervention. Among the planned objectives are Accounting Classification Reference Number (ACRN) functionality improvements, elevated ACO privileges and controls, and Federal Procurement Data System (FPDS) CAR data feed improvements. 

Other Programs
DCMA is consolidating this cost category item into a new cost category item entitled "Business Intelligence (BI) Modernization" and will continue to support WAWF modifications for industry and infrastructure backbone modernization efforts in support of all DCMA web capabilities.

Business Intelligence (BI) Modernization
DCMA is modernizing and replacing its ageing critical contracting applications with a Business Intelligence enterprise solution which enables end users to analyze multidimensional data interactively from multiple perspectives and data sources both internal and external to DCMA allowing for complex analytical and ad hoc queries with a rapid execution time. This modernization effort would replace critical applications such as Modifications & Delivery Orders (MDO), Contractor Business Analysis Repository (CBAR) , Messaging & Collaboration Services (MCC), Contract Receipt, Review, and Routing System (CRR), Contract Management Property Administration System (CPAS), Enterprise Integrated BI Toolset (EITS) and other applications.  The solution will provide end user self-service customization allowing for the creation and modification of canned and unique dashboards, displays, workspaces, and reporting. Other considerations include online analytical processing (OLAP) which is a broader category of business intelligence which can be used for report writing.
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                                     Cloud Security solution
DCMA does not currently perform the Cloud Security function which will require RDT&E to develop the requirements to implement a new solution in support of the DoD CIO's cloud migration strategy. This will take multiple years to research and develop the requirements to implement another contract for a new capability and solution that will integrate across all DCMA utilized DoD and commercial solutions while aligning with DoD Joint Information Environment (JIE) Joint Regional Security Stack (JRSS).
                                
                                 Increase is from a transfer of all cyber requirements into separate and transparent program elements in order to cleanly identify an manage cyber security requirements. This requirement in the prior budget cycle was aligned to DCMA's Information technology development program element.
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                     **Only O&M IT CYBER specific direct funding reflected above.
                     The DoD CIO’s strategy addresses Cloud, Cyber and Artificial Intelligence Initiatives and their implementation via the DoD IT Reform Initiative.  The DCMA Director has identified three DCMA initiatives in alignment with the DoD CIO’s initiatives to include: 1) Develop Mission Business Systems; 2) Leverage Commodity Buying Power Through DISA; and 3) Focus On The Last Tactical Mile. The DCMA's Cloud Security requirement research and solution identification are critical to the success of securely integrating DCMA's data into the DoD Cloud Migration effort.
                     To deliver on our mission and vision, the Agency is focused on five primary strategic goals: 1) Enhance Lethality through On-Time Delivery of quality products; 2) Enhance Lethality through Affordability; 3) Ensure Agency funds are used in alignment with Department guidance and executed in a transparent, accountable manner; 4) Reform the Agency business practices by working smarter not harder; and 5) Enhance and Strengthen the skills, readiness, and effectiveness of the total workforce. All five of these strategic goals align to the current three pillars of the National Defense strategy to: 1) Build a More Lethal Force; 2) Strengthen Our Alliances and Attract New Partners; and 3) Reform the Department’s business practices for greater performance and affordability. The Agency will assess each of these primary strategic goals identifying measurable capability improvements leading to enhanced Warfighter Lethality through timely delivery of quality products, and acquisition insight supporting affordability and readiness.
                
                 
                     The DCMA Information Technology supports the Agency’s CAS mission by capitalizing on IT investment innovations that leverage technology to achieve an agile enterprise architecture that improves its contract management workforce’s productivity, efficiency, and effectiveness.
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