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Exhibit R-2, RDT&E Budget Item Justification: FY 2018 Army Date: May 2017
Appropriation/Budget Activity
2040: Research, Development, Test & Evaluation, Army / BA 5: System
Development & Demonstration (SDD)

R-1 Program Element (Number/Name)
PE 0304270A / Electronic Warfare Development

COST ($ in Millions) Prior
Years FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total FY 2019 FY 2020 FY 2021 FY 2022

Cost To
Complete

Total
Cost

Total Program Element -   12.686 18.425 14.616 -   14.616 12.885 17.880 37.197 56.885 Continuing Continuing

EW5: Electronic Warfare
Development - MIP

-   6.660 6.758 5.751 -   5.751 3.587 8.282 27.129 46.432 Continuing Continuing

EW6: ARAT-TSS - MIP -   6.026 11.667 8.865 -   8.865 9.298 9.598 10.068 10.453 Continuing Continuing

A. Mission Description and Budget Item Justification
This Program Element encompasses engineering and manufacturing development for tactical EW.  EW encompasses the development of tactical EW equipment
and systems mounted in both ground and air vehicles.  The systems under this program provides the Army with the capability to degrade or deny hostile forces the
effective use of their communications, counter mortar/counterbattery radars, surveillance radars, infrared/optical battlefield surveillance systems and electronically
fused munitions.  Existing Army EW systems must be replaced or upgraded to maintain their capability in the face of threats. Prophet Enhanced is the current system
under the Prophet Ground acquisition program.  Its primary mission is to provide 24-hour Situation Development and Information Superiority to the supported maneuver
brigade to enable the most effective engagement of enemy forces.  Prophet Enhanced provides a modular, scalable, open architecture-based system solution optimized
for ease of use in a variety of configurations (Stationary-Fixed, Mobile and Manpack). The Army Reprogramming Analysis Team (ARAT) is a Department of the Army
established project to develop techniques, methods, tools and architecture to reprogram mission software embedded in Army EW systems, Force Protection Systems
(FPS), and Target Sensing Systems (TSS) in response to changes in threat signatures.  ARAT Research and Development enables continuous development of: 1)
automated threat analysis tools to rapidly detect (flag) threat changes within intelligence systems, 2) tools to minimize the time to develop EW Mission Software and
Products (MSP) for both air and ground EW systems, 3) tools and technology to minimize the time required to test and validate MSPs, 4) improved communications
conduits to transmit mission software changes to field users, and 5) enhanced mission-software uploading tools. These efforts allow for rapid threat analysis, simulation,
mission software development, distribution and uploading of mission software changes directly to the supported Soldier in the field.  The ARAT project will develop, test
and equip an Army-wide infrastructure capable of rapidly reprogramming electronic combat software embedded in offensive and defensive weapon system.
Fiscal Year (FY) 2018 budget request funds Electronic Warfare (EW) Development for Prophet Enhanced efforts (Project EW5) and The Army Reprogramming Analysis
Team (ARAT) efforts (Project EW6).
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Exhibit R-2, RDT&E Budget Item Justification: FY 2018 Army Date: May 2017
Appropriation/Budget Activity
2040: Research, Development, Test & Evaluation, Army / BA 5: System
Development & Demonstration (SDD)

R-1 Program Element (Number/Name)
PE 0304270A / Electronic Warfare Development

B. Program Change Summary ($ in Millions) FY 2016 FY 2017 FY 2018 Base FY 2018 OCO FY 2018 Total
Previous President's Budget 12.686 14.425 13.677 -   13.677
Current President's Budget 12.686 18.425 14.616 -   14.616
Total Adjustments 0.000 4.000 0.939 -   0.939

• Congressional General Reductions -   -  
• Congressional Directed Reductions -   -  
• Congressional Rescissions -   -  
• Congressional Adds -   -  
• Congressional Directed Transfers -   -  
• Reprogrammings -   -  
• SBIR/STTR Transfer -   -  
• Adjustments to Budget Years 0.000 0.000 -1.527 -   -1.527
• Outyear Inflation Adjustment 1 0.000 0.000 0.254 -   0.254
• Signal of Interest Requirement Funding 0.000 0.000 2.212 -   2.212
• EW Mission Software Advancement 0.000 4.000 0.000 -   0.000

Change Summary Explanation
Funds realigned in FY2018 in the amount of $1,527K from RDT&E to OPA (BZ9751 - Prophet Enhanced Modification) to provide sufficient funding to level out
production. $254K added to FY18 to adjust for inflation. $2,212 added to FY18 to fund requirement for Signal of Interest upgrades.

Funding increased by an additional $4M on the FY2017 EW6 line to provide additional funding to advance Electronic Warfare (EW) mission software capability
to rapidly detect threat changes, determine impact to friendly EW systems, rapidly develop a mission software solution to detect and defeat threat systems, and
distribute mission software to forward deployed combat forces.
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R-1 Program Element (Number/Name)
PE 0304270A / Electronic Warfare
Development

Project (Number/Name)
EW5 / Electronic Warfare Development -
MIP

COST ($ in Millions) Prior
Years FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total FY 2019 FY 2020 FY 2021 FY 2022

Cost To
Complete

Total
Cost

EW5: Electronic Warfare
Development - MIP

-   6.660 6.758 5.751 -   5.751 3.587 8.282 27.129 46.432 Continuing Continuing

Quantity of RDT&E Articles -   -   -   -   -   -   -   -   -   -  

A. Mission Description and Budget Item Justification
Prophet Enhanced is the current system under the Prophet Ground acquisition program.  Funds provide for development and integration of Technical Insertion upgrades
for Next Generation Signals and state-of-the-art Signals Intelligence (SIGINT) exploitation techniques to increase the capabilities of the Prophet Enhanced and maintain
operational relevance.  The Prophet Enhanced is the tactical commander's sole organic ground-based SIGINT/Electronic Warfare system for the Multi-Function
Teams (MfTs), Stryker Brigade Combat Teams (SBCTs), and Expeditionary-Military Intelligence Brigades (E-MIBs).  Its primary mission is to provide 24-hour Situation
Development and Information Superiority to the supported maneuver brigade to enable the most effective engagement of enemy forces.  Prophet Enhanced provides
a modular, scalable, open architecture-based system solution optimized for ease of use in a variety of configurations (Stationary-Fixed, Mobile and Manpack).  It also
incorporates product modification, integration, and test of equipment for rapid integration of Technical Insertions (TI) and product development to ensure operational
relevance.

Justification:
Fiscal Year (FY) 2018 Base dollars in the amount of $5.751 million will support non-recurring engineering upgrades to the Prophet Enhanced Signals of Interest
(SOI) baseline and implement Joint Interface Control Document (JICD) 4.2, enabling Theater Netcentric Geolocation (TNG) capabilities to leverage collaborative
networks.  Specifically, new signal capabilities will be developed, integrated, and tested/accredited to ensure that Prophet keeps pace with the constantly changing
signal environment and to ensure that Prophet maintains its operational relevance against key enemy threats.

B. Accomplishments/Planned Programs ($ in Millions)
FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total

Title: Next Generation Signals
Description: Development of next generation signals enable the Prophet system to remain operationally
relevant with state-of-the-art Signal and Threat exploitation capabilities.

FY 2016 Accomplishments:
Funds are provided  for hardware upgrades to increase system performance.

3.139 -   -   -   -  

Title: Enhanced SIGINT Exploitation
Description: Development of next generation signals enable the Prophet system to remain operationally
relevant with state-of-the-art Signal and Threat exploitation capabilities.

3.321 -   -   -   -  



UNCLASSIFIED

PE 0304270A: Electronic Warfare Development UNCLASSIFIED
Army Page 4 of 12 R-1 Line #150

Exhibit R-2A, RDT&E Project Justification: FY 2018 Army Date: May 2017
Appropriation/Budget Activity
2040 / 5

R-1 Program Element (Number/Name)
PE 0304270A / Electronic Warfare
Development

Project (Number/Name)
EW5 / Electronic Warfare Development -
MIP

B. Accomplishments/Planned Programs ($ in Millions)
FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total

FY 2016 Accomplishments:
Funds are provided for S/W upgrades (receiver software upgrade) to increase system performance.
Title: Improved Manpack Signal Set
Description: Development and integration of the improved Manpack will enable the Prophet system to remain
operationally relevant in the constantly changing signal environment.

FY 2017 Plans:
Funds will provide support for non-recurring engineering change and software qualification testing for the
Prophet Enhanced Manpack system.  In addition, funds will also provide for engineering and software
development support for the Prophet program.

-   6.258 -   -   -  

Title: Program Management
Description: Development of next generation signals, enhanced SIGINT exploitation, and improved manpack
signal sets enable the Prophet system to remain operationally relevant with state-of-the-art Signal and Threat
exploitation capabilities.

FY 2016 Accomplishments:
Funds are provided for core, matrix  and contractor system engineering and program management support for
the Prophet program.
FY 2017 Plans:
Funds will provide for core, matrix  and contractor system engineering and program management support for the
Prophet program.  In addition, the integration of the advanced signal types requires increased manpower for the
oversight and system engineering support to the integration efforts.
FY 2018 Base Plans:
Funds will provide for core, matrix  and contractor system engineering and program management support for the
Prophet program.

0.200 0.500 0.130 -   0.130

Title: Upgrade to JICD 4.2
Description: JCID 4.2 will allow Theater Netcentric Geolocation (TNG) capabilities to leverage collaborative
networks.

FY 2018 Base Plans:

-   -   3.409 -   3.409
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R-1 Program Element (Number/Name)
PE 0304270A / Electronic Warfare
Development

Project (Number/Name)
EW5 / Electronic Warfare Development -
MIP

B. Accomplishments/Planned Programs ($ in Millions)
FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total

Development of new JICD 4.2 software and integration into Prophet Enhanced.
Title: Redhawk Signal of Interest upgrades
Description: The Signal Environment that Prophet Systems exploit is constantly changing with evolving threats.
This environment creates gaps in Prophet’s ability to collect and exploit these signals.  Prophet must constantly
integrate software upgrades to remain relevant against these numerous, key, and high-priority emerging threats.

FY 2018 Base Plans:
Development of Next Generation SIGINT capabilities to include numerous key REDHAWK software applications
and integration of the Next Generation Manpack software into the Prophet SIGINT Software (PS2) Baseline.
The REDHAWK applications and Manpack Software address signal exploitation gaps in Prophet’s ability to
exploit key tactical signals and threats.

-   -   2.212 -   2.212

Accomplishments/Planned Programs Subtotals 6.660 6.758 5.751 -   5.751

C. Other Program Funding Summary ($ in Millions)

Line Item FY 2016 FY 2017
FY 2018

Base
FY 2018

OCO
FY 2018

Total FY 2019 FY 2020 FY 2021 FY 2022
Cost To

Complete Total Cost
• SSN BZ9753: Prophet Enhanced

Modification MIP (BZ9753)
-   41.450 46.793 2.300 49.093 41.952 40.562 11.669 -   Continuing Continuing

• SSN BZ7326: Prophet
Ground (OPA) - BZ7326

53.650 -   -   -   -   -   -   -   -   Continuing Continuing

• SSN BZ9751: Special
Purpose Systems (MIP OPA)

(Prophet Only) - BZ9751

3.978 4.055 4.241 -   4.241 4.162 -   -   -   Continuing Continuing

• SSN 0605766A: National
Integration to Tactical Systems

(MIP) - DX9 (TNG, PE 0605766A)

10.599 4.955 2.820 -   2.820 6.524 6.688 4.650 4.567 Continuing Continuing

Remarks

D. Acquisition Strategy
The Prophet Research and Development (R&D) Acquisition Strategy is structured to maintain operational relevancy of Prophet Enhanced systems in a dynamic threat
environment while reducing risk and streamlining business and engineering processes. Contracting activities are to modify forty-seven previously fielded ground tactical
SIGINT systems to the current technology baseline. The Technical Insertion (TI) contract supports R&D and other developmental work.
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R-1 Program Element (Number/Name)
PE 0304270A / Electronic Warfare
Development

Project (Number/Name)
EW5 / Electronic Warfare Development -
MIP

E. Performance Metrics
N/A
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R-1 Program Element (Number/Name)
PE 0304270A / Electronic Warfare
Development

Project (Number/Name)
EW6 / ARAT-TSS - MIP

COST ($ in Millions) Prior
Years FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total FY 2019 FY 2020 FY 2021 FY 2022

Cost To
Complete

Total
Cost

EW6: ARAT-TSS - MIP -   6.026 11.667 8.865 -   8.865 9.298 9.598 10.068 10.453 Continuing Continuing

Quantity of RDT&E Articles -   -   -   -   -   -   -   -   -   -  

Note
The Army Reprogramming Analysis Team (ARAT) is a Department of the Army established program to develop techniques, methods, tools and architecture to rapidly
reprogram mission software embedded in Army Electronic Warfare (EW) systems in response to changes in threat signatures. The regulatory guidance directing this
mission is contained in AR 525-15, AR 525-22, and AR 95-1. The ARAT develops integrated technical solutions required to counter increasingly sophisticated EW
threats to US Forces. The ARAT reprogramming infrastructure supports the Army Campaign Plan to provide the Regionally Aligned Forces tactical Commander timely
rapid-reprogramming capability of EW systems with mission software.  The ARAT mission responsibility is to develop and distribute Mission Software and Products to
forward deployed combat forces. ARAT identifies and analyzes threat signature changes which affect EW systems; determine the impact of observed signature changes;
rapidly develop new mission software to adapt friendly systems to detect and defeat enemy threats to U.S. Army ground and air platforms; disseminate the Mission
Software and Products to forward deployed forces, and provide government developed tools and software to upload new mission software into the affected EW systems.

A. Mission Description and Budget Item Justification
Current military operations are conducted in a rapidly changing threat environment, where Improvised Explosive Devices (IEDs), Infra Red (IR) man-portable air defense
systems (MANPADS) seekers, radar guided surface-to-air-missiles (SAM), laser guided weapons, anti-helicopter mines, and targeting sensors are proliferating and
evolving. Integrated solutions are required to counter increasingly sophisticated EW threats.  The ARAT reprogramming infrastructure supports the tactical Commander
by providing timely rapid reprogramming of mission software and information dissemination for Army supported, Joint and allied services.  ARAT supports integrated
reprogramming of target acquisition, target engagement, vehicle survivability, and Aircraft Survivability Equipment (ASE). ARAT rapid-reprogramming infrastructure
supports tactical requirements for deployed aircraft and ground-based (e.g. Counter Radio-Controlled Improvised Explosive Device (CREW)) survivability systems.
ARAT identifies and analyzes threat signature changes which affect EW systems; determines the impact of observed signature changes; develops new mission software
to adapt the system to the changes; disseminates the mission software; and provides methods to upload the new mission software into the affected EW systems.
Each element within the ARAT infrastructure plays a specific role within the program's rapid reprogramming process, providing the Soldier with the capability to install
mission and target identification software at the lowest possible level, thus maximizing flexibility for tactical commanders. ARAT participates in the operational and
developmental test design of Army EW systems, and supports Joint Service Reprogramming Exercises in all theaters. ARAT Research and Development enables
continuous development of: 1) automated threat analysis tools to rapidly detect (flag) threat changes within the intelligence system, 2) tools to minimize the time to
develop Mission Software and Products (MSP), 3) tools and technology to minimize the time required to test and validate MSPs, 4) improved communications conduits
to rapidly transmit mission software to upload into supported EW systems. These efforts allow for rapid threat analysis, threat modeling and simulation, mission software
development and testing, distribution and uploading of mission software directly to the supported Soldier in the field.

B. Accomplishments/Planned Programs ($ in Millions)
FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total

Title: Keeping Pace with the Enemy and Technology 3.987 5.826 4.872 -   4.872
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R-1 Program Element (Number/Name)
PE 0304270A / Electronic Warfare
Development

Project (Number/Name)
EW6 / ARAT-TSS - MIP

B. Accomplishments/Planned Programs ($ in Millions)
FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total

Description: This effort focuses on developing a capability for the Government to rapidly develop and distribute
organic mission software solutions for multiple EW systems.  The Army must continually modernize and enhance
software tools and processes counter enemy technology.  ARAT EW6 Military Intelligence Program (MIP)
executes Research, Development, Test, and Evaluation (RDTE) funding to provide an organic Army capability
for this organization to rapidly develop and distribute mission software solutions for forward deployed combat
forces.

FY 2016 Accomplishments:
In FY16 ARAT enhanced the Ground Electronic Warfare (EW) Automated Test Set (ATS), a unique integrated
testbed for development and evaluation of Ground EW threat devices and load sets, adding database
functionality and additional automated test procedures.  The ATS provides hardware in the loop (HWIL)
automated testing of Army Ground EW systems against real-world legacy and advanced threat devices,
including multiple cellular communications technologies. With ATS, the Army is now able to test and optimize
Ground EW systems for optimal performance against multiple threat devices in a complex and congested
RF environment. The ATS replaced a prior manual test set which was limited to single threat devices, human
observation of basic test apparatus and manual data recording. Full use of the ATS in load set development will
shorten timelines and reduce the overall costs of rapid reprogramming of Army Ground EW systems.
FY 2017 Plans:
This FY effort will continue to: 1) study the intelligence data requirements to support MSP development for
EO/UV/IR spectrums and other multi-spectral sensors for aviation and non-aviation EW systems, 2) Develop
government organic knowledge and application-base enabling reprogramming of future systems, 3)Perform
requirements analysis and concept development for the reprogramming of multi-spectral EW systems.
FY 2018 Base Plans:
This FY effort will capitalize on accomplishments in FY17 and will continue to enhance: 1) Intelligence data
requirements to support MSP development for EO/UV/IR spectrums and other multi-spectral sensors for aviation
and non-aviation EW systems, 2) Government organic knowledge and application-base enabling reprogramming
of future systems, 3)USG capability for the reprogramming of multi-spectral EW systems.
Title: Infrastructure Improvements Multispectral
Description: This effort focuses on enhancing the Army's multispectral Missile Warning System (MWS) software
sustainment infrastructure.  With the worldwide proliferation of MANPADS the Army must have the capability

1.323 2.428 1.637 -   1.637
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R-1 Program Element (Number/Name)
PE 0304270A / Electronic Warfare
Development

Project (Number/Name)
EW6 / ARAT-TSS - MIP

B. Accomplishments/Planned Programs ($ in Millions)
FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total

to rapidly analyze and develop mission software solutions to detect and counter MANPADS to defend Army
Aviation platforms against this lethal threat.

FY 2016 Accomplishments:
In FY16 ARAT enhanced the ARAT Common Missile Warning System (CMWS) User Data Module Generator
(UDMG) software to support the CMWS GEN3 Juliet Operational Flight Program (OFP).  This software, which
runs on the Army approved Windows 7 Army Gold Master (AGM) replaces the obsolete and unsupportable
original equipment manufacturer (OEM) software which required the Information Assurance (IA) non-compliant
Solaris 8 operating system.  The Windows UDMG software is fully IA compliant.  Developed software tools
and databases for organic United States Government (USG) sustainment and support of the CMWS algorithm
and Bulk File Data (BFD), including enhancements for the advanced Virtual Software Integration Lab (VSIL)
software, which allows laboratory runs of archived test data to be performed at high speed on modern cluster
processing computer systems.  These infrastructure enhancements provide the basis for an Operational Flight
Program (OFP) development environment to enable the (USG) to develop and deploy an OFP environment for
CMWS. Previously, minimal government organic capability existed, increasing the risk that systems cannot be
readily adapted to changing threats in the future.
FY 2017 Plans:
Will conduct infrastructure enhancements for an OFP software development environment to enable the USG to
develop and deploy an OFP environment for MWS. Will determine data and conduct analysis requirements for
MANPADS characterization and establish an organic government analysis and sustainment process to support
OFPs and subsequently adapt MWSs to new threats. Will establish government organic capability, thereby
decreasing the risk that systems cannot be readily adapted to changing threats. Currently, minimal government
organic capability exists, increasing the risk that systems cannot be readily adapted to changing threats.
FY 2018 Base Plans:
Will continue to conduct infrastructure enhancements for an OFP software development environment to enable
the USG to develop and deploy an OFP environment for MWS. Continue evaluation of data and conduct
analysis requirements for MANPADS characterization and enhance the organic government analysis and
sustainment process to support OFPs and subsequently adapt MWSs to new threats. Enhance government
organic capability, thereby decreasing the risk that systems cannot be readily adapted to changing threats.
Title: Infrastructure Improvement Radio Frequency General 0.507 2.491 1.538 -   1.538
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PE 0304270A / Electronic Warfare
Development
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EW6 / ARAT-TSS - MIP

B. Accomplishments/Planned Programs ($ in Millions)
FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total

Description: This effort focuses on enhancing the Army's Radio Frequency (RF) EW system MSP development
and distribution infrastructure.  The Army must fight in a contested and congested EW environment.  Mission
software solutions to defend against RF threats must be rapidly developed, tested and distributed to Soldiers on
an ever changing battlefield.

FY 2016 Accomplishments:
In FY16 ARAT developed enhancements to the Test Automation Suite (TAS) of software which provides
computer-controlled automated HWIL RF testing for multiple Army Radar Warning Receivers.  TAS allows
engineers to pre-program multiple simulated threats and operating modes for test and evaluation of Mission Data
Software in the laboratory.  TAS allows for unmonitored batch testing and automated data collection, greatly
reducing the man hours required for Mission Data Software validation.  The latest versions of TAS will support
three different advanced RF simulator platforms, allowing for more testing to be run concurrently and reducing
the risk of mission failure due to component failures in critical simulator hardware.
FY 2017 Plans:
Will continue to enhance the ARAT communications architecture to facilitate the rapid secure transmission of
mission software changes to EW systems, with emphasis on remote user and highly mobile Soldier connectivity.
Will develop and implement an initial integrated EW development and test environment to ensure MSP and
threat countermeasure integration on the respective EW platform.
FY 2018 Base Plans:
Will further augment the ARAT communications architecture to enhance the rapid secure transmission of
mission software changes to EW systems, with emphasis on remote user and highly mobile Soldier connectivity.
Will continue to enhance the USG integrated EW development and test environment to ensure MSP and threat
countermeasure integration on the respective EW platform.
Title: Threat Flagging and Mission Data Set Reprogramming Tool Development
Description: This effort focuses on enhancing the Army's capability to monitor changes in enemy EW systems
that affect system performance of onboard Army detection, declaration and countermeasure EW systems.  The
enemy is continuously developing or modifying it's EW systems.  For Army platforms to have protection against
enemy systems it must have a robust capability to immediately detect changes in threat system performance
and rapidly develop, test, and distribute a mission software solution that counter the threat.  This effort will
enhance the Army's capability bridge detection of a change in enemy threat and the rapid development of MSP.

0.209 0.922 0.818 -   0.818
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EW6 / ARAT-TSS - MIP

B. Accomplishments/Planned Programs ($ in Millions)
FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total

FY 2016 Accomplishments:
In FY16 ARAT enhanced the ARAT Display Emulator software, which precisely produces the symbology
displayed by the UH-60M Multi-Function Display (MFD) and the AH-64D Multi-Purpose Display (MPD) using
Commercial Off The Shelf (COTS) computer hardware and operating systems.   ARAT leveraged the Display
Emulator scalability, modifying it to emulate the IP-1150 legacy cockpit display and adding the capability
to display multiple aircraft displays at the same time on a standard computer monitor. Enhanced threat
flagging (threat performance change detection) and intelligence analytical tools, based on supported systems
performance criteria, to rapidly identify and counter emerging and changing threats that adversely affect the
performance of the EW systems. Conducted initial mission software development, develop testing and validation
tools to decrease time from threat-change detection to the distribution of MSP in order to increase the accuracy
and fidelity of threat identification, and reduce the engineering involvement/workload associated with the
manually intensive analysis and MSP development processes. Defined requirements and developed tools to
migrate to a data support infrastructure that employs the Electronic Warfare Integrated Reprogramming (EWIR)
database.
FY 2017 Plans:
Will develop enhanced spiral applications for ARAT internal system specific threat flagging, threat analysis,
mission software generation and testing processes. Will conduct spiral enhancement of threat flagging (threat
performance change detection) and intelligence analytical tools, based on supported systems performance
criteria, to rapidly identify and counter emerging and changing threats that adversely affect the performance of
the EW systems. Will develop enhanced mission software development, testing and validation tools to decrease
time from threat-change detection to the distribution of MSP in order to increase the accuracy and fidelity of
threat identification, and reduce the engineering involvement/workload associated with the manually intensive
analysis and MSP development processes. Will continue to evaluate and define requirements to develop tools
that enhance a data support infrastructure that employs the EWIR database.
FY 2018 Base Plans:
Will continue to enhance spiral applications for ARAT internal system specific threat flagging, threat analysis,
mission software generation and testing processes. Will conduct spiral enhancement of threat flagging (threat
performance change detection) and intelligence analytical tools, based on supported systems performance
criteria, to rapidly identify and counter emerging and changing threats that adversely affect the performance
of the EW systems. Will continue to enhance mission software development, testing and validation tools to
decrease time from threat-change detection to the distribution of MSP in order to increase the accuracy and
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B. Accomplishments/Planned Programs ($ in Millions)
FY 2016 FY 2017

FY 2018
Base

FY 2018
OCO

FY 2018
Total

fidelity of threat identification, and reduce the engineering involvement/workload associated with the manually
intensive analysis and MSP development processes. Will continue to enhance software tools that enhance a
data support infrastructure that employs the EWIR database.

Accomplishments/Planned Programs Subtotals 6.026 11.667 8.865 -   8.865

C. Other Program Funding Summary ($ in Millions)
N/A

Remarks

D. Acquisition Strategy
The efforts to be funded in this project will require a combination of systems specific and high-tech knowledge. The contractual services portion for the project will be
obtained from both the Communications-Electronics Command (CECOM) Software Engineering Center (SEC) competitive omnibus and the Research, Development and
Engineering Command (RDECOM) and the Defense Technical Intelligence Center (DTIC) high tech contracts.

E. Performance Metrics
N/A
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         This Program Element encompasses engineering and manufacturing development for tactical EW.  EW encompasses the development of tactical EW equipment and systems mounted in both ground and air vehicles.  The systems under this program provides the Army with the capability to degrade or deny hostile forces the effective use of their communications, counter mortar/counterbattery radars, surveillance radars, infrared/optical battlefield surveillance systems and electronically fused munitions.  Existing Army EW systems must be replaced or upgraded to maintain their capability in the face of threats. Prophet Enhanced is the current system under the Prophet Ground acquisition program.  Its primary mission is to provide 24-hour Situation Development and Information Superiority to the supported maneuver brigade to enable the most effective engagement of enemy forces.  Prophet Enhanced provides a modular, scalable, open architecture-based system solution optimized for ease of use in a variety of configurations (Stationary-Fixed, Mobile and Manpack). The Army Reprogramming Analysis Team (ARAT) is a Department of the Army established project to develop techniques, methods, tools and architecture to reprogram mission software embedded in Army EW systems, Force Protection Systems (FPS), and Target Sensing Systems (TSS) in response to changes in threat signatures.  ARAT Research and Development enables continuous development of: 1) automated threat analysis tools to rapidly detect (flag) threat changes within intelligence systems, 2) tools to minimize the time to develop EW Mission Software and Products (MSP) for both air and ground EW systems, 3) tools and technology to minimize the time required to test and validate MSPs, 4) improved communications conduits to transmit mission software changes to field users, and 5) enhanced mission-software uploading tools. These efforts allow for rapid threat analysis, simulation, mission software development, distribution and uploading of mission software changes directly to the supported Soldier in the field.  The ARAT project will develop, test and equip an Army-wide infrastructure capable of rapidly reprogramming electronic combat software embedded in offensive and defensive weapon system.
Fiscal Year (FY) 2018 budget request funds Electronic Warfare (EW) Development for Prophet Enhanced efforts (Project EW5) and The Army Reprogramming Analysis Team (ARAT) efforts (Project EW6).
         
             
                 12.686
                 14.425
                 13.677
                 13.677
            
             
                 12.686
                 18.425
                 14.616
                 14.616
            
             
                 0.000
                 4.000
                 0.939
                 0.939
            
             
                 
                     
                         Adjustments to Budget Years
                         
                             0
                             0
                             -1.527
                             -1.527
                        
                    
                     
                         Outyear Inflation Adjustment 1
                         
                             0
                             0
                             0.254
                             0.254
                        
                    
                     
                         Signal of Interest Requirement Funding
                         
                             0
                             0
                             2.212
                             2.212
                        
                    
                     
                         EW Mission Software Advancement
                         
                             0
                             4.000
                             0.000
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             Funds realigned in FY2018 in the amount of $1,527K from RDT&E to OPA (BZ9751 - Prophet Enhanced Modification) to provide sufficient funding to level out production. $254K added to FY18 to adjust for inflation. $2,212 added to FY18 to fund requirement for Signal of Interest upgrades.

Funding increased by an additional $4M on the FY2017 EW6 line to provide additional funding to advance Electronic Warfare (EW) mission software capability to rapidly detect threat changes, determine impact to friendly EW systems, rapidly develop a mission software solution to detect and defeat threat systems, and distribute mission software to forward deployed combat forces.
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                 Electronic Warfare Development - MIP
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                     Prophet Enhanced is the current system under the Prophet Ground acquisition program.  Funds provide for development and integration of Technical Insertion upgrades for Next Generation Signals and state-of-the-art Signals Intelligence (SIGINT) exploitation techniques to increase the capabilities of the Prophet Enhanced and maintain operational relevance.  The Prophet Enhanced is the tactical commander's sole organic ground-based SIGINT/Electronic Warfare system for the Multi-Function Teams (MfTs), Stryker Brigade Combat Teams (SBCTs), and Expeditionary-Military Intelligence Brigades (E-MIBs).  Its primary mission is to provide 24-hour Situation Development and Information Superiority to the supported maneuver brigade to enable the most effective engagement of enemy forces.  Prophet Enhanced provides a modular, scalable, open architecture-based system solution optimized for ease of use in a variety of configurations (Stationary-Fixed, Mobile and Manpack).  It also incorporates product modification, integration, and test of equipment for rapid integration of Technical Insertions (TI) and product development to ensure operational relevance.

Justification:
Fiscal Year (FY) 2018 Base dollars in the amount of $5.751 million will support non-recurring engineering upgrades to the Prophet Enhanced Signals of Interest (SOI) baseline and implement Joint Interface Control Document (JICD) 4.2, enabling Theater Netcentric Geolocation (TNG) capabilities to leverage collaborative networks.  Specifically, new signal capabilities will be developed, integrated, and tested/accredited to ensure that Prophet keeps pace with the constantly changing signal environment and to ensure that Prophet maintains its operational relevance against key enemy threats.
                     
                         
                             Next Generation Signals
                             Development of next generation signals enable the Prophet system to remain operationally relevant with state-of-the-art Signal and Threat exploitation capabilities.
                             
                                 
                                     3.139
                                     Funds are provided  for hardware upgrades to increase system performance.
                                
                            
                        
                         
                             Enhanced SIGINT Exploitation
                             Development of next generation signals enable the Prophet system to remain operationally relevant with state-of-the-art Signal and Threat exploitation capabilities.
                             
                                 
                                     3.321
                                     Funds are provided for S/W upgrades (receiver software upgrade) to increase system performance.
                                
                            
                        
                         
                             Improved Manpack Signal Set
                             Development and integration of the improved Manpack will enable the Prophet system to remain operationally relevant in the constantly changing signal environment.
                             
                                 
                                     6.258
                                     Funds will provide support for non-recurring engineering change and software qualification testing for the Prophet Enhanced Manpack system.  In addition, funds will also provide for engineering and software development support for the Prophet program.
                                
                            
                        
                         
                             Program Management
                             Development of next generation signals, enhanced SIGINT exploitation, and improved manpack signal sets enable the Prophet system to remain operationally relevant with state-of-the-art Signal and Threat exploitation capabilities.
                             
                                 
                                     0.200
                                     Funds are provided for core, matrix  and contractor system engineering and program management support for the Prophet program.
                                
                            
                             
                                 
                                     0.500
                                     Funds will provide for core, matrix  and contractor system engineering and program management support for the Prophet program.  In addition, the integration of the advanced signal types requires increased manpower for the oversight and system engineering support to the integration efforts.
                                
                                 
                                     0.130
                                
                                 
                                     0.130
                                     Funds will provide for core, matrix  and contractor system engineering and program management support for the Prophet program.
                                
                            
                        
                         
                             Upgrade to JICD 4.2
                             JCID 4.2 will allow Theater Netcentric Geolocation (TNG) capabilities to leverage collaborative networks.
                             
                                 
                                     3.409
                                
                                 
                                     3.409
                                     Development of new JICD 4.2 software and integration into Prophet Enhanced.
                                
                            
                        
                         
                             Redhawk Signal of Interest upgrades
                             The Signal Environment that Prophet Systems exploit is constantly changing with evolving threats.  This environment creates gaps in Prophet’s ability to collect and exploit these signals.  Prophet must constantly integrate software upgrades to remain relevant against these numerous, key, and high-priority emerging threats.
                             
                                 
                                     2.212
                                
                                 
                                     2.212
                                     Development of Next Generation SIGINT capabilities to include numerous key REDHAWK software applications and integration of the Next Generation Manpack software into the Prophet SIGINT Software (PS2) Baseline.  The REDHAWK applications and Manpack Software address signal exploitation gaps in Prophet’s ability to exploit key tactical signals and threats.
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                             Prophet Enhanced Modification MIP (BZ9753)
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                             Prophet Ground (OPA) - BZ7326
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                             SSN BZ9751
                             Special Purpose Systems (MIP OPA) (Prophet Only) - BZ9751
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                             SSN 0605766A
                             National Integration to Tactical Systems (MIP) - DX9 (TNG, PE 0605766A)
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                     The Prophet Research and Development (R&D) Acquisition Strategy is structured to maintain operational relevancy of Prophet Enhanced systems in a dynamic threat environment while reducing risk and streamlining business and engineering processes. Contracting activities are to modify forty-seven previously fielded ground tactical SIGINT systems to the current technology baseline. The Technical Insertion (TI) contract supports R&D and other developmental work.
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                     The Army Reprogramming Analysis Team (ARAT) is a Department of the Army established program to develop techniques, methods, tools and architecture to rapidly reprogram mission software embedded in Army Electronic Warfare (EW) systems in response to changes in threat signatures. The regulatory guidance directing this mission is contained in AR 525-15, AR 525-22, and AR 95-1. The ARAT develops integrated technical solutions required to counter increasingly sophisticated EW threats to US Forces. The ARAT reprogramming infrastructure supports the Army Campaign Plan to provide the Regionally Aligned Forces tactical Commander timely rapid-reprogramming capability of EW systems with mission software.  The ARAT mission responsibility is to develop and distribute Mission Software and Products to forward deployed combat forces. ARAT identifies and analyzes threat signature changes which affect EW systems; determine the impact of observed signature changes; rapidly develop new mission software to adapt friendly systems to detect and defeat enemy threats to U.S. Army ground and air platforms; disseminate the Mission Software and Products to forward deployed forces, and provide government developed tools and software to upload new mission software into the affected EW systems.
                     Current military operations are conducted in a rapidly changing threat environment, where Improvised Explosive Devices (IEDs), Infra Red (IR) man-portable air defense systems (MANPADS) seekers, radar guided surface-to-air-missiles (SAM), laser guided weapons, anti-helicopter mines, and targeting sensors are proliferating and evolving. Integrated solutions are required to counter increasingly sophisticated EW threats.  The ARAT reprogramming infrastructure supports the tactical Commander by providing timely rapid reprogramming of mission software and information dissemination for Army supported, Joint and allied services.  ARAT supports integrated reprogramming of target acquisition, target engagement, vehicle survivability, and Aircraft Survivability Equipment (ASE). ARAT rapid-reprogramming infrastructure supports tactical requirements for deployed aircraft and ground-based (e.g. Counter Radio-Controlled Improvised Explosive Device (CREW)) survivability systems. ARAT identifies and analyzes threat signature changes which affect EW systems; determines the impact of observed signature changes; develops new mission software to adapt the system to the changes; disseminates the mission software; and provides methods to upload the new mission software into the affected EW systems. Each element within the ARAT infrastructure plays a specific role within the program's rapid reprogramming process, providing the Soldier with the capability to install mission and target identification software at the lowest possible level, thus maximizing flexibility for tactical commanders. ARAT participates in the operational and developmental test design of Army EW systems, and supports Joint Service Reprogramming Exercises in all theaters. ARAT Research and Development enables continuous development of: 1) automated threat analysis tools to rapidly detect (flag) threat changes within the intelligence system, 2) tools to minimize the time to develop Mission Software and Products (MSP), 3) tools and technology to minimize the time required to test and validate MSPs, 4) improved communications conduits to rapidly transmit mission software to upload into supported EW systems. These efforts allow for rapid threat analysis, threat modeling and simulation, mission software development and testing, distribution and uploading of mission software directly to the supported Soldier in the field.
                     
                         
                             Keeping Pace with the Enemy and Technology
                             This effort focuses on developing a capability for the Government to rapidly develop and distribute organic mission software solutions for multiple EW systems.  The Army must continually modernize and enhance software tools and processes counter enemy technology.  ARAT EW6 Military Intelligence Program (MIP) executes Research, Development, Test, and Evaluation (RDTE) funding to provide an organic Army capability for this organization to rapidly develop and distribute mission software solutions for forward deployed combat forces.
                             
                                 
                                     3.987
                                     In FY16 ARAT enhanced the Ground Electronic Warfare (EW) Automated Test Set (ATS), a unique integrated testbed for development and evaluation of Ground EW threat devices and load sets, adding database functionality and additional automated test procedures.  The ATS provides hardware in the loop (HWIL) automated testing of Army Ground EW systems against real-world legacy and advanced threat devices, including multiple cellular communications technologies. With ATS, the Army is now able to test and optimize Ground EW systems for optimal performance against multiple threat devices in a complex and congested RF environment. The ATS replaced a prior manual test set which was limited to single threat devices, human observation of basic test apparatus and manual data recording. Full use of the ATS in load set development will shorten timelines and reduce the overall costs of rapid reprogramming of Army Ground EW systems.
                                
                            
                             
                                 
                                     5.826
                                     This FY effort will continue to: 1) study the intelligence data requirements to support MSP development for EO/UV/IR spectrums and other multi-spectral sensors for aviation and non-aviation EW systems, 2) Develop government organic knowledge and application-base enabling reprogramming of future systems, 3)Perform requirements analysis and concept development for the reprogramming of multi-spectral EW systems.
                                
                                 
                                     4.872
                                
                                 
                                     4.872
                                     This FY effort will capitalize on accomplishments in FY17 and will continue to enhance: 1) Intelligence data requirements to support MSP development for EO/UV/IR spectrums and other multi-spectral sensors for aviation and non-aviation EW systems, 2) Government organic knowledge and application-base enabling reprogramming of future systems, 3)USG capability for the reprogramming of multi-spectral EW systems.
                                
                            
                        
                         
                             Infrastructure Improvements Multispectral
                             This effort focuses on enhancing the Army's multispectral Missile Warning System (MWS) software sustainment infrastructure.  With the worldwide proliferation of MANPADS the Army must have the capability to rapidly analyze and develop mission software solutions to detect and counter MANPADS to defend Army Aviation platforms against this lethal threat.
                             
                                 
                                     1.323
                                     In FY16 ARAT enhanced the ARAT Common Missile Warning System (CMWS) User Data Module Generator (UDMG) software to support the CMWS GEN3 Juliet Operational Flight Program (OFP).  This software, which runs on the Army approved Windows 7 Army Gold Master (AGM) replaces the obsolete and unsupportable original equipment manufacturer (OEM) software which required the Information Assurance (IA) non-compliant Solaris 8 operating system.  The Windows UDMG software is fully IA compliant.  Developed software tools and databases for organic United States Government (USG) sustainment and support of the CMWS algorithm and Bulk File Data (BFD), including enhancements for the advanced Virtual Software Integration Lab (VSIL) software, which allows laboratory runs of archived test data to be performed at high speed on modern cluster processing computer systems.  These infrastructure enhancements provide the basis for an Operational Flight Program (OFP) development environment to enable the (USG) to develop and deploy an OFP environment for CMWS. Previously, minimal government organic capability existed, increasing the risk that systems cannot be readily adapted to changing threats in the future.
                                
                            
                             
                                 
                                     2.428
                                     Will conduct infrastructure enhancements for an OFP software development environment to enable the USG to develop and deploy an OFP environment for MWS. Will determine data and conduct analysis requirements for MANPADS characterization and establish an organic government analysis and sustainment process to support OFPs and subsequently adapt MWSs to new threats. Will establish government organic capability, thereby decreasing the risk that systems cannot be readily adapted to changing threats. Currently, minimal government organic capability exists, increasing the risk that systems cannot be readily adapted to changing threats.
                                
                                 
                                     1.637
                                
                                 
                                     1.637
                                     Will continue to conduct infrastructure enhancements for an OFP software development environment to enable the USG to develop and deploy an OFP environment for MWS. Continue evaluation of data and conduct analysis requirements for MANPADS characterization and enhance the organic government analysis and sustainment process to support OFPs and subsequently adapt MWSs to new threats. Enhance government organic capability, thereby decreasing the risk that systems cannot be readily adapted to changing threats.
                                
                            
                        
                         
                             Infrastructure Improvement Radio Frequency General
                             This effort focuses on enhancing the Army's Radio Frequency (RF) EW system MSP development and distribution infrastructure.  The Army must fight in a contested and congested EW environment.  Mission software solutions to defend against RF threats must be rapidly developed, tested and distributed to Soldiers on an ever changing battlefield.
                             
                                 
                                     0.507
                                     In FY16 ARAT developed enhancements to the Test Automation Suite (TAS) of software which provides computer-controlled automated HWIL RF testing for multiple Army Radar Warning Receivers.  TAS allows engineers to pre-program multiple simulated threats and operating modes for test and evaluation of Mission Data Software in the laboratory.  TAS allows for unmonitored batch testing and automated data collection, greatly reducing the man hours required for Mission Data Software validation.  The latest versions of TAS will support three different advanced RF simulator platforms, allowing for more testing to be run concurrently and reducing the risk of mission failure due to component failures in critical simulator hardware.
                                
                            
                             
                                 
                                     2.491
                                     Will continue to enhance the ARAT communications architecture to facilitate the rapid secure transmission of mission software changes to EW systems, with emphasis on remote user and highly mobile Soldier connectivity. Will develop and implement an initial integrated EW development and test environment to ensure MSP and threat countermeasure integration on the respective EW platform.
                                
                                 
                                     1.538
                                
                                 
                                     1.538
                                     Will further augment the ARAT communications architecture to enhance the rapid secure transmission of mission software changes to EW systems, with emphasis on remote user and highly mobile Soldier connectivity. Will continue to enhance the USG integrated EW development and test environment to ensure MSP and threat countermeasure integration on the respective EW platform.
                                
                            
                        
                         
                             Threat Flagging and Mission Data Set Reprogramming Tool Development
                             This effort focuses on enhancing the Army's capability to monitor changes in enemy EW systems that affect system performance of onboard Army detection, declaration and countermeasure EW systems.  The enemy is continuously developing or modifying it's EW systems.  For Army platforms to have protection against enemy systems it must have a robust capability to immediately detect changes in threat system performance and rapidly develop, test, and distribute a mission software solution that counter the threat.  This effort will enhance the Army's capability bridge detection of a change in enemy threat and the rapid development of MSP.
                             
                                 
                                     0.209
                                     In FY16 ARAT enhanced the ARAT Display Emulator software, which precisely produces the symbology displayed by the UH-60M Multi-Function Display (MFD) and the AH-64D Multi-Purpose Display (MPD) using Commercial Off The Shelf (COTS) computer hardware and operating systems.   ARAT leveraged the Display Emulator scalability, modifying it to emulate the IP-1150 legacy cockpit display and adding the capability to display multiple aircraft displays at the same time on a standard computer monitor. Enhanced threat flagging (threat performance change detection) and intelligence analytical tools, based on supported systems performance criteria, to rapidly identify and counter emerging and changing threats that adversely affect the performance of the EW systems. Conducted initial mission software development, develop testing and validation tools to decrease time from threat-change detection to the distribution of MSP in order to increase the accuracy and fidelity of threat identification, and reduce the engineering involvement/workload associated with the manually intensive analysis and MSP development processes. Defined requirements and developed tools to migrate to a data support infrastructure that employs the Electronic Warfare Integrated Reprogramming (EWIR) database.
                                
                            
                             
                                 
                                     0.922
                                     Will develop enhanced spiral applications for ARAT internal system specific threat flagging, threat analysis, mission software generation and testing processes. Will conduct spiral enhancement of threat flagging (threat performance change detection) and intelligence analytical tools, based on supported systems performance criteria, to rapidly identify and counter emerging and changing threats that adversely affect the performance of the EW systems. Will develop enhanced mission software development, testing and validation tools to decrease time from threat-change detection to the distribution of MSP in order to increase the accuracy and fidelity of threat identification, and reduce the engineering involvement/workload associated with the manually intensive analysis and MSP development processes. Will continue to evaluate and define requirements to develop tools that enhance a data support infrastructure that employs the EWIR database.
                                
                                 
                                     0.818
                                
                                 
                                     0.818
                                     Will continue to enhance spiral applications for ARAT internal system specific threat flagging, threat analysis, mission software generation and testing processes. Will conduct spiral enhancement of threat flagging (threat performance change detection) and intelligence analytical tools, based on supported systems performance criteria, to rapidly identify and counter emerging and changing threats that adversely affect the performance of the EW systems. Will continue to enhance mission software development, testing and validation tools to decrease time from threat-change detection to the distribution of MSP in order to increase the accuracy and fidelity of threat identification, and reduce the engineering involvement/workload associated with the manually intensive analysis and MSP development processes. Will continue to enhance software tools that enhance a data support infrastructure that employs the EWIR database.
                                
                            
                        
                    
                     The efforts to be funded in this project will require a combination of systems specific and high-tech knowledge. The contractual services portion for the project will be obtained from both the Communications-Electronics Command (CECOM) Software Engineering Center (SEC) competitive omnibus and the Research, Development and Engineering Command (RDECOM) and the Defense Technical Intelligence Center (DTIC) high tech contracts.
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