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Exhibit R-2, RDT&E Budget Item Justification DATE: February 2006

APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE

RDT&E, Def ense- W de/ 05 I nformati on Systens Security Program (1 SSP) PE 0303140K
COST (in MI11lions) FY05 FY06 FYO7 FY08 FY09 FY10 FY11
I nformati on Systenms Security Program/ 4.764 0 0 0 0 0 0

| A1

A. M ssion Description and Budget Item Justification: The DI SA Information Systens Security Program (1SSP) is focused
on designing and depl oyi ng proactive protections, deploying attack detection, and on performni ng |Information Assurance
(I'A) operations to ensure that adequate security is provided for information collected, processed, transmtted, stored,
or dissenmnated on the Aobal Information Gid (A GQ@. These efforts include tasks associated with affording protection
to tel econmunications, information systens, and information technol ogy that process sensitive and classified data as
well as efforts to ensure the confidentiality, authenticity, integrity, and availability of the information and the
systens. The information provided here denmponstrates how DI SA supports the DoD | A Strategic Pl an.

DI SA protects information by safeguarding data as it is being created, used, nodified, stored, noved, and destroyed, on
t he conmuni cati on networks, within the enclave, at the enclave boundary, at the client, and within the conputing
environnent. This ensures that all infornmation has a |evel of trust commensurate with m ssion needs. A portion of the
| SSP budget focuses on the security aspects of the Defense Message System (DM5). In FY 2005, DMS increased protection
of audit |ogs and updated products for stronger mapping of Public Key Infrastructure (PKI) identity for access contro
decisions within the FORTEZZA server. Starting in FY 2006, DMS is entirely funded through PE 0303129K, due to
real i gnnent of programelenents within DI SA. This programel enent is under Budget Activity 5 because it involves the
devel opnent of mmjor upgrades that increase the perfornance of existing systens.

B. Acconplishnments/ Pl anned Program

Systens Engineering & Integration FY 05 FY 06 FY 07
Subt ot al Cost 0. 750 0. 000 0. 000

RDT&E funds supported basic Systenms Engineering activities of both the DM5S PMO (including contractor support) and the
DMS Prine Integrator, and were critical to conpletion of worldw de fielding and sustaining of the program The
supported tasks included Program and Systens Managenent to conduct technical assessnents/anal yses of new comercially
avai | abl e security features, and incorporation of theminto DV5. |In addition, changes were made to DVS products,
docunent ati on, and procedures to ensure continued conpliance with evol ving security policies, including inplenentation
of Security Technical Inplenmentation GQuides (STIGS), Security Policy Translation Tables (SPTTs), and Security Policy
Information Files (SPIFs). During FY 2005, the Prinme Contractor inplenmented and fiel ded systemcapabilities through a
series of coordi nated Product and Mai ntenance Rel eases. Future DVMS Rel ease 3.0 nmintenance rel eases will provide
additional critical enhancenments to the organizational nessaging capabilities provided in Release 3.0. This basic core

R-1 Line Item No. 105 Page 1 of 9
UNCLASSI FI ED




UNCLASSI FI ED

Exhibit R-2, RDT&E Budget Item Justification DATE: February 2006

APPROPRIATION/BUDGET ACTIVITY R-1 ITEM NOMENCLATURE

RDT&E, Def ense- W de/ 05 I nformati on Systens Security Program (1 SSP) PE 0303140K
COST (in MI11lions) FY05 FY06 FYO7 FY08 FY09 FY10 FY11
I nformati on Systenms Security Program/ 4.764 0 0 0 0 0 0

| A1

of activity upgrades keep the DVMS high grade systemup to date with technol ogy, mnimze any further divergence from
COTS, and provide the basis for full Intelligence Community (I C) and tactical inplenentation, final AUTODI N cl osure,
Allied interoperability, and transition to Next Generation Messaging. DI SAis working closely with the Joint Staff,
Services, and Agencies as well as with industry, to ensure satisfaction of DoD s Conmand and Control (C2) nessaging
requi renents through convergence of DMS security nechanisns with emerging comnmercial capabilities. System Security
enhancenents shall also be provided, per OSD gui dance contained in the DM5s Ml estone |1l (GENSER) decision nenorandum
DI SA devel oped the follow ng products for the GCCS-J: shareware security tools, new technol ogi es, enbedded Comerci al -
O f-The-Shel f (COTS) products, encryption, authentication, access control, and password storage and handling techniques
to inprove the security posture of the GCCS-J. DMS devel oped and fiel ded software and docunentation that
mtigated/fixed security vulnerabilities identified in previous certification and accreditation testing.

Test Support: FYO05 FYO06 FYo7
Subt ot al Cost 1.114 0. 000 0. 000

The Joint Interoperability Test Command (JITC) provided DVS integration test support for all new DVS rel eases. Each
DVS rel ease contains both Information Assurance (1 A) and non-1A functionality, and as such, portions of the

Devel opnental Testing involved testing of functionality specifically geared to information security/assurance.

Probl ems found during testing result in "fixes" in the formof Problem Trouble Reports (PTRs) or Infornmation Assurance
Vul nerability Alerts (1 AVAs), any of which may pertain to information security/assurance. RDT&E funds provided testing
support to include Devel opment Test and Eval uation (DT&E), Operational Test and Eval uation (OT&E), test equi pnent,
assessment of | AVAs, and devel oprment of security products and neasures to protect DVS against a variety of system

vul nerabilities. DMS supports a series of security tests and devel ops plans of action that address security risks as
security threats change. |In FY 2005, DMS devel oped a process and provided a plan of action that addressed

i mpl enentati on of NSA reconmended security enhancenents as a result of an ASD (NII) nandated security assessnent. DMS
continued to support JITC security tests and devel oped plans of action to address security risks.
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Congr essi onal Add: FYO05 FYO06 FYO7

Subt ot al Cost 2.900 0. 000 0. 000

I nformati on Assurance Trend/ Metric Analysis Support, and Center for Secure Tel ecomuni cati ons.

B. Program Change Summary: FY05 FY06 FY07

Previ ous President’s Budget 5.014 0. 000 0. 000

Current Submi ssion 4.764 0. 000 0. 000
Total Adjustnents -.250 - -

Change Summary Expl anati on

FY 2005 change was due to bel ow threshol d reprogramm ng
C. Oher Program Fundi ng Sunmmary:

FY 05 FY 06 FY 07 FY 08 FYO09 FY10 FY11
Qperati ons and Mai nt enance: 123.636 176.518 196.921 194.629 243.599 225.298 200.263
Procur enent: 41.191 26.709 20.675 24.275 36.258 32.808 34.706
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D. Acquisition Strategy:

Public Key Enabl ement activities are enmerging in DoD and the comercial marketplace. Tinme and materials contracts
provide maxi mum flexibility, as this work is unprecedented and difficult to assign firmfixed price and specific |eve
of effort in advance. |IT integration conpanies with |A as a core conpetency will assist DoD in addressing the
chal | enge of PK Enabling DoD s mssion critical applications while keeping in step with COIS evol ution

The overall DMS strategy is based upon the fundanental prem se that COTS products continue their evolution through the
constant refresh of comrercial technology. To mmintain an interoperable system DM continues to use a single
contractor as an overall integrator. Contract Adninistration is under a fee for service arrangenent by the DVS
Contracting O fice, which is based at Maxwell Air Force Base (MAFB)-Gunter Annex, Al abama (AL). Additionally, DWVS
utilizes contract vehicles within DI SA to acquire other equi pment and services to support the inplenentation of DVS
such as the Next Ceneration Contract. All contracts have been conpetitively awarded and provi de support in the
followi ng areas: program planning and control; analytic services of the DVM5 systemintegration; organizationa
nessagi ng; tactical deploynent; operations; configuration nmanagenent; and training and | ogistics. These contracts al so
provi de support for fielding of Virtual Private Networking (VPN) technology that will protect the DVS backbone.

There are several strategies for the acquisition of products and services:

a. Odering of DM5 hardware, software, integration, engineering, and technical services fromthe DV5 Lockheed Martin
contract.

b. Standard commercial products and services required to acconplish DVS inplenentation are bought via existing GSA
Schedul e or other high volune/ID1Q contract vehicles. Specialized security products (such as H gh Assurance Guard
(HAG and Certificate Authority Wrkstati on (CAW are provided by NSA and i ncorporated as Governnent Furnished

Equi pnent (GFE) by the integrator.

c. MTRE as a Federally Funded Research and Devel opnent Center (FFRDC) provides systens engi neering and integration
support for the DVS conmunity, applying engineering discipline and principles to DM5 in function areas of system
architecture, technical strategy, programstrategy, and program executi on.
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E. Performance Metrics:

The following Metrics are being collected and tracked in support of the d obal Command Control System (GCCS):
1. Sites and devel opers that are applying and executing GCCS-J security processes and net hodol ogi es.
2. Nunber of Applications devel opers successfully applying docunents and assessnent tools.

The following Metrics are being tracked in support of the Net-Centric Enterprise Services (NCES) program

1. Measure the value that NCES adds by devel opi ng applications that pull the right information at the right tine, and
inthe right format to neet the war fighter’s operational/tactical needs.

2. Compressing decision cycles by providing near real-time connectivity/conmputing power for war fighters and ot her
nati onal security users to enhance collaboration and parallel vice sequential actions.

The following Metrics are being tracked in support of the DMS program

1. Assessment of all Information Assurance Vulnerability Alerts (I AVAs) and the devel opment of the required security
products and neasures to protect DVS against all systemvulnerabilities. DM is funded through PE 0303129K, which
currently has 24 Key Performance Paraneters to neet critical operational requirenents contained in the validated Joint
Staff requirenents docunent.
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Exhibit R-3 Cost Analysis

[ DATE:

February 2006

APPROPRIATION/BUDGET ACTIVITY

RDT&E, Def ense- W de/ 05

PROGRAM ELEMENT
I nformati on Systems Security
Program (1 SSP)/ PE 0303140K

PROJECT NAME AND NUMBER
I nformation Systens Security Program/| A01

Cost Category

Product Devel opnent
Systens Engi neering and
Integration

Systens Engi neering

Systens |ntegration

Engi neeri ng/ Techni cal
Servi ces

Subt ot al Product
Devel opnent

Test and Eval uation
Operational Test &
Eval uati on

Test and Eval uation
Security/ Devel opnent al
Test & Eval uation

Contract
Met hod &

Type

CPFF,
FFP/ ¢

CPAF/ SS

FFRDC

CPFF/ C

CPFF/ C

CPFF/ C

T&M C

T&M C

M PR

M PR

Per f orm ng Tot al FY 06
Activity & PYs FY 06 Award FY 07
Locati on Cost Cost Dat e Cost
Lockheed Martin 32.321 0.000 NA 0. 000
Conpany,
Manassas, VA
Dat a Systems 0. 980 0.000 NA 0. 000
Anal ysi s
Fai rfax, VA
M TRE, 0.584 0.000 NA 0. 000
Arlington, VA
SAIC, Arlington, 2. 489 0.000 NA 0. 000
VA
UNI SYS, 1. 300 0.000 NA 0. 000
Arlington, VA
Booz, Allen & 0. 336 0.000 NA 0. 000
Hami | t on,
McLean, VA
SRA, Fairl akes, 2.528 0.000 NA 0. 000
VA
Pragmati cs, 1.775 0.000 NA 0. 000
McLean, VA

42. 313 0. 000 0. 000
Joi nt 3.746 0.000 NA 0. 000
I nteroperability
Test Command, Ft
Huachuca, AZ
Joi nt 3.277 0.000 NA 0. 000

I nteroperability
Test Conmand,
I ndi an Head, MD

FY 07
Awar d
Dat e

N A

N A

N A

N A

N A

N A

N A

N A

N A

N A

Cost to
Conpl ete

0. 000

0. 000

0. 000

0. 000

0. 000

0. 000

0. 000

0. 000

0. 000

0. 000

0. 000

Tot al
Cost

32.321

0. 980

0.584

2. 489

1. 300

0. 336

2.528

1.775

42.313

3. 746

3.277

Target Val ue of
Cont r act

32.321

0. 980

0.584

2.489

1.300

0. 336

2.528

1.775

42.313

3. 746

3.277
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Exhibit R-3 Cost Analysis

[ DATE:

February 2006

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Def ense- W de/ 05

PROGRAM ELEMENT
I nformati on Systems Security
Program (1 SSP)/ PE 0303140K

PROJECT NAME AND NUMBER
I nformation Systens Security Program/| A01

Cost Category Contr act
Met hod &
Type

Security/ Devel opnent CPAF/ SS

Test & Eval uation

Security Test & M PR
Eval uati on

Conduct Security Test & CPFF/C
Eval

Subt ot al Test and
Eval uati on

Congr essi onal Adds TBD

TOTAL

Per f orm ng Tot al FY 06
Activity & PYs FY 06 Award FY 07
Location Cost Cost Dat e Cost
Dat a Systens 0. 753 0.000 NA 0. 000
Anal ysi s
Fai rfax, VA
Nat i onal 0.814 0.000 NA 0. 000
Security Agency
Conput er 0. 100 0.000 NA 0. 000
Sci ences Cor p
Fall's Church, VA
8. 690 0. 000 0. 000
TBD 2.900 0.000 NA 0. 000
53.903 0. 000 0. 000

FYy 07
Awar d
Dat e

N A

N A

N A

N A

Cost to
Conpl ete

0. 000

0. 000

0. 000

0. 000

0. 000

0. 000

Tot al
Cost

0. 753

0.814

0. 100

8. 690

2.900

53. 903

Target Val ue of
Cont r act

0. 753

0.814

0. 100

8. 690

2.900

53. 903
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Exhibit R-4 Schedule Profile

Date: February 2006

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Defense-Wide/05

Program Element Number and Name
Information System Security Program (ISSP)
PE 0303140K

Project Number and Name
Project ISSP/IA01

2009

Fiscal Year 2005 2006 2007 2008 2010 2011
2 3 1i2i3i4| 112 34| 1i 2:3i4 2i3i4 | 1i2i3i4|1i2i3
DMS Products
Begin Dvlpmnt of 3.0/ A
MR2 - MR4

Begin Dvlpmnt Test
of 3./MR1 - MR3

3.0/MR1-MR3
Operational Test
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Exhibit R-4a Schedule Detail

| DATE: February 2006

APPROPRIATION/BUDGET ACTIVITY
RDT&E, Def ense- W de/ 05

PROGRAM ELEMENT

I nformati on System Security Program (1 SSP) PE
0303140K

PROJECT NAME AND NUMBER
| SSP / | AO1

Schedul e Profile

DVMS Products
Begi n Devel opnent of 3.0/MR2 - MR4
Begi n Devel opnent Test of 3.0/ MRL —

MR3
3.0/ MR1- MR3 Oper ational Test

FY 2005 FY 2006 FY 2007 FY 2008

FY 2009 FY 2010 FY 2011

1Q & 4Q
4Q
2Q - 3Q
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