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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755-6000

28 September 2011
MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U//FEB07 Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(UASHO) Except as previously reported to you or the President, or otherwise stated in the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency
during the quarter ending 30 June 2011 were unlawful or contrary to Executive Order or Presidential
Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order 12333, as
amended.

(U/FOY67 The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and
counsel. These activities and other data requested by the Board or members of the staff of the Assistant
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

Moo oy

G}:ORGE E
Inspector (_ueneral

LS59_¢ 4

PATRICK J. REYNOLDS
Acting General Counsel

(U/FOO71 concur in the report of the Inspector General and the General Counsel and hereby

make it our combined report.
Klﬁ. féEXAN ER

General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked
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upon removal of enclosure(s)
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—TOPSECREF/SHANOTORN-




DOCID: 4165278

[. (V) Intelligence, Counterintelligence, and Intelligence -Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the
Quarter, as well as Actions Taken as a Result of the Violations

A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

(U) Unintentional Collection against United States Persons (USPs) or Foreign
Persons in the United States

(U/AOB64 During the second quarter of calendar year 2011 (CY201 1), signals
intelligence (SIGINT) analysts in[__Jinstances inadvertently targeted or collected
communications to. from, or about USPs while pursuing foreign intelligence tasking. Unless
otherwise specified. all intercepts and reports have been deleted or destroyed as requuecl by

United States SIGINT Directive (USSID) SP0018. S (b) (3)-P.L. 86-36

1. (U) Targeting

(U/Feve| | during a review of tasked selectors. an NSA analyst
discovered that selectors had been tasked for forei 'n intelli ence targets located in the
United States. The error occurred o B ' The
selectors were detasked Fmd were enter ed 1nt0 a database containing selectors
that should not be tasked. No collection occurred '

(U/FeBey] |NSA analysts. learned that the selectors tasked on behalf of
an Intelligence Community (IC) customer were associated with a USP. The error occurred
because NSA analysts did not research the selectors before submitting them for tasking. The

selectors were detasked| |and all collection was purged from the IC customer’s
databases. ¥
(U/A667 On[Jccasions | [NSA analysts learned that

selectors for valid foreign intelligence targets remained on task while the targets were in the
United States. The selectors were detasked in all instances exeept|:| for which the targets had
already departed the United States No collection occurred.

—~SHREEFO-HSAFYETT On[ Joccasions betweer] | SIGINT

analysts discovered thatl |associated with a U.S military
installation had been tarfreted All data collected was- deleted byl | and no reports
were |ssued ' /o .

| an NSA analyst learned that the selectors

for alid foreign mtelllfrence targets lemamed on task while the targets were in the United
~ States | The _selectms were detasked | | and no reports
() (1)
(b) (3)-P.L. 86-36 e
b) (3)-50 USC 3024 (i G . e 3
(b1 (3] ) (b) (1) Derived From: NSA/CSSM 1-532
(b) (3)-P.L. 86-36 Dated: 20070108

Declassify On: 20320108
“TOP SECRETSHNOFORN-
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Tb) (1)
—FOP-SEERETFHSHANOFORN— (b) ¢3)-P.L. 86-36
(b) (3)=50 USC 3024 (i)
were issued. | |
“TSRETTOHSATVER| | an NSA analyst learned that the selector for a
valid foreign intelligence target remained on task while the target was in the United States from
| | The analvst overlooked the selector while detasking.
| ‘The selector was
detasked | | -collection was deleted and no reports were issued. (b)(1)
(b)(3)-P.L. 86-36

(U!/-FGHG” | an NSA analyst learned that a USP had been targeted. The
error occurred because the tasking analyst was unaware of the target’s USP status. The selector
was detasked | | The amount of collection I:l No reports were issued.

(SHREE-FO-BSAFVEY) | | NSA Tb) (3)-P.L. 86-36

analysts discovered that selectors for valid foreign intelligence targets remained on task after the
targets had traveled to the United States. The targets’ selectors under the Foreign Intelligence
Surveillance Act (FISA) Amendments Act Section 702 (FAA §702) authority had been detasked

| Collection resulted from one of the selectors. The selectors were
detasked. and no reports were issued.

| 1)
(b)(1) —— o (b)(3)-P.L. 86-36
(b)(3)-P. '- 86 36 -(-”FS#S-]#NF—)' |an NSA analyst tarweted the e- mall ai(3)-50 USC 3024(j)

telephone selectors of a foreign | |

| Iin"accorclance with USSID SPO(_}-] 8. The
error was caused by the analyst’s confusion about SIGINT authorities. No collection occurred.
The analyst also incorrectly targeted| | See a related
incident under “Reverse Targeting” on page 9.

(U//Fet0) an NSA analyst discovered that USPs had been targeted
and that their identities were contained in a presentation. Analysts detasked the selectors and
removed the USP information from the presentation slidesl | L

(U//Eed0)| | an-NSA analyst discovered that selectors fora Valld (b) (3)-P.L. 86-36
foreign intelligence target remained on task while the target was in the United States from
[ | No detasking occurred because the target had already left the United States
when the incident was discovered. No reports were produced from the data collected while the
target was in the United States.

2. (U) Database Queries

RO | |

(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)
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—FOoP-SEERETSHANOFORIN— o
L (b)(3)-P.L. 86-36

. (b)(3)-50 USC 3024(i)
(SHREEFOHSAFVE-On [_Joccasions during this quarter. analysts performed

overly broad or poorly constructed database querles that potentially targeted USPs. These
queries used| |
[ |that produced imprecise results. On| _[of those
occasions, the queries returned results from the database. - The query results were deleted. and no
reports were issued. Analysts who performed these queries were counseled by their
management. e

(b)(1) 1
(b)3)-P.L. 86-36 lﬁllgm 86-36

(b)(3)-50 USC 3024())

. (SHREEFOHSATFVED] |an analyst pursumfr information on a valid

foreign intelligence target attempted to confi1m| |

I |
| | 'The query and results were deleted. and no reports
were 1ssued.

» (U/AESES)| | an NSA analyst queried a raw traffic databasel I
as a query term. The query and results were deleted | | and no re
were issued. -

(U) Procedural errors contributed to the following incidents.

« (U/AFebey an NSA analvst d1sceve1ed that|

[ [that had been detasl\ed| |
|when it was detel mined to be assoc1ated with a USP. The analyst was
not aware that. in addition to the selector being detasked. | |
| | The query and results were ‘deleted | |. and no reports

were 1ssued.

(U/FOE6T| ' |NSA analysts performed "'__(b_l(1)
queries in raw traffic databases without first performing the required research onthe - ( :?(3)'P‘L' 86-36
selectors. I:lqueues returned results, which were deleted ‘and-no reports were issued.

SR ESATY S| }a database auditor discovered that an NSA
analyst queried selectors associated with a FISA §705(b) target for which the Foreign
Intelligence Surveillance Court (FISC) Order had expired| | The error
occurred because a previous analyst had created a query for valid FAA §705(b) targets
using an outdated list of selectors. A new analyst ran the query| |
without verifying the selectors; the query returned no results.

. —(-SﬂR-E—léF@-H—S#F’v‘E‘F}I |an NSA analyst queried I:l

[ lin-a raw traffic database. The error occurred because the analyst did not use
available tools| before performing the query. No traffic was
retained from the queries another NSA analyst quenedl B

1ssued from the data_ (b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(i)

" ESHSHANEY | | an NSA analyst ran:lqueries in a raw traffic database
containing E.O. 12333 collection, using selectors assoctated with foreign| |

~FOP-SECREFASHNOFORN O
(b)(3)-P.L. 86-36

a2
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(b)(3)-P.L.

4165278
86-36

(b)(3)-50 USC 3024()

(b)(1)

(b)(3)-P-L. ._86-36

(b)(3)-P.L. 86- 3%

b))

(b)(3)-P.L. 86-36-
(b)(3)-50 USC 3024(i)

(b)(1)

(b)(3)-P.L. 86-36

®)(1)
(b)(3)-P.L. 86-36

(b)(3)-18 USC 798
(b)(3)-50 USC 3024(j)

(0)(1)

(b)(3)- PL 8636
(b)(3)-50 USC 3024(i)

1 e | The queries and results were deleted

reports were 1ssued

—TOP-SECRET//STANOTFORN"

and no

-(-SH-R-E-I:—"FG—H-Sﬁ—F—V-E—‘F)I

| an NSA analyst queried the name of a valid

foreign intelligence target while the target was in the United States from| |

) _,_- ‘While performing research|

|the United States, the

analyst performed ‘the query in a raw traffic database| |
| The error was identified the same day. and query results

were deleted. No selectors were tasked or queried. and no reports were issued.

|an NSA analyst queried a selector for a valid foreign
intelligence target while the target was in the United States. The query result was deleted

-@#&m#@usa—ww)

" the database]

| | No results were returned by the two queries.

U.S. telephone selectms in a raw traffic database. The error occurred because the
analyst had not been fully trained to validate the selectors before submitting queries to

raw traffic databases. The results were deleted. and no reports were issued.

l an NSA analyst- quened | ||n

| an analyst-in-training performed a query on

--(-SMHQ-USA—FJ.LEAL}|

| The analvst who dld not -

“were 1ssued.

subsequently deletecl.t.le_l_"{v’_s_ltlts and modified the query on|

Fthe selectors | L |

|N0 reports

+ |

associated with-a U.S. territory were included on a list of selectors that were

queried in a raw traffic database. |

“(b)(1)
(b)(3)-P.L. 86-36

ldatabase aud1t0r discovered that |

| | The results were deleted. and no reports were 1ssued.

" (SUREL-TOUSA EVEV)

| an NSA analyst discovered that the e-mail

selector associated with a USP had been queried ina raw traffic database. Although the

selector had been removed from af

|query| lafter the

tawet tlaveled to the Umted States. the select0r|

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(j)

—FOP-SEEREFHSHAYOFORN

o))

(b)(3)-P.

| —

L. 86-36
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—TOP SECRETUSHMNOEORN- ®)
(b)(3)-P.L. 86-36

(b)(3)-50 USC 3024(j)

2011, an NSA analyst mistakenly | | The
query and results were deleted. and no reports were issued.

= (UAeue)| | an NSA analyst learned that a USP had been targeted in
P raw traffic database queries| | The error occurred despite the fact
pe” t-ha't-iithél |that should have prevented the
(b)(3) P '— 86 36 targeting of the USP. The release of a new version of the tool has resolved the problem.
... No reports were issued.

(b)(1)
(b)(3)-P.L. 86-36
(b)(3)-18 USC 798

SHREEFOESAFvER] | NSA/CSS discovered that an m)(?)-so USC 30240)

overcollection of E.O. 12333 -acquired data occurred| [after an upgrade had
been installed. |

3. (V) Overcollection :

4. (U) Detasking Delays

s | during a review of detasking requests at an
E.O. 12333 collection site. NSA/CSS found that |sel_é¢tors-- associated with USPs had not
been detasked. There was no collection forf of the selectors. The remaining [___|selectors
had collection results at various sites. NSA/CSS is analyzmg the collection to detenmne_whethel
purging is required. ;

—SHREE-FO-HS A |during a meetmfr w:iih- IC pe sonnel an

NSA analyst learned that a target had been in the United- States since| - Another NSA
analyst,| o |had detasl\eci I
selectors| ‘However, kelector remained on task until | |
I |-T 1ere was no collection or reporting on the target between | |
-(-S-:‘ﬁR-E-HG—HSﬁ-F"v‘E*)l |-an NSA analyst discovered that a selector
associated with a valid foreign intelligence target who had traveled to the United States had
remained on task| |even though the analyst had submitted a request to
detask the selector. | |
| Il intercept collected from the target’s arrival
in the United States from | |(the date of the last collection) was deleted.
and no reports were issued. e T
©(b)(1)
5.(U) System Errors (b)(3)-P.L. 86-36
—(-S#R-EIT'FG—U'SA—F’VFE'W‘)‘I | while pammpatmg in a test and evaluation
session for a development system, an NSA analyst performed a search forf .
(b)(1)
(b)(1) - -
(b)(3)-P.L. 86-36 —FOP-SEEREFASHAROFORN- fﬁ}gi-?éugis%a
(b)(3)-50 USC 3024(i) 5

(b)(3)-50 USC 3024(j)
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“TOP SECRET/SHNOFORN— (b)(3)-18 USC 798
e (b)(3)-50 USC 3024(j)

~The analyst submitted a request to the system developer to correct the problem and
notified other test and evaluation participants of the software error. The analyst did not view the

results. (b))
(b)(3)-P.L. 86-36

~SHREETFOHSATVEY)| [ an NSA analyst performed aquery in a raw
traffic database that returned U.S. data. The error was caused by a software feature
| | The analyst
immediately recognized the mistake and reported the system error to-the database developers.
The query returned results that have aged off. No |ep0|ts were produced. The soﬂwale problem

is under review by the developers. (b)(1) [ “b)(1)
R ~(b)(3)-P.L. 86- 36 (b)(3)-P.L. 86-36
6. (U)| | (6)(3)-50 USC 3024(j) (b)(3)-18 USC 798

(b)(3)-50 USC 3024())

—“FSHSHREETFOHSATVED

7. (U) Data-Handling Errors

(U/AoH6H| | an NSA analyst disseminated to an IC agency-anialyst rab)(3)-P.L. 86-36
SIGINT contalmng the ldentltles 0f| |USP5 “The analyst verified recall of the |11f0|mat10n on/

—SHREFOHSATFYEST | an NSA analyst discovered that a target was

a USP. requiring all collection being shared with an IC agency to cease.| |

| | The data sharing was

terminated the same day. The IC agency confirmed that all information received oil"t'hf;___target

was pul‘ged I | ....................................................................... b))
(b)(1) T OR-PL 8636
(b)(3)-18 USC 798 R e e SR U ES LA e S| | an NSA analyst learned-that a target

selector cited in an NSA/CSS report and used in a raw traffic database query was being used by

| [ A destruction waiver is being requested.

—GSiLPvEIr"FQ-U&A—WE%L}I _ .|rc"'m NSA analyst forwarded an e-mail to an
IC agency analyst and an NSA analyst containing the identity of a U.S. company without going
through proper identity release procedures.” Both the IC and NSA analysts confirmed deletion of
the communication as of I_—P_I ‘There was no targeting or collection.
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B. (U) Dissemination of U.S. Identities

—(SHREEFOHSAFVEY The NSA/CSS enterprise issued [ SIGINT product ™ (B)(1)
reports during the second quarter of CY2011. In those reports, SIGINT analysts included (0)@3)-P.L. 86-36
information that identified USPs or U.S. entities: 011 “occasions while pursuing foreign
intelligence tasking. In[__|SIGINT ploducts such disseminations were found to be improper,
and the reports were canceled as NSA/CSS I |analysts learned of USPs,
U.S. organizations, or U.S. entities named without authorization. All data in the canceled reports
was deleted as required, and the reports were not reissued or were reissued with proper
minimization. It should be noted that the majority of'the U.S. entities” names identified were
those of Internet service providers in e-mail selectors.

C. (U) Foreign Intelligence Surveillance Act (FISA)
1. (U) NSA/CSS Title | FISA

a. (U) Tasking Error

e | | NSA/CSS determined that a FISC Order
contained an incorrect telephone number for a targeted entity. The error occurred because the
source of the information was inaccurate. The telephone number was detasked
| was deleted. and no |ep0|ts were 1ssuecl

b. (U) Detasking Delays %83 P L 86-36
—SHREEFOHSATFVEH] | an NSA analyst dlscovered an e- mall

| | The e-mail -

selector for this FISC-authorized target |emamed on task aﬁel the target had left the United

States. The selector was detasked | | another analyst

documented this as an instance of overcollection. Data that was collected and retained

[ | data was purged| | while the incident was under

discussion with oversight personnel. No reports were issued.

| | an NSA database auditor discovered that

{SHREEFOHSATFVEY

the selectors fo foreign targets authorized under FISC Orders. remained on task after the
targets departed the United States. | _ of the targets had departed
and| [departed] [Tt vere detask

on 2 March 2011, and no collection occurred.

o : (b)(3)-P.L. 86-36
-(-S#IEEE-L—'FG—U-Sﬁ—F—V—E%L)-l | an NSA analyst leamed that the selector

for a FISC-approved target remained on task after the taloet| o Idepalted the
United States | lmplovecl procedures for tracking the ta et selectors have been
formulated. The selector was detasked | |-and collection
[ ]hasbeen purged. No reports were issued.
—SHREEFOHSATVEY| | an NSA analyst discovered that the
selectors f0r|:|f0re1gn targets authorized under FISC Orders had remained on task after the
(b)(1)

(b)(3)-P.L. 86-36
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tarfrets| heparted the United- States| | Traffic from
“th

i )
gbg(3) PL 86-36 | an NSA analyst learned that the e-mail

selectm for a F[SC-authouzed tal,;et had remained on task-after the target had left] |
United States on or about] | The e-mail selector was detasked- 0n| |
Collection from the e-mail selector has been marked for purging.

“SHREEFOHSATFYEY] | during a review of selectors for the renewal

of a FISC Order. an NSA analyst learned that e-mail selectors for[ |FISC -authorized targets

remained on task after the targets’ departure | | The
selector for one of the targets remained on task three days after the target’s departure from the
United States| |
|T|afﬁ
collected from| fwas purged. and no feports were 1ssued
c. (U) Data-Handling E “ (b)(1)
: - g Errors (b)(3)-P.L. 86-36
(Uf/‘Ff}UGﬂ | files containing FISA records were downloaded into an

E.O. 12333 database. Within three hours ofthe download, the error was discovered . and the
FISA records were deleted from the database. No FISA records were accessed during the time
“the data was in the database.

(b}(S) PL. 38:36 T (U/EeBoT] | a SIGINT analyst posted FISA information to a chat
: _wmdow that was not authorized for FISA data. The analyst notified his overseers of his mistake.
Chat posts age off after 48 to 72 hours,

d. (U) Unauthorized Data Retention

( UNF@'U'G'H ystem developers discovered system errors that had
prevented the purging of records containing FISA data after the one-year retention period. The
system error was corrected. and a new automated script was implemehtéd'--l |t0
delete FISA files older than one year.

(U/EovO] | [ previously misidentified files were processed and found to
contain FISA data from | |that was no longer approved for retention

under expired FISC Orders. Although the data was authorized under FISC Orders when it was
collected. the data was processed and retained in the database after the Orders had expired. All
data had been purged as ofI:| and no reports were issued.

2. (U) e 3 B 8636 |
(b)(3)-50 USC 3024(i)

(U) Nothing to report
3. LISLUSHMNEBusiness Records (BR) Order

(U) Nothing to report
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®)(1)
(t__))_(3)-P.LA 86-36
4. [FSHSHNF Pen Register/Trap and Trace (PR/TT) Order (b-?(a):w USC 798
(b)(3)-50 USC 3024(j)
”S”S}#NF')'I |

5. (U) FISA Amendments Act (FAA)
a. (U) Section 702

(U/ABE-Note: As previously reported in the 2010 Second Quarter Report, NSA'CSS has
implemented a new process to_ensure _the purging of FAA §702 collection that is required to be purged
from NSA'CSS databases. A | |
|to-identify noncompliant data that should be purged.
All collection that has been marked for purging will be purged.

i. (U) Unauthorized Targeting (b)3)-P.L. 86-36

ASURETFOHSA—FH | | NSA/CSS detasked a selector associated
with a valid foreign intelligence target after it was determined that the target was in the United
States. The selector was initially tasked | | The error occurred because the
analyst overlooked information that the target had arrived in the United States sometime after] ]

| | the traffic from| |after
detasking. ensuring removal of all data from Agency databases) was quarantined. pendmg ------

(b))

approval of a destruction waiver. No reports were issued. I (b)(3)-P.L. 86-36

~+SUREL-TOUSAEVEY) | |-an NSA analvst discovered that the e-mail

account associated with a valid foreign intelligence taloet| the United
States. | P

th)(3)-P.L. 86-36
(b)(3)-18 USC 798
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(D)(3)-P.L. 86-36

' “TOP SECRET//ST/INOFORN—
(b)(3)-1 8 USC 798

1 | The selector was detasked on

[ [ and collection from| _|had been marked for purging. No reports
were 1ssued e _

b)(1) o Eggg; oL 8630
i i b)(3)-P.L. 86-36 T
ii. (U) Reverse Targeting (B)(3) . (b)(3) 50 USC 3024()
T SUSHAEY | | NSA/CSS Iearned ¥ an instagice ofreverse targeting. For

the purpose of collecting information on a foreign{ - Jlocated in the United States.

an analyst targeted selectors associated with the taroet’s family members. There was no-

independent foreign intelligence interest inthe tamlly members. The selecmlsl |
| |were detasked | I[ |

associated with the selectors were deleted | [ Collection resulting from the
FAA §702 selectors has been marked for purging. No reports were issued.

iii. (U) Tasking Errors

(U//FOH6-) On[__Joccasions from| | NSA analysts discovered
that incorrect e-mail selectors had been tasked because of typographical errors. The selectors
were detasked. and all noncompli ant collec__t_lon was marked for purging.

(U// an NSA analyst discovered that a previously tasked selector
had been retasked on] without having gone through the required pre-tasking
approval process. The selector was not detasked, but the tasking information was updated . and
the tasking was re- -approved| | C.Ql_l_ectlon.tor_the___penod| |
was purgedl | B e T

(U/FeE6s | | an NSA analyst dlscovelecl that a- selecwl h_

i been tasked
| | under the incorrect FAA §702 Certification. The incorrect: tasl\'-
corrected | | and all results were |ii'|10€d """ ) B 1. b)(3)-P.L. 86-36
(U/FOH6Y On[_Joccasions trom| |NSA a‘flals;éts tasked

selectors without providing sufficient proof that the targets were located outside the United
States. All selectors were detasked. Ollzhccasnons noncomph ant data was.collected ., and it
has been marked for purging. No reports were lssued :

(U/FeBoT| } |se|ecIons were tasked undel FAA §702 authority in
error as part of a| | Procedures fof ___~  ldonot require pre-tasking
review; so the error was not discovered before tasking. NSA analysts discovered the error on
| |an"d detasked th_c-seléctors from FAA §702 collection the same day. Collection was
purged| | and no reports were issued.

(U/Fet0)| | an NSA analyst discovered that a selector had been tasked
without having gone through the required pre-tasking review process. The error occurred
because the target’s selector was similar to one that was already tasked. The selector was not
detasked. but was updated and approved| Collection| |
has been marked for purging. No reports were issued.

10
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(U/FOEO)| [ a selector was erroneously included in a list of selectors (P)(3)-P.L. 86-36
being processed for transfer to another NSA analyst. The selector-was mehglble for tasking
under FAA §702 because of outdated information about the target’s location. The selector was

detasked ~There were no results.

(SUREL-TO-HSA—FVEYT| | an NSA analyst incorrectly tasked an e-mail
selector. The selector was detasked | | when the correct selector was tasked. All
collect i0n| has been marked for purging .

“SREFOHSA—FVED| |an NSA analyst attempting to submit

selectors for FAA §702 collection incorrectly tasked non- FAA §702 sites and routed the
collection to an IC customer. While FAA §702 minimization procedures.allow collection to be
routed to other IC members. this is not true of all SIGINT collection. The 's'e'leé:tms were
detasked | |---Col|ec-t-i0n.| I has. been marked for

purging. d)(1)
(b)(3)-P.L. 86-36

iv. (U) Database Queries

Uf/-FGHGj—OnDO(:CﬂSlo ns from |

selectors for valid foreign intelligence targets in a raw traffic database without-first (:a:)nductmU
the required research on the selectors. The gqueries 1eturned results that assoc1ate(_| the selectors
with USPs. The query results were deleted i -and no reports were issued.

(U/FOHoT ODO'ccasmns froml INS'A analysts submitted
overly broad queries that could potentially return USP data to databases containing FAA §702
data. The query results were deleted. and no reports were issued.

TS#R‘E‘I?‘I‘@'U‘S?’TF“V‘E“I‘)‘Froml |an_ NSA analyst performed a
query inthe FAA §702[  Traw traffic database using the e-mail selector for a USP
associated with the U.S. government. The error occurred because the analyst was not aware that
the account was associated with the U.S. government. 'No--results were returned by the query.

—SHREEFO-HSAVEYY | a database auclltor dlscovelecl that an analyst
had queried FAA §702 data using selectors associated with FAA §704 and FAA Q?Ow(b}___t_alg_ets
The (lllel\f leSllltS Wele deletedl I ................................ o = | (b)(“])

(b)(3)-P.L. 86-36

(UK/FOHG-)-- adatabase auditor discovered that an N_SA-aha.lyst had
erroneously queried an FAA §704 selector in the FAA §702[ Jraw traffic database.
The query and results were deleted.

v. (U) Detasking Delays

(U/AOT0T it was discovered that an FAA §702 selector remained on
task after a detask request had been issued| T | The error occurred because a
collection system processed the detasking requests out of order. thereby leaving the selector on
collection. The selector was removed from collection | a
system patch updated the_collection system to prevent future errors.- On | | records
collected for the selector| were marked for purging.
—FOP-SECREFHSHANOEORN- ()(3)-P.L. 86-36
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—EF R
(U/Pf-eﬁeﬂ |'-it-was__di_sc0vered that an NSA analyst failed to detask the
selectors for a valid foreign intelligence target after receiving instructionsl | to
detask because| The selectm was detasked| |

l'ld"'the"tl‘ﬂfﬁC 17‘{'01]’1.'... ..................................
were issued.

A(B)(1)
— p— ~ (b)(3)-P.L. 86-36
3 Because of a communication-errQr._information collected on

regarding | khe United States was missed .
and the selector was not detasked until| | Collection from | [ has
been marked for purging. No reports were issued.

TSTRETFOHSATF S| | an NSA analyst discovered that a selector
remained on task for routing to an IC customer even though it-had been detasked by NSA/CSS
| | because] |the United States] | The
selector was completely detasked onl |--Collection ﬁom | (the date the
target entered the United States) to has been marked for. puramﬁ """"""""

b))

vi. (U) Data-Handling Errors (b)(3)-P.L. 86-36

(U/FOE6Y On[___Joccasions from| [ FAA §702 data was forwarded
by fax and e-mail to personnel not authorized to receive FAA §702 data. The, recipients
confirmed that the data was not further disseminated and that the faxes and e-mails had been
destroyed.

"(b)(3)-P.L. 86-36

(U/FeB0) | [an NSA analyst ralsed concerns about the applopuateness
of sharing FAA §702 traffic with an NSA analyst who was detailed to anothel IC agency and
was not cleared for FAA §702. The shalmg arrangement began in 2009. “The agreement on the
sharing activity with' the IC agency did not cover sharing FAA-derlved information.

‘the analyst ceased information -sharing until appropriate -authorization could be obtained.
The analysts confirmed | |that at no time had source information for the FAA-
derived information been shared. As of| | NSA/CSS had not created a new memo
on sharing information with the IC agency. -~

(Uf?‘FBH@H | an _N.SA.analyst forwarded unminimized USP information
in FAA §702 traffic to al ecipient. The traffic was destroyed. and no reports were
issued.

vii. (U) Overcollection

ey | I

(b)(1)
(b)(3)-P.L. 86-36
—TOP-SECRET/SHFANOFORN— (b)(3)-18 USC 798
12 (b)(3)-50 USC 3024())
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—FOP-SEERETFSHAROFORN-
®)(1)
b. (U) Section 704 < (b)(3)-P.L. 86-36

®)(1) (b)(3)-50 USC 3024(j)

i. (U) Unauthorized Dissemination (B)(3)-P.L. 86-36

l an NSA software engmeel dlscovered thal
the identities of various USPS collected under FAA §704 and FAA \?Uw(b) had been shared with
IC agency analystsl | .

| The software revision was
implemented on| | Recall of the information from the TC agency was not feasible
because of'its volume and lack of unique identifiers for the FAA records.

D. (U) Other

1. (U) Unauthorized Access

(UL‘FGHG—)' |--a1_1 NSA analyst detailed to an IC agency accessed an
NSA/CSS tool and ran‘_lqu_eries using-an NSA/CSS account instead of an IC agency account.
as required by an agreement between NSA/CSS and the IC agency. The accounts for NSA/CSS
employees_accessing NSA/CSS databases at the IC agency were to have been de-activated by
NSA/CSS| fand activated by the IC aﬂencv . No data from the
improper access of the tool was used-in 1ep011s '

2. (U) Consensual Collection

(U/[FOEE4 { | an NSA analyst |equested that a select0| for a USP be

detasked because the target had rescinded consent for monitoring | .. |The

selector was detasked The selector had been tasked by NSAKC SS on behalf of

an IC customer | | The IC customer confirmed that he had no collectlon_tm

the SelectOr aﬂerl I ...................................................... Bl (b)(3) -P.L. 86-36

(U/FOH6) | an NSA analyst discovered that targeting of a USP
continued beyond the period approved by a consensual agreement. The error occurred because

he selectors for the target had been incorrectly tasked and had not been removed when
the agreement expired. No collection occurred between the time of expiration and the time of

removal, and no reports were issued. (b)(1)
(b)(3)-P.L. 86-36
3. (U) Computer Network Exploitation (CNE) (D)(3)-18 USC 798

(b)(3)-50 USC 3024(i)
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E. (U) Counterintelligence Activities %Eg-P.L. 86-36
(b)(3)-18 USC 798
(U) Nothing to report. (b)(3)-50 USC 3024(i)
F. (U) Intelligence -Related Activities (b)(1)

(b)(3)-P.L. 86-36

—SHSTANFTo reduce the risk of unauthorized telephony collection and prevent _?(b)(3)_-50 USC 3024()
violations, NSA/CSS instituted a process that gives analysts greater and faster insight 1nt0 a
target’s location. | -

[ Collected

data was purged from NSA/CSS’s principal raw traffic repositories where required.

“SHSHAE] I I

| NSA analysts found | [e-mail selectors| ]
[this quarter - Collected. data. was

oed fr ’S princ fic r Ttorl (b)(1)
purged from NSA/CSS’s principal raw traftic repositories where required. (b)(3)-P.L. 86-36

(3)-50 USC 3024(j)

(U/A080y In[__Jinstances, database access was not terminated when access whl @
longer required. Although not violations of E.O 12333 or related directives, the accesses were
terminated. In addition, there were L‘ilsmstances of unauthouzed access to raw SIGINT. anD

' iccount sharing during the quarter.

(b)(3) PL. 86 36
. (U) NSAICSS Office of the Inspector General (OIG) Intelligence Oversight (10)

Inspections, Investigations, and Special Studies

(U/FOTOT During the first quarter of CY2011 . the OIG reviewed various NSA/CSS
intelligence activities to determine whether they had been conducted in accordance with statutes,
Executive Orders. Attorney General procedures, and Department of Defense and internal
directives. With few exceptions, the problems uncovered were routine and showed that
operating- elements understand the restrictions on NSA/CSS activities.

A. (U) Expeditionary Operations Reviews (EORs)

(U/FFOH6H |the NSA/CSS OIG and the NSA/CSS Representative to
|pr0posecl EORs of forward cryptologic elements to enhance cryptologic
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(b)(3)-P.L. 86-36

operations and provide Agency leadership an independent, on-site assessment of in-theater
operations. A review was conducted of mission operations and 10 performed by Cryptologic
Services Groups and Cryptologic Support Teams| |
The 10 review highlighted the need for development of 1O guides that detail 1O procedures and
for better guidance on IO functions for Officers in Charge.

BAI(Um:eueH

“EAREETFO-PSATVEY As part of the joint 1G inspection off™ - |the 10

inspection team reviewed the 1O program. IO training. and the: appllcatlon ot IO standards in the
SIGINT mission activities performed at the two sites. . Theé 10 pronlams at] lare
included under the| 10 Ploglam and are managed by th 10
Program Manager (IOPM), who also serves as the 10 Officer (100)| | The 10 programs
at both sites are well documented and_sustainable. Thel |P10mam is healthy, and inspectors
highlighted as an area of strength theIOO s commitment to adherence to compliance
standards. [ |m|55|0n related 1O training is timely. appropriate. and respongive to needs of

| |p’érsonnel. Tth[O_PM has worked with thel&l[OPM and the| 100 to

+B)(3)-P.L. 86-36

raise 10 awareness at i (b)(1)

C. (U) Misuse of the U.S. SIGINT System (b)(3) -P. L 86-36 (b)(3) 50 USG 3024()
-(-"l"-Sa‘-/-S-l-»‘/-N-F-)l | NSA/CSS learned that a SlG[NT analyst-at a collecnon

site used the U.S. SIGINT System to target a foreign national] "] The

analyst tasked the telephon__e selector of the | |

| “The mc1dent is under investigation by the OIG’s Office of Investigation. The analyst
has been removed from the site.

St | | NSA/CSS learned that a SIGINT analyst at a collection site
performed a query in a raw traffic database using a personal U.S. telephone number and the
telephone number of a foreign national | | The analyst viewed the  (b)(1)
metadata results returned by the query. No tasking. collection, or dissemination- oc(:urred durmg(b (3)-P.L. 86-36
this incident. The incident | is under investigation by the OIG’s

(b)(1) Office of Investigation. e e
(b)(3)-P.L. 86-36
(b)(3)-50 USC 3024(1) 4FS#SHASFT During an audit- 1ev1ew| | NSA/CSS learned that a military
analysf __|had querled the U.S. telephone number of the son of a personal
acquaintance in a raw traffic database| | The query results were deleted
~~The analyst has been barred from the secured work area and has had clearances
suspended. An investigation of the incident is being launched by The OIG’s

Office of Investigation will also investigate this incident.

D. (U) Congressional and 10 Board Notifications (b)(1)

FSHSHATH | NSA/CSS notified the Congressional intelligen ce
committees of a matter involving the NSA/CSS “upstream” collection under FAA §702. In
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' © (b)(3)-P.L. 86-36
(b)(3)-18 USC 798

addition to acquiring Internet communications under FAA §702 to or ﬁom a forelon taroéli’)@)"so USC 3024()

electronic communications account from U.S. companies that maintain such accounts. NSA/CSS.
acquires Internet communications to. from. or about a forelgn targetl

- These collection .
methods sometimes acquire multiple, lorrlcall} separate Internet communications that cannot be

divided by technical means|
I

[ [ This matter has been described to the FISC. which expressed concerns
about upstream collection. This matter also surfaced during the Court’s consideration of
applicatio ns for renewal ofalII:IFAA §702 Certifications, which were to expire in June and
August. T

—FSSHAE)-The FISC granted a requested extension of all|:I)fthe current
certifications until 20 September 2011 to permit time for the FISC to complete: 1ts revnew of the

Government’s responses to questions and issue orders on this matter. “0)(1)
(b)(3)-P.L. 86-36
E. (U) Other Notifications (b)(3)-50 USC 3024(i)

SN NSA/CSS has notified the Attorney General ot‘Dco_nsensual and nonconsensual
intelligence -related collection activities for USP hostage and detainee cases.

[ll. (U) Substantive Changes to the NSA/CSS 10 Program )
(b)(3)-P.L. 86-36

A. (U) Database Access Control Tool

(U//Fe6 NSA/CSS i1s creating a tailored data management tool to maintain access
control of SIGINT data in registered repositories. In the future, NSA/CSS hopes to be able to
supply more precise information about repositories, users, and the number of queries made in a
given quarter.

(®)] __ _| “©)3-P.L 86-36

(U069 |NSA S D11ect0r of Comphance and the 1G jointly hosted a
town meeting to introduce the_ne_wl Ide51gned to automate the
process of submitting mission compliance incident reports across the worldwide NSA/CSS
enterprise. Th _Wi'll'b'ecome the Agency’s central tool for reporting all potential mission
compliance incidents and will provide such benefits as a streamlined management process, a

central repository, and metrics data to : - identification and trend analysis. The
:liS'eXpected to be implemented in iand fully operational for
IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning

Intelligence, Counterintelligence, or Intelligence -Related Activities and the
Reason for the Changes

(U) Nothing to report.
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V. (U) Procedures Governing the Activities of DoD Intelligence Components that

Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related
to 10 Programs

(U) Nothing to report.
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