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NATIONAL SECURITY AGENCY

CENTRAL SECURITY SERVICE
FORT GEORGE G. MEADE MARYLAND 20755-6000

23 February 2010

MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE OVERSIGHT BOARD
THRU: Assistant to the Secretary of Defense (Intelligence Oversight)

SUBJECT: (U/AeH0) Report to the Intelligence Oversight Board on NSA Activities -
INFORMATION MEMORANDUM

(U/FFOH6) Except as previously reported to you or the President, or otherwise stated in the
enclosure, we have no reason to believe that intelligence activities of the National Security Agency
during the quarter ending 31 December 2010 were unlawful or contrary to Executive Order or
Presidential Directive and thus should have been reported pursuant to Section 1.6(c) of Executive Order
12333, as amended.

(U/AFFOH6) The Inspector General and the General Counsel continue to exercise oversight of
Agency activities by inspections, surveys, training, review of directives and guidelines, and advice and
counsel. These activities and other data requested by the Board or members of the staff of the Assistant
to the Secretary of Defense (Intelligence Oversight) are described in the enclosure.

Inspector General

MATTHEW G. OLSEN
General Counsel

(U/AF646) I concur in the report of the Inspector General and the General Counsel and hereby
make it our combined report. ' :

/56

KEITH B. ALEXANDER
General, U. S. Army
Director, NSA/Chief, CSS

Encl:
Quarterly Report

This document may be declassified and marked.
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upon removal of enclosure(s)

Epprovedfor Release by NSA on 12-19-2014 FOIA Case # 70809 (Litigation)
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I. (U) Intelligence, Counterintelligence, and Intelligence-Related Activities that
Violated Law, Regulation, or Policy and Were Substantiated during the Quarter,
as well as Actions Taken as a Result of the Violations

A. (U) Intelligence Activities Conducted under Executive Order (E.O.) 12333
Authority

(V) Unintentional Collection against United States Persons (USPs) or Foreign
Persons in the United States

(U/AF6H6) During the fourth quarter of calendar year 2010 (CY2010), Signals Intelligence
(SIGINT) analysts 1r4:|mstances inadvertently targeted or collected communications to, from,
or about USPs while pursuing foreign intelligence tasking. All intercepts and reports have been
deleted or destroyed as required by United States SIGINT Directive (USSID) SP0018.

(UHFOTHO)| lan NSA analyst dlscovered that I:le maJl selectors for a valid
foreign intelligence target remained tasked while the target was in the United States. The tasking
error occurred because of a miscommunication between analysts, each believing that the other

had detasked the selectors. The query results were deleted| Iand no reports

were issued. T ) (1)
e (B) (3)-P.L. 86-36

(SHREEFO-USAEVEY)| | NSA analysts leamed that the selector. fora

valid foreign intelligence target remained tasked whlle the target was in the United States. | |

|Collection against the target’s selector was suspended | |

ST REEFO-HSAFVEY) INSA/CSS erroncously targeted

| All collection was purged . and no

reports were issued.

(U/FOUON | an NSA analyst learned that the selectors for a valid foreign
intelligence target remained tasked while the target was in the United States. | |
| —]
I ]
| [ The selectors were detasked| |
| |- All collection was deleted| . and no reports were issued.

[ ““lb) (3)-P.L. 86-36
(b) (1)

(b) (3)-P.L. 86-36
(b} (3)-50 USC 3024(1) Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20320108
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TOR SECRETHCOMNTAALENT KEVHOLE/NOEORN— (B) (3) P.L. 86-36

(b) {3)-50 USC 3024(1i)

|an NSA analyst discovered that an intercept

 believed to be from vahd foreign intelligence targets was, in fact, from USPs. This error
b)) occurred becausel 5 The

©)(3)-P.L. e All
collection was deleted | | and no reports were issued.
(Uﬁ‘F‘GUQi | an NSA analyst erroneously tasked an e-mail selector for a
valid foreign intelligence target while the target was in the United States. The analyst discovered
the error| |and detasked the e-mail selector. No r..l:pQItS___Wﬁre__tss_qed
S (B) (3)-P.L. 86-36
(U/FEH6))| ‘a SIGINT analyst learned that a USP was madvertently
targeted. The] [e-mail selectors,[ | were detasked on

| | The collection has aged off the collection system, and no reports were issued.

( U/FOH6)| |NSA ana.lysts leamed that a USP was madvertently targeted

BTy ~had been deleted as of | |and no reports wereissued:— e Y ('b) (3)-P.L. 86-36
(b)(3)= P L B6= 36 )

i £ _|an N'SA analyst discovered that collection on
a valld forel on- mtelhgence target had occurred while the target was in the United States from[__]
' | Traffic collected during the target’s stay in the United States has been
e l-lnd w111 be purged No reports were 1ssued on the basis of the
collection. R —_ ~ (b) (3)-P.L. 86-36

| an NSA analyst dlseovered that|:|telephone
selectors for a valld foreign intelligence target remained tasked while the target was in the United
States. The analyst had suspended collection against the target’s selectors] |

| . [ A second
NSA analyst erroneously put the target’s selectors back] |
This was discovered immediately by the first analvst who again attempted to suspend the
selectors| it was discovered that one of the target’s
selectors had remained on tasking, and the selector was again suspended. No collection was
found for either selector during the time the target was in the United States, and no reports were
issued.

. e (D) (1)
2. (U) Database Queries e B (3)-P. L. 86-36

SHREEFO-USAFVE On[_| oceaSibha,”anaIysts performed b\}erly broad or poorly
constructed database queries that potentially targeted USPs. For example, these queries used |
which produced imprecise results. On|__pf those occasions, the queries returned results from
the database. The query results were deleted, and no reports were issued. Procedural errors
contributed to the following incidents.

(b) (1)
{b) (3})-P.L. 86-36
{b) (3})-50 USC 3024 (1)

—FOP-SECRETHCOMINTAARENTKEYHOEEANOTFORN—
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» (U//FOHO) On[_Joccasions between| INSA
analysts discovered that| pn valid foreign intelligence
targets while the targets were in the United States. All queries and query results were
deleted upon recognition of the travel. No repotts were issued on the basis of the results
of the queries. The item from| [was ; madvertently omlttecl fmm the
2010 third quarter report. -

. (U/rote) I-ﬁrSKEb) (3)-P.L. 86-36
analysts queried raw traffic databases using selectors associated with USPs or U.S.
entities. On each occasion, the analysts neglected to perform the required research on the
selectors before performing the queries. All query results were dcleted and n(olreports

were issued. I (b) (3)-P.L. 86-36

(o3 Yk UsCo 3024 (1)
. (Uf;’F@_HQﬂ l an NSA analyst lnadvertently included a -
N |in a query against a raw traffic database. The database auditor
_____________ discovered the error during a routine audit and notified the analyst.
® The query produced no results. B
(b)(3} P.L. B6-36 (b) (3)-P.L. 86-36
» (U/AFSEQY |an NSA analyst performed agamst the e-mail selector

of a valid foreign intelligence target a database query that included dates when the target
was in the United States. Upon realization of the error, the analyst immediately deleted
the query results. No reports were issued.

- (UreBey o SIGINT analyst inadvertently performed a database ®) (*) %+ 1+ 86
query using the e-mail selector of a USP. All query results were deleted | |
and no reports were issued.
(D
(b) {3)=E. _L_'._: ge -36' < e 3] | an NSA analyst queried a raw traffic
- database for mformatlon about a valid foreign 1ntclllgence target after the target was
noted| | The target’s selector was
- detasked| All non-compliant FAA §702 collection between[ |
was marked for purging.
I LLCi h nh i nh
TR U('D? M IlIJKMJSQQJLQEQd.thﬂLﬂ.D.N.SA analyst| |
o The target was initially
thought to be a valid foreign intelligence target but was determined to be a USP| |
| | Although the target’s selectors were detaskcd| |a
____________ g | ATl query results wete)
EE; Eé{_P.L. 86_36deleted| hnd no reports were issued. | Ebi 23;_P.L. S6-36
(b) (3) =50 Usc soz(qdf*i:%eﬂ |a SIGINT analyst queried a raw i:faff:é database - “{b) (3)-P.L. 86
using a selector associated with a valid foreign intelligence target| |

| | After submitting the query, the
analyst remembered that the target had been in the United States during the range of dates
submitted in the query. All results were deleted | |and no reports
were issued.
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M&%@kmm (b) (3)-18 UsC 798
(b) (3)=50 UsC 3024(1)
-f‘i#R-E-HG—HS?rF'V‘E‘!")I | an NSA analyst erroneously querleda

abase[
Upon realization of the error, the analyst deleted the query results on

n(b’Y' & } e [without reviewing the content, and the target’s telephone and e-mail

'(b) (3)-P.1. 86-36. selectors were detasked[ |the analyst

' determined that the target had entcred the United States] |and

marked all collection between [for deletion.-NQ, (3)_p.1,. ge-36
reports were issued. e

e

|
!

« (U/AFeBSy | an NSA analyst erroneously queried]
| ‘Upon discovery by the auditor]| ..
the analyst was instructed to delete the query results and deletion was confirmed
| | No reports were issued.

By

(b) (3)-P.L. 86- 36
. -(-'FS#S-H-)NFH o |an NSA analyst queried a raw traffic database usin
Tl selectors associated with| Ivalld foreign intelligence targetsl I
| | The analyst

misunderstood the procedures for querying raw traffic databases using selectors
associated with the targets after their arrival in the United States. The queries and query
results were deleted, and no reports were issued.

3. (U) Detasking Delays

(Uf'fFG'U'Sj‘l |1:he telephone selector for a valid foreign intelligence target
was marked for detasking when a SIGINT analyst discovered that the selector was being used by
a USP. However, as of]| | the selector had not been detasked from|:|

4. (U) Tasking Errors {(b) (1)
(b) (3)-P.L. 86-36

RO Y |it was discovered that a U.S. telephone
number] |C01LQc.ti9.ums_|
terminated| R

(b) (1)
(b) (3)-P.L. 86-36
(b) (3)-50 USC 3024 (i)

—(SHSHREETO-USAHVEY The NSA Enterprise issued |:|SIGINT product reports

during the fourth quarter of CY2010. In those reports, SIGINT analysts disseminated
communications to, from, or about USPs or entities on[___| occasions while pursuing foreign
intelligence tasking. In[__|SIGINT products, such disseminations were found to be improper,
and the reports were canceled as NSA/CSS)| lnalysts learned of USPs,
U.S. organizations, or U.S. entities named without authorization. All data in the canceled reports
was deleted as required, and the reports were not reissued or were reissued with proper

minimization.

B. (U) Dissemination of U.S. Identities

b) (1)
(b} (3)-P.L. 86-36

—FOP-SECRETHEONMINTAAEENRT KEYHOEEANOTFORN—
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C. (U) The Foreign Intelligence Surveillance Act (FISA)
1. (U) NSA/CSS Title | FISA

a. (U) Tasking Error * ﬁ":"'f'b'}-;-i-.%?._l_‘__.?-L- 86-36

(U/FOH63| fan NSA analyst dlSCOVCl’Cd that a USP was madvertently targeted.
The error occurred because the telephone selector,l e |_I

contained a typographical error. | / |
[ the selector was detasked from all collection sites
[ | All collection was confirmed as deleted| | (b}.(1)
(b)(3)-P.L. 86-36
BT T3718 USC 798

—(FSHSEANEY| o hne 3054 (i)

lan NSA analyst learned that a selector

tasked under a FISC Order| e |
| | The selector was immediately

detasked. All collection was deleted on| |and.n0__1_‘¢p9r_t_s were issued.

/(b) (3)-P.L. 86-36

~SHREL-TQUSA _EVEY)| ]an NSA analyst dlscovercd that Dtelephone

selectors that had previously been authorized for collection under an NSA/CSS FISC Order that

b. (U) Detasking Delays

expired| —]had not been detasked before the start of the new FISC Order:|
[ | The Selectors were submitted for detasking] |and were
confirmed as having been detasked| | All collection was deletedlj
| B

2. (U) L (b) (3)-P.L. 86-36

{(b) (3)-50 USC 3024 (1)

a. (U) Database Queries

| an NSA analyst queried the e-mail selector of a
valid forc1 gn 1nte111 gence target in a raw traffic database without following prescribed NSA
procedures. The analyst was made aware of the procedural error, and the query results were
deleted [ No reports wereissued. ...

“(b) (1)

~TOP-SECRET/COMMNT/TALENT-KEYHOEEANOFORN—  (P) (3)-P.L. 86-36




DOCID:

4165214

- an NSA analyst erroneously queried the e-mail

selectors of| | The query and
all query results were deletedl _|and no reports were issued.
3. (U) The FISA Amendments Act (FAA) E'.{b) (1) (b) (1)
(b) (3)-P.L. 86-36 (b) (3)-P.L. 86-36
a. (U) Section 702 (b) (3)-50 USC 3024 (1)
. (U) Unauthorized Targeting /(B)(3).-P.L. 86-36

(U/FeBexNote: As previously repofted in the 2010 Second Qzédrfer Report, NSA/CSS has
implemented a new process to ensure that FAA collection that is required to be purged from NSA/CSS
databases is purged. A|

|Ah’ collection that has been marked for purging will be purged.

(Uﬂ'POUG)l |-NSA.a_1_1_a_l_ysts discovered that selectors for valid foreign

intelligence targets had been tasked under the incorrect FAA §702 certification. The selectors

were tasked to the correct FAA §702 certification| | Data collected

under the incorrect certifications has been marked for purglng o f-(b) (3)-P.L. 86-36

(U/EeBO)| |an FAA §702 selector was tasked w1th0ut sufficient
information to determine the target’s location outside the United States The selector was
detasked| |-All non-compllant collect10n| L lhas
been marked for purging. e

(U//FeE6y | |'NSAfCSS discovered that a USP was inadvertently targeted.

The error occurred because NSA analysts did not |
The e-mail selector associated wi_th the target was detasked| |

All associated FAA §702 collect10n| |has been marked for purging.

(U/FetBo)| = H NSNCSS received information that an e-mail selector tasked
under FAA §702 and believed to be associated with a valid foreign intelligence target did not, in
fact, belong to that target. After research to confirm this, the e-mail selector was detasked on[ |

| All non-compliant collectlon was marked for purging.

-GSﬁﬁEEFe-H-SA—P&Eﬁ%{ Ian NSA analyst discovered that an e-mail

selector had been tasked under FAA §702 without sufficient proof that the target was outside the
United States. The selector was detasked) - and collection between 1

() (1)
(b) (3)-P.L. 86-36

ii. (U) Database Queries

(U/FeBo7] | a SIGINT analyst entered an inconechlwhile
performing a database query against FAA §702 data. The analyst had intended to enter a valid
| |but inadvertently entered al as a selector. The query produced

no results, and the query was deleted |

by (3)-P.L. 86-36
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(U/’r‘F@H@-ﬂ | an NSA analyst mistakenly queried FAA §702 data using a
selector associated with a USP. No results were returned from the query.

(U/FetHO)| [an NSA'analyst mistakenly performed a database query
against FAA §702 data using the selector of a USP. The analyst had intended to use the selector
of a valid foreign intelligence target but copied the lncorrect selector into the database query
field. The query returned no results. 7 (b) (3)-P.L. 86-36

(U/EE6)| |a SI”G'.I_NT aﬁalyst conducted a database query against FAA
§702 data using the e-mail selector of a valid foreign intelligence target and a date range that
included dates when the target was in the United States. All query results were confirmed as

deleted| | and no reports were issued.
e {b) (1)
iii. (U) Detasking Delays e b)(3)-P.L. 86-36
—(-SHEE-I:—"FQ—U-SA—F—\LEH [NSA analysts dlscovered that a valid forelgn
intelligence target had|- |

[_]The associated selector was not detasked because the analyst who normallv reviewed the
collection was on assignment to another organization.
the target had departed the United States, | |

all non-compliant FAA §702 data collected between| lhas been

marked for purging. No reports were issued.

ASHREH AT | an NSA analyst learned that a valid foreign

intelligence target tasked under FAA §702 had | . |
| Upon researching the incident, the analyst discovered that an analyst in another division

[ Consequently, the e-

mail selector was not detasked until| | No reports were issued, and da '(:%) (1)

collected between| | has been marked for purging. (b) (3)-P.L. 86-36

(U/FeBe)| | NSA/CSS learned that a target tasked under FAA §702 was a
USP. Research of this matter revealed that an NSA analyst had determined during a routine
review of collection| |that the target was a USP but had not detasked the
selector. The selector was detasked | |and datal =~ ]

I Iwasmarked forpurgin.g. ................................... - . (b) ’ ( 3} -P.L. 86-36

—SHREEFO-USATVEY)An NSA analyst noticed| |that a valid foreign

intelligence target| | After researching the
matter, the analyst discovered that the target’s| |
: |se1ect0r was not detasked hich resulted in the
jncident. | — belector was detaske
No collectlon was found durmg the time when the targetl |1n the United States.

_ . | an NSA analyst learned that a valid foreign
-::;.Emtelllgence target had traveled to the United States| | Although the analyst

{(b) (3)-P.L. 86-36
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detasked the associated e-mail selectors|
| | No collection or reportmg occurred

'{b)(

iv. (U) Data Handling Errors T o) (3) P.L. 86-36
y + ; |'NS'.A analysts unintentionally
forwarded unminimized U.S] lin FAA §702 traffic tof _|The
traffic was purged from and the properly minimized traffic was re-
forwarded the same day. T o
. . ST
b. (U) Section 704 (b) (3)-P.L. 86-36

(b) (3)-50 USC 3024 (i)
i. (U) Detasking Delay

lan NSA analvst learned that the telephone

selector assoc1ated with a valid FAA §704 target] |the United States
beginning| | The analyst| B
Ihad__detasked| |teleph0ne- selectors| 1

|- Non- compllant collect:lon from the period between e |
was deleted on| |and no. reports were 1ssued T

c. (U) Section 705b (b) (1)
: (b} (3)-P.L. 86-36

i. (U) Database Queries

| NSA analysts

performed database queries on valid FAA §705b selectors in raw traffic databases that contain
FAA §702 data. Upon realizing the errors, the analysts deleted the queries and results. There
was no reporting from these incidents.

(b) (1)
T . . (b) (3)-P.L. 86-36
ii. (U) Data Handling Errors _ (b) (3)-50 USC 3024 (i)

" la SIGINT analyst mistakenly posted FAA
§705b data| [that is not authorized for FISA data. The SIGINT
analyst notified his overseers of his mistake. (b) (

TSHSHREEFOUSAFVEYAlso| la SI(JINT analyst discovered that an

analyst who was not cleared for FISA had| [FISA §705b data because] IJ
| The

analyst deleted the datal |

“b) (1)

iii. (U) Detasking Delay (b} (3)-P.L. 86-36

“SHREETFOBSATFVEYD)| _— | NSA analysts discovered that the selectors for

an FAA §705b-authorized target remained tasked after the target returned to the United States on
An NSA analyst had deleted the telephone selectors for the target
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| Imd the _i_t_l_advertent collection between|
| were deleted| | and no reports were issued.

(b) (3)-P.L. 86-36

1. (U) Unauthorized Access

(U/FeEe)| | it was discovered that a database developer who was not
authorized access to FISA data was exposed to files containing FISA datd |
| All files
[ were deleted from
the development server| | The developer has| lto ensure
that files used do not contain FISA data. R e 7 ¥(b) (3)-P.L. 86-36
(U/HEQUQ) | two database tools were found to contain FISA-derived data.

Access to the database tools was not restricted, and analysts who were not authorized to access
- FISA data potentially had access to the data. All user accounts have since been validated, and
access to the databases was removed for analysts who do not have authorization.

(UIFeB)| an NSA staff officer inadvertently sent a print job request
containing FISA-derived information to a printer in the officer’s former office, a location not
authorized for FISA access. The printed document was destroyed by the staff security officer at

the receiving end| | and the three persons who had viewed the misrouted
document signed non-disclosure agreements. e (B (1)
P (b) (3)-P.L. 86-36
~SHREEFOUSATFVEYY] | an NSA analyst e-mailed computer screen

shots that included| [-derived data to a contract facility’s Sensitive Compartmented
Information Facility (SCIF) that is not authorized for] |data. Upon discovery of the
error, the staff security officer at the contractor facility was instructed to delete the files and
confirm that no data remained on computers or storage devices at the contractor facility.

(U/A;QUQ)i an NSA staff ‘officer e-mailed FISA-derived information to
an e-mail alias that confained a number of NSA/CSS for FISA access.
Upon discovery of the error, the e-mail was recalled -and all recipients
were instructed to delete the e-mail. ‘6) (1) e
(b) (3)-P.L. 86-36 S .
2. (U) Data Handling Errors P US(_:__ 3024(1) Y p) (3)-PLL. 86-36
(UFeB6)| lan NSA analyst discovered that FAA §702 data was contained in a
file directory that could be accessed by personnel not authorized for FAA data. The data was
moved from an authorized database to a non-authorized database| | The

files were accessible to approximately[__|branch members and database developers from | |
| | An update was installed to prevent FAA §702 data from being moved from

the authorized database.

{SHREE-TFO-BSAFVEY| [NSA/CSS discovered that] ]

() (1) o) (1)
(b) (3)-P.L. 86-36 (b) (3)-P.L. 86-36

“TOP-SECRET7COMINTAALENTKEYHOEEANSFORN (b)) (3)-18 USC 798

{b) (3})-50 USC 3024 (1)
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| — | The error was discovered during an update to the|:|

The computer code has been updated to avoid future errors.

(U/Aeue)| |NSA analysts discovered that FAA §702 data collected
| [was held in branch computer files that were accessible to analysts not
authorized for FAA data. In addition, the data files were not properly marked to show that they
contain FAA §702 data. Upon discovery, the file permissions were changed to allow access only
to analysts who are authorized for access to FAA data.

{b) (1}
. . o) (1) (b) (3)-P.L. 86-36
3. (U) Unauthorized Data Retention 1, (3)-P.L. 86-36 (b) (3) =50 USC 3024 (i)

—SHREEFO-HSA Y |NSA/CSS discovered that two database tools

retained NSA/CSS Title I FISA data beyond the one-year retention period without authorization.

4. (U) Consensual Collection

.86-36
(Uﬁ'FeHG}I . Ian NSA analvst discovered that a consensual agreement

authorizing the targetmg of a USP from| - had expired the previous day

- and that the associated selector had remained on taskmg Upon discovery] | the

—ESHSHANEY

analyst detasked the selector. Collection was marked for purging from the collection systems,
and no reports were issued.

(U/FetoT| | NSA analysts discovered that consensual agreements
authorizing the targeting of USPs had expired the previous day and that the associated selectors
had remained on tasking. Upon discovery, the analysts detasked the selectors. No collection or
reporting occurred during the violation period.

5. (U) Unauthorized Collection of Communications Security Monitoring Data

(U//FeUQ)| |NSA analysts discovered that a change to a customer’s list of
authorized| [was not implemented on a back-up collection platform. Unauthorized

data was inadvertently retrieved from the back-up platform ﬁ‘onr | when

the error was discovered. No reports were issued. G by (3)-P.L. 86-36

(U//reu6] |-NSA'ana'lyS't's"di.s.6(.)vered that collection 0n|:|was
conducted beyond the authorized technical data provided by the customer. The collection has
aged off the collection system, and no reports were issued.

6. (U) Computer Network Exploitation

(b) (1)
(b) (3)-P.L. 86-36
(b) (3)-18 USC 798

—TOP-SECRET7COMINT/TACENT KREYHOLE//NUOFORN_ (b) (3)-50 USC 3024 (i)
10
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3)-18 USC 798
3)=50 USC 3024 (i)

—(FSHSHAND)|

E. (U) Counterintelligence Activities

(U) Nothing to I'CpOIT. th) (1)
(b).(3)-P.L. 86-36
F. (U) Intelligence-Related Activities (b) {3)-50 USC 3024 (i)
~“SH#SHANE To reduce the risk of unauthorized telephony collection and prevent violations,
NSA/CSS instituted a process that gives analysts greater and faster insight into a target’s
location. | |

11
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FOR-SECREFHCOMMNFAALENFIEYHOE ]...:q"l;' E.FEFE (b){3)-P.L. 86-36
o (b) (3)=50 USC 3024 (1)

| When collection occurred, data was purged from NSA/CSS’s principal raw
traffic repositories when required. [

- p.L. 86-36

L(SUSUAEY : 1 b0 Usc 3024 (i)
[ N‘SA'analjrétS found| [e-mail selectors_____ _ |
[this quarter. When collection occurred, it was
purged from NSA/CSS’s principal raw traffic repositories when required. - (b)) (3)-P.L. 86-36

(U//F6567 Although not violations of E.O. 12333 and related directives, in[_instances,
database access was not terminated when access was no longer required. Once identified, the
accesses were terminated. In addition, there were[ _Jinstances of unauthorized access to raw
SIGINT and one instance of account sharing during the quarter.

TSHSHREEFO-USAFVEY/ L —
z - 6-36

798
3024 (1)

ll. (U) NSA/CSS Office of the Inspector Géneral (OIG) Intelligence Oversight (10)
Inspections, Investigations, and Special Studies

(U/A*©H63 During the fourth quarter of CY2010, the OIG reviewed various intelligence
activities of NSA/CSS to determine whether they had been conducted in accordance with
statutes, Executive Orders, Attorney General procedures, and Department of Defense (DoD) and
internal directives. With few exceptions, the problems uncovered were routine and showed that
operating elements understand the restrictions on NSA/CSS activities.

A. (U) NSA/CSS Representative
(U/FeEe} .(D'; T Jp.1L. 86-36

B. (U) Misuse of the U.S. SIGINT System

(U) Nothing to report.

LOP-SECRETHCOMMNTAALENT KEYHOLEANOFORN—
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C. (U) Congressional and Intelligence Oversight Board Notifications

(U/fFGﬁﬂ')I I--NSAI CSS notified the Congressional intelligence committees
that NSA/CSS and [

| | have entered into an arrangement to integrat
personnel in NSA/CSS spaces]| e

A copy of the notification is enclosed.

“(b) (3)-P.L. 86-36
D. (U) Other Notifications

—(SANF) NSA/CSS has notified the Attorney General of] :lconsensua} and nonconsensual
intelligence-related collection activities for USP hostage cases. o
(b) (1)
lll. (U) Substantive Changes to the NSA/CSS 10 Program (b).(3)-P.L.. 86-36
(U) Nothing to report.

IV. (U) Changes to NSA/CSS Published Directives or Policies Concerning
Intelligence, Counterintelligence, or Intelligence-Related Activities and the
Reason for the Changes

(U) Nothing to report.

V. (U) Procedures Governing the Activities of DoD Intelligence Components that
Affect USP (DoD Directive 5240.1-R, Procedure 15) Inquiries or Matters Related to
10 Programs

(U) Nothing to report.
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(U) Intelligence Oversight Quarterly Report
Fourth Quarter, Calendar Year 2010
(U) ACRONYMS AND ORGANIZATIONS
(U) AOR Area of Responsibility
(U)CNE Computer Network Exploitation
(U)CY Calendar Year
(U) DoD Department of Defense
(U)E.O. Executive Order
(U) FAA Foreign Intelligence Surveillance Act Amendments Act
(U)FBI Federal Bureau of Investigation
(U) FISA Foreign Intelligence Surveillance Act
(U) FISC Foreign Intelligence Surveillance Court
(U) GCHQ Government Communications Headquarters
U)IC Intelligence Community
(U)I10 Intelligence Oversight
(U)IP Internet Protocol
(U) NSA/CSS National Security Agency/Central Security Service
)|
(U) OIG Office of the Inspector General
(U) SCIF Sensitive Compartmented Information Facility
(U) SIGINT Signals Intelligence
wl_1 R |
@usp - U.S. person
(b) (3)-P.L. 86-36




