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MEMORANDUM FOR THE CHAIRMAN, INTELLIGENCE O‘C ERSIGHT BOARD
THERLL Assistant to the Secretary of Defense (1 niellis gence Oversight)

ight Board on NSA

%1

NAFERTOT Report to the Intelligence Gvers
‘scip“t;m - INFORMATION MEMORANDU

(/AR Fixecept as previcusty reported to you or the President, or
otherwise stated in the enclosure, we have no reason 1o beliove that any 1;11(‘3115*921(‘“
aciivities of the National Security Agency during the quarter ending 30 June 2006
were unlawful or contrary to Executive Grder or r’wm) niial Directive, and thus

€3y

required Lo be reported pursuant to Section 1.7.{d) of Executive Order 12535

(U/iAeer) The Inspeetor General md the General Counsel continue to
exercise oversight of Agency activities by means of in Qp{a‘*‘hm;a, aurveys, tr agnmzﬂ,
review of directives and gidelines, and ¢ uvme and counsel. These activities anc
other data re quested by the Board or members of the staff of the Assistant to ihc.
Secretary of Defense (jiia}ﬁ'_ﬁ)i! , Ov emzahi) ar¢ described in the enclosure.

Fd

JGE., LB REJ\ NE R
- In_b_;e}_,im,t-o!? General

o mn;vsrm‘ L r} Sy YA
“* " General Coungel

(U9 [ concur in the report of the Inspector General and ihe General
Counsel and hereby make it our combined report.
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ki I’?u B Ae L)sm\m:ﬁ

Licutenant General, U, 8. Army
Dhrsctor, NSA/Chief, €35

B e tinoo.  [BDDIOVEd TOT Reloase by NoA on 12-19- 2014, F OlA Case # 70809 (Ligaton)
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1. (U} INSRECTOR GENERAL ACTIVITIES

1o S During this quarter, the Office of Inspecior General {O1G) reviewed
various infelligence activities of the National Security Agency/Central Security Service
{NSA/CES! to determine whether they were conducted in accordance with applicable
statutes, Executive Orders (2.0.8), Atierney General (AG) procedures, and
Department of Defense (Do) and internal directives. With few exceptions, the issnes
presented were routine and indicated that the operating elements understond the
restriciions on MNIAJCSS activities '

N7 Frin the first guarter {iscal year 2006 (report dated 28 February 2006)
W re;;(.rtvd mismass of the U.S, SIGINT System. An investigation substantiated the
allegation that an N84 enpplovee used the SIGINT System to target his foreign

girifriend in | The matter luis been referred to the NSA Office of (b)(3)-P.L. 86-36
Security, Office of Employee Rel a*mnuz and the Office of General Counsel (OGE) for
appropriate action.

(U} GENERAL COUNSEL ACTIVITIES

—HC#5Er The NBAICSS OGO veviewed various intelligence activities of the NSA/CSS
to determine whether they were conducted in accordance with applicable statutes,
EOs, AG procedures, and DoD} and internal directives, The OGC advised Agency
elements on & number of questions, including the collection and dissemvination of
commumications of, or concerning 1.5, persons; the reporting of possible viclations of
federal criminal law contained in Signals Intelligence (SIGINT product; the testing of
electronic equipment, and the applicability of the Foreign Intelligence Surveillance Act
{(FISA). With few exceptions, the issues presented were routine and indicated that the
operating ctements understand the restrictions on NSA/USS activities.

3. (U) SIGINT ACTIVITIES
&, TS5} Collection Against U.S. Persons _ : J

(‘2} {U} Intentional

2, a1 }urlm, this quarter, the Director, NSA/Chief Central Secuzity i
ervice fhi} SA/CHCSS) granted approval for consensual collaction against] #(b) (1)
L S persens. DIRNSA/LC {(‘%% also approved non- wu‘»mvuai collection of] - [—‘% {b) (3)-P.L. 86-36
L;)éﬁli@fa‘l i [U.S. organization
believed to support terrorist activity, | |ag5=r‘1"f<: GF f‘oreign powers|
| BESER itizens believed to have been held against thar wilil |
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l:lﬁ':.'ﬁ"c.i:i-,;g:} vakenostaze bl Fanc b) (1)
E}‘..\‘"Tri'f'r-{-}f'\'; 'bf'},' ..vd tn hv ht,td ‘ll‘(}ﬁ’u"é, by a foreign power-or group engaged in (0} (3)-P.L.
t3 SSB-approved consensual f,sﬁ; 0 fim
fe!‘*m';afr‘d this guarter,
b5 The AG granted authority Lo collect the memmu‘a tions hf|:| 1is,
persons overseas during this quarter. :
{2} (U} Unintentional
wiire +This quarter, there were I:Iih%tfmam in whi::-h SIGINT analysts
inadvertently collected comumunications te, from, or about U. 8. persons while
purswing foreign intellipence tasking. All of the incidenis were reported to respensible
ovaralgnt officials, and corrective actions were taken.
b. (UEGUG) Dissemination of US. identities
{1) {U) intentional
=88 n accordance with section 7 of United Siates Signals Intelligence
Birective (USSID) SP0018, U.S. identities were disseminated times during this
gquarter. The fellowing table shows the justification and the number of instances of
dissemination. In the “Unmashked by Analyst” column, the U.S. identity was revealed
in a serialized end product; in the “Unmasked at User Request” column, a U8
identity was released to a user at the user’s request.
U JUSTIFICATION ..,i.zmnaz@cedl_ ‘ E I‘Lﬁmasmed ai.
L e he o o by Analyst o User Request
{b (1)
. {bp (3)-P.L.
72c  Necessary
7203 Poreign Official
i 72053 International Norcotics
7224 Criminal Activity
7207 VS Goveranent Official
TOTAL
2
e e N Tt S 3 (A T A B S SR T

86-36

86-36
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{2} (U} Unintentionat b) (3)-P.L. 86-36

~

8 (uarter, D« G

a. -Auring SINT products were cancelled because thoy
contaned the scIf*m,ch(' £ i 5 ;aeiuun«., srganizations, or entities, In all instances,
the reports were either not 191=~ sued or were Teigsued W:f}“ the proper minimization

‘z
-
+
1

b. In one jnstance| lax electronic mail {c-mail) containing the
name ol a U.S. persan was shared with the] |
| | The e-mail was suceessfully recalled

£3} (U} Raw Traffic Dissemination — SIGINT Production Chain

| The SID ensures that the
personnel are frained oy the OGO on NSA/CSE's Jegal restrictions and on proper
handling and dissemination of SIGINT datal |

b))

(b)(3)-P.L.

Such porsons working in or with SID during this quarter includad representatives of
Ab) (3)-P.L. 86-36
4. {U} Other Activities
a, {UHFeEe} Unauthorized Access
{1 =FEAEH-RER lanstvets outeide of the SIGINT  (b)(3)-P.L. 86-36
production chain had access to unminimized metadata. |
| |reportad a computer security violation (0 the NoA/GOS n
the conduel, of thelr mission] poalysts accessed NSA sensitive databases
without training er proper authorization. Al lesstone of the databases that may have
R e ISR S s e e d e (b) (1)

(b) (3)-P.L. 86-36
(b) (3)-18 USC 798

(b) (3)-50 USC 3024 (1)
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hoen accessed contains U.8, person information. An investigation by the NSA
Information System Incident 5{ oport Team (NISIRTY is ongoing. The NBASS QIG

m;% rmmt further when the NISIRT investigation iz completed.
(b)(3)-P.L.

|¥‘:‘ TETSON inﬁn‘m&t@ D1k WA iz‘nprﬂpm‘h’ qb arilii with

b) (1)
b) (3)-P.L.

Within hours of discovering the \'-rlc-i_at}.cn, the dm,u.m(_.u.t was destroved.
Themiormation had not been further disseminated while iﬁl |

b, (J/FODER Forelgn intelligence Surveliiance Act (FISA) incidents

(1 EFSHERA Ol becasions, we learned of the unintentional collection of

persons in the United States|

| | In all cases the collection was destroyed in aceordanee with L;,S}I } SPOD1E

{2 FEASHFANT T An analyst targeted| hﬁ longer-coversd 'b}f”';rz "F*I'SA’.’ él&ii&ﬂ,)

P.L. 86-36
18 UsSC 798
50 USC 302

instances of unauthorized collection. There were no reports published on the
collection. | [and the
O will track the action until destruction is confirmed. As of] |
[were added into the

b)(1) - TISA order.
(b){3)=P.L. 86-36

(3)LRSHSTLES Tinaware thatf |ihe

 NSA Officel

[kept]  le-mail addresses on coverage afier thel

[— ]

[ ' | The esmail addresses were detasked as they w uﬁb) (1)
discoverad| | (b) (3)-P.L. 86-36
(b) (3)-50 USC 3024

(4 FSAEHENTS |discovered that
metadata associ 12::3.(3 with previcusly processed voicel| |
3 Jhad not been purged in accordance with FISA reteation

roquirements. This was discovered when the |exid

(b) (1) 4 {b) (1)

b) (3)=P.L. 86736 ettt ot (b) (3)-P.L. 86-36
(b) (
(b) (

3)-18 USC 798
3)-50 USC 3024 (1)

86-36

4(1)

(1)
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(b) (3)-FP.L. 86-36
{b) (3)-18 USC 798

(b) (3}.-50 USC 3024 (1) e e —

{b) (3)-P.L. 86-36

(v é:eit‘|:|1"e§:f_>rtss 1-‘;45?1'5[1 Jt hml Jdatabase.

Software chenges were made

(1
( ) {3)-P.L. 86-36
d. (LF} Assisiance to i.aw Eﬂfom&ment

SHEE-During this quarter, the S responded to'_:koq:lavr,t for linguistic support
and| for techinical assistance from Technical support was also prov 1:?{-1
once to thel

e, {U) Working Alds
{(UAOT0T The SID Office of Oversight and Compliance maintains "11.8, Identities
,n ";‘I(;i\’” Y and a matrix of dissemination authorities on its web page for use by the

‘*;ﬁs!bufx Enterprise. The E.O., NS&A/CES Policy Number 1-23, Dold Boegulation
’;2 3.1-R, and UBSSLIH SPO0IS are also available on-line.
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