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APPENDIX J

IPB FOR SPACE OPERATIONS

[image: image1.wmf]
The US military is increasingly reliant on space assets to accomplish its mission.  Space systems are essential to augment and provide critical support to our forces deployed throughout the world engaged in multidimensional operations.
Space Technology has emerged as an important combat multiplier that provides the commander one more tool to control force enhancement-systems (communication, navigation, weather, and intelligence products) to successfully obtain battlefield/space awareness.

HISTORICAL USES OF SPACE 
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Space became part of the military environment with the use of the German V-2 rockets during World War II. With a range of about 220 miles (350 km), the V-2 reached altitudes of 60 miles (100 km) into the atmosphere (Figure J-1).  When the Soviet Union put its first Sputnik satellite into the earth’s orbit in October 1957, followed in January 1958 by the US's first Explorer satellite, the occupancy of space—whether for civil or for military purposes—became a reality.  Unmanned systems were soon followed by manned spacecraft; all revolutionizing the role of space throughout 30 more years of the Cold War, as well as for more benign purposes. Military satellites were used for national intelligence purposes and for operational support missions; both types of activity were usually highly classified.                                                  Figure J-1.  German V2 rocket.

WHY SPACE IPB?

The purpose of space IPB (SIPB) is to systematically address the critical space dimension into the battlefield.  This appendix outlines a methodology for applying IPB to space analysis supporting space, ground, and control segments and systems, thus providing the commander with the analyzed information to employ this complex set of combat multipliers within an operation.  

The G2/S2 and commanders need to integrate space capabilities and vulnerabilities into the intelligence threat brief, ultimately leading to COAs that will synchronize space aspects into the battlefield operation.  The use of space systems as a force multiplier widely affects the commander’s operations involving communications, navigation, weather support, and surveillance, protecting the force capabilities and intelligence information gathered across the battlespace. Throughout the spectrum of an operation from predeployment to endstate the space impact on military operations is an ongoing asset a commander must plan for and can influence and rely on for the entire MDMP.  

Military, civil, and commercial sectors of the US increasingly depend on space capabilities creating a new target of opportunity viewed by our adversaries as a potential vulnerability.  With close examination of the terrain and space, weather factors analysts have determined a macro impact space effects can also impact on systems within a military operation.  US centers of gravity, such as our space capabilities, are potential targets, especially our ground space assets that include the supporting infrastructure of systems.  This ground target is easily accessible for adversaries with the knowledge to target and weaponry means to effect them.  Conversely, a potential threat that relies even minimally on space systems will have space centers of gravity which can be  lucrative HPTs for friendly forces to engage.  

Discussion of the anticipated proliferation and sophistication of commercial space capabilities and products with military utility may be employed eventually by an adversary for hostile purposes.  Potential threats no longer have to develop a space infrastructure, for even today one may purchase needed space capabilities from willing vendors located throughout the world.  

DEFINE THE BATTLEFIELD ENVIRONMENT

STEP 1:  DEFINE THE BATTLEFIELD ENVIRONMENT

The concept of Step 1 applies to SIPB in the same manner as with conventional IPB.  In this step we define the characteristics of the battlefield to include identification of the space AOI.  As part of this step the analyst must also determine capabilities of the hostile force to use and control space systems.  Finally, close examination of  terrain and space weather factors determines what macro impact these have on operations.  

Not included in Step 1 planning is identification of a space AO. This is because there is no doctrinal AOR as related specifically to space.  The Commander in Chief, Space (CINCSPACE) does not “own” the realm of space like combatant Commanders in Chief (CINCs).  For example, the Commander in Chief, Europe (CINCEUR), having proponency for US operations in Bosnia, owns a specified area of terrain.  What the space staff officer must do is analyze the supported ground commander’s AOR, determine what space systems may influence this AOR, and then apply the IPB process to determine how space systems will impact the operation, both from a  threat and friendly perspective.

Issues to address in this step are:


· Countries hostile to the mission. 

· Adversary space capabilities–database development.  

· Impact of solar weather on operations.

· AOR analysis to determine space AOI and its influence on the operation.

Understanding the above issues will help focus the command's initial collection effort and analysis in support of the remaining steps to the SIPB process.

DEFINING THE AOI
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The AOI will encompass the supported commander’s AO and any country or entity that has the ability to use or control space assets in relation to the supported commander's mission accomplishment.  The space AOI would normally include those regions of space above the AOR, beginning at the Low Earth Orbit (LEO) belt (100 km above earth) and up to and inclusive of the Geosyncrnous (GEO) belt (30,000 km above earth).  All satellites moving through the identified space AOI, from the LEO though GEO belts, would be considered in the SIPB process (Figure J-2).  Additionally, key ground based space related facilities would be included in the AOI analysis.  This could include facilities located well outside the supported commander’s AOR (i.e., may have an operation in Africa, but AOI could include a space facility in central Europe if such facility were influencing the operational battle in Africa).    

Figure J-2.  Situation template.

DESCRIBE THE BATTLEFIELD’S EFFECTS

STEP 2:  DESCRIBE THE BATTLEFIELD’S EFFECTS

[image: image4.wmf]Space weather refers to disturbances in the near-earth space environment that can degrade military systems that operate in or through space.  Impacted military systems include HF communications, SATCOM, radar, GPS, and intelligence collection systems (Figure J-3). 

Figure J-3.  Battlespace environment.

Space weather intelligence should be integrated into the Army planning process to enable commanders to anticipate space weather impacts to friendly and adversarial systems and to exploit this information to optimize current and future operations. 

In SIPB the space analyst uses a conceptual methodology similar to that used for terrain and weather analysis with traditional IPB.  However, the primary weather consideration is what solar weather factors will affect operations (i.e., solar flares on UHF communications).  In addition to the solar activity, the analyst must also look for the effects terrain and weather have on ground access to satellites and satellites access to associated ground terminals.  

Issues regarding terrain analysis:

· Terrain masking effects regarding friendly and threat forces LOS access to satellites. 

· Effect of urban areas regarding LOS access to satellites.

Issues regarding weather analysis:  

· Terrestrial weather effects on Blue and Red capability to access satellites.     

· Cloud cover impacts on electro-optical imagery.

· Degradation of early warning time from theater missile defense due to cloud cover. 

Issues regarding solar weather: 

· Electromagnetic radiation, which includes enhanced fluxes of X-rays, radio, and ultra-violet radiation that can interfere with communications and radar systems during the daytime analysis (Figure J-4).

· [image: image5.wmf]Energetic charged particles, which include electrons, protons, and ions that are ejected during dynamic solar activity and reach the near-earth space environment within minutes to days.  The resulting magnetic storms and/or energetic particle events can degrade the performance of high-latitude communications and radar systems, as well as disrupt or damage satellites.  




   Figure J-4.  Solar weather effects.

· Solar Wind is an ionized gas composed of ions, electrons, and charged particles that continuously spews from the solar corona (the outer region of the sun’s dense atmosphere) at over 400 km per second.  The Interplanetary Magnetic Field (IMF) guides magnetically charged solar wind particles through space.  When the solar wind gets as far away as the orbit of the earth, it is still accelerating.  As solar wind hits the earth’s magnetic field, it results in the formation of a shock front across the sunward-facing portion of the earth magnetic field where the soar wind tries to flow around the sides in a manner very similar to rain water on an umbrella.  The solar wind compresses the magnetic field on the side toward the sun and stretches out into a long tail on the night side.  As these particles strike the upper atmosphere, auroras are formed.  The Aurora Borealis and Aurora Australia occur on the Polar Regions.  Magnetic storms, which can affect electric utility and pipeline operation on the earth, are closely related to auroral activity.  Additionally, scintillation in the Polar areas can also occur during these times causing communication and GPS navigation to be impaired or totally disrupted (Figure J-5). 

· Disturbances in the ionosphere, the electrically charged region of Earth’s upper atmosphere, can disrupt or degrade the performance of UHF SATCOM and GPS signals that pass through such a disturbed region.  This type of space weather disturbance is called ionospheric scintillation, and it is not associated with solar flares.  It typically occurs in low-latitude regions during nighttime hours; it is most common and intense during solar maximum periods.

[image: image6.wmf]
Figure J-5.  Ionospheric scintillation impact on communications.

Examples of solar weather impact on important operational systems:

· Missile warning radar may experience radio frequency interference (RFI) for up to 1 to 2 hours due to an energetic solar radio burst.   A radio burst can also cause RFI to a SATCOM link, usually associated with especially strong solar flares, which can emit simultaneously at multiple UFH/SHF frequencies.  

· GPS downlink signals that pass through regions of strong ionospheric scintillation may experience signal strength fluctuations and phase changes that can cause a locked-in GPS satellite to lose track of it.  If a GPS receiver loses lock-on to several satellites at once, the overall precision navigation capability will be degraded (Figure I-6). 

[image: image7.wmf]



Figure J-6.  Solar weather impacts.

EVALUATE THE THREAT

STEP 3:  EVALUATE THE THREAT

When evaluating the threat in SIPB, you define in detail your adversary's capability to use and control space-based assets in support of the operation in addition to the threat's ability to deny our use and control of space assets (Figure J-7).

Issues regarding evaluating the threat:

· Identify space capabilities of adversary and any Red/Gray country allied with.

· Does the adversary have access to, use of, or dependency on space systems?  

· What vulnerabilities do these systems have? 

· How does the threat employ their assets (i.e., economic, military, political)?

· What gray countries are supporting the threat? 

· What is the complete picture of the threat's space capabilities?

· R&D effort and sensors to which the threat may have access.

· Locations of launch sites.

· Locations of ground stations sites.

· Does the threat have the ability to deny our use of space-based assets?
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Figure J-7.  Evaluate the threat to friendly space segments.

DETERMINE THREAT COA 

STEP 4:  DETERMINE THREAT COA

The process has no meaning unless you are able to provide the commander with a COA that the enemy could use.  In SIPB this is focused on how the threat will use space capabilities in support of his mission and how they will deny the use of space for friendly operations (Figure J-8).

· Adversarial Threat’s Concept of Operation.  Describe threat space capabilities, how they will be used, and their value to the adversary.  Estimate the impact of threat space capabilities on friendly operations and friendly space assets.  Describe how to detect the threat’s space activities, including threat reconnaissance, intelligence dependency on space, and surveillance and targeting acquisition systems.  Identify the threat’s space weaknesses and vulnerabilities, such as inadequate coverage, launch sites and replacement systems, and the ability or inability to counter the capabilities of friendly space systems.  What does the adversary know about our space systems?
· Threat Assumptions and Anticipated Actions.  Space control actions to deny the friendly use of space and space assets is a target to assume.  Anticipate the threat's plan against the US.  The G2/S2 must use reverse IPB to assess our vulnerabilities and protect against any space control activities the adversary may attempt. Threat System Capabilities and Employment.  Describe what the threat is capable of doing and plot out the adversaries options and probable activities with his space, air, surface or subsurface assets to interfere with the US space systems.  Try to envision the threat’s plan with the capabilities available to them especially including possible [image: image10.emf]xx
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other countries or civilian space capabilities available.

                   Figure J-8.  Possible COAs of the threat against the friendly space segments.

· Threat Hostile Space Activities and other Space Support.  Describe any threat space activities known that will deny access to space, deny full capabilities of space systems and ground support systems, or restrict US resources required by our space assets.

· Support from Allied Country.  If the adversary you are facing does not have a space capability, are they being supported by another country.  If they are receiving IMINT support, determine(
· What type of imagery they are receiving:  EO, IR, SAR, and what type of resolution?

· How they are receiving the information?  Hardcopy images, data files, text message.

· Where and who is analyzing the image?

· How the image information is being passed:  Secure communication, Internet, handcarried?

· The availability of commercial space-based systems.  Will they continue to influence the adversary's ability to obtain information and products from space.  In commercial space support, consider the same support from allied countries.
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NOTE: To evaluate the capability of the threat to use space-based assets in support of their operations, contact the US Space Command (USSPACECOM) and their Combined Intelligence Center (CIC) to obtain the needed information. USSPACECOM has both  SIPERNET and JWICS WEB sites.

PRODUCTS OF SIPB

Products that can be used textually and/or graphically to portray the information derived from the SIPB process are discussed below.  These products are more effective for the G2/S2 due to time constraints and the amount of information depicted.

· Space intelligence estimate.

· Situation template of space support to the threat.

· Collection requirements or events matrix (Figure J-9).

· Satellite operational status (Figure J-10).
· Commander's DST (Figure J-11).

· Synchronization matrix.
IMAGERY COLLECTION COVERAGE
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Figure I-9 displays an example of the availability of threat imagery satellites in a 24-hour   period.  It graphically displays what the adversary has available and how the threat could 

Figure J-9.  Imagery satellite coverage.
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employ them for support of the threat’s operation.  This information assists in influencing friendly COAs and developing the collection matrix or graphic.  The Army space support teams use modeling tools to predict when space-based systems can influence the commander's AO.   Figure J-10 is an example of a collection requirements and events matrix.  The event template can be used to portray the NAIs and the collection matrix.

Figure J-10.  Event Template.


Figure J-11 describes the status of satellites that support or effect the commander's AO. Satellites may be non-operational or partially operational for numerous reasons: 
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Figure J-11.  Satellite operational status.

· Ground station control updating communications software or installing upgrades to systems. 

· Satellite sensor malfunction.

· Satellite maintenance, maneuvering, or repositioning.

· Space environment. 

[image: image16.emf]xx

xxx

xxx

LEO

HEO

GEO

SPACE AI

EVENT TEMPLATE (061800lZ-1718001Z)

NAI 01

NAI 02

NAI 03

NAI 08

III

III

 II

 II

 II

 II

 II

 II

 II

XX

XXX

III

III

III

III

 II

 II

 II

 II

XX

 II

 II

III

III

III

XXX

 II

XXX

COLLECTION

NAI O3,02

(SPOT, HIRES EO,)

NAI 01 SIGINT

INTELSAT

NAI 01 SIGINT NR

INTELSAT NR

COMINT NR

NAI 02 SPOT 48 HRS

IMSAT NR

NAI 03HIRES EOWEATHER

COLLECTION MATRIX

[image: image17.emf]xx

xxx

xxx

LEO

HEO

SATCON

ELINT/

COMINT

COMM. 

IMAGERY

GP

IMAGERY

NAI 01

NAI 02

NAI 03

ELINT/

COMINT

GP

 IMAGERY

III

III

 II

 II

 II

 II

 II

 II

 II

XX

XXX

III

III

III

III

 II

 II

 II

 II

XX

 II

 II

III

III

III

XXX

 II

XXX

EO IR RADAR SIGINT COMS

Red

Yellow

Green

RADAREO SIGINTCOMSIR

RED

YELLOW

GREEN

EO IR RADARSIGINTCOMS

RED

YELLOW

GREEN

RED= IN OP

YELLOW= PARTIAL OPS 

GREEN= FULLY OP

Operational Status

BLUE

RED

GRAY

Figure J-12 is an ISM SIPB which can play an important part in portraying the effects and support that space assets have in the battlespace or battlefield.

Figure J-12. Synchronization of space assets with the JFLCC's                                     plan to ensure maximum synergy.

CURRENT SPACE WEATHER

To request space weather support from the 55th Space Weather Squadron, use the format in Figure J-13.
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Figure J-13.  Current space weather format.


Figure J-13.  Current space weather format (continued).


Figure J-13.  Current space weather format (continued).
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OFFICE SYMBOL OF REQUESTER





MEMORANDUM THRU


	USSPACE J-33W


	AFSPACE/A33


FOR 55th SWXS/CC, Schriever AFB, Colorado 80912





SUBJECT:  Requirements document for space weather product support for 


                    EXERCISE NAME.





1.  Army Space Command request tailored space weather products to support the


 EXERCISE NAME.  Request existing space weather products be tailored to cover


 the area of operations for the following systems:





HF Skywave Radio Systems:


Link�
From �
To�
Expected Operating Freqs�
�
HF1�
LAT LONG �
LAT LONG�
     MHz�
�
HF2�
LAT LONG�
LAT LONG�
     MHz�
�
HF3�
LAT LONG�
LAT LONG�
     MHz�
�



UHF Tactical SATCOM:


Link�
From �
To�
Expected Operating Freqs�
�
UHF1�
LAT LONG �
LAT LONG�
      MHz�
�
UHF2�
LAT LONG�
LAT LONG�
      MHz�
�
UHF3�
LAT LONG�
LAT LONG�
      MHz�
�



UHF Satelites used:


Name�
Longitude�
Altitude�
�
�
�
�
�
�
�
�
�



SHF Systems:


Link�
From �
To�
Expected Operating Freqs�
�
SHF1�
LAT LONG�
LAT LONG�
�
�
SHF2�
LAT LONG�
LAT LONG�
�
�



SHF Satelite used:


Name�
Longitude�
Altitude�
�
�
�
�
�









 RADAR:  The following radar will be used:


Type radar�
Location�
Orientation (approx center of cover fan)�
Operating Freqs�
�
Patriot radar (battery center mass)�
LAT LONG�
degrees�
�
�
Q-36 radar�
LAT LONG�
degrees�
�
�



NOTE:  The space weather product accuracy is best within approximately 60 miles of the


specified grid locations for sending, receiving, or emitting in the case of radar.  For any given product, the farther away from the grid provided, the less accurate the product will be.





2.  Request that the following products be tailored to cover the above listed areas and


systems:  NOTE:  New products will eventually be available.  Listed below are products 


that the ARSST teams have seen.


	a.  HF MUF/LUF/FOT Plots.


	b.  Scintillation watch maps and graphs.


	c.  Space environmental outlook.


	d.  Pentagon briefing slide.





3.  Request that these products be placed on the 55th SWXS SIPRNET home page in a


folder/link titled "SOME NAME" and updated at least once per day beginning on day, month 


year ZULU time (start date) until day, month year ZULU time (end date).





4.  This exercise is a high level operational exercise in which actual HF, SATCOM 


(UHF & SHF)  and GPS will be used.  It is another opportunity for us to demonstrate the utility  of anticipating and exploiting the space environment vice reacting to it.





5.  POC at Army Space Command for this request is the undersigned at DSN 692-xxxx.





						REQUESTER'S SIGNATURE BLOCK














NOTES:


SENDING REQUESTS FOR SUPPORT:  Your request for tailored space weather support 


should be sent as follows:





MEMORANDUM THRU


	USSPACE J-33W


	AFSPACE/A33


FOR 55th SWXS/CC, Schriever AFB, Colorado 80912





Contact information is listed below to enable anyone to request support.  If the USSPACE


 J-33W is available, forward request to him via SIPRNET, fax, or hand carry.  








In the event that the J-33W is unavailable, the request should go directly to AFSPACE/A33 (put Request for Space Weather Product Support, ATTN:  AFSPACE/A33 in the subject line) and a courtesy copy should go to the J-33W and to the 55th Space Weather Squadron.  








Contact information is as follows:


USSPACECOM J-33W


Phone:  (719) 554-3029


DSN 692-3029





SIPRNET Home Page:  http://tsocserver.usspace.spacecom.smil.mil:443/weather/j33w/space.htm





AFSPACE/A33


Phone:  (805) 734-8232 ext 6-9951 or 6-9994


Space Operations Center (SOC) STU III: DSN 276-9951, 9994


Unclassified Fax:  DSN 276-2753


Secure Fax: DSN 276-9924


SIPRNET email address to SOC:  sv9soc14@mailhost.vandenberg.af.smil.mil


SIPRNET Home Page:  www.vandenberg.af.smil.mil





55th SWXS


POC:  Crew Commander


Phone:  (719) 554-6313


DSN 560-6313


STU III:  DSN 560-2285


Unclassified Fax:  (719) 567-6407, DSN 560-6407


Secure Fax (at Ring Operations Center): (719)567-5703, DSN 560-5703


Secure Fax: (719) 683-6984


Email:  55thspxs@schriever.af.mil


SIPRNET Home Page:   http://204.20.247.68/products/
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